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This paper presents an authorization-based group-oriented secure broadcasting sys-
tem based on the ID-based system proposed by Tsujii and Itoh. In the proposed system, any
broadcasting secret in ciphertext form is addressed to “group” instead of “individual”. First
of all, the broadcaster defines the message authorization strategy among the individuals in
the destination group by considering the characteristics or restrictions of the secret, such as
timeliness, integrity, or importance etc. Afterwards, the broadcaster broadcasts the secret in
ciphertext form to the destination group such that the individuals in the destination group
only can recover the secret by means of authentication, following a predefined message
authorization strategy. In general, the broadcaster can define the message authorization
strategy for a secure broadcast as one of the following: (1) restricted 1-out-of-n, so that only
the specified individual in the destination group can recover it; (2) unrestricted 1-out-of-n,
so that any individual in the destination group can recover it; (3) n-out-of-n, so that all
individuals in the destination group should collaborate together to recover it; (4) restricted
t-out-of-n, so that only the specified ¢ individuals in the destination group should collabo-
rate together to recover it; and (5) unrestricted ¢-out-of-n, so that any # individuals in the
destination group can collaborate together to recover it. The security of the proposed sys-
tem is based on the difficulty of computing discrete logarithms over GF(p). Also, some
possible conspiracy attacks on the proposed system are analyzed.

Keywords: secure broadcasting, authorization-based, group-oriented, ID-based system,
authentication, discrete logarithms

1. INTRODUCTION

Due to the prevalence of computer and communication networks, cryptographic
techniques, such as DES [5] and RSA [17], have been widely applied to network systems to
meet the requirements of privacy and secrecy. There are two available approaches for
network communications: point-to-point and point-to-multipoint. The point-to-multipoint
approach is also referred to “broadcast” [22]. One useful property of a broadcast channel is
that a single transaction from the broadcaster can be received simultaneously by several
recipients over communication links; it hence requires less interaction time as compared to
the point-to-point approach [13]. A broadcasting cryptoscheme allows authorized or legal
recipients to recover broadcasting secrets whereas unauthorized or illegal recipients obtain
no useful knowledge. Many application systems (for instance, video text system, elec-
tronic mail and electronic conferencing) use broadcasting cryptoschemes to achieve both
efficiency and secrecy [6, 15].
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In the past decade, several broadcasting cryptoschemes have been developed [2-4,
11, 21, 24]. However, most of them are individual-oriented. That is, secrets in ciphertext
form are addressed to individuals, and each individual takes full authority for recovering
those secrets. In 1987, Desmedt [7] first introduced the concept of group-oriented
cryptography. A group-oriented cryptosystem provides the following features: (1) secrets
in ciphertext form are addressed to “group” instead of “individual”; (2) only certain subsets
of authorized individuals in the destination group can recover the secrets. Hence, all the
individuals in the same destination group share the group authority for recovering the dedi-
cated secrets. Straightforwardly, a group-oriented cryptosystem will be more efficient when
broadcasting channels are involved.

In an authorization-based group-oriented secure broadcasting system, the broadcaster
specifies the message authorization strategy among the individuals in the destination group
by considering the characteristics or restrictions of the broadcast message (such as timeliness,
integrity, importance etc.) before broadcasting the ciphertext of the secret. The individuals
in the destination group can only recover the secret by means of authentication, following a
predefined message authorization strategy. In general, the broadcaster can define the mes-
sage authorization strategy for a secure broadcast as one of the following:

(1) restricted high-authorized (i.e., restricted 1-out-of-n): only the specified individual in
the destination group can recover it;

(2) unrestricted high-authorized (i.e., unrestricted 1-out-of-n): any individual in the desti-
nation group can recover it;

(3) low-authorized (i.e., n-out-of-#): all the individuals in the destination group should
collaborate together to recover it;

(4) restricted threshold-authorized (i.e., restricted f-out-of-n): only the specified ¢ individu-
als in the destination group should collaborate together to recover it; and

(5) unrestricted threshold-authorized (i.e., unrestricted t-out-of-n): any ¢ individuals in the
destination group can collaborate together to recover it.

Note that most previously developed group-oriented secure broadcasting cryptoschemes or
systems [1, 7, 8, 12, 14] only provide some, not all, of the message authorization strategies
stated above.

The main ideas behind the design of an ID-based system are that the personal identity
of a user is regarded as the public key for that user, and that the corresponding secret key is
derived from the personal identity by applying a trapdoor one-way function [20]. In prac-
tical applications, the personal identity may be the user’s name, E-mail address, identifica-
tion number, or some knowledge about the user. An ID-based system has the significant
advantage that it enables any two users to communicate securely and to authenticate each
other without extra key exchange. Furthermore, it simplifies the problem of key management.
Some well-known ID-based systems can be found in [20, 23].

In this paper, we intend to propose an authorization-based group-oriented secure broad-
casting system that employs all the message authorization strategies defined above. The
proposed system preserves the merits of both the group-oriented cryptography and the ID-
based system. Since the proposed system is mainly inspired by Tsujii and Itoh’s ID-based
system [23], we first briefly review their system in the next section. The proposed system
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is described in section 3. In section 4, we discuss security analyses for the proposed system,
including some possible attacks caused by outside intruders or inside impostors in the des-
tination group. Finally, we give conclusions in section 5.

2. REVIEW OF TSUJII AND ITOH’S ID-BASED SYSTEM

We will first define the following vector operations to improve the presentation of
Tsujii and Itoh’s ID-based system. Let p, g and 7 be integers, and let A={a,, a,, ..., a.} and
B={by, b,, ..., b.} be c-dimensional integer vectors.

Definition 1. 4 mod p = (a; mod p, @, mod p,...,a. mod p).

Definition 2. g mod p = (g mod p, g2 mod p,...,g* mod p).

Definition 3. 4" mod p = (a;" mod p, a," mod p,..., a/ mod p).
C

Definition 4. 4 mod p = _[Il(ai )* mod p.

Assume there exists a key generation center (KGC) in the system. The tasks of KGC

are to define the system’s secret and public parameters and to generate secret keys for
registering users in the initialization stage. Tsujii and Itoh’s ID-based system works as
follows:
Initialization: Initially, KGC chooses a large prime p, a generator a over Galois field
GF(p), and a one-to-one function f:Z¥ — Z¢, where £ is the length of the user’s identity
and k£ < c. Note that in order to withstand a conspiracy attack [23], ¢ should be greater than
the maximum number of users in the system. After that, KGC uses Merkle and Hellman’s
scheme [16] to generate a c-dimensional vector A=(a,,a,,...,&,) 0Z; ,, such that

Al # AQJ(mod p-1), for | # J, (1)
where [ and J are c-dimensional binary vectors, and computes

H= o mod p. (2)
Here, 4 is used as the secret key, and H is used as the public key for KGC. The parameters
D, o, k and H are made public to all users in the system while A4 is kept secret. When a user
U; wants to join the system, he/she first generates a k-dimensional binary vector for his/her
identity, denoted as

ID,' = (xil, Xi2y eeey x,'k), fOr xi/ € {0,1},
and registers ID; to KGC. Then, KGC computes U;’s extended identity as

EID; =1 (ID)) = Vi1, Vizs---sVic), for y; € {0,1},
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generates the secret key for U, as
si=A - EID;(mod p —1), 3)
and sends s; to U via a highly secure channel.

In the following, we will describe how to generate an A4 satisfying Eq. (1). First,
KGC randomly generates a superincreasing sequence {b;} (fori =1, 2, ..., ¢) satisfying

Cc
Zlb. < p-1 Afterwards, KGC selects an integer d such that gcd(d, p — 1) = 1 and computes
i=
a;=b;-dmod p—1), 4)
fori=1,2, ..., c. The vector 4 =(a,, a,,..., a.) is what we want.

Encryption: Suppose U; wants to send a secret message m to U,. U; first computes U;’s
extended identity EID; = f(ID;), randomly chooses an integer r € Z,,, and encrypts m as

¢ =0o"mod p, (5)
= m - (H"P)" (mod p). (6)
Afterwards, U, sends the ciphertext (¢, c;) of m to U,

Decryption: Upon receiving the ciphertext (c;, c;) of m sent by U, U, uses his/her secret
key s; to recover m as

m=(c;)* - ¢, mod p, (7
Now, we will show that U, can recover m by Eq. (7). From Eq. (3), we have

a® =a™®™ = H"" (mod p). (®)
By Egs. (5), (6) and (8), the correctness of Eq. (7) can be verified as

(c) e, =(a") ™ [&,(mod p)
=(a®)" tn[gH"")' (mod p)
- (H EID; )—r man EIDi)r(mOd p)
=m(mod p).

In Tsujii and Itoh’s ID-based system, any malicious user of the system will face the
discrete logarithm problem in finding the system’s secret parameter or another user’s secret
key. Moreover, conspiratorial users cannot directly solve 4 by presenting their secret keys
s;’s to each other because the number of unknown variables, i.e., @;’s, is always greater than
the number of equations in the equation system formed by Eq. (3). The reader is encour-
aged to refer to the same paper [23] for detailed security analyses of Tsujii and Itoh’s ID-
based system.
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3. THE PROPOSED SYSTEM

As in Tsujii and Itoh’s ID-based system, the proposed system requires a key genera-
tion center, KGC. The proposed system consists of two phases: a preparation phase and an
application phase. In the preparation phase, KGC generates secret and public information
for the system, the registering group and the individuals in that group, respectively. In the
application phase, the broadcaster first defines the message authorization strategy for the
secret, then encrypts the secret, and finally broadcasts the ciphertext of the secret to the
destination group. The individuals in the destination group can only recover the secret by
means of authentication, following a predefined message authorization strategy. These
two phases are explained in the following.

3.1 The Preparation Phase

The preparation phase includes two stages: initialization and registration. In the initial-
ization stage, KGC defines the system parameters. The public parameters of the system are
stored in a public directory while the secret parameters of the system are kept secret by
KGC itself. In the registration stage, KGC generates the secret and the public parameters
for the registering group and its individuals. The public parameters are also stored in the
public directory, the secret parameters for the groups are maintained by KGC, and the
secret parameters for the individuals are kept secret by the individuals themselves. These
two stages are described in the following.

Initialization: KGC performs the following steps to generate the secret and the public
parameters for the system:

p-1
5

Step 1: Select two large primes p (> 2°!2) and g (> 2'%°), where ¢ is a prime divisor of

Step 2: Select a generator o in GF(p) with order g.

Step 3: Select a constant ¢, such that c is greater than both the maximum number of groups
joining the system and the maximum number of individuals in the groups.

Step 4: Use Merkle and Hellman’s scheme [16] to generate a c-dimensional vector

A =(a,a,,...,a.) 0Z¢, such that
A0 2 A, 00(mod q), for | #J, 9)

where [ and J are c-dimensional binary vectors.
Step 5: Compute

Hs=a’ mod p. (10)
Step 6: Choose two one-way hashing functions f:Z, - Z; and h: Z, - Z,.
Step 7: Create a public directory, and put the parameters p, g, ¢, f, h, ¢, and Hg in it while

keeping A secret.

When the system has been set up, KGC can accept the registration of a group and its
individuals. The registration stage is stated as follows.
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Registration: Let G with the identity GID be the registering group and U; with the identity
ID; be one of the individuals in G. KGC performs the following steps to generate the secret
and the public parameters for G and all the U;’s in G:

Step 1: For the registering group G, do the following:

1-1: Use Merkle and Hellman’s scheme [16] to generate a c-dimensional vector
A; 0Z; for G, and compute

He =a’ mod p. (11)
1-2: Compute G’s extended identity EGID = f(GID).
1-3: Randomly select a c-dimensional vector R; Z;, generate a group key for G
as
s¢=As(Rg+ EGID) mod ¢, (12)
and compute
Vs = (Hg)™ mod p. (13)
Step 2: For each U, in G, do the following:
2-1: Compute U;’s extended identity EID; = f(ID)).
2-2: Randomly select a c-dimensional vector R DZ; , generate a personal key for
U, as
s;=As * (R;+ EID;) mod ¢, (14)
and compute
v, =(Hg)® mod p. (15)
Step 3: Solve @ using the following equation:
S = (A [@g + > 5) moda. (16)
U;0G
Step 4: Compute
Yo = (HG)_(DG mod p. (17)

Step 5: Deliver (sg, ;) to each U, in G through a highly secure channel, and put Hg, yg, vs,
v;’s in the public directory.

Note that, for security reasons, KGC can discard the secret parameters 4s, 4, R, Do,
and R; when no more new groups or individuals want to join the system. The parameters

generated by the preparation phase are summarized below:

(1) Public transformation function: £, A.
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(2) Secret information for KGC: A;.

(3) Public information for KGC: p, ¢, o, Hs.
(4) Secret information for G: 4g, sg, P, Re.
(5) Public information for G: GID, Hg, yg, ve.
(6) Secret information for each U; in G: s;, R..
(7) Public information for each U; in G: ID;, v..

3.2 The Application Phase

The application phase includes two stages: encryption and decryption. The encryp-
tion stage deals with the task of encrypting a secret according to the message authorization
strategy of the secret, and the decryption stage deals with the task of decrypting the ciphertext
of the secret, following a predefined message authorization strategy. These stages are de-
scribed below.

Encryption: Let U, be the broadcaster, G be the destination group and B be the group to
whom U, belongs. Suppose U, wants to broadcast a secret m € Z, to G. The broadcasting
transaction is formatted as {broadcaster, recipients, message authorization strategy,
ciphertext}. U, performs the following steps to originate the broadcasting transaction for
m:

Step 1: Define the message authorization strategy for m.

Step 2: Generate G’s extended identity EGID = f{GID).
Step 3: Randomly select an integer » € Z, and compute

¢ = o mod p. (18)
Step 4: Solve ¢, using the following equation:

h(m)=s,"c,—r* c,mod q. (19)
Step 5: According to the predefined message authorization strategy for m, perform one of

the following cases:
Case 1. Restricted 1-out-of-n authorization strategy:

5-1: Let U; € G with identity ID; be the specified recipient.

5-2: Generate U;’s extended identity EID; = f (ID)).

5-3: Compute

¢, = (M+1D)((He)®™ )" modp, (20)

5-4: Broadcast {B.U,, G.U,, restricted 1-out-of-n, (ci, ¢;, ¢3)}.

Case 2. Unrestricted 1-out-of-n authorization strategy:

5-5: Compute

¢, = (M+GID)((Hg) ™ V)" mod p. 1)
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5-6: Broadcast {B.U,, G, unrestricted 1-out-of-n, (¢, ¢5, ¢3)}.
Case 3. n-out-of-n authorization strategy:
5-7: Compute

¢; = (m+GID)((Hs)™"° W )" mod p. (22)
5-8: Broadcast {B.U,, G, n-out-of-n, (c, ¢, ¢3)}.
Case 4. Restricted f-out-of-n authorization strategy:

5-9: Let U,, U,, ..., U, with the identities ID,, ID,, ..., ID,, respectively, be the speci-
fied individuals in G.

5-10: Construct a polynomial Q(x) with degree #-1 by interpolating on points (/D,,
(He)?Pi-v))" mod p)’s (fori =1, 2, ..., £).
LetQ(x)=k+ex+e, x*+ ...+ e x ' modp.

5-11: Compute
¢;=(m+ GID) - kmod p. (23)

5-12: Broadcast {B.U,, G.{U,, U,, ..., U}, restricted t-out-of-n, (ci, ¢,, ¢3)}.

Case 5. Unrestricted f-out-of-n authorization strategy:
5-13: Randomly generate a polynomial O(x) with degree -1 as

X)=k+ex+ex*+..+ex"modp.
p

5-14: Compute the shadows §;’s for all individuals U;’s in G as follows:

Q(ID) =5,
Q(lDz) :521
QD) =5,

5-15: Compute
d; = (8, +1D)((He)™ )" mod p. 4

5-16: Compute c; as Eq. (23).
5-17: Broadcast {B.U,, G, unrestricted t-out-of-n, (¢, ¢, ¢3, dy, ds, ..., d,)}.

Note that Cases 1 and 3 are special cases of Case 4 whereas Cases 2 and 3 are special
cases of Case 5. However, for the sake of efficient implementation, we will differentiate
these cases from each other in our presentation. Furthermore, the broadcaster may define

different threshold values ¢ for the message authorization strategies specified in Cases 4 and
5.
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Decryption: Upon receiving the message broadcasted by U,, the individuals in G can only
recover the secret m with authentication from the ciphertext by following the predefined
message authorization strategy. The procedures for decrypting the ciphertext of m are as
follows:

Step 1: According to the predefined message authorization strategy for m, perform one of
the following cases:

Case 1. Restricted 1-out-of-n authorization strategy:
1-1. Let U; € G with identity ID; be the specified recipient.
1-2. U; uses the personal key s, to recover the secret as

m=(c; - (¢;)" — ID;) mod p. (25)

Case 2. Unrestricted 1-out-of-n authorization strategy:
1-3. Any individual in G uses the group key s; to recover the secret as

m=(c; * (¢;)’* — GID) mod p. (26)

Case 3. n-out-of-n authorization strategy:
1-4. Each individual U; € G computes

w. =(c,)% mod p. 27)

1-5. All the individuals in G collaborate to recover the secret as

m=((c, Duqswi)—GlD) mod p. (28)

Case 4. Restricted -out-of-n authorization strategy:
1-6. Let U,, U,, ..., U, be the ¢ specified individuals in G that can recover the secret.
1-7. These ¢ individuals cooperate to reconstruct Q(x) by interpolating on points
(D, (¢))imod p)’s (fori =1, 2, ..., £), and obtain k = Q(0).
1-8. Recover the secret as

m=(c, (k™ - GID)mod p. (29)

Case 5. Unrestricted #-out-of-n authorization strategy:
1-9. Any ¢ individuals in G use their personal keys s;’s to compute their shadows J;’s
as

5, =(d,{c,)* - 1D,)mod p. (30)

1-10. These ¢ individuals cooperate to reconstruct Q(x) by interpolating on points
(ID,, 6)’s and obtain k= Q(0).
1-11. Recover the secret as in Eq.(29).
Step 2. Authenticate the recovered m as follows:
2-1. Generate U,’s extended identity EID, = f (ID,).
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2-2. Check if the following equality holds:
a"™ = (v, [{Hg)"™)*(c,)**(mod p). GD
If the equality holds, then the recovered m is verified.
In the following, we will first show that the individuals in the destination group can
only recover the secret m by following the message authorization strategy defined by the

broadcaster.

Case 1: Restricted 1-out-of-n
From Egs. (14) and (15), we have

a’ =a”® ™% (mod p)
= (Hg)" (Hg)™ (mod p)

(32)
=V, [Hg)™" (mod p).
From Egs. (20) and (32), we have
¢;Hc)* ~ID =¢;Qa™)* ~ 1D, (mod p)
=c,[a®)™ - ID,(mod p)
= ¢, [Qv; [{Hg)™™) ™ — ID,(mod p)
=(m+1D,)((He)™™ )" [y, [{Hg)™™ )™ = 1D, (mod p)
=(m+1D;) - 1D, = m(mod p), which implies Eq.(25).
Case 2: Unrestricted 1-out-of-n
From Egs. (12) and (13), we have
a% - aAsEB?G mASEEGlD(mOd p)
= (Hs)® (H)**(mod p) (33)

= (V6 )(Hs) ™ (mod p).
From Egs. (21) and (33), we have

c,[c)® -GID=c,Qa")® - GID(mod p)
=¢,[{a®)" - GID(mod p)
= ¢; [{vg [{Hs)™*")™ = GID(mod p)
= (m+GID)((Hs) ™" V)" [{vs [{H)**")™" = GID(mod p)
=(m+GID)-GID =m(mod p), which implies Eq. (26).

Case 3: n-out-of-n
From Eq. (27), we have
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5§ 3§
Mw =(c)"™ =(a™)"™*
U; 0G
25
=(a"™)™"(mod p).
From Eq. (16), we have
a = q’ee muizug
X
= (Hg)®® "™ (mod p)
35S
=Yye ' [@""° (mod p),

which implies

55
a’™® =a® [y, (mod p).

From Egs. (22), (34) and (35), we have

5
¢, 0w —GID =¢, Ma""™)™" = GID(mod p)
U; 0G
=G EﬂVG EQHS)EG“D @e)_r _GID(mOd p)

663

(34)

(35)

= (m+GID)((Hs)™" D Be)" Uvs [{Hs)™*° /)™ — GID(mod p)

=(m+GID)-GID = m(mod p), which implies Eq. (28)

Case 4: Restricted t-out-of-n

Since (¢))%i = (v;- (Hg)PPi)"(mod p), steps 5-10 in the Encryption procedure and
steps 1-7 in the Decryption procedure will construct the same polynomial Q(x).
Thus, these ¢ individuals in G will obtain £ = Q(0) which is the same as that gener-
ated by the broadcaster. Thus,

¢,k -GID=(m+GID) kk™ - GID = m(mod p),

which implies Eq. (29).

Case 5: Unrestricted t-out-of-n

Since (¢,)%i = (v;- (Hg)*™P7)"(mod p), each U in G will obtain the shadow &; by Eq.
(24) which is the same as that generated by the broadcaster. This implies that any ¢
individuals in G can obtain £ = Q(0) which is the same as that generated by the
broadcaster, as shown in Shamir’s scheme [19]. Thus, they can recover the secret
m as discussed in Case 4.

Next, we will show that the individuals in the destination group can authenticate the

recovered m. From Egs. (19), we have

a"™ = g®° "2 (mod p)
= (v, [Hg) ™) (c,) 2 (mod p),
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which implies Eq. (31). Thus, the individuals in the destination group can authenticate the
recovered m by verifying Eq. (31). Note that the purpose of using the one-way hashing
function / in Eq. (19) is to avoid a chosen-plaintext attack against any ElGamal-like digital
signature scheme [10].

4. SECURITY ANALYSIS

The attackers of a group-oriented cryptosystem may be outside intruders or inside
impostors. Outside intruders attack the system using knowledge of only the system’s pub-
lic parameters and broadcasting transactions. Inside impostors are individuals in the desti-
nation group, and they may attack the system using knowledge of system’s public parameters,
broadcasting transactions, and their own secret parameters (for instance, the personal keys
and the group key). Attacks plotted by inside impostors often proceed with conspiratorial
cooperation using 1-out-of-n or f-out-of-n message authorization strategies. Some possible
attacks against the proposed system are analyzed as follows:

Attack 1: An outside intruder tries to reveal KGC’s secret parameter, i.e., As.
Cryptanalysis of Attack 1: The intruder may directly compute 45 from Eq. (10) using
knowledge of all available public parameters. However, he will face the discrete logarithm
problem in trying to compute Ay from Eq. (10) [9, 10, 18].

Attack 2: An outside intruder tries to reveal G’s secret parameters, i.e., Ag, Rg, D and sg.
Cryptanalysis of Attack 2: As analyzed in Attack 1, the intruder will face the discrete
logarithm problem in trying to directly compute 4 R; D; and s from Egs. (11), (13),
(17) and (33), respectively. Unless the intruder knows Ag and R (protected by the discrete
logarithm assumption) in advance, he cannot solve s from Eq. (12).

Attack 3: An outside intruder tries to reveal any individual U;’s secret parameters, i.e., s;
and R,.

Cryptanalysis of Attack 3: Unless the intruder knows A; and R; (protected by the discrete
logarithm assumption) in advance, he cannot solve s; from Eq. (14). Also, the intruder will
face the discrete logarithm problem in trying to directly compute s, from Eq. (32) with
knowledge of all the available public parameters.

Attack 4: An outside intruder tries to impersonate the broadcaster U, to broadcast a fake
secret to the individuals in G.

Cryptanalysis of Attack 4: The intruder can thoroughly impersonate U, if he knows s;.
However, as analyzed in Attack 3, s, is protected by the discrete logarithm assumption.
Also, the intruder will face the discrete logarithm problem, as discussed in [10], when it
tries to compute ¢, and ¢, while satisfying Eq. (31) for a given fake secret m.

Attack 5: Some inside impostors try to reveal KGC’s secret parameter, i.e., Ag.
Cryptanalysis of Attack 5: The impostors who know s still must first reveal R; and then
solve 4s from Eq. (12). As analyzed in Attack 2, R; is protected by the discrete logarithm
assumption.
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Attack 6: Some inside impostors in G try to reveal another individual U,’s secret parameters,
i.e., s, and R..

Cryptanalysis of Attack 6: Let U,, U,, ..., U, be the impostors in G. As analyzed in
Attacks 2 and 3, the impostors cannot compute s, from Eq. (14) unless they know A and R,
(both of which are protected by the discrete logarithm assumption) in advance. It is pos-
sible that EID, might be a linear combination of the impostors’ extended identities, i.e.,

EID, = %; [EID, Hmod 2.
2 0

(36)
From Eq. (14), we have
t _ t |:| t
3208 =A, 73 2 R+ A [ 2 (EID {mod q)
! 0
= 4 + A, [EID d q).
As (152 (R j+ A, [EID, (mod q)
On the other hand, if
t
— 0
R = Sglzi ERDmod 2, (37)

then s, will be a linear combination of these impostors’ personal keys. Thus, they can easily
obtain U,’s personal key as

t
- O
S, = Sglzi EﬁDmod g.

t
However, the probability that both Egs. (36) and (37) will be satisfied is % X %, where ¢
is the dimension of the EID;’s and R;’s. Based on progress in contemporary cryptology, the
proposed system will be secure against such an attack if ¢ > 128.

Attack 7: Some inside impostors try to impersonate U, to broadcast a fake secret to the
other individuals in the same group.

Cryptanalysis of Attack 7: As analyzed in Attack 6, the impostors will face the discrete
logarithm problem in trying to reveal U,’s personal key s,. Without knowing s;, the impos-
tors may compute ¢, and ¢, while satisfying Eq. (31) for a given fake secret m. As analyzed
in Attack 4, the impostors will face the discrete logarithm in trying to compute such ¢; and
Cy.

5. DISCUSSION AND CONCLUDING REMARKS

We have presented an authorization-based group-oriented secure broadcasting sysstem
based on Tsujii and Itoh’s ID-based system. The proposed system provides five message
authorization strategies: restricted 1-out-of-n, unrestricted 1-out-of-n, n-out-of-n, restricted
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t-out-of-n, and unrestricted #-out-of-n. The broadcaster can choose one of the message
authorization strategies, according to the characteristics or restrictions of the secret, to en-
crypt a secret, so that the individuals in the destination group can only recover the secret by
means of authentication, following a predefined message authorization strategy. Except
for the unrestricted #-out-of-n message authorization strategy, the broadcaster only needs to
broadcast the ciphertext (¢, ¢,, ¢3) to the destination group to achieve both message encryp-
tion and authentication. However, the broadcaster is required to broadcast additional »
shadows to the destination group for the unrestricted z-out-of-n message authorization
Strategy.

The proposed system preserves the merits of Tsujii and Itoh’s ID-based system.
However, by introducing the random vectors R and R; into the registration stage to gener-
ate the group’s and its individuals’ secret keys, the proposed system is more secure, espe-
cially against conspiracy attacks plotted by inside impostors.
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