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Group oriented (¢, n) threshold digital signature schemes have a problem in that the
underlying signature schemes will be broken if any # or more shadowholders conspire to-
gether with each other. This weakness was noted by Li et al. at Crypt’93, and later in 1994,
they proposed a solution to this problem. However, their solution is impractical from the
verifiers point of view. In fact, many people think that the verification period should be
processed as quickly as possible since the message is signed just once but is verified many
times. Besides the inefficiency of verification in Li et al.’s scheme, Michels and Horster
have also shown that the signer cannot be sure who his co-signers are in this scheme. Hence,
impersonation in their solution is possible. To enhance security and promote the efficiency,
we propose a new (¢, n) threshold signature scheme.

Keywords: secret sharing scheme, digital signature, Lagrang interpolating polynomial, dis-
crete logarithm problem, factoring problem, Chinese remainder theorem

1. INTRODUCTION

Digital signatures play an important role in our modern electronic society because
they have the properties of integrity and authentication. The integrity property ensures that
the received message is not modified, and the authentication property ensures that the sender
is not impersonated. In well known conventional digital signatures, such as RSA [1] and
DSA [2], a single signer is sufficient to produce a valid signature, and anyone can verify the
validity of any given signature. However, on many occasions, we need to share the respon-
sibility of the signing message with a set of signers. Issuing checks for a company is an
example for this. For the sake of security, it may be a policy of a company that checks must
be signed by a group of individuals rather than one person [3]. Threshold signature schemes
[3-5] and multisignature schemes [3, 6, 7] are designed to solve such problems. There are
two major differences between multisignature and threshold signature schemes. Firstly, it
is not necessary to restrict the number of signers to generate a valid signature in a
multisignature scheme. In contrast with a multisignature scheme, a threshold value ¢ must
be predetermined to guarantee the security of the system in a threshold signature scheme.
Secondly, a threshold signature represents the signature signed by the group while a
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multisignature is a signature which represents a set of individuals who sign the message.
Consequently, a threshold signature is suitable for the case where the members of a group
are allowed to sign on behalf of the group.

The concept of the (z, n) threshold cryptosystem was introduced by Desmedt and
Frankel [4] in 1991; its digital signature version permits a valid signature to be produced
among participants in such a way that:

1. only ¢ or more participants can sign the message;
2. any -1 or fewer participants cannot forge the signature.

However, Li et al. have pointed out that if # or more participants act in collusion, then
they can impersonate any other set of members to forge the signature [8]. This case implies
that a malicious subgroup of members can forge signatures without taking any responsibility.
We believe that a signer should take responsibility for the signature he has signed. Obviously,
Li et al.’s observation has shown that t or more participants acting in collusion can violate
this responsibility concept. In fact, all the (¢, n) threshold digital signature schemes pro-
posed so far cannot solve this problem. Basically, a (¢, n) threshold digital signature scheme
is a combination of a conventional digital signature scheme and a secret sharing scheme.
Thus, it is no surprise that if t or more participants act in collusion, then they can imperson-
ate any other set of members to forge a signature. The major reason is that the secret key
used to sign the message in a (¢, n) threshold digital signature scheme is the shadow in the
secret sharing scheme. In a secret sharing scheme [9], by definition, any t or more members
can easily obtain the shared secret key. It is readily seen that a certain malicious subgroup
of t or more members can derive other members- secret keys. To solve this problem, Li et al.
added a random number to the shadow to form a secret key held by each member. Thus, the
security of the scheme is guaranteed by the additional random number. The additional
random number gives the (¢, n) threshold digital signature scheme the property of traceability,
which means that we can trace adversarial signers if forgery is suspected.

Multisignature schemes, on the other hand, can generate a signatures by multiple
signers with knowledge of multiple secrets [3]. There are two major differences between
multisignature and threshold signature schemes. Firstly, it is not necessary to restrict the
number of signers in order to generate a valid signature in a multisignature scheme. In
contrast with a multisignature scheme, a threshold value t must be predetermined to guaran-
tee the security of the system in a threshold signature scheme. Secondly, a threshold signa-
ture represents the signature signed by the group while a multisignature is a signature which
represents a set of individuals who sign the message. Thus, a multisignature has to be
verified using with the public keys of the signers to it.

In this study, we have designed a new (¢, n) threshold signature scheme by employing
both the idea of a (¢, n) threshold signature to represent the signature signed by the group
and the idea of a multisignature to guarantee the property of traceability. In terms of
performance, our scheme is more efficient than Li et al.’s scheme in both storage and com-
putation costs. In the next section, we shall review Li et al.’s scheme and make some
comments on it. The new scheme will be proposed in section 3. In section 4, we shall
discuss the performance and the security of our scheme. Finally, our conclusions will be
stated in section 5.
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2. REVIEW LI ET AL.’S SCHEME

In this section, we shall review the first scheme proposed by Li, Hwang and Lee [5].
In their scheme, a trusted dealer is assumed to take the responsibility of picking the
parameters. This dealer selects two large primes p and ¢ so that ¢ | (p — 1), a generator g

-1
with order ¢ over GF(p) and a polynomial f(x) = _tz a,x; mod g. Then, the dealer com-

putes the system secret key x =/ (0) mod ¢ and COIIl]I)_L[l)tCS the public group key y = g* mod
p. For each member U, in the group with identity /D;, the dealer computes the secret key x;
= t;,+ f(ID;) mod g for him, where ¢, is a random number. Thus, in the scheme, each
member must carry two public keys, y; = g" mod p and z; = g% mod p.

To sign the message m, each member in B picks a random number £; and computes 7;
= g'imod p, where B is a subset in the group. The public value r; is sent to the clerk. If all
r;’s are available, then each signer generates his partial signature s; using the equation below:

0-1D,
8= X‘(nﬁ)ﬂﬁE mod g, where E=h(m, R) mod ¢ and R=[]r; mod p.
s i i0B
j#i

The individual signature s; can be verified as

O—IDJ' e
g® =y o0 r® mod p.
j#i
The clerk combines the individual signatures into a group oriented (¢, n) threshold
signature if all the partial signatures are correct. The clerk computes

S= 5 s modgq.
i0B
Then (m, B, R, S) is the group signature of message m signed by the members in B.
This signature can be verified by computing

0-1D;j

T= iELZi(jDQmW) mod p (1)
and

E=h(m, R) mod g,
and by checking whether the following relation holds:

25 = YTRE mod p.

We will discuss this scheme from the viewpoint of computation cost, storage cost,
and security. Because there are ¢ participants in the subgroup B, the verifier needs ¢ multi-
plications and ¢ exponentiation computations to derive the verification value 7. Computing
Eq. (1) is a very time-consuming operation for the verifier. On the other hand, each mem-
ber in the group must carry two public keys and one secret key with him. The storage cost
of these keys is O(2p + ¢). According to the assumptions made in [5], we need about 1184
bits to keep the keys.
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Recently, Michels and Horster showed that the signer cannot be sure who his co-
signers are in Li et al.’s scheme[5]. Unfortunately, this weakness violates the traceability
property.

The major concern in this study was to design a new threshold signature scheme
which is better than Li et al.'s scheme in terms of computation cost, storage cost and security.

3. NEW PROPOSED THRESHOLD DIGITAL SIGNATURE SCHEME

We assume that there is a trusted dealer 7D to determine the group secret key and to
deliver the secret shadows to all the members in the group. Let A be the set of all the group
members of size &V, and let B be any subset in 4 of size . The word “trusted” implies that
the dealer must ensure that the secret information is not disclosed or revealed to unautho-
rized people and prevent unauthorized alternation or destruction of data. It is expected that
if the dealer is compromised, the security of the whole system will be lost.

Let us divide our scheme into three phases: the initialization phase, the signature
generation phase and the signature verification phase. The new scheme can thus be stated
as follows.

3.1 Initialization Phase

Firstly, the trusted 7D selects the following parameters:

1. a huge prime p, where 25!! < p < 2512

2. anumber n = gw, where g and w are two large primes and n | (p—1); here, we let 2190 < ¢,
w <2161

3. a generator g of order n in GF(p);

. a collision free hash function #;

5. a polynomial f{x) of degree #-1 over GF(q), where f(x) = a,.x"! + a.,x"2+ .. + a;x + a, mod
q.

N

For the sake of convenience, we can further prepare two parameters ¢, and c,,, where
¢, =1modg
=0 mod w, and

¢, =0mod g
=1 mod w.

Using these two parameters, we can compute k = k,c,+ k,c,, (mod n), which satisfies

k =k, mod g
= k,, mod w.

Thus, the trusted 7D publishes {p, n, c,, c,, g h} as the group public parameters and
keeps polynomial f{x) from being revealed.
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Then, the 7D determines x = f{0) mod g as the group secret key and computes y = g*
mod p as the group public key.

For each member U, in the group, the 7D computes x; = f{ID;) mod g for him, where
ID; is a public value associated with each user U,

Each member U, in the group should choose a secret key ¢ € [1, w— 1] by himself and
publish y; = g mod p as his individual public key.

Hence, each member U; in the group should have two secret keys, x; and ¢, and one
public key y;.

3.2 Signature Generation Phase

To produce a group oriented signature for message m, each member U; in B should
randomly choose two secret numbers k;, € [1, ¢ — 1] and k;,, € [1, w — 1] and compute a
public value r; = g" mod p, where k; = k¢, + k;,c,, mod n.

Upon receiving all the public values r;’s sent from the participants in B, each member
U, € B computes

R=[]r, mod p, and

ioB

E = h(m, R, B). (2)
There are two ways to distribute 7,’s to each member:

1. Each member U, sends his own 7; to a predefined public bulletin board.
2. The clerk takes responsibility for doing this just as in [5].

According to R and E, each member U, in B can generate the partial signature s; by
using his two secret keys:

S,‘:x,‘d + k,'qE mod q
=t + k;E mod w, 3)
here 0. = 0-1D, d
where 9, = (JELW) mod g.
j#i
Each member U, in B sends his partial signature s; to the clerk, who takes responsibil-

ity for collecting the partial signatures and for producing a valid group oriented signature.
Once these ¢ partial signatures are collected, the clerk can compute S as

S= 3y s modn.
i0B

Thus, (m, R, S, B) is a group oriented signature formed for m.
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3.3 Signature Verification Phase

For the sake of efficiency, we may skip the verification of individual signatures.
Instead, (m, R, S, B) can be computed and verified directly by the clerk. Only when this
verification procedure fails does the clerk have to perform verification of each partial sig-
nature to detect cheaters and to recompute the group oriented signature. Here, we shall
show how to verify the signature (m, R, S, B).

First of all, the verifier (or the clerk) needs to compute the verification public key Y as

Y =y9([] ¥)* mod p

ioB
to verify the signature.
Then, the verifier uses Y to check whether the equation below holds:

g% = YR (mod p) @)

If this relation holds, then the group oriented signature is valid; otherwise, it is a false
signature.

Theorem 1 : If g5 = YRE ( mod p), then (m, R, S, B) is the group oriented signature of m.

Proof: Because S= y 5 mod n, we have
i0B
S=3 s modg
i0B
= 2 S mod w. Q)
i0B
According to this relation, we can rewrite Eq. (3) as

S=3 (%0, +k,E)mod ¢
i0B

=5 (x8)+ 3 (4E) mod g

=5 (x6)+E 3 kymod g, ©)
and
= >t +E3 k, modw. (7

With the knowledge of (ID,, x;), the unique polynomial f{x) can be reconstructed as

Sx) = Z(XH|D |D)m°dq

]¢I

0-1D,
Thus, A0) = Z(X,|'|ID D)modq z(x,dl)modq X.

J#I
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Hence, Eq. (5) and (6) can be rewritten as

SEX+ES K¢ mod g, (8)
and
= 2 " B3 S mod . ©

Using ¢, and c,,, we can obtain

S=(x+ E%BK“)C“ + (%Bti + E%BKW)CW mod n
= XCy + (3 1)G, + B (KqCq +kG,) modn
=XC, + (%Bti)cW + E(%Bki) mod n.

It is obvious that S, Y, F and R satisfy the equation

XCq+ ¥ ticw+E( 3 k) modn

gS =g itB iB (mod p)
3 E( k)
= qu (giDB )C\Ng iB (mod p)
Ay
=y (iELyi) g ' (mod p)
P
=Y(g"™® ) (mod p)
=Y([]r)"(mod p)
0B
= YRF(mod p).

Therefore, the group oriented signature (m, R, S, B) can be verified. O

To achieve traceability, our newly proposed signature scheme should not be forged.
Furthermore, the incorrect partial signatures should be detected and identified if the signa-
ture is suspected forgery.

To verify the partial signature s,, each user U; must publish another public key y, = g*
mod p.

If the following congruence relation does not hold, then the false partial signature is
detected:

8= () () () (mod p).

The relation can be verified easily.
Because s; = x,0,¢c, + t,¢,, + kE mod n, we have

g'= (g%%)(g")(&*) (mod p)
= (1)) a%(y;)(r;)* (mod p).
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To reduce the storage cost of the public key y/, we can integrate two public keys y;
and y;” into a single public key Y; using the Chinese Remainder Theorem.
Hence, Y; = g'“ag’iv (mod p). This implies that

i =gi=Y"(modp), and
yi=g'=Y? (modp).

This method reduces the storage cost by half. However, there is a potential drawback,
which may increase the computational cost. To derive y; and y; from Y, we need some extra
computation. Fortunately, this case does not occur often. Furthermore, for an outsider, it is
not necessary to publish ..

4. PERFORMANCE ANALYSES AND SECURITY DISCUSSIONS

Let 7e be the time complexity for computing 160 bits of exponentiation, and 7m be
that for multiplication. Because all the exponents except S in our scheme never exceed 160
bits and we assume that the prime factor ¢ is also 160 bits in Li’s scheme, we may further
compare the performance between these two schemes. Considering the computational cost,
we need 27e + ¢tTm and 2Te(for computing g5) + Te + Tm = 3Te + Tm time complexity to
compute Y and Eq. (3), respectively. In Li et al.’s scheme, we need #(7e + Tm) and 2(7e +
Tm) to compute the public verification value 7 and to verify the signature, respectively. In
advance, we optimize the signature generation process by omitting the cost of verification
of the individual signatures. This optimization, unfortunately, cannot be used on Li et al.’s
scheme. According to the result in [10], a malicious signer can cooperate with a clerk to
create a valid group oriented signature, but he can not succeed in creating a valid individual
signature. Therefore, it is important to check each individual signature in Li et al.’s scheme.

Considering the storage cost, we need O(g + w + p) to store both the public and the
secret keys while in Li et al.’s scheme, O(2p + ¢) is needed. According to the assumption,
we need 834 bits to store the keys while Li et al.’s scheme needs 1184 bits.

According to Theorem 1, any subset B of size ¢ can produce a valid signature for set
A, and subsets with less than ¢ participants cannot. Verification is easy for anyone who can
obtain the corresponding public key.

Because we implement two types of signature in two channels, the ¢ channel and the
w channel, malicious users can forge the signature only if the signatures in both the ¢
channel and the w channel can be forged.

The attack described in [10] may succeed in forging the g channel signatures. However,
the w channel signature can avoid this attack since we apply a hash function to the signed
messages m and r. This countermeasure can avoid the attack in [10]. In fact, we directly
adopt the signature scheme proposed in [10] as our w channel signature; thus, our scheme
can withstand the attack presented by Michels and Horster.

Furthermore, we can check the security of our scheme by replying to the questions
given in [5]. We omit the detail analysis here because it is very similar to that in [5]. The
reader may refer to [5] for more detailed information.

676 1999/10/5, AM 11:56



155-3(86-14).p65

DIGITAL SIGNATURE WITH TRACEABILITY PROPERTY 677

Now let us consider the case where two members U, and U;’ conspire with each other
to change the group signature (m, R, S, B) into (m, R’, S’, B"), where U, € B, U/¢ A, A C B,

R’ =R,
S, = S - t[cw + t[’cwa and
B’ =B -U,+U,.

In this case, the verifier will reject (B”)’s legality without verification of each signer’s
partial signature.

The reason is that £ = h(m, R, B) includes the information about the signer group B.
For signers, the signed message is £ = i(m, R, B). On the other hand, for the verifier, he
will compute E” = h(m, R’, B') first and then compute Y'R%". Since E # E’, it is impossible
that g¥ = Y'R% (mod p). Consequently, we can save the cost of partial signature verification.

5. CONCLUSIONS

By choosing the system parameters carefully, we can build a signature system so that
the order of the generator g is a composite number. Hence, we can combine the idea of
traditional (¢, n) threshold signature schemes with that of multisignature schemes by apply-
ing Chinese Remainder Theorem. Thus, our solution enjoys the advantages of both group
orientation in a threshold digital signature scheme and of traceability in a multisignature
scheme. The new scheme we have proposed is more secure and efficient than Li et al.’s
scheme.
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