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A (t, n) threshold signature scheme is one which enablesamyore shareholders to
cooperatively generate a group signature. Based on the traceability of the signers, threshold
signatures can further be classified into (1) threshold traceable signatures, where the identities
of the signers, who generate the signature, can be traced by the system; and (2) threshold
untraceable signatures, where the signers of a signature cannot be traced. This paper distin-
guishes the applications of threshold signatures of both types and also proposes a threshold
untraceable signature scheme. The new signature scheme can be augmented to give the origi-
nal signers the ability to prove that they are the true signers.

Keywords:threshold signature scheme, multi-signature scheme, lagrange interpolating
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1. INTRODUCTION

Digital signatures on electronic documents are widely used to replace hand written
signatures on paper documents. The responsibility of signing a signature may have to be
shared by a set of signers from time to time. For example, a company may require that any
policy decision must be signed by at ldadirectors before it is issued. Shared signatures
of this type are callethresholdsignatureq3, 7, 9]. Threshold signature schemes generate
a signature for a group. Therefore, they differ from multi-signature schemes [8, 11, 12] in
that threshold signatures can be verified without the verifier knowing the identities of sign-
ers by the verifier.

Based on the traceability of the signers, threshold signature schemes can be further
classified into threshold traceable signature schemes and threshold untraceable signature
schemes. Consider a log of inputs, which are required to be signed by tatleaiers in
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a group. What the verifiers care about is that the signatures be generated from that group
and signed by at leastnembers. They do not care about who the signers are. However, the
system of that log of inputs may wish to identify the signers if a forged document, which is
not from that input log, was signed. In this case, threshat@ablesignatures [3, 7, 9],

where the identities of the signers can be traced, have to be used.

On the other hand, in a democratic society, a proposal may have to be approved
(signed) by at leastmembers of a group. For reasons of privacy and safety, the identities
of the signers should be anonymous as far as both the system and the verifier are concerned
under all circumstances. It is the threshold number of signers that is important rather than
the identities of the signers of the proposal. Under this guarantee, the members of that
group will be able to fullfill their responsibility freely. In this case, threshoflaceable
signature schemes, where the signers cannot be traced, have to be used.

In the threshold untraceable signature schemes, the original sighers may sometimes
wish to prove that they are the true signers after a period of time. It is quite useful for the
signers to have this option.

Desmedt and Frankel [3] proposed the fitsh) threshold signature scheme in 1991.
Later, Harn [7] combined the secret sharing scheme and the modified EI-Gamal signature
scheme [4] to construct anothérm) threshold signature scheme. Basically, both schemes
are traceable. This paper will attempt to propose a threshold untraceable signature scheme.
First, we will present the properties of a threshold untraceable signature scheme.

(1) The system should satisfy the properties of a threshold scheme; i.e., the group secret
key Scan be divided inta different “secret sharés s, s,, ..., s, such that:
a. a group signature can be easily produced with knowledge of at $egrset shares (
<n);
b. it is impossible to generate a group signature with knowledge bor fewer secret
shares;
c. the group secret key cannot be derived from the released group signature or partial
signatures; and
d. it is impossible to derive any secret share from the released group signature or partial
signatures.
(2) It is better that the size of the group signature be equivalent to the size of an individual
signature.
(3) The group signature can be verified by any outsider without the need to identify the
identities of the signers, and the verification process should be as simple as possible.
(4) The signers of the group signature cannot be traced.

The rest of this paper is organized as follows. In the next section, a modified digital
signature scheme based on Ohta and Okamoto’s signature scheme [10] will be described.
In section 3, at(n) threshold untraceable signature scheme will be devised based on the
modified signature scheme. Then, the propaselithreshold untraceable signature scheme
will be further modified to have the property that the original signers can prove they are the
true signers. Finally, concluding remarks will be made in section 4.
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2. MODIFIED DIGITAL SIGNATURE SCHEME

In 1988, Ohta and Okamoto [10] proposed a digital signature scheme based on the
Fiat-Shamir scheme [5]. The Ohta and Okamoto signature scheme [10] will be slightly
modified here to construct a threshold untraceable signature scheme. The modified signa-
ture scheme is described in the following.

Each userin the system first selects two large random pripesdg, and computes
N usingN = pg. Forp andq to be safe primes, lpt= 2p' + 1 andg = 2q' + 1, whereg' and
g' are also primes [1, 2]. DefitgN) = 2p'g’. (A is the Carmichael function, i.e., the
exponent of Z,.) LetL be a random number (e.g.= 10, and letGCD(L, A(N)) = 1.

Useri selects a secret random numer< s< A(N) and an element which is primitive in
bothGF(p) and GF(q). Useri computes

Ki; = a®* modN
as his secret key and computes
Y, = o't modN

as his public key. In summary, the secret keys ofium@p, q andK;, and the public keys
of user areN, L andY,.
Letg(), be a collision free one-way hash function [15]. To generate a signature for
the messagkl (1< M < N-1), the signer, usérchooses a random numidretween 1 and
N - 1. Then, the user computes
u=r"modN,
e=9g(u,M),and
z=r[K?modN.

(e, 2) is the signature of the messdde
To verify the validity of the signature,(2), the verifier uses us&s public keys)Y;,
L andN, to compute a valug as
U =2z"¥*modN.
Then, the verifier checks
e=g(U,M).
If the above equation holds, then the signaterg) (s valid.
Discussion:lt is noted here that there are other signature schemes of the same type, e.g.,

the Guillou and Quisquater signature scheme [6], which can also be modified in the same
way to construct threshold untraceable signature schemes.
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In the Ohta and Okamoto signature scheme [10], iusardomly selects a secret
numbers as his secret key and computes the corresponding publi; key- modN.
However, in the modified signature scheme, usses; (= o* modN) andY; (= K- mod
N) as his secret and public key, respectively. The security of the modified signature scheme
is the same as that of the Ohta and Okamoto signature scheme.

3. (t, n) THRESHOLD UNTRACEABLE SIGNATURE SCHEMES

3.1 The Scheme

In this subsection, &,(n) threshold untraceable signature scheme will be devised
based on the modified digital signature scheme. T threshold untraceable signature
scheme is described in three phases in the following.

Phase 1.Group Secret Key and Secret Shares Generation Phase

Assume that there is a share distribution center (SDC) responsible for distributing
keys for the system. L&(|A|=n) be the set of all shareholders in the systB(}B|=1t)
(t<n), any subset of sizgn A, is authorized to generate a signature for a message.

SDC selects the system paramebleérg, g, p', ', o andL as in section 2. BotN and
L are published whilg, g, p', ' andA(N) are kept secret.

SDC next computes the group secret 8and public keyy as follows:

S=a modN,
whered is a random such th&CD(d, A(N)) = 1 (sod is odd);
Y = a4 modN.

SDC randomly generates a secret polynoftximoduloA(N) of degred — 1 andf(0) =d.
Finally, the SDC distributes to each sharehoidiee A, a public odd integet with
evenf(x) [3], and a secret kelg; = a5 modN, where

f(x)/2
=—Y _(modp'q’).
. . (mod p'q’)

U (% —x;)0/ 2
UA

e H

The SDC can be revoked after issuing these secret shares to the shareholders.
Phase 2:Partial Signature Generation Phase

SupposeaB wishes to generate a signature for the medgiagBach shareholdér
B has to generate a partial signatureMoas follows.
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Useri chooses a random integebetween 1 anl — 1, and computes a value=r"
modN. u; is broadcast to all usersBr Once ally’s, i € B, are available, usélcomputes
the product) and a hash valueas

U =TJu modN = R" modN,

i0B

e=g(U, M),

whereR =11, gr; modN.

The partial signaturg can then be generated by user
M(xi=xj) [1(0-x;)e

joB

jOA

z =r K™ ¥ mod N.

Each user in B sends the partial signaturd{z}, to a designated combin&C, who is
responsible for collecting all partial signatures and producing the group signature. Since no
secret information is kepfC can be anyone in the system.

Phase 3:Group Signature Generation and Verification Phase
Upon receiving thesepartial signatured)C can compute as follows:
Z=[]z modN

i0B

= R “® modN,

whered = f(0) = 3 s [7(x —%;)[1(0—x;)modA(N)[3, 14]. {e, Z} is the group signa-
ture of M. ™IS I

To verify the validity of the group signature,{Z} for the messag#/, the verifier
computes a valud as follows:

U=27"-YmodN.

Then, the verifier checks

e=g(U,M).
If the above equation holds, then the group signatrgl{on the messagh! is valid.

Discussionsit is noted here that in PhaseX does not have to verify the validity of the
partial signature. If a faulty signature is presented, then the group signature cannot be
successfully verified by the verifier. Shamirtsrf) threshold scheme has been demon-
strated to encounter the cheating problem in practice [16]. The last user has the advantage
of being able to cheat the others without being detected. The proposed scheme is also
threaten by this kind of attack. Thus, one can apply the methods in [16-19] to provide the
capability of cheating detection or cheater identification.
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In the new scheméor more shareholders are entitled to reveal the group secret key
(a%). However, they are unable to find the system secpetsdndd) or the secret keys
(K's) of all other shareholders.
Remark 1. One of the anonymous referees pointed out that the scheme in [7] can be a (
n) threshold untraceable signature scheme if the scheme does not provide a partial signa-
ture verification mechanism.
Theorem 1: The proposed scheme istan) threshold signature scheme.
Proof: Since

e=g(U,M)=g(fu,M)= g(,l;anL.M) =g(R", M),

I I

whereR =TII_.gr; modN, and

0 (xi=xj) N(0-xj)e
JOA joB

z =r K™ " mod N
s [ (x-xj) 0(0-x;)e
oA icB
=r [ '™° s mod N
F0) 00 ok ) M (O0mx B
ﬂjD_A(Xi_Xj)jElA(XI Xl)jB_B( %)
=r & 7 e s mod N
(0-x))
f(x)0O) e
(XI)jD_B(Xi =Xj)
=r @ mod N, 1)
we have
Z=T]z modN
ioB
(0-xj)
f(x)0
i ] jB_B(Xi_xj)
= o = mod N
0B 2

By using the secret sharing scheme [14], the unigud)-th degree polynomidi(x), can
be determined with knowledge ppairs of &, f(x)) by as follows:

X=X
f(x)= 3 ()] ——modA(N). 3)
ioB ]_E_Bxi —X;
j#i
Thus,
5t g
iB joB (X =xj)
Z=1]r [ " mod N
ioB
=R " modN

= R@“®modN,
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0-x;
whered = f(0) = 3 ;55 f (%) (7128 L modA(N).

X = X

Consequently,
U=2Z.YmodN
=R ') . or¥* modN
=R- modN.

Therefore, as long as

e=g(U, M), and
U=27Z"-YemodN,

{e, Z} must be a signature generated by an authorized @Bafsize at least

Theorem 2: The proposed(n) threshold signature scheme is untraceable.

841

O

Proof: Let B' (= B) be any subset i with | B'| =t. B' claims that the partial signaturgs

(i =1, ...,t) and the group signaturg, () are generated by the uséssinB".

To show the untraceability of the proposed threshold signature scheme, it is suffi-
cient to show that the p&r’,u/) generated by usérin B' is indistinguishable fronr{ u)

originally generated by uséein B.

Useri' in B' can compute’ andu’ from the partial signaturg as follows:

%) 1 (0mxi)B L
O j]ﬂAv(Xl X])jng’( Xj) O
r'=z [IK/'™® i U modN,

o

u' =r'"modN.

and

Since the group signatugecan be expressed as

Z=[]z modN
i0B
N (xi=xj) N(0-xj)@
O
J
=Mr K, mod N
i0B
i) 11 (0-x))@
JOA jos’
, e j#i
=N 'K mod N
i0B
and
NGi=x}) 10-x) (D) T (©07x0)
d f(0) 1% % B j#i
a’=a"® =K = K

i0B ioB'
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modN, this implies that the produckg.gr; modN andIT;.gu; modN should be equivalent
to the product§] . r’ modN and[] .z u’ modN, respectively. O

3.2 Security Analysis

Theorem 1 shows that any subset ghareholderst & n) can generate a group
signature. The group signature can also be verified easily by any verifier. In the following,
several possible attacks will be investigated to demonstrate the security of the new system.

1. The group secret ke&yand the secret shalg i € A, cannot be derived from the group
public keysY andN and the public parameter

To derive the group secret k&from the group public key = St modN, the attacker
faces the difficulty of breaking the RSA scheme [13]. Moreover, it is infeasible for an
attacker to derive the secret shisr& the secret polynomid(x) is unknown.

2. The group secret k&/and the secret shakgcannot be computed from a valid signature
{e, Z} and the partial signaturg, i € B, of the messagd.

In order to reveal the group secret &fyom Z, the attacker should first find out what
the random produd®is. Then, he calculates th¢h roots of Z - R?) modN. However,
retrievingR from U is as difficult as breaking the RSA scheme. Moreover, the difficulty
of extracting thex-th roots of Z - RY) modN is equivalent to breaking the RSA scheme
whenGCD(g, A(N)) = 1 and equivalent to factorimgif GCD(e, p— 1)# 1 orGCD(g, q
—1)#1[10]. In order to get the secret shidrérom the partial signatur®, the attacker

should first find out what is. Then, he calculates tﬁb,uA(X X)) ;s (0-x;) [&-th

J#i
rootsof (z (™) modN. However, retrieving; from u =r,"- modN is equivalent to

breaking the RSA scheme. FurthermoreMet[] JDA(x X)) O JDB(0 x;)[& The

extraction ofV-th roots modN is as difficult as factormgl becaus@CD(V p—-1)=#1
andGCD(V, g— 1) # 1. Thus, these attacks cannot work successfully.

3. One cannot impersonate a sharehdldes B.

An attacker may try to impersonate a sharehoidiet B, by randomly selecting an
integerr’ 0[1, N -1] and broadcastingy =r/* modN. Since the productive value,

[l
U'= E’_I il Em. modN, is determined by allthese members Band the hash value,

j#i
e', is obtained byg(U', M), without knowledge of the secret shafe, it is difficult to
generate a valid valug satisfying the following equation:

z' [Tz =U'IY™° modN.
JEB
J#
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4.t or more shareholders cannot collude to retrieve the system secrets.

To reconstruct the secret polynonfi@) of degred — 1, at least distinct &, f(x)) pairs
have to be collected. Since SDC distribi{es o modN instead of to the share-
holderi, the problem for userof derivings from K; is as difficult as the problem of
solving the discrete logarithm modulo a composite numlzeisiknown. (Furthermore,
o may not be a public value in our scheme.) Thereforet @anymore shareholders
cannot conspire to reconstruct th@\) or the secret polynomi&(x).

5. The group signaturee{Z} for the messag® cannot be forged.

An attacker may try to forge the signaturévbby randomly selecting an integerand

then computing th& = R- modN and the hash value= g(U, M). However, the group
secret keySis unknown to the attacker. Solvidguch thaZt =U . (Y®)* modN is as
difficult as breaking the RSA scheme. On the other hand, the attacker may also try to
randomly select a signature Z) and computé) =Z". Y* modN. However, it is infea-

sible to find a messadé' such thae =g(U, M") because() is a collision free one-way

hash function. Any or more shareholders cannot impersonate the other sets of share-
holders to generate the group signature for the meshgeause these malicious share-
holders cannot compute the system secrets and the secret keys of all shareholders.

6. The random numberss or R (=IT.gr;) should be kept secret.

Given two different random numbeRs andR, and the corresponding signatures Z,)
and €,, Z,), the following two equations can be computed:

S* =R™*[Z modN,
S? = R, [(Z, mod N.

If e, ande, are relatively prime, the group secret I&gan be revealed by the Euclidean
algorithm.

3.3 The Extension Scheme

In this subsection, the, (1) threshold untraceable signature scheme will be further
extended so that it has the property that the original signers have the ability to prove that
they are the true signers. The Partial Signature Generation Phase and the Group Signature
Verification Phase will be slightly modified to achieve this purpose as follows.

In the Partial Signature Generation Phase, eachi akepses random integersind
I, between 1 antll — 1 and computes values =r," modN and@ =7"modN. u and
U, are broadcast to all usersBn Once all’s andi, s,i € B, are available, usécomputes
the product, a new valu®, and a hash valweas

U =[]y modN = R"modN,
i0B

O=g(u,u,,...,0,),

e=g(U,0O,M),
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whereR =11, gr; modN.

The partial signaturg can then be generated by user
N (xi=xj) N(0-x;)e
jOA I
z=r, [IKiJDB 1# mod N.
In the Group Signature Generation Ph&sean be calculated by

Z=1]z modN,

i0B

and {e, Z, O} is the group signature ofl.
To verify the validity of the group signature, {, O}, the verifier computes a value
U as follows:

U=2Z".YemodN.
Then, the verifier checks
e=g(U,0,M).
If the above equation holds, then the group signatgyrg, {0} on the messagh! is valid.

If the original signers consent to expose their identities, they can(@hawy’s, i €
B, to an arbiter. The arbiter checks the following equations:

[JIEN]

O=g(u,,u,,...,0,),and

G =F" modN,i OB.

If the above equations hold, the arbiter will believe that these users are the original signers.
With the new valu® in the group signature, it is helpless for the verifier to identify

the original signers. Therefore, the extension scheme is also untraceable. On the other

hand, an arbitrary authorized signing Be¢z B) would not be able to show that they are

the original signers. This is because they cannot dérivérom T, 's unless the RSA

scheme is breakable. Furthermore, sij@és a collision free one way hash function, it is

infeasible forB' to findt integersr,’s and the correspondirig’s,i. =" mod N, such that

O =9g(0,0,,...,0,).

4. CONCLUSIONS
Desmedt and Frankel proposed the idea of threshold signatures. This paper has clas-

sified the threshold signature schemes into threshold traceable and untraceable signature
schemes. A threshold untraceable signature scheme has been proposed. We have shown
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both the correctness and untraceability of the scheme. However, the proposed scheme
indeed needs the assistance of a trusted SDC. It will be very challenging to devise a scheme
which does not need the assistance of a trusted center.

ACKNOWLEDGEMENT

The authors would like to thank the anonymous referees for their valuable comments.

This work was supported in part by the National Science Council of the Republic of China
under contract number NSC88-2213-E218-001.

L

10.

11.

12.

REFERENCES

B. Blakley and G. R. Blakley, “Security of number theoretic public key cryptosystems
against random attackCryptologia 1978, in three parts: Part 1: Vol. 2, No. 4, 1978,
pp.305-321; Part 2: Vol. 3, No. 1, 1979, pp. 29-42; Part 3: Vol. 3, No. 2, 1979, pp. 105-
118.

G. R. Blakley and I. Borosh, “RSA public key cryptosystems do not always conceal
messages,Computers & Mathematics with Applicatioiél. 5, No. 3, 1979, pp. 169-

178.

Y. Desmedt and Y. Frankel, “Shared generation of authenticators and signatures,” in
Proceedings of Advances in CryptologZrypto '91, 1991, pp. 457-469.

. T. EIGamal, “A public key cryptosystem and a signature scheme based on discrete

logarithms,”|EEE Transactions on Informatiofir-31, 1985, pp. 469-472.

. A. Fiat and A. Shamir, “How to prove yourself: Practical solution to identification and

signature problems,” iRroceedings of Advances in Cryptolog€rypto’'86, 1987,
pp. 186-199.

. L. C. Guillou and J. J. Quisquater, “A ‘Paradoxical’ identity-based signature scheme

resulting from zero-knowledge,” iRroceedings of Advances in CryptologZrypto
'88, 1989, pp. 216-231.

. L. Harn, “Group-orientedt( n) threshold digital signature scheme and digital

multisignature,”lEE Proceedings on Computer Digital Technologgl. 141, No. 5,
1994, pp. 307-313.

. T. Hardjono and Y. Zheng, “A practical digital multisignature scheme based on dis-

crete logarithms,” ifProceedings of Advances in Cryptology¥usCrypt92, 1992,
pp. 3.16-3.21.

. C.Li, T. Hwang, and N. Lee, “Threshold-multisignature schemes where suspected forgery

implies traceability of adversarial shareholders,Pimceedings of Advances in
Cryptology— EuroCrypto’94, 1994, pp. 194-204.

K. Ohta and T. Okamoto, “A modification of the Fiat-Shamir schem®&fdoeedings

of Advances in Cryptology Crypto’88, 1988, pp. 232-243.

K. Ohta and T. Okamoto, “A digital multi-signature scheme based on the Fiat-Shamir
scheme,” irProceedings of Advances in CryptolegisiaCrypt'91, 1991, pp. 75-79.

T. Okamoto, “A digital multisignature scheme using bijective public-key cryptosystems,”
ACM Tranactions on Computer Systeiwd. 6, No. 8, 1988, pp. 432-441.



846 NARN-Y IH LEE, TZONELIH HWANG AND CHUAN-MING LI

13. R. L. Rivest, A. Shamir, and L. Adleman, “A method for obtaining digital signatures
and public-key cryptosystemCommunications of ACM/ol. 21, No. 2, 1978, pp.
120-126.

14. A. Shamir, “How to share a secreEdmmunications of ACM/l. 22, 1979, pp. 612-

613.

15. Y. Zheng, T. Matsumoto, and H. Imai, “Structural properties of one - way hash functions,”
in Proceedings of Advances in Cryptology - Cry{®0, 1990, pp. 285-302.

16. M. Tompa and H. Woll, “How to share a secret with cheat&osifial of Cryptal Vol.

1, No. 2, 1988, pp.133-138.

17. E. F. Brickell and D. R. Stinson, “The detection of cheaters in threshold schemes,” in
Proceedings of Advances in CryptologZrypto’88, 1990, pp. 564-577.

18. H. Lin and L. Harn, “Fair construction of a secrénformation Processing Letters
Vol. 55, No. 1, 1994, pp. 45-47.

19. T.C. Wu and T. S. Wu, “Cheating detection and cheater identification in secret sharing
schemes,IEE Proceedings of Computer Digital Technolpyygl. 142, No. 5, 1995,
pp. 367-369.

Narn-Yih Lee (FR33%&) was born in Chiayi, Taiwan, in 1967. He received the B.S.
degree in Information Science from Tunghi University in 1990, the M.S. degree in Applied
Mathematics from Chung-Hsing University in 1992 and the Ph.D. degree in Information
Engineering from National Cheng-Kung University, Taiwan in 1996. He is currently an
associate professor in the Department of Applied Foreign Language, Nan-Tai Institute of
Technology, Tainan, Taiwan.

Tzonelih Hwang (&5R31) is currently a professor in the Institute of Information
Engineering, National Cheng-Kung University, Tainan, Taiwan. His research interests in-
clude coding theory, cryptography and network security. He is a member of IEEE and
IACR (International Association for Cryptologic Research).

Chuan-Ming Li (ZF£A8) was born in Tainan, Taiwan, R.O.C., in 1964. He received
the M.S. degree from the Institute of Information Engineering, National Cheng Kung
University. His research interests include data security and cryptography.



