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Smart cards have opened up possibilities for many exciting applications. However, one
problem with conventional smart cards is that they only have very limited computational power.
As aresult, it takes too long for a smart card to perform a single RSA signature operation in
real time applications. Server-aided RSA sighature computation protocols offer feasible solu-
tions for this problem. The basic idea is to distribute most of the computation to an auxiliary
processor which is capable of performing fast multi-precision modular exponentiation. However,
the smart card has to guard against the auxiliary processor since it may attempt to obtain
information about the secret exponent or to obtain the smart card’s signature on a message of
its own choosing by supplying the smart card with incorrect values. The only way to defeat
these attacks is for the smart card to have some means of verifying the data provided by the
auxiliary processor. In this paper, we propose such a secure protocol.
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1. INTRODUCTION

A smart card, also known as an IC card, appears similar to a bank card but contains a
silicon chip. This gives it the capacity to process information internally and store all trans-
actions in non-erasable memory. This has opened up exciting possibilities for its use with
electronic money. However, conventional smart cards have very limited computational
power. As a result, it takes too long for a smart card to perform a single digital signature
operation.

A digital signature scheme is a protocol that produces the same effect as a real signha-
ture [1]. The most popular one is the RSA scheme [2]. To set up the RSA scheme, a user,
say Alice, chooses two large pringeandq at random. Lell =pgandg(N) = (p— 1)(q- 1).

Two more integers andd are chosen such thed= 1 mod¢(N). The pair €, N is made
publicly known. However, called the secret exponent, is kept secret. The digital signa-
ture created by Alice for a message0 <M <N, is the intege€ such thaCC = M? modN.
Anyone can verify the correctness of the signature by checking whétisezongruent to

C® moduloN or not.
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Therefore, creating a digital signature for a message based on the RSA scheme in-
volves modular exponentiation. Since modular exponentiation takes a great deal of time to
compute, it is inappropriate for a smart card with only limited computational power to
perform RSA signatures in real time applications.

In 1988, the concept of server-aided RSA computation protocols was proposed [3].
The basic idea is to distribute most of the computation to an auxiliary processor which is
capable of performing fast multi-precision modular exponentiation.

We will review the basic server-aided RSA computation protocol and address its po-
tential security weakness in section 2. In section 3, a probabilistic data verification scheme
is proposed. Security and performance analysis is also given. In section 4, we present a
new server-aided RSA signature computation protocol based on the data verification scheme
described in section 3. Finally, some concluding remarks are given in section 5.

2. SERVER-AIDED RSA SIGNATURE COMPUTATION PROTOCOLS

A server-aided RSA signature computation protocol is designed to make use of an
auxiliary processor to enable a smart card to perform RSA signature computations faster.
Of course, if the auxiliary processor were trusted, then we could give the secret exponent to
it and ask it to perform the whole signature computation. However, this is not normally the
case. Therefore, the design goal of server-aided RSA signature computation protocols is to
make use of an auxiliary processor without compromising the secrecy of the RSA secret
exponent.

Many such protocols have been proposed. According to whether or not the data
transmitted between the auxiliary processor and the card is dependent on the secret exponent,
they can be classified into two types: dependent protocols and independent protocols [4, 5].
The dependent protocols have better speedup compared to the independent ones. However,
they are weaker in terms of security against passive attacks [6-8]. In this paper, we will
only consider the dependent protocols.

Throughout this paper, |& = pgbe the modulus of the RSA scheme,ddte the
secret exponent, and ltbe the message to be signed. The fundamental idea of a depen-
dent protocol [9] is to represedias

d="f,d, + - +f.d. mod o(N),

wheref; are in the range [0¢2 1] for some positive integecsands. The valuefN, M and
d, 1<i < s, are sent to the auxiliary processor. Then the auxiliary processor computes the
valuesz, = MY modN, 1<i <'s, and returns them to the card. Finally, the smart card
computedVl= [ s (z)" modN. Many variants have been proposed, including those in
[7, 10-12]. The number of bits of security against brute force seaosh iBhat is, the
auxiliary processor require$s2rials to deducel.

However, all server-aided secret computation protocols are vulnerable. A malicious
auxiliary processor can obtain the smart card’s signature on a messaige own choos-
ing through the following naive attack: The auxiliary processor simply supplies the smart
card with the valueX% modN instead of the requested valld$ modN, for alli.

Moreover, a malicious auxiliary processor may try to obtain information about the
secret exponentt through passive or active attacks. In a passive attack, the auxiliary pro-
cessor sends the correct values/6fmodN, 1<i <k, back to the card. Nevertheless, it
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tries to search for the secret exponent based on the parameters provided by the card [6-9].
For example, a divide-and-conquer attack can effectively reduce the number of bits of secu-
rity by approximately 50% [9]. In an active attack, the auxiliary processor sends incorrect
values ofM% modN, 1<i <k, back to the card and tries to deduce the secret exptnent

The card can choose large values ahdc to increase the search space in order to
counter passive attacks [9]. However, guarding against active attacks is more difficult.
One way is for the smart card to verify the final signature. One such approach, suggested in
[13], is to choose a small value @f In [9], it is assumed that the public exponent is 3.
Therefore, the smart card can check the signature before disclosing it. Indeed, this control
can effectively exclude all one-round attacks, such as those in [13, 14]. Howeveg=since
3 is fixed, the choices gf andq are restricted to primessuch that 8— 1. This is not a
serious problem. Nevertheless, application of such an RSA scheme may be limited. For
example, it has been shown that sending linear related messages to different users in an
RSA system is insecure when the public exponent is small [15]. Furthermore, multi-round
active attacks [6] are still possible. For example, the server can decide vithistbdd [9],
whetheraf; = bf; [7], or whethef; = r [16], for the indices, j and integers, b, r. In fact,
many protocols which were claimed to be secure have been shown to be insecure under
multi-round active attacks [17-19].

To counter multi-round active attacks, Lim and Lee proposed that the samedset of {
d,, -+, dg} is limited to a fixed number of protocol executions [7]. They also proposed a
method for accelerating the precomputation. However, this was shown to be insecure in
[20]. We believe the most effective way to guard against active attacks is for the smart card
to verify the correctness of the data provided by the auxiliary processor. In the next section,
we will propose a probabilistic data verification scheme for verifying the data provided by
the auxiliary processor.

3. APROBABILISTIC DATA VERIFICATION SCHEME

Of course, the smart card can not recompute the modular exponentiation by itself and
compare the result with the data provided by the auxiliary processor. Nevertheless, it can
send a request to the auxiliary processor to compute an additional modular exponentiation
for the purpose of verification. The basic idea is as follows: Suppose we want the auxiliary
processor to compudd modN. Then, we can ask it to compié modN and aM®) mod
N by transmitting the valued,, M,, N, andk to it, whereM, = M modN, M, = aM® modN,
and the values dd andb are randomly chosen [21]. It is impossible for the auxiliary
processor to computewhile knowing onlyM, andM, since for every possible valbeof
b, there is am’ such thatM, = a'M” mod N.

Leta be randomly chosen from [IN.— 1], and leb be randomly chosen from [(:.2
— 1] for some constamt Suppos&, andZ, are the data received from the auxiliary proces-
sor claimed to b/ and M, respectively. Itis easy to see that if bbtlandz, are correct,
thenz = a™Zz, modN.

Supposez, # My modN. Let z, =yM; modN, wherey#1 modN. Since
Z? =a™z, modN, Z, must be congruent a‘M** modN. The auxiliary processor can
randomly generate an integer #3r However, the probability tha = y*a“M* modN is
only 1/(N-1). Since the auxiliary processor can kngakM from Z;, M;, M,, andk, it can
do better than randomly generate an integeZ foHowever, to compute the valy@M<®
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modN for Z,, the auxiliary processor needs to guess the right valnemnbfa. Sinceb is
randomly chosen from [052 1], the probability of guessing the right valuebds 1/Z.
Similarly, the probability of guessing the right valueao 1/(N — 1). Therefore, if

Z? =a*z, modN, thenZ, = Mf modN and Z, = M¥ mod N with probability 1- 1/2°.

That is, the probability that the auxiliary processor can succeed with an active attack is only
1/,

Let us analyze the cost of this verification scheme. Suppose the smart card uses a
sguare-and-multiply algorithm to compui¥ modN [22]. Then, it needs to perforim 1
squaring anav multiplications, wheré¢is the length of the binary representatiot ahdw
is the number of ones in the binary representatidn dfence, the total number of modular
multiplications for computingM® mod N is at most 2 1. There are more efficient
algorithms for implementing modular multiplication over smart cards [23].

Therefore, setting up the data verification scheme, that is, com@NhmodN,
requires at mostc@modular multiplications. Assume that the valuabfmodN is precom-
puted and stored in the smart card. Then, verifying the correctness of the received data,
that is, checkingz? = a™z, modN, also requires at most tnodular multiplications.

However, there are two problems with this scheme. One is that the cost may be too
high for the scheme to be practical. The other is that once the auxiliary processor guesses
the right value ob, it can determine the value of the fixed paramatefs a result, other
active attacks can no longer be detected. We can solve the first problem by taking advantage
of the fact that a modular multiplication mpdakes somewhere between one-fourth and
one-half of the time required for a modular multiplication mid®]. The second problem
can be solved by introducing another random integetMitaNote thap|N. The details are
as follows.

To ask the auxiliary processor to comphtemodN:

e Step 1. The smart card randomly chooses integersom [1 ..N — 1] andb from [0..Z
— 1] for some constart

e Step 2. The smart card sethd®\, M; andM, to the auxiliary processor, whevg =M and
M, = ((aM® modp) + rp) modN.

e Step 3. The auxiliary processor compufgsZ, and sends them back to the smart card,
wherez, = M} modN andz, = M¥ modN.

* Step 4. The smart card verifies the correctnes, @ by checkingz = a™z, modp.

In the following, we will discuss the security and complexity of the scheme. First, we
will show that if the auxiliary processor is honest, t@é€ne a™*z, modp. This is demon-
strated by the following congruences:

a™*z, mod p = (a™*M% mod N) mod p
= (a™(((aM® mod p) + rp) mod N)* mod N) mod p
= (a™(aM®)*)mod p
=M™ mod p
=(M*)" mod p
=Z? mod p
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Then we will show that the auxiliary processor can not deteraning from M, and
M,. SinceM, = ((aM° modp) + rp) modN, it is possible tha¥l, andM, may reveal useful
information to the auxiliary processor. leet M® modp. ThenM; = o +r,p andM, = ax
+r,p for some integers, andr,. There are at least three unknowns (nanglg, p) in
these two equations. Therefore, the auxiliary processor can determine aeithpifrom
them. Nevertheless,df= 1 modp, then the auxiliary processor can compugincep|gcd
(N, M;— M,). However, sinca is randomly chosen from [IN — 1], the probability tha&
=1 modp is very small (aboutN/p)/N = 1/p).

Suppose the auxiliary processor is malicious. Instead of compgitiagvl; modN,
it computesz; = X* modN for someX = M,. To cheat successfullg;, must satisfy the
following equation:z;” = a™Zz, modp. If the auxiliary processor randomly generates an
integer forz,, then the probability thaz;® = a™z, modp is only 1p. Sincep is very
large, the probability is very small. However, if the auxiliary processor can guess correctly
the value ob, then it can successfully cheat the client by sen@intp the client such that
Z, = Z,(XM™)*™ modN. Sinceb is randomly chosen from [0°2 1], the probability of
guessing the right value bfis 1/2.

Finally, we will show thak remains secure evenlifis guessed. Since the auxiliary
processor does not know the valug@ahere are two unknowrssandr in the equatiom,
= ((aM? modp) + rp) modN. That is, due to the additional random integand the
unknownp, the value oh remains secure even the auxiliary processor correctly guesses the
value ofb.

Therefore, the above modified scheme has the same security level as the original one
under active attacks. That isZf = a™*z, modp, thenz, = M} modN andz, = M¥ mod
N with probability 1— 1/2°.

In the following, we will show that the computation cost is reduced. Setting up the
data verification scheme, that is, computingM{ modp) + rp) modN, requires at mostc2
modular multiplications mog and one modular multiplication md#l Assume that the
value ofa* modp is precomputed and stored in the smart card. Then, verifying the correct-
ness of the received data, that is, checldfige a™*z, modp, requires at mostcanodular
multiplications modp. Since a modular multiplication mgutakes somewhere between
one-fourth and one-half of the time required for a modular multiplicationMn&d, the
new scheme is more efficient than the original scheme.

4. A SECURE SERVER-AIDED RSA SIGNATURE
COMPUTATION PROTOCOL

In this section, we will propose a new server-aided RSA signature computation pro-
tocol based on the data verification scheme described in the previous section. The protocol
includes the following preprocessing phase:

e The smart card randomly generaséstegerd, f,, ---, fs from the range [0.2— 1] such
thatf; and¢(N) are relative primeThen, it randomly generatss 1 integersd;, d,, -, ds;
from the range [IN - 1] and computed, = f.*(d - (3 ; f,d;)) mod@(N). Therefored
=f,d; + - +fds mod ¢(N).

e The smart card randomly choosdstegersa; from the range [IN — 1] and computes;
=g % modp. The value$, d, a, A, fori=1, 2,-, s, are stored in the smart card.
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To sign a messagd, the smart card performs the following steps:

e Step 1. The smart card randomly generaiesegers, b,, -+, b, from [0 .. 22— 1] for
some predetermined constapeind anothes integersy, r,, -, rs, from [1 ..p — 1].

e Step 2. The smart card compulds= ((aM" modp) +r;p) modN. Then, the smart card
sendN, M, M, M,, ---, Mg, dy, d,, -+, ds to the auxiliary processor.

e Step 3. The auxiliary processor computes the pajra/), fori = 1, 2,---, s,and sends
them back to the smart card, wheke= M% modN andV, = M modN.

e Step 4. The smart card verifies the correctness of the received data by checking whether
or notU = AV, modp, fori=1, 2, s.

If it is correct, then go to Step 5. Otherwise, the smart card terminates the protocol and
performs the signature computation by itself.

e Step 5. The smart card computes the digital sign&uwdereS= s U modN.

Notice that the random numbdss 1< i <'s, are not fixed. They are generated
independently each time the smart card initiates the protocol. That is, an independent set
of by is generated for each run. Furthermore, the protocol stops (Step 4) when it suspects
that the auxiliary processor is malicious (that is, the verification fails). Therefore, no mat-
ter how many times the protocol has executed, the probability of guessing the right value of
b remains 1/2

Let us analyze the time complexity of the protocol. There are three sources of costs:
the operations performed by the smart card (including the generation of random numbers,
data verification, and the computation of the final signature), the communication overhead
between the smart card and the auxiliary processor, and the exponential operations per-
formed by the auxiliary processor. They are discussed in the following.

The smart card needs to generatesddom numbers, namely, f, fori =1, 2, ...s.

To verify the correctness of the data, the smart card must peri@(m+21) modular
multiplications, mod, and one modular multiplication, méd In [9], it is proved that the
expected number of modular multiplications (MMs) for computing the exponenthdtion
modN is 3k|/2— 5/2 + 2-M < 3Kk|/2, wherey| is the size ok. Therefore, computation of the
final signature requires that € 1) + 3,92 modular multiplications moll be performed.

Next, we will consider the communication overhead. The smart card needs tg send 2
+ 2 numbers, namelly, M, M, d, fori =1, 2, ...s, to the auxiliary processor, and the auxili-
ary processor needs to sersxch@mbers, namely);, V, fori =1, 2, ... s, to the smart card.

Finally, the auxiliary processor must perforsw@odular exponentiations. The ex-
pected number of total modular multiplications, n\yds 3|N. The costs are summarized
in the following table.

Smart card Comm. Aux. processot
Generating Data Signature Exponential
random verification computation operations
integers
2s 2c,(st1) (s1)+ (4s+2)N| 39N
(+1 modN) 3c.92
(numbers) (mogh MMs) (modN MMs) (bits) (modN MMs)
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The proper choices of the valuesspf;, andc, depend on the security requirement,
the communication speed between the smart card and the auxiliary processor, and the com-
putation power of the smart card and the auxiliary processor. However, it is better to
choose a small value faiin order to minimize the communication overhead and the veri-
fication costs. Therefors= 1 is the best choice. Another advantage in choasing is
that no divide-and-conquer attack [9] is possible.

We can estimate the performance of the protocol based on the following satues:
1,c,= 64 (that is, the number of bits of security is 64),@rdb (that is, the probability that
the auxiliary processor can succeed with an active attack is 1/32). Furthermore, we assume
that the smart card can computenodular multiplications, modl, per second andn2
modular multiplications, mogd, per second. The auxiliary processor is assumed to be 100
times faster than the smart card. We also assume that the communication speed is 9600 bit/
s (the standard I1SO interface), and that time required for the smart card to generate a ran-
dom number is equal to the time it needs to perform a modular multiplication. Then, com-
puting a signature takes 1894 6x [N|/9600 + 3x [N|/(100x m) seconds using a server-
aided protocol and 16 |N|/m seconds without using a server-aided protocol. Therefore,
for [N| = 512 andn= 33 [24], the speedup is 23.27/4.09 = 5.69N|I§ 1024 anan = 33,
the speedup will be 46.55/4.87 = 9.56.

5. CONCLUDING REMARKS

Smart cards have opened up possibilities for many exciting applications. Many of
them require that smart cards perform digital signature operations. However, the problem
with conventional smart cards is that they only have very limited processing power while,
the RSA signature scheme is computationally intensive. Hence, performing a digital signa-
ture operation on a smart card takes too much time. Nevertheless, smart card readers can
easily be equipped with more sophisticated processors capable of performing multi-preci-
sion modular exponentiation. Therefore, server-aided RSA signature computation offers a
feasible solution to this problem.

However, a smart card has to guard against an auxiliary processor that attempts to
obtain information about the secret exporgkot to obtain the smart card’s signature on a
message of its own choosing by supplying the smart card with incorrect values. The only
way to defeat these attacks is for the smart card to have some means of validating the data
provided by the auxiliary processor. In this paper, we have proposed such a protocol based
on a probabilistic data validation scheme. It can detect active attacks mounted by an auxil-
iary processor with very high probability. Furthermore, the performance of the protocol
can be improved by using the Chinese Remainder Theorem [9].

Modular exponentiation is probably the operation most frequently performed in
cryptography. Our verification scheme can also be applied to other types of server aided
modular exponentiation computation.

There is a tradeoff between security and speedup when using a server-aided protocol.
High speedup will reduce the level of security. Which parameters should be chosen de-
pends on the application. However, if high security is required, then one should use crypto-
smart-cards [25] instead of conventional smart cards.
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