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An efficient multistage (t, n) secret sharing scheme is proposed. The scheme allows
a group of users to share multiple secrets, and only one secret share needs to be kept by
each user. Knowing the exposed secrets will not affect the security of the other secrets
not yet revealed. Moreover, only one public value is needed in the proposed scheme.
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1. INTRODUCTION

A (t, n) secret sharing scheme [1, 2] allows a secret to be shared among n usersin
such away that only t or more users can reconstruct the secret, but any t — 1 or less users
have absolutely no information about the secret. One common drawback of amost all
known secret sharing schemes is that they are one-time schemes. That is, once any t or
more users reconstruct the secret by pooling their shares, both the secret and all shares
become known to everyone within the group and everyone else. Thus, each share kept
by each user can be used to reconstruct only one secret. However, if many different
secrets have to be shared among the group of users, a straightforward method is to apply
the secret sharing scheme repeatedly. In this case, each user has to keep many secret
shares, which is very inefficient.

In 1994, He and Dawson proposed a multistage (t, n) secret sharing (MSS) scheme
[3] based on a one-way function to solve this problem. For k secrets to be shared among
n users, only one secret share has to be kept by each user. The share is the same size as
any single secret. These k secrets can be reconstructed one by one in a predetermined
order, and revelation of the secrets at earlier stages will not compromise the security of
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the remaining secrets. However, kn public values are required in the He-Dawson scheme.
Recently, Harn [4] proposed an alternative scheme for solving the same problem with
only k(n —t) public values.

In this paper, a new multistage (t, n) secret sharing scheme based on the factoring
problem will be proposed. With the new scheme, each user has to keep only one secret
share, and only one public value is required in the system. In the following, we will
briefly review Harn's scheme [4] first. Then, the proposed scheme will be presented in
Section 3. Finally, a concluding remark will be given in Section 4.

2. REVIEW OF HARN'SSCHEME

Let H: Z» — Zp be a one-way function, where P is a fixed odd prime. H/(x) de-
notes j successive applications of H() to X, i.e., H(x) = x and H(X) = H(H(x)). A share
distribution center (SDC) randomly chooses some integers, x; and y; fori =1, 2, ..., nas
the users' public values and secret values, respectively. Then, SDC performs the follow-
ing steps, forj =0, 1, ..., k—1.

1. Compute H(y), fori =1, 2, ..., n.

2. Reconstruct an (n-1)th degree Lagrange interpolation polynomial fi(x) which passes
through (x;, H'(y;)) fori =1, 2, ..., n, and fj(0) = 5 is the jth stage secret to be shared
among users.

3. Compute (n —t) public valuesasfy(m), form=1,2, .., n—t.

SDC sendsy; privately to user i, for i =1, 2, ..., n, and publishes al the public values.
The k secrets should be reconstructed in the following order: sci1, Sc2, ..., S1, So- When
trying to reconstruct the secret 5, the user i should submit his’her (j + 1)th secret share
H'(y)). With the knowledge of t secret shares and (n — t) additional public shares, fj(m),
form=1, 2, ..., n—t, aunique Lagrange interpolation polynomial f;(x) can be determined,
and the secret f;(0) = 5 can be obtained.

3. THE PROPOSED SCHEME

Harn [7], in 1995, proposed a new multiple secrets sharing scheme based on the dif-
ficulty of solving the discrete logarithm problem.  Our scheme uses a similar concept to
develop a new multistage secret sharing scheme, but the security of our scheme is based
on the factorization problem. The new multistage secrets sharing scheme is described
below. SDC is assumed to determine the parameters of the system and to distribute secret
sharesto each user.

Phase 1: Group secrets and secret share generation phase.
SDC sdlectsN=pqg,p=2p' +1landg=2q + 1, wherep, q, p', g are large primes,

and defines A(N) = 2p'g’.  Let o be aprimitive element in both GF(p) and GF(q), and let
L(=10*) be a random number with GCD(L, A(N)) = 1. Both N and L are public, while p,
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g, p', g and A(N) are kept secret.

Theorem 1. Let o be a primitive element modulo V, where V is an integer, V > 1. Then,
ok isaprimitive element modulo V if and only if GCD(L, ¢(V)) = 1[5].

, By Theorem 1, if ois a primitive element in both GF(p) and GF(q), then o,
o, ..., " are primitive elements, too. These k secrets, to be shared by the users, are
determl ned by

S=co"modN,fori=0,1, .. k-1,

where d isarandom number such that GCD(d, A(N)) = 1 (so d is odd).

Let A |A] = n) be the set of all usersin the system. SDC randomly chooses a secret
polynomial f(x) modulo A(N) of degreet — 1 and f(0) = d. SDC distributesto each user i, i
€ A, apublic odd integer x; with an even f(x;) (See [6] for a more detailed description),
and a secret value K; = ¢ mod N, where

f(x)/2
TT(% —%,)/2
€A

j#i

s = (mod p'q).

These k secrets will be reconstructed one by one in the following order: S.1, Sco, ...,
S. SDC can be revoked after issuing these secrets.

Phase 2: Group secret reconstruction phase.

Let B be any subset of sizet in A. To reconstruct the (I + 1)th secret S, | € [0, k-1],
each user i, i € B, hasto compute

|
K, = K" 690 O mog N,
It3:] j#\

Then, S can be derived as

MK, =TIK, C T IO mog N

ieB ieB 2B j;ﬂ
L TT06-x)) TT(0-%;)
aZieeS T o j< mod N

JeB
|
=a"OY modN

=a*" modN
=S mod N.

Discussion:
1. According to the property of the secret sharing scheme [1], it is impossible to recon-
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struct the secret without the knowledge of at least t secret shares. Thus, it is very dif-
ficult for only t — 1 or less users to reconstruct these k secrets.

2. Exposure of the secrets S4, ..., S+1, §,  will not harm the security of the other secrets,
S, - S, S, unless one can solve the factoring problem. Since § = SL_l mod N, an
attacker has to compute L™ mod A(N) in order to obtain S.;. However, it is crypto-
graphically infeasible to obtain L™ mod A(N) if the factors of N are unknown to the at-
tacker.

3. If user i’ s secret share K,

K, = K" IO IO mog N,
il : EQ j#\
isreveaed to an attacker where the secret § is reconstructed, then the attacker may try
to determine user i’ s secret key K; or the next secret share K .4,

K=K D600 mog N,

jeB ]#I

Again, in both cases, the attacker hasto factorize N.

4, Smce oF is a primitive element in both GF(p) and GF(q) and d is a random number,
o™ could be any element in the reduced readue set modulo N, for 0<| <k-— 1. Thus,
the probability of deriving d from o' and o' is extremely low and can be neglected.
(The primitive element « does not need to be published.)

5. Compared with the number of public valuesin [3] and [4], the new scheme needs only
one public value, L.

6. The security of [3] and [4] is based on the difficulty of breaking a one way function;
however, the security of the proposed scheme is based on the factorization problem.

Complexity:

Table 1 shows the number of secret values and public values which need to be kept
by each user and the system’s public values in He-Dawson's scheme, Harn's scheme and
our scheme. It can be seen that the proposed scheme outperforms He-Dawson's scheme
and Harn’s scheme. However, if the threshold value t is equivalent to nin Harn’s scheme,
then the number of public values in the system in Harn's scheme is less than that in our
scheme.

Table 1. The number of user and system parameters.

User I’s secret share | User I's public value |System’s public values
He-Dawson [3] 1 1 kn
Harn [4] 1 1 k(n —t)
Our scheme 1 1 1

On the other hand, compared to He-Dawson's and Harn's schemes, our scheme re-
quires that more computational work be done in reconstructing the group secrets. Thisis
because none of the users knows the factors, p and g, of N. When the users cooperate to
reconstruct the group secrets, they have to deal with large exponent computation on the
modular N.
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4. CONCLUSIONS

A new multistage (t, n) secret sharing scheme based on the factoring problem has
been proposed. Only one secret share needs to be kept by each user, and there is only one
public value in our scheme. Compared with the previously proposed schemes|[3, 4], the
number of public values in the new scheme is reduced. However, the question of how to
reduce the computational work required by the newly proposed scheme must be an-
swered future research, and NSC88-2213-E-218-001.
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