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All-or-nothing property is a new encryption mode proposed by Rivest and has the
property that one must decrypt the entire ciphertext to determine any plaintext block. In
this paper, we propose hash functions with all-or-nothing property. The proposed
schemes use the existing hash functions without changing their structures, and they are
secure against known attacks. Moreover, the proposed methods can be easily extended to
the MAC (Message Authentication Code) for providing message confidentiality as well
as authentication.
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1. INTRODUCTION

Cryptographic hash functions play an important role in modern cryptography as a
tool for providing message integrity and authentication. The basic idea of hash functions
is that a hash value serves as a compressed representative image of an input string and
can be used as if it is uniquely identifiable with that string. Hash functions are classified
into two classes [1]: unkeyed hash function with single parameter - a message, and keyed
hash function with two distinct inputs - a message and secret key. Keyed hash functions
are used to construct the MAC. The MAC is widely used to provide data integrity and
data origin authentication.

Rivest proposed the new encryption mode, referred to the “al-or-nothing encryp-
tion mode” [2]. This mode has the property that one must decrypt the entire ciphertext
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before one can determine even one message block. One of the design principles of a hash
function is to make the hash value dependent on the entire input message and to make
finding collision hard. For existing hash functions, collision may be found by modifying
any blocks of the input message. In this paper, we propose secure hash functions with
all-or-nothing property that is a kind of a new encryption mode proposed by Rivest. The
proposed schemes use the existing hash functions without changing the hash algorithm,
and make them secure against known attacks. Also the proposed schemes can be easily
extended to the MAC, which can provide a message confidentiality as well as authentica-
tion.

The remainder of this paper is organized as follows. In Section 2, we summarize the
hash function and in Section 3, al-or-nothing property is described. In Section 4, we
propose and analyze new construction schemes of the hash function with all-or-nothing
property. Finally, we have conclusionsin Section 5.

2. HASH FUNCTIONS

Hash functions(more exactly cryptographic hash functions) are functions that map
bitstrings of arbitrary finite length into strings of fixed length. This output is commonly
called a hash value(sometimes called a message digest, or a fingerprint). Given a hash
function h and an input X, computing h(x) must be easy. A one-way hash function must
satisfy the following properties [1]:

— preimage resistance: it is computationally infeasible to find any input which hashes to
any pre-specified output. That is, given ay in the image of h, it is computationally in-
feasible to find an input x such that h(x) = y.

— second preimage resistance: it is computationally infeasible to find any second input
which has the same output as any specified input. That is, given a'y in the image of
h(x), it is computationally infeasible to find an input X' = x such that h(x') = y.

A cryptographically useful hash function must satisfy the following additional property
[1]:

— collision resistance: it is computationally infeasible to find a collision. That is, it is
computationaly infeasible to find a pair of two distinct inputs x and X' such that
h(x)=h(x).

Almost al hash functions are iterative processes which hash inputs of arbitrary
length by processing successive fixed-size blocks of input. The input X is padded to a
multiple of block length and subsequently divided into t blocks X; through X;. The hash
function h can then be described as follows:

Ho=1V, Hi=f(H, %), 1<i<t  h(X)=g(H,) )

where f is the compression function of h, H;_; is the chaining variable between stage i-1
and stage i, and IV is the initial value. An output transformation g is used in afina step
to map the last chaining variable to a result g(H; ); g is often the identity mapping
g(Hy)=H:.
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The computation of the hash value is dependent on the chaining variable. At the
start of hashing, this chaining variable has a fixed initial value which is specified as a
part of the algorithm. The compression function is then used to update the value of this
chaining variable in a suitably complex way under the action and the influence of a part
of the message being hashed. This process continues recursively, with the chaining vari-
able being updated under the action of different parts of the message, until al the mes-
sages have been used. The fina value of the chaining variable is then output as the hash
value corresponding to these messages. Based on the construction of the internal com-
pression function, hash functions can be classified as follows[1]:

— hash functions based on block ciphers
— hash functions based on modular arithmetic
— dedicated hash functions.

Dedicated hash functions have fast processing speed and are independent of other system
subcomponents such as block ciphers and modular multiplication subcomponents. Most
of existing dedicated hash functions have the structure similar to that of MD4 [3] which
was designed by R. Rivest in 1990. The typical examples of the dedicated hash functions
are the MD family hash functions such as MD5 [4], RIPEMD-160 [5], SHA-1 [6], HA-
VAL [7], and SMD[8]. On recent, a quite different class of dedicated hash functions
based on cellular automata over GF(q) was reported in [9].

According to the theory of Merkle [10] and Damgard [11], MD-strengthening de-
notes appending an additional block at the end of the input string containing its length. It
is possible to relate the security of hash function h to the security of compression func-
tion f and output function g according to the following theorem.

Theorem 1(cf. [9]). Let h(-) be an iterated hash function with MD-strengthening. Then
preimage and collision attacks on h(:) (where an attacker can choose 1V freely) have
roughly the same complexity as the corresponding attacks on the compression function f
and the output function g.

Theorem 1 gives a lower bound on the security of h(-). According to [12] the iter-
ated hash functions based on the Davies-Meyer compression function given by the fol-
lowing:

f(Mi’Hi—1)=EMi(Hi—1)®Hi—1’ 2

where Ex (-) isablock cipher controlled by the key K, are believed to be as secure as the
underlying cipher Ex (") is.

As adirect extension of the results of security related to cipher block chaining and
the assumption 2 from [9] (which is a standard one in cryptography today), we assume
the following.

Assumption 2. Let the compression function f be the Davies-Meyer function and the
employed cryptographic transformation be a secure one. Then finding collisions for f
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requires about 2”2 operations, and finding a preimage for f requires about 2" operations,
if we assume an n-bit hash resuilt.

3. ALL-OR-NOTHING PROPERTY

In 1997, Rivest proposed an all-or-nothing encryption, a new encryption mode for
block ciphers [2]. This mode has the property that one must decrypt the entire ciphertext
before one can determine even one message block. This means that brute-force searches
againgt al-or-nothing encryption are slowed down by a factor equal to the number of
blocksin the ciphertext.

The problem with most popular encryption modes is that the adversary can obtain
one block of the plaintext by decrypting just one block of the ciphertext. This makes the
adversary’s key-search problem relatively easy, since decrypting a single ciphertext
block is enough to test a candidate key.

Let us say that an encryption mode for a block cipher is separable if it has the prop-
erty that an adversary can determine one block of plaintext by decrypting just one block
of ciphertext. Rivest defined strongly non-separable mode as follows [2]:

Definition 3. Suppose that a block cipher encryption mode transforms a sequence my, My,
..., ms of smessage blocks into a sequence ¢y, ¢, ..., ¢, Of t ciphertext blocks for some t(t
>5). We say that the encryption mode is strongly non-separableif it is computationally
infeasible to determine even one message block my (or any property of a particular mes-
sage block my) without decrypting all t ciphertext blocks.

Rivest proposed the strongly non-separable modes as follows[2]:

— Transform the message sequence my, m, ..., My into a* pseudo-message” sequence m'y,
m's, ..., Mg (for some s’ >s) with an “all-or-nothing transform”.

— Encrypt the pseudo-message with an ordinary encryption mode with the given crypto-
graphic key K to obtain the ciphertext sequence cy, Cy, ..., G.

We call encryption mode of this type “all-or-nothing encryption modes.” To make this
work, the all-or-nothing transform has to have certain properties as the following [2]:

Definition 4. A transform T mapping a message sequence my, Ny, ..., Mg into a
pseudo-message sequence m'y, M'», ..., Mg issaid to be an all-or-nothing transform if

— The transform T is reversible: given the pseudo-message sequence, one can obtain the
original message sequence.

— Both the transform T and its inverse are efficiently computable.

— It is computationally infeasible to compute any function of any message block if any
one of the pseudo-message blocks is unknown.

An all-or-nothing encryption mode is strongly non-separable. The all-or-nothing
transform is not itself encryption, since it makes no use of any secret key information.



A NEW DESIGN OF THE HASH FUNCTIONS WITH ALL-OR-NOTHING PROPERTY 949

The actual encryption is the operation that encrypts the pseudo-message. An
all-or-nothing transform is a fixed public transform that anyone can perform on the mes-
sage to obtain the pseudo-message, or invert given the pseudo-message to obtain the
original message.

Rivest proposed the all-or-nothing transform which is referred to “package trans-
form”, asfollows[2]:

(1) Let theinput message be my, my, ..., ms (M isab-bit string).
(2) Choose at random a key K for the package transform block cipher.
(3) Compute the output sequence m'y, m',, ..., m's for s'=s+1 asfollows:
A. mi=m @ E(i)fori=1,2,...,s (Ex () isab-bit block cipher with the key K).
B. Let
m,s’ :K(‘Bhl@ @hg,

where
hi = Exo(M'; @) for i=1,2,...,s,
where KO is afixed, publicly-known encryption key.

The block cipher for the package transform does not use a secret key, and needs not be
the same as the block cipher for encrypting the pseudo-message. We assume that the key
space for the package transform block cipher is sufficiently large that brute-force search-
ing for akey is computationally infeasible. It is easy to see that the package transform is
invertible:

K=ms®h @ ... ®hs,
m=m;®Ex(i) fori=12,...,s

If any block of pseudo-message sequence is unknown, the K cannot be computed, and so
it is computationally infeasible to compute any message block.

An al-or-nothing transform is merely a pre-processing step, and so it can be used
with already-existing encryption software and device, without changing the encryption
agorithm. The legitimate communicants pay a penalty of approximately afactor of three
in the time it takes them to encrypt or decrypt in al-or-nothing mode, compared to an
ordinary separable encryption mode. However, an adversary attempting a brute-force
attack pays apenalty of afactor of t, wheret isthe number of blocks in the ciphertext.

As another al-or-nothing transform, it is possible to apply the bijective function.
First, choose the hijective function #(-) which maps the entire input message to
pseudo-message, and compute the pseudo-message M’ = #(M). Second, encrypt the
pseudo-message M’ using the block cipher. The receiver can obtain the original message
M by applying to (M) after decrypting the ciphertext. Here, 77(-) isthe inverse of 7(.).
The selected bijective function must satisfy that computing inverse of the hijective func-
tion is computationally infeasible if any one block of the pseudo-message is unknown.
Even though there are some hijective functions satisfying above property, the careful
considerations will be needed for practical purposes.
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In the following section, we propose construction schemes of hash functions with
al-or-nothing property. Our aim of a new design of the hash function is to obtain afixed
hash value dependent on the pseudo-message which was originated from the entire mes-
sage using al-or-nothing transform. Thus all-or-nothing property dependent on the entire
message is suitable for constructing a hash function.

4. HASH FUNCTION WITH ALL-OR-NOTHING PROPERTY

Even though a lot of dedicated hash functions are published until now, as far as the
authors are concerned, no hash functions with al-or-nothing property have been reported
so far. This section points out some of them which are main results of this paper.
All-or-nothing transform has been considered as a new encryption mode for the design of
the block cipher[2], and it can be used to make the encryption mode strongly
non-separable. This encryption mode is possible to enhance the security of the ciphertext
blocks because an adversary attempting a brute-force attack on the keys has to decrypt all
ciphertext blocks. This non-separability between a message block and al ciphertext
blocks can be applied to the proposal of the hash functions with al-or-nothing property,
which they authenticate a message by the hash value that has to be dependent on as many
as possible in the original message. In this section, we propose three hash functions with
al-or-nothing property which are using arbitrary member of a family of hash func-
tiong[13]. The proposed hash functions follow the Davies-Meyer principle(see relation
(2) in section 2). Moreover, we describe their security analysis and design the MAC us-
ing proposed hash functions. For the concise design of hash functions, we restrict an op-
timal output function g in (1), section 2 as an identity mapping. Three desigh schemes are
characterized by the usage of different all-or-nothing transforms.

We use the following notations:

— nisalength of an output and a chaining variable of a hash function.

— kisalength of an input block of a compression function of a hash function(n < k).

— Xisan input message.

— X' isapseudo-message resulting from all-or-nothing transform.

— Kisarandomly chosen k -bit key.

— K isafixed and publicly-known k-bit key.

— hy(y) isahash function with an input y and an initial value x.

— IVisaninitial value of a hash function.

— @ denotes a bitwise exclusive or.

— K@i means hitwise exclusive or with respect to the binary representation of integers K
andi.

— || denotes a concatenation between two words.

— Z denotes a k -bit string by iterating an n-bit string Z, if necessary, it is adjustable to
the length of k -bit.

4.1 Hash Function With All-or-Nothing Property —1 (HAON-1)

The first hash function with all-or-nothing property operates as follows:
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A. Sender

(2) Split aninput message X into s blocks of n-bit each: X = (X, X, ..., Xo).
(2) Generate arandom key K of k-hit.

(3) Compute a pseudo-message X' by all-or-nothing transform.

X§=1V,X/ = X; ®h,, (K®i),i=12-,s.

(4) Compuite the last pseudo-message block, X' ¢, (k-bit length).

Xl =K®{h (K, ®)®--@h, (K, ®5)}.

(5) Send (X' [[ hiy(X'))-

B. Receiver

(1) Receive (X' || 2) and check if Z = hy(X').

(2) Split the pseudo-message X' into s blocks of n-bit each, X' = (X4, X5, ..., X' and
X' g1 Of k-bit.

(3) Recover the random key K.

X, =K®{h, (K, @)@ ®h, (K, ®5)}.

(4) Recover the original message.

X§=1V, X, =X/ ®h, (K®i),i=12,s.

HAON-1 uses all-or-nothing transform based on a hash function. This scheme has
all properties of all-or-nothing transform proposed by Rivest. An adversary may try to
attack after recovering the original message, however, the manipulation of the
pseudo-message is not useful attack in this scheme. If an attacker does not know any one
block of the pseudo-message, he can’t recover the random key K and obtain the original
message. For an effective attack, he has to find a collision of the pseudo-message with
the same hash value in advance, and then searches the message and random key mapped
to this pseudo-message. Moreover, the fact that the (i-1)th pseudo-message block is used
to compute the ith pseudo-message block do increase the security. HAON-1 pays a pen-
aty of approximately a factor of three in computational time compared to that of the
origina hash function. The simulation result shows that the performance of HAON-1
using the SHA-1 is about 10.05 Mbytes/sec, while that of package transform using RC6
block cipher[14] is 3.66 Mbytes/sec.

4.2 Hash Function With All-or-Nothing Property —2 (HAON-2)
A. Sender

(1) Split aninput message X into s blocks of n-bit each: X = (Xy, X, ..., XJ).
(2) Generate arandom key K of k-bit.
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(3) Compute a pseudo-message X' by al-or-nothing transform.
Xo=1V,Xo=0,X/=X; ®hy, (K& (X, [)),i=12--,s.
(4) Compute the last pseudo-message block, X' (k-bit length).

MD:th(Xl, ”” X; ” h|v(Kp)): X;+1= K@®MD.

(5) Send (X' || hwp(X's+1)).

B. Receiver

(1) Receive(X |2).

(2) Split the pseudo-message X' into s blocks of n-bit each, X' = (X'1, X5, ..., X'g) and
X' s+1 Of k-bit.

(3) Recover the random key K.

MD’=he (X{ Il I X, 1y (K,)), K =X;, @MD’.

(4) Check if Z=hyp(X s1)-
(5) Recover the original message.

X§=1V,X,=0,X; = X/ ®hy, (K (X, [[I),i=12-,s.

This scheme is an improved version of HAON-1. All-or-nothing transform depends
on the underlying hash function, and has all properties of HAON-L1. It is more difficult to
find the collision of pseudo-messages since all intermediate chaining variables are used
in computing of the last pseudo-message block, X' ;. Moreover, we increase the security
by using the hash value of the original message for computing the pseudo-message.
While HAON-1 pays a penalty of afactor of three, HAON-2 improves the efficiency by
applying the hash function twice. The simulation result shows that the performance of
HAON-2 using the SHA-1 is about 15.07 Mbytes/sec. Compared to HAON-1 using the
SHA-1, the performance is improved about 50%.

4.3 Hash Function With All-or-Nothing Property —3 (HAON-3)

We propose an improved version of HAON-2. HAON-3 provides better security
without additional computation overhead than HAON-2. Here we assume K, is a pub-
licly-known constant of n-bit. HAON-3 operates as follows:

A. Sender

(1) ComputeK = hyy(X).

(2) Splitting an input message X into s blocks of n-bit each: X = (X, X,, ..., Xo).
(3) Compute a pseudo-message X' by al-or-nothing transform.
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X§ =1V, X =K, X/ = X, ®@h, (X[, [[(K®D),i=12-,5

(4) Compute the last pseudo-message block, X' s (n-bit length).

MD = (X; I+ X, [ By (K, @ (5+1))), XL, =K®MD.

s+l

(8) Send (X || hmp(X' s+1))-

B. Receiver

(1) Receive (X || 2).

(2) Splitting the pseudo-message X' into s +1 blocks of n-bit each, X' = (X', X', ..., X'g,
X s+1)-

(3) Recover K.

MD’=h, (X[ Il [ X2 Iy (K, ®(s+1), K =X, ®MD.

(4) Recover the original message.

X§=1V,Xo =K, X; = X/ @h (X, [(K®)),i=12,-,5.

(5) Check if K = h|V(X1 X5 ... XS)

HAON-3 is an improved version of HAON-2 and has all properties of HAON-2. In
HAON-3, each pseudo-message block depends on the entire original message since K is
a hash value of the entire original message. Furthermore, HAON-3 does not require an
additional computation because the hash value K corresponds to the k-bit random number
in HAON-2.

4.4 Security Analysis of the Proposed Schemes

Note that according to the Theorem 1, a lower bound on security of the proposed
hash function is determined by the characteristics of its compression and output functions.
Since we have only confined to the identity mapping as an output function g, the security
will be considered through the security of the underlying hash function h. The facts and
discussions which are given in this section imply that the proposed schemes have ideal
security, i.e., given a hash output, producing each of a preimage or second preimage re-
quires approximately 2" operations and producing a collision requires approximately 2"
operations. If n is greater than or equal to 160 hits, it can provide a sufficient security
against the birthday attack so far. In particular, to find collisions, the existing known at-
tacks like those of MD4, MD5 and RIPEMD, can’t be directly applicable to HAONSs due
to the following reason.

Most of the existing known attacks against hash functions depend on manipulation
of the message blocks. Since HAONs send the pseudo-message instead of the original
message, an adversary must intercept the pseudo-message and recover the original mes-
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sage. The manipulation of pseudo-message is not effective for the correct recovery of
original message by the receiver because the random key K cannot be recovered exactly.
Under this condition, if an attacker recover the origina message and modify it(so the
resulting of pseudo-message is atered), then the message digest would be different from
the original one. Thus an adversary has to find a different pseudo-message pair(i.e., a
collision pseudo-message pair) with the same hash value in advance, and then compute
the input message pair corresponding to the collision pseudo-message one, or find a K
which maps the input message to the collision pseudo-message pair. That is, an attacker
has to search a collision of the pseudo-message and find a random key K which maps the
input message to the pseudo-message, or find an input message mapped to the
pseudo-message with the key K. This requires the search of a random key K or an input
message, as well as finding a collision pair of the pseudo-message. Therefore, to find a
collision pair, one must find a collision of pseudo-message with the same hash value in
advance, which requires 2"2 operations for HAON-1, and then find original message pair
mapped to the pseudo-image pair. Finding an input message pair mapped to the
pseudo-image pair requires 252 or 2* operations(s is the number of n-bit blocks of
original message). Hence total of 2729 or 2™W2 gpergtions are needed to find a
collision pair in HAON-1. Similarly, for HAON-2, it requires total of 2729 or 2(mK/2
operations to succeed above attack. However, HAON-3 imposes stronger restriction to
find a collision pair since K is a hash value of the original input message. That is, an at-
tacker has to find a collision pair of the pseudo-message and then check whether the
modified input message is mapped to the collision pair of the pseudo-message using the
hash value of the modified input message. To do this, HAON-3 requires 2" operations
tofind acollision pair at the worst case(f is alength of the input message).

To find a collision message of a hash function, one may try to find message pair
having the same message digest independent of the intermediate chaining variables.
HAON-1 uses the (i-1)th pseudo-message block to generate the ith pseudo-message
block, and HAON-2 also uses the (i-1)th pseudo-message block and (i-1)th original
message block to compute the ith pseudo-message block. Also in HAON-3, the ith
pseudo-message block depends on the entire original input message and the (i-1)th
pseudo-message block. Thus, the proposed schemes are secure against attacks by the
manipulation of the message block.

4.5 The MAC Application of HAONs

The proposed schemes can be easily applied to the MAC. By applying HAONSs to
the MAC, it is possible to provide both the authentication and the confidentiality for a
message. In this case, two communication parties between the sender and the receiver
have to securely keep publicly-known random constant K, in the MAC application. This
MAC construction(HAON-MAC) may be considered as the variant of HMAC proposed
by Bellare, et. a. [15] such like that

HMAC, (x) = h(k @ opad, h(k @ ipad, X)) ©)

where k is a secret information which held by two parties.
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The proposed HAON-MAC operates as follows. First, it generates a
pseudo-message by applying an HAON h and next, h is applied to the pseudo-message
once again. Hence the generation of pseudo-message from an origina message is con-
sidered as the inner hashing process of HMAC. Thus HAON-MAC has similar security
properties as that of HMAC[15]. HAON-MAC requires 2™ or 27/ gperations to find
a collision pair. Therefore, the proposed MAC is more secure than existing schemes.
Moreover, the proposed MAC can provide the message confidentiality as well as authen-
tication. An attacker who does not know K, may try to find the random key K for recov-
ering the entire original message. To find the random key K, in case of HAON-1, it is
required to the finding of K', having the same values as h,, (K, @i) . For HAON-2, one

must find the K', which generates the same values as MD’= he, X711+ 11X Ty (K ) -

And in the case of HAON-3, it requires the finding of the K', having the same value as
MD’ = th(xl’ -1 X2 1 hy (K, © (s+1))) - It corresponds to the envelope method which

is one of the MAC construction using the hash function. The best known attack for this
scheme is the divide-and-conquer attack proposed by Preneel and van Oorschot[16]. If
we use SHA-1 or RIPEMD-160 which is considered as a secure hash function, this attack
is computationally infeasible. For an adversary who tries to decrypt the only one block,
the proposed schemes require 2" operations. If n is more than or equal to 160-bit length,
it is computationally infeasible.

We can improve the security by adding some overheads to the above schemes. We
can encrypt the last pseudo-message block and message digest pair (X' s.1, MD) using the
block cipher with the secret key Ks, and send it to the recipient. This scheme can provide
the confidentiality of message by encrypting only some blocks without encrypting the
entire message. It is specially useful if the cipher is a public key cryptosystem, such as
RSA or ElGamal. In this scheme, we can use RSA to securely encrypt message longer
than the key size without need for a symmetric cipher. If we use SHA-1, X'¢; and MD
are 160-hit length in the case of HAON-2 and HAON-3. Therefore, the total length of the
encrypting block becomes total of 320 hits. The degradation of the performance is negli-
gible in this case. However an attacker must find the keys Ks and K, for decrypting the
entire message. The confidentiality of the proposed MAC has the property that one must
decrypt the entire ciphertext before one can determine even one message block. It can
provide both the authentication and confidentiality by using only hash functions. The
proposed HAONS are constructed by using only the hash functions. They are more effi-
cient than all-or-nothing transform using the block cipher such as the package transform
proposed by Rivest, and they can avoid the patent and the export restrictions of some
algorithms. The proposed schemes pay a penalty of approximately a factor of two in the
time compared to an ordinary hash function, but they can be performed efficiently in
paralel.

5. CONCLUSIONS

This paper addresses the applicability of some hash functions with the concept of
All-Or-Nothing property which was proposed by Rivest in 1997. The aim of our paper is
to apply AON concept to cryptographic hash functions since the hash values of hash
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functions must dependent on the entire message to prevent from the collision attacks.
The proposed schemes use existing hash functions without changing their structures and
make more secure against known attacks by applying a minor overhead. Moreover, we
aso proposed the MAC, which can provide both the authentication and the confidential -
ity of messages.

The security of the proposed HAONs was analyzed, which was based on the so far
published known attacks against hash functions. The analysis implies that the proposed
HAONSs are more secure than existing schemes, i.e., given an N -bit hash value, produc-
ing of collision requires testing of approximately over than 29’2 or 272/ (Bis alength
of the input message) hypothesis, which is more secure than 2"2 of the original dedicated
hash functions. Of course, some overheads are necessary for producing a
pseudo-message, at |east twice of operations of a hash function.
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