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A secret sharing scheme is away of protecting a secret by distributing partia in-
formation to a set of participants P in such a way that only authorized subsets of P can
recover the secret.  The family of authorized subsets is called the access structure of the
scheme. In 1979, threshold schemes were proposed to realize threshold access struc-
tures, and in 1987, multiple assignment schemes were proposed to realize monotone ac-
cess structures.  In this paper, we propose a new method for constructing multiple as-
signment schemes. Basically, our construction method is a combination of the thresh-
old scheme and the cumulative scheme. We aso show that the new method yields bet-
ter results for some special access structures.
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1. INTRODUCTION

A secret sharing scheme is a way of protecting a secret, K, by distributing partial
information to a set of participants, P = { Py, P,,..., Pn}, such that only authorized subsets
of P can recover K, but any unauthorized subset can not recover K. Such schemes are
useful for protecting important secret data, such as cryptographic keys, from being lost or
destroyed. They are also useful for constructing shared control schemes and fault tol-
erance schemes. Secret sharing schemes have been extensively investigated since their
invention in 1979. A detailed bibliography can be found at Stinson’s homepage [1].

The secret K is known to a special person called the dealer. The dealer breaks K
into pieces, called shares, and distributes a subset of the shares, called shadows, to each
participant in such away that

1. if P'SP is an authorized subset of participants, then the participants in P' can recon-
struct K from their shadows;
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2. otherwise, they cannot reconstruct K from their shadows.

Let K be the set of al possible secrets.  Let Sbe the set of shares, and let S c Sbe the
shadow distributed to participant P;.  Then the distribution of shadows to participants
can beviewed asafunction G: P — 2°suchthat G(P) = S. Thisfunctioniscalled an
assignment function [2].  We shall assume throughout this paper that P, ¥, and Sare all
finite sets. A secret sharing scheme is perfect if any unauthorized subset of participants
can determine nothing about the value of K other than Ke &, The family of authorized
subsetsis called the access structure, 2, of the scheme.  That is, 2={Q: QC P and the
participantsin Q can recover the secret K from their shadows}. An access structure 4 is
said to be monotone if A€ 4 thenVv B such that AcBc P, BeE 4. An authorized subset
Ais minimal if VBCA, B& 4. The set of al minimal authorized subsets of access
structure 4 is denoted by 4,. An unauthorized subset B is maximal if VAD B, A€ 4.
The set of all maximal unauthorized subsets of access structure 4 is denoted by B,. We
assumethat VP € P,3Q€ 4 suchthat P, € Q. Thatis, P=Uge 4Q. A formal defi-
nition of secret sharing schemes can be found in [3]. Secret sharing schemes can be
constructed from a variety of mathematical structures and properties, such as polynomi-
as[4], finite geometries [5], and combinatorial designs[6].

2. THRESHOLD SCHEMESAND MULTIPLE ASSIGNMENT SCHEMES

Shamir [4] and Blakley [5] proposed methods to construct perfect secret sharing
schemessuch that |[§ =|P|and |[S|=1fori =1, 2, ..., n. Such schemesareaso called (t,
n)-threshold schemes for some threshold value t such that 1 <t < n, where n = |P|.
They can be used to realize the threshold access structures 2={Q: QcPand |Q| = t}.

Secret sharing for general access structureswas studied by Itoet al. [7]. Let_ 2bea
monotone access structure, and let m be the number of maximal unauthorized subsets,
that is, m=|By|. Ito, Saito, and Nishizeki proposed a redlization of 4, caled a multiple
assignment scheme, using an (m, m)-threshold scheme [2]. Their construction estab-
lishes a one-to-one correspondence between the set of all shares S= {uy, U,,..., Uy} and
the set of all maximal unauthorized subsets By= { By, By, ... ,By} by associating u; with B;.
Then participant P; is given a subset ScSsuch that § = {u;: Pi¢ B, 1< j < m}.
Thatis, G(P) =S, whereS ={y: P¢ B, 1 < j < m}. In[2], the authors show that
VAE A4,Upica §S= SandvB¢ 4, 3se€ Ssuch that s¢ Upicg §. A multiple assign-
ment scheme is also called a cumulative scheme in [8-11]. The construction scheme is
illustrated by the following example:

Examplel. Let P={Py, P,, ..., P;}. Theaccess structure 4 consists of al the subsets
with 3 or more participants except the following three subsets { P4, Ps, P7}, { P4, Ps, P7},
and {Ps, Pg, P7}.  Thenitis easy to seethat |By| = 18 and we can construct a multiple
assignment scheme which is basically a (18, 18)-threshold scheme. a

Benaloh and Leichter [12] also presented an elegant construction based on a mono-
tone circuit for any monotone access structure. Their basic approach is to build a
monotone circuit from the access structure and then assign a value to every wire in the



METHOD FOR CONSTRUCTING MULTIPLE ASSIGNMENT SCHEMES 961

circuit such that the output wire of the circuit is the secret K. Then each participant is
given the shares corresponding to the values of the wires connecting to him.  When an
authorized subset A wants to reconstruct the secret, the participantsin A need to know the
circuit, that is, the access structure, used by the dealer to assign shares, and need to know
which shares correspond to which wires of the circuit.

An advantage of multiple assignment schemes over monotone circuit constructions
is that the access structure is not required during secret reconstruction by an authorized
subset. However, the threshold value may be very large even for a very simple access
structure.  For example, we need C(n, t - 1) = n!/((t - 1)!(n - t + 1)!) sharesto real-
ize a threshold access structure with threshold value t based on multiple assignment
construction since the number of maximal unauthorized subsetsis C(n, t - 1). In fact,
two open problems were proposed in [2]:

1. Is it possible to reduce the number of shares used in constructing a multiple assign-
ment scheme if we use a (k, m) threshold scheme, where k is not necessarily equal to
m?

2. Isit possible to characterize the access structures which can be realized by a multiple
assignment scheme in which the number of shares used is linear to that of the partici-
pants?

In the following sections, we will give partial answers to these questions.

3. NEW CONSTRUCTION

Letn>1and P = {Py, P,,..., P} bethe set of al participants. Let 2c2” be a
monotone access structure, let 4, be the set of all minimal authorized subsets, and let &,
be the set of all maximal unauthorized subsets. Lett=minac ay {|Al}, 4 ={A: A€ 7,
and |A|>1t},and let B, ={B: Be B, |B| = t,and 3 A€ 4, suchthat BC A}.

Let 4={A, A ... Ad,andlet B.={By, B,, ..., By}. Leta;=]A| - t,forall <
i < aandletf=|B| - t+1,forall < j < b Thenitiseasytoseethate; = 1
andp 2 lforall <i < aandl < j < bsince|A|>tand|B| = t by defini-
tion.

Leem=n+a+p andletk=t+a+pwherea= 3, ¢andf= X, . Inthe
following, we will show how to construct a multiple assignment scheme realizing 4
based on a (k, m)-threshold scheme. Let S be the set of shares, and let [§ =m. Sis
partitioned into three subsets U, V, and W such that U = {uy, Up, ..., Up}; V = ULV,
where [Vj| =g and VNV =0 forj # k1 < j,k < byand W= U. W, where |W| =
agiand WNW.=0@fori # k1 < i,k < a

Defineafunction F : 2° — 2°such that

{ulifc={P} for1< i
V; ifC=Bjforl< j <

F(C)= |wk ifC=Afori< k <
¢ otherwise:

<n
b
a
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The share assignment function G : P — 2°is defined as follows:
G(P) = F{P} U(Urgs) F(B))U(Unge 4 F(A)).

In the following, we will show that the multiple assignment scheme based on this
share assignment function realizes the given access structure 4 and is basicaly a (k,
m)-threshold scheme.

For CcP, let Tc= Upie cG(Pi).
Lemma 1. For al A€ Aq, [TAl =t +a + 5.

Proof: Since A€ 4o, we have |A] = t. If |[A| =t; then VA€ 4, Be B, A ¢ AlandA
¢ B;. Hence, there exist participants P. and Py in A such that P A and Py B;.
Therefore, Wi c G(P) and V= G(Pg). That is, WicTaand VicTafordl 1 < i < a
andl < j < b. Furthermore, [TANU|=]A|=t. Therefore, [Ta|=t+a + 8.

If |JA| >t, then A€ 4, Therefore, A=A forsomel < | < a Hence, VAE 4,
Bi€ B suchthati #I, andwehave A ¢ A and A ¢ B;. Hence, there exist participants
P. and Py in A such that P.¢ A and Py B;. Therefore, W c G(P.) and V, = G(Py).
That is, WicTaand VicTaforall < i < ai # l,and1l < j < b. Furthermore,
[TaNU|=]A]. Therefore, [Ta|=|A|+a - ey +B=]A]+a - (A] - ) +p=t+a+40

Lemma 2. For al Be @By, [Tg|<t+a+p.

Proof: If |B| <t,then [TsNU|=|B|<t. Hence, [Tg|<t+a+p.

IfIB] = t,and B¢ B thenBC A forsomel < | < a. Therefore, [Tg] < |B| +
Br(a - a) < t+a+p - 1lsinceW ¢ Tgand W|=ay - 1.

If |B] > tandBe B,thenB =B, forsomel < | < b. Therefore, [Tg| < |B|
B - p)+ta=t+a+p - 1lsinceTgNV,=@andf=|B| - t+1 d

Based on Lemma 1 and Lemma 2, we have the following theorem.

Theorem 1. The multiple assignment scheme based on the share assignment function G
isa(k, m)-threshold scheme realizing the given monotone access structure 4.

Proof: If A€ 4, then there exists an A'e 14, such that A'’e A. Therefore, by Lemma 1,
[Ta] £ |Ta]=k, and the participantsin A can recover the secret from their shadows.

If A¢ 4, then there exists an Be B, such that Ac B. Therefore, by Lemma 2, [T <
[Tg| < k, and the participantsin B can not recover the secret from their shadows. u

Example 2. In this example, we will illustrate use of this new construction scheme by
returning to the access structure of Example 1. Based on 4, and By, we havet =3, 4, =
@, and B, = {{P4, Ps, P}, {P4, Ps, P7}, {Ps, Ps, P7}}. Following the above notation, we
can construct a multiple assignment scheme realizing the given 4 as follows. Let U =
{ug, Uy, ...,u7} and V ={vy, V», v3}. Based on the construction, we have G(P,) = {u;, vi,
V2, Va} fori =1, 2 or 3, G(Ps) = {Us, va}, G(Ps) = {Us, Va}, G(Pe) = {Us, V1}, and G(P7) =
{uz;}. Itiseasy to verify that the participants of an authorized subset together hold at
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least 6 shares. For example, participants P,, P4, and Pg hold six shares together, namely,
Uy, Ug, Us, V1, Vo, @nd va. However, the participants of an unauthorized subset together hold
at most 5 shares. For example, the participants in the unauthorized subset { Ps, Ps, P/}
hold only five different shares, namely us, us, U7, Vi, Vo.  Therefore, the access structure
can be realized by means of a multiple assignment scheme which is basicaly a (6,
10)-threshold scheme. Q

Example 3. Let us consider a different access structure by modifying 2 slightly. Assume
that the new access structure 4' consists of all the subsets with 3 or more participants
except for the following four subsets: { P4, Ps, Pg}, { P4, Ps, P7}, { P4, Ps, P7}, and { Ps, P,
P7}. Thent =3, 4", = { P4, Ps, P, P7}, and B = @. Therefore, we have the following share
assignment function: G(P;) = {u, wi} fori =1, 2, 3, and G(P)) ={u}, forj=4,56,7.
The constructed multiple assignment scheme is basically a (4, 8)-threshold scheme. Note
that this access structure will be realized by a (19, 19)-threshold scheme based on the
construction of Ito et al. d

4. DISCUSSION

Basically, our construction approach is a combination of the threshold scheme and
the cumulative scheme. The total number of different shares held by the participants of
an authorized subset must consist of al the 4 sharesin the set V together with at least o +
t out of the o + n sharesin the setsWand U. The threshold access structure is a special
case of the general access structure with o = = 0. Based on our construction, the mul-
tiple assignment scheme realizing the threshold access structure is exactly the same as
the threshold scheme.

In [13], Sun and Shieh proposed a construction for perfect secret sharing schemes
with improved lower bounds on the information rate for uniform, generalized access
structures of constant rank. An access structure is uniform if every minima qualified
subset has the same cardinality, and if the rank of an access structure is the maximum
cardinality of aminimal qualified subset.

The examples gives in the previous section show that our new construction im-
proves the total number of shares for realizing the given access structures.  In general, if
a given access structure is close to the one which a threshold scheme realizes, then our
new scheme tends to use a much smaller number of shares than the original multiple as-
signment construction [2].  In the following, we will show that our scheme yields better
multiple assignment schemes for caseswhere a = 0 and # is small.

Let 1 be a uniform monotone access structure such that 4, consists of subsets of
exactly t participants, and such that the set of all maximal unauthorized subsets 3, of 4
can be partitioned into two subsets V; and V,, where V= {ve V: |v|=t} and V, = {ve V:
vl =t - 1}. Note that [V4|]= 4. Based on the construction described in the previous
section, thereisa(t + S, n + f)-threshold scheme realizing the access structure 4.

When g is small, our construction will yield a scheme with a smaller threshold value

than that of the multiple assignment scheme proposed by Ito et al. [2]. For example, if
n

p=1then |Vq| = 1and |V, = |t-1) - t. Therefore, the threshold value of the scheme
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proposed by Ito et al. is1 + [ITJ - t, whereas, the threshold value of our scheme is only
t+1.

We can derive the largest value of § such that our construction wi|] @lways yield a
scheme with a smaller threshold value. Let b = |V]. Among thevrt_lj subsets of P
with cardinality t - 1, there are at most ﬂ(til) = St subsets that are not maximal unau-

thorized subsets. Hence,

n
t—

Vol > [ - gt
Therefore,

b= Vil + Vo = g+ [N - g

Based on the construction proposed by Ito et al., the threshold value is b. Our
construction will have asmaller threshold valueif t + f <b. That is,

t+p+< g+ [0 - pt

Therefore, when

p< TN -1,

our construction will yield a scheme with a smaller threshold value than will the original
multiple assignment scheme.

5. CONCLUSIONS

In this paper, we have proposed a new method for constructing a multiple assign-
ment scheme for any monotone access structure. Basically, our method is a combina-
tion of the threshold scheme and the original multiple assignment scheme proposed in [2].
We have also shown that our method yields better results than the original multiple as-
signment construction for some special access structures.
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