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In this paper, we propose a provably secure group-oriented blind (t, n) threshold
signature scheme, which is the first scheme whose security is proved to be equivalent to
the discrete logarithm problem in the random oracle model. Based on the scheme, any t
out of n signersin a group can represent the group in signing blind threshold signatures,
which can be used in anonymous digital e-cash systems or secure voting systems. By
means of our proposed scheme, the issue of e-coins is controlled by severa authorities.
In our scheme, the size of a blind threshold signature is the same as that of an individual
blind signature, and the signature verification process is equivaent to that for an indi-
vidual signature.
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1. INTRODUCTION

A blind signature scheme is an interactive protocol which involves two participants,
asigner and arequester. A distinguishing property required by atypical blind signature
scheme [1-5] is so-called “unlinkability,” which ensures that requesters can prevent the
signer from deriving the exact correspondence between the actual signing process per-
formed by the signer and the signature which will later be made public. Blind signa-
tures can make possible secure electronic payment systems [2, 6, 7] that protect custom-
ers’ anonymity and secure voting systems [8-10] that preserve voters' privacy. Inadis
tributed environment, every signed blind message can be thought of as a fixed amount of
electronic money in a secure electronic payment system or as a ticket in an application
like a secret voting system. To date, no security proof has been proposed for the schemes
described in [1-3].  In[11], a cryptanalysis method for the blind signature schemes pro-
posed in [1, 3] was presented. In [12], it was shown that the claim in [11] was, fortu-
nately, incorrect; that is, the schemes proposed in [1, 3] remain secure. In [4], two
provably secure blind signature schemes were proposed. One has been proved to be
equivalent to the discrete logarithm problem in a subgroup. The other has been proved
to be equivalent to the RSA problem. In[5], ablind signature scheme was proposed and
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proved to be equivalent to factorization.

Threshold signatures [13, 14] are motivated by the need that arises in organizations
to have a group of employees who agree on a message before signing and by the need to
protect the group private key from attacks launched by internal and external adversaries.
The later becomes more important with the actual deployment of public key schemes in
practice. The signing power of some authorities inevitably invites attackers to try to
steal this power. The goal of athreshold signature scheme isto increase the availability of
the signing authorities and to increase protection against forgery by making it harder for
the adversary to learn the group secret key.

So far, the on-line e-cash systems proposed in [2, 6] are the most efficient and prac-
tical ones. Theam of these systems isto produce an electronic version of money which
retains the properties of paper cash. In rea world environments, if the issue of e-coins
is controlled by a single person, then he can generate extra e-coins as he wishes. To
cope with this dilemma, instead of a unique authority, every customer needs to request
blind (t, n) threshold signatures [15, 16] as e-coins from t arbitrary authorities so that t
arbitrary authorities can represent the bank in issuing e-coins.

In [8-10Q], several single-authority voting systems have been proposed. These sys-
temsinvolve voters and the authority, and can be simplified to the following three phases:
the registration phase, the voting phase and the publication phase. During the registra-
tion phase, voters apply the blind signature technique to get their blind votes. In the
voting phase, voters generate their real ballots from the blind votes received in the regis-
tration phase and send them to the authority via an untraceable e-mail [17-19]. Finally,
in the publication phase, the authority publishes all the valid ballots. Since voters only
need to communicate with the authority in these protocols, there is no global computation
among voters. However, the authority can impersonate any voter who abstains from
voting after the registration phase. To cope with this dilemma, instead of a unique au-
thority, every voter needs to request blind (t, n) threshold signatures [15, 16] as ballots
from t arbitrary authorities so that t arbitrary authorities can represent the tally center in
issuing ballots. Through the above modifications, the power of a single authority is
distributed among several authorities, and registered voters may abstain from voting after
the registration phase.

No meta-blind threshold signature schemes [15, 16] have been proven to be secure
based on some hard problems, e.g., the discrete logarithm problem. In this paper, we
propose a provably secure blind threshold signature scheme, which is the first scheme
whose security is proved to be equivalent to the discrete logarithm problem in the random
oracle model. Our proposed scheme can be directly applied to secure e-cash systems or
voting systems for distributing the power of asingle authority. Modified e-cash systems
or voting systems can satisfy real world environments without a single trusted authority
or with some absent/dishonest authorities. In our scheme, the size of a blind threshold
signature is the same as that of an individual blind signature, and the verification process
of ablind threshold signature is equivalent to that of an individual blind signature.

This paper is organized as follows. In Section 2, we present the definition of blind-
ness of athreshold signature scheme, and that of unforgeability of blind threshold signa-
tures. In Section 3, we present a provably secure blind threshold signature scheme. Then,
we discuss its correctness, security and performance in Section 4. Finally, concluding
remarks are given in Section 5.
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2. PRELIMINARY

In this section, we present the definition of blindness of a threshold signature
scheme, and that of unforgeability of blind threshold signatures. There are two methods
for verifying the validity of a signature: the comparison method and the restoration
(message recovery) method [20]. In the comparison method, to verify a signature, the
corresponding message must be sent to a verifier along with the signature. To reduce
the length of the signature, instead of signing the whole message, one can make a signa-
ture on the digest of the message, which is the hashed value of a secure one-way hash
function [21-24] with the message as input. In the restoration method, only the signature
is sent to a verifier. The signed message that is embedded in the signature can be re-
covered after the verification process. Many signature schemes with message recovery
have been proposed [25, 26].

Given a secret @, we say that the secret shadows (@, 1 < i < n) construct a (t, n)
threshold secret sharing wif t — 1(or less) of these values revea no information about ,
and if there exists a poly-time agorithm that outputs @, which has t of these values as
inputs.

Let there be n > 1 players in a distributed system, where player i has his own secret
s. A secure computing protocol for this system is a procedure for evaluating the func-
tion value f(s, s, ..., S,) jointly by means of the n players such that the output becomes
commonly known while s remains secret. A secure computing protocol can be used to
define blind threshold signature schemes.  We define the blindness of a (t, n) threshold
signature scheme with the comparison method as follows:

Definition 1 A blind (t, n) threshold signature scheme with the comparison method is a
12-tuplePr= (M, S A, K, A, ¥, R, Qr, o1, T'1, &1, T), where:

e M isamessage space that is a set of strings (plaintexts).

e Sisasignature space that is a set of strings (signatures).

¢ A isarandom message space that is a set of strings.

o K = K¢ x Kqisakey space such that K, is the public key space and Kj is the private key
space.

¢ A isashadow key space.

eWw={U]i=1,2 .., n}isasetof nsigners.

o N isaset of requesters.

e Q7 A" — K, is a poly-time distributed key generation protocol (secure computing pro-
tocol) used by all the signers . The secret input of U; is a random string 7 € A.
The output of the protocol is the group public key Ke = Q1(y1, 12, .., 1) € Ke. At the
end of the protocol, the private output of signer U; € W is a secret shadow 4 € A, such
that the shadows &, 1 <i < n, form a(t, n) threshold secret sharing Kq € Kg, where Ky is
the corresponding private key of Ke.

e Jr M x A x Kex A'— M is apoly-time blinding algorithm such that on input of a mes-
sage me M, arandom blinding string A€ A, a public key Ko € Keand H(dp) € A, 1<
Py, Pa, ..., P < n, where H is a one-way hash function dp € A, constructs the blinded
message N = Jr (M, 4, Ke, H(&)), H(d,), ..., H(&)) € M.

e 1 Mx Kex A'x A' — Sisa poly-time distributed signing protocol (secure computing
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protocol) used by t signers {Up, | 1 < Py, P, ..., Pr<n}.  The private inputs of Up, are
the secret shadow 6, € A and the randomizing factor &, € A.  The public inputs con-
sist of ablind message m' = & (M, 4, Ke, H(&%)), H(d,), ..., H(d)) € M and the public
key Ke € Ke.  The output of the protocol is the blind signature s = % (', K¢, 6
G, ...r Bb, Oy oy ooey Op) € S

e d: Sx A — Sisa poly-time unblinding algorithm such that on input of a blind signa-
ture s’ = 1 (Jr (M, 4, Ke, H(S)), H(dp,), ..., H(d)), Ke, &b, &b, ..., Eb, Oy, oy -,
op)) € Sand the random blinding string 4, extracts the signature s = ®(s’, 4) on m.

o I: M x Sx K — {true, false} isa poly-time verification algorithm such that on input of
amessage- signature pair (m, s) and apublic key K¢ € Ke, determinesif sisavalid sig-
nature for message m.

10

Based on the above, we have the following:
1. Inablind threshold signature generation, the signers’ views v and the message- sig-
nature pair (m, s), which is later made public, are statistically independent.
a

Before arequester Re R can request a blind threshold signature from t signers ¥, =
{Up, | L< Py, Py, ..., Pr< 0}, dl the signers in ¥ have to apply Qr to construct a group
public key K € Ke, where the corresponding group private key of KeisKe e Ke. At the
end of Qr, each signer U; € W gets a secret shadow 6 € A. In ablind threshold signa-
ture generation, each signer Up, € ‘P first sends a hashed randomizing factor H(dp,) to R,
where o, is the secret randomizing factor chosen by Up. Then, R chooses a random
string 4 € A for blinding a message m and computes ' = & (m, 4, Ke, H(,), H(dp,), ...,
H(dp)), where K¢ is'¥’s group public key, and submits v to W = {Up, | L< Py, Py, ..., Py
< n}. ¥, then apply the distributed signing protocol Y+ to nY and send R the signing result
s =Yr (M, Ke, &b, 6, ..., bb, Fpps Op,, -.oy ), Where 6 is the secret shadow of Up,.
After receiving s, R extracts the signature s = @+ (s, 4) on the messagem. Anyone can
verify if a message-signature pair (m, s) is valid for the group public key K. € K¢ by
means of the function T".

The digital signature scheme with the restoration method can be defined similarly
except that the verification function I must be replaced by a restoration function ©. To
verify a signature s € S one simply computes m = O(s, Ke) and checks if m has some
redundancy information.

The notion of security for blind signature schemes was formally defined in [4] based
on the random oracle model.

Definition 2 (the “one-more forgery”). For any fixed I, if a probabilistic polynomial
time Turing machine A can compute, after | interactions with the signer, | + 1 signatures
with non-negligible probability, then we say that it has performed an (I, | + 1)-forgery.
A “one-moreforgery” isan (I, | + 1)-forgery for some integer |. d

Definition 3 (Attacks). Two different attacks can be considered:

1. A sequential attack occurs when the attacker can sequentially interact with the signer.

2. A pardlel attack occurs when the attacker can interact | times with the signer and
send challenges whenever he wants.
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Definition 4 A blind signature scheme P = (M, S A, K, ¥, R, Q, 0, Y, ¥, I) is unforge-
able if no malicious adversary can perform a one-more forgery with non-negligible prob-
ability in the random oracle model under sequential or parallel attack. a

The notion of security for a blind (t, n) threshold signature scheme Py can be for-
mally defined as follows.

Definition 5 A blind (t, n) threshold signature scheme is unforgeable if no malicious ad-
versary who corrupts at most t — 1 signers can perform a one-more forgery with an honest
signer in the random oracle model with non-negligible probability under sequential or
paralel attack. a

In order to prove unforgeability, we use the concept of the simulatable adversary
view [13, 27, 28]. This means that adversary who sees al the information of the
corrupted signers and the signature of m can generate by itself all the other information
produced by the protocol except for the secret information generated by the honest signer.
In other words, the run of the protocol provides no useful information to the adversary
other than the final signature on m.  According to [27, 28], we define below what the
adversary sees as the view of the protocol.

Definition 6 Given a blind (t, n) threshold signature scheme P+ = (M, S A, K, A, ¥, R,
Qq, o1, Y, @1, T), we define the view of an adversary who sees al the information of the
¢ <t corrupted signers W = {Up, | 1 < Py, Py, ..., Pc < n} on input m as the string ((#,
Por -ns }{;), (a.l, a, ..., q), (bplyl, bP1,21 . bpl'j, bpzyl! bpzyz, . bpzyj, . th,li th,Z: . thvj))’
where  is the string of coin tosses of the corrupted signers Up, and by,  (resp. &) is the
message sent by Up, (resp. arequester Re R) in the kth round of the protocol.

Indeed, one can prove that if the underlying signature scheme P of a simulatable
threshold signature scheme Py is unforgeable, then Py is unforgeable [13, 27]. This
predicate is equivalent to “if Py is forgeable and Py is simulatable, then P is forgeable’
and can be simply proved by means of the construction method.

Definition 7 A blind (t, n) threshold signature scheme is simulatable if there exists a
simulator SM such that on input of the public key v, the public input m, the partial secret
shadows provided by the t — 1 corrupted signers and the signature s of m, can simulate
the view of the adversary on execution of the scheme that generates s as an outpuit.

a

3. THE PROPOSED SCHEME

In this section, we will propose a blind threshold signature scheme based on the
Okamoto-Schnorr blind signature scheme [4]. In a typical signing process of a blind
threshold signature scheme, there are two kinds of participants, signers and a requester.
Before the requester can obtain a blind threshold signature from the signers, al the sign-
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ers have to cooperate to distribute their secret shadows to other signers in advance.
Then, the requester regquests a blind threshold signature from the signers.  The proposed
scheme consists of three phases: (1) the shadow distribution phase, (2) the signature gen-
eration phase and (3) the signature verification phase. The shadow distribution phase is
performed only once by the signers, and then they can use their secret shadows to sign
messages. |n the signature generation phase, a requester requests a blind threshold sig-
nature from the signers, and the signers cooperate to issue the blind threshold signature to
the requester.  In the signature verification phase, anyone can use the group public key
to verify if ablind threshold signatureis valid.

Let U; be the identification of signer i, let n be the number of signers, let t be the
threshold value of the blind threshold signature scheme, let m be the blind message to be
signed, let H be a secure one-way hashing function [21-24], let p, q be two large prime
numbers such that q divides (p — 1), and let &, £ be two generators of Z Letx=,y
denotex=ymod p. Letg=, EPYandh=, £/PY9  Let d bethe secret key chosen
by U;. In a distributed envwonment U; can pubhsh the corresponding public key €.
Anyone can get g via some authentication service (e.g., the X.509 directory authentica-
tion service [29]). Using a secure public key signature scheme [26, 30], U; can produce
signatures of messages using his own secret key d..  Anyone can verify these signatures
using the corresponding public key g. Let C(m, ) denote acommitment to me Z*p using
the random string % and let Certui(H(c)) denote the signature on H(c) signed by U;.

3.1 The Shadow Distribution Phase

Before a requester can request a blind threshold signature from the signers, all the
signers must cooperate to distribute their secret shadows to other signers.  In the shadow
distribution phase, each U;, 1 <i < n, carries out the following steps:

1. U; randomly chooses two secret keys rj, s € Zy and two secret polynomials fi(x) =
t-1 ' t-1 . ' .

Z:kzoa,-,kxk and f, (x) = Zk=oaivkxk such thatd o =1,,8 o =S anda |,a; € Z,,
1<j<t-1;it computes¥, =, g~ ¥, =, h™**,0<k <t-1and the signatures
CertUi(H(‘Pi,k)) on Wiy, Certui(H(‘I”i,k)) on Vi, 1<k<t- 1, the commitments C; =
C(¥io, %), Ci=C(¥i0 79) and the signatures Certy,(H(Ci)) on C; and Certy,(H(C?)) on
C1, and it sends (CertUI(H(C,)), G, CertUI(H(C 0), Ci, (\Pi,ky \P,i,kv Certui(H(‘I’i,k)), Cer-
ty,(H(? ), 1<k<t-1))toU;, 1<j<n,j=i.

2. Upon receiving (Certu (H(G)), G, Certy (H(CH), CF, (¥jx ¥k Certy(H(¥jx), Cer-
ty, (HY'). 1<j<n, j #i,1<k<t- jfrom all other signers, U; vernheswhether all
CertU (H(G)). CertU (H(C?)), Certy. (H(‘I’J ¥), and Certy,(H(¥" ) are vaid. If they are
vaI|d he opens C;, C and sends both aj =qfi(x), Ij_qf (%), where x; is a unique
public number for U;, and a signature Certy;(H(d;)) on &, Certy;(H(875)) on 6" se-
cretly to every U;, 1 <j < n,j #i. Otherwise, he publishes the invalid signatures and
stops.

3.When U; receives al g, o7, Certy(H(d,), and Certy(H(8";), 1 <j <n, j #i, from
other signers, he verifies whether the shares §;, J7;, received from U; are consistent
with the certified values ‘I’J L Wi, 01 < t — 1, by checking whether

¢’ =, H};g(quyl)xi' andh’ =, TTiZ5c¥;, 5. If thisfails, U; broadcasts that
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an error has been found, publishes §;, Certy, (H(d )) or &7, CertUJ(H(é’j,i)) and the
identification of U;, and then stops. OtherW|se U; computes the signature Certy,(H(y))
on the group public key y= pH_lyl PH_1 |0H 1\11' and the signatures Cer-
ty,(H(®;,;)) on @;; = pg‘i' and Certy,(H(®’;)) on @'j; =, h%i 1<j<n. Hethen sends
(Certy,(H(Y)), (P, @'j;i, Certy,(H(Dy;), Certui(H(CD’,,l)), 1<j <n))toadl other signers.

4.

3.2

Upon receiving al ((Certy(H(y)), 1< j < n, j = i), (P, @', Certy(H(Py), Cer-
tuj(H(CD’j,i)), 1<1<n,1<j<n,j#1i)), U; verifies whether all ((Certuj(H(y)), 1<j<n,
j #1i), Certy, (H(CI)j D), CertU (H@j)), 1<1<n,1<j<n,j=i)) aevdid If they are,
the shadow keys correspondl ng to the group secret keysg— Zﬁ s and r=, Z,_ r have
been securely and correctly distributed.  The group publi key y=p H ¥ oY o, al S|gn-
ers’ public keys ¥ o, 10, 1 <1 < n, and all public shadows ®,; =, g%, @, =, ¢ %, 1
<1, j £ n, can then be published by each signer. Otherwise, U; publishes the invalid

signatures and stops.
The Signature Generation Phase

Without loss of generality, we assume that t out of nsignersareU;, 1 <i <t. Thet

signers perform the following steps during the signature generation phase.

1

2.

3.3

Each U; randomly chooses two random numbers t;, u; € Z;, computes g; = g'h" and
sends a; to the requester.

After receiving al &, 1<i <t, the requetier choos& three random numbers %, fand
de Z, computes a = H a,x=,9 Ahry? a,e=, Hma)ande=q e,
and sendseto al U;, 1< i <1,

Upon receiving e, each U; computes R = o €, +Z, e )(Hk " x._xik)))H

S=, 65 +2]:t+l J()g)(l_[k i)y and sends S and R, back to the requester.
After receiving dl S and R, the requ&eter checks if

thS yle—p a ((H\PJI) ket ot (- Xk ) ((H\P“) ket - Xk ) 1<i<t.
j=t+1 j=t+1
If any of § and R is not valid, he has to ask the corresponding signer to send it again.

Otherwise, he computes p =, ﬁ+z R,o=, 7+Z S. The blind Threshold
signature of mis (¢, p, 0).

The Signature Verification Phase

To verify the blind threshold signature (¢, p, 0) on message m, one simply checks if

o=, Py,
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4. DISCUSSION

We will discuss the correctness, security and performance of our blind threshold
signature scheme in this section.

4.1 Correctness

To prevent a signer from sending an invalid partial signature to the requester, the
partial signature must be checked in step 4 of the signature generation phase. The fol-
lowing lemma ensures the correctness of partial signatures.

Lemma 1. The partial signature (R, S) isvalid if U; is honest.

Proof. By means of our scheme, we have

gthdy?

e(ri+zj =t+1 J(X')(Hk 1I<¢| Xj =Xk )))+t'

p
e(SiJer =t+1 J(X')(Hk 1k¢| X =Xk )))+u' e
h Yy

- Xk
ezln t+1f1(X' )(Hk—lk;él X X'; ) ez] =t+1 J(X')(Hk 1k¢| Xj— ))

=, 9"9 g" h®h hu
(9"
*Xk
Ep QEZI =t+1 fj (% )(Hk 1k¢| X=Xk Xk gtl h zl =t+1 il )(Hk 1k¢| Xj = )) hui
Hk 1, k=i erk ) Hk =1,k#i x,7Xk )

Ep a'i ((Hrj]:Hl\PjJ) h ) ((Hj t+1‘PIJ |) b )

a

After the signature generation phase, the blind threshold signatures can be verified
using the group public key in the signature verification phase. Let (m, (¢, p, 0)) denote
the message-signature pair generated in that execution. Theorem 2 ensures the correct-
ness of the scheme.

Theorem 2. The 3-tuple (e, p, o) isavalid blind threshold signature on message m.

Proof. The validity of the blind threshold signature (¢, p, ) on message m can easily be
established asfollows:
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9”h7y*

=, g/”*zilei h}“rzi:lsi ye

t t
B+ R h;“’zizl3 ye+5

t
Z::]_ti +ezit:1ri hzitzlui +ez::ﬁ' g ezizlz:J =t+1 fj (% )(Hk =1, k¢| Xj — Xk ))

Epg

— B
=, 9"h"g
t =Xk
hezile] =t+1 J(X')(l—lk 1k¢| Xj —Xk pra) ye+§

t n t n
=, ag B hV e(zizlri +Zi:l+1ri ) he(zizlsi +Zi:l+1si )

e+o

y

e,,e+d

=, ag’h’yy
=, ag”h’y’

a
4.2 Security Analysis

In the shadow distribution phase, since W, and ¥, o are committed using ¥ and ¥,
after U; receives all other commitments C; = C(¥io, ) axd C'; = C(¥'io, 7j), 1<j<n,j#
i, then he opens the commitments. If U; chooses his sergret keysriand s a% random, then
the distributions of the group secret keys s=, zj:lsj and r =4 Z]_:lrj are both
polynomially indistinguishable from the uniform distribution. Given the secret infor-
mation of a group of | <t members, Lemma 3 ensures that the threshold cryptosystem

constructed in the shadow distributinon phase will not. disclose any extra information

about the group secret keys s= zj_lsj and r =4 Z;—lri'

Lemma 3. Given agroup of o<t membersG ={p; | pi € [1,n], 1<i < ¢} and the set of
shares{ g, dji | L<j<n,ie G}, forany fixedj, 1 <j<n, it takes polynomial time on [p|
to generate two random sets {g Jk|1<k<t ZI} and{ha'k|1<k<t 1} satisfying
o =p[T. 7 (g% )% and h°i = T[\ (h*ix)<"forie G.

Proof. In step 3 of the shadow distribution phase, after U; has received all §;, he verifies
whether the share 4; rece|ved from Ujis consstent with the certified values ¥}, 1< <t

-1, bycheck|ng|fg I EPH| 0(‘I‘”) . Therefore,

o = @) =05 o

Since g =, £ ®Y9 and ¢ is a generator of Zj,, g generates a cyclic subgroup S of
Z with |31| g. From (1), we have
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t-1
810 =q D51 % )
1=0

From (2), we know that given afixed index j, the shares 4, i € G, will use the same
variablesd; ,, 0<k <t-1, asfollows:

t-1
A Lok
i =q Zaj,k*xi . ©)
k=0

Given afixed index j, we can get at most o linear equations with t variables as fol-
lows:

-1
81i=q ) 41X (i G). ()
k=0

Since the linear equations have at least one solution &;, =a;,, 0<k<t-1, wecan
solve linear equations (4) and get a random solution éjyk, 1<k<t-1, by assigning ran-
dom valuesto all free variables. From (4), itis clear that s, = gZH a L gt

K
L EX =
AN § S

Similar to the above proof, we can get a random solutioné’j,k, 0<k<t-1, such

5 z:aj,k*xik_ t=1 &t x Q
that h™ =ph 0 =p k:O(h’k) .

Let v denote the signers' complete views of an execution in the signature generation
phase, and let (m, (¢, p, 0)) denote the message-signature pair generated in that execution.
Theorem 4 ensures the blindness of our proposed scheme.

Theorem 4. The threshold signature scheme proposed in Section 4 is blind.

Proof. To prove the blindness of the scheme, we will show that given any view v and any
valid message-signature pair (m, (¢, p, 0)), there exists a unique trio of blinding factors g,
7 and 6. Since the requester chooses the blinding factors £, % and & randomly, the
blindness of the signature scheme follows.

Given a valid message-signature pair (m, (e, p, 0)), and a view v, the following
equations must hold for £, % and 8. Without loss of generality, assume that the blind
signature (¢, p, o) has been generated by t signersU;, 1 < i <t, with the view v consisting
of

R =q & +Zr;:t+l Fi 06 )(H:(:Lk# (;(;k M+4,S =q &5 +2?=t+1 fil(xi)(HL:Lkﬁ

();X)k(k)))+ui,ti andu, 1<i<tande

a=, g’h’y’a, ()
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P=q ﬁ+ZR ©)
=1

=, y+2$, @)
i=1

£=4€+0. 8

By equation (5), (6), (7) and (8), the unique solution for 5, yand dis

t

B=qp-D R, ©
i=1
t

7=40-2 S, (10)
i=1

o=qe-€ (11)

In the following, we will show that the solutions of 3 dand S in equations (9), (10)
and (11) also satisfy equation (5):

g”’h’y’a
_ P ZI R 0' Z, S g e
=p 9 N N H—la'
Ep '0 ZI 1R o= Z| 1Si 5 eH _lgtlhul

Ep gpg_zizlR hah_Z| 15‘ _EHI lgtlhul

: (T, (e M)
= gphaygy_egZthihZizl(e(mg 1= 1106 k=L ki i
-

t
hizi:l(e(sﬁ—z =t+1 J(x')(Hk 1k¢1 X — xk)))+u')

B S SR T T —z::lti S NI NI INNNEITCOL! | BN C-= )
=, 9’h7y‘y*g='h h St S S e

ezl 1(S'+ZJ =t+1 J()(')(Hk =1,k#1 xrxsk )

=, 9’h7y"y (g =) (%)

e A C R R GREEN
Ep gpho'yé‘yfeye
Ep gPhO'yE

Epa.
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Our proposed blind threshold signature scheme is based on a provably secure blind
signature scheme under the random oracle model [4].

Theorem 5. Consider the Okamato-Schnorr blind signature scheme in the random oracle
model. A “one-more forgery,” even under parallel attack, is equivalent to the discrete
logarithm problem in a subgroup. [4] a

Since the Okamato-Schnorr blind signature scheme is unforgeable in the random
oracle model, if our proposed blind threshold signature scheme is simulatable, our pro-
posed scheme is unforgeable.

Let Threshold_gen denote the protocol in the signature generation phase.  Without
loss of generality, we assume that the adversary has corrupted t — 1 signersU;, 1 <i <t -—
1, and the requester with the view consisting of m, y, (ri, s, 1<i<t-1), (4, 67, 1<i <
t—1,1<j<n). To prove the unforgeability of our proposed scheme, we will now con-
struct asimulator SM as follows. The simulator M is described as a two-phase protocol.
The first phase computes all the necessary information, and the second phase carries out
communication with the adversary in accordance with Threshold_gen.

Smulator SM
SIM_Computation (m, y, (1, s, 1<i<t-1),(d;, 8 1<i<t-1,1<j<n), (& p, 0):

1. Randomly choose t and u; € Zy, 1<i<t-1
2. Randomly choosey, ﬂ and S € Zq and compute 8=, 6-0.

3. Compute R =, &(r, +Z " J()q)(Hklk# m_xik))) t, 1<i<t-1.
4. Compute § = . E(s +ZJ - ,(x)(Hk:Lkﬂ(Xi’fik)))-i-ﬁi, 1<i<t-1.
5. Compute R =, p-f - Z_lﬁ

t-1~

6. Compute §=,0-7-> _§

i=1

end of SM_Computation.
SM_Conversation

Comment: In each of the following steps, we describe the information which M gives
to the adversary. Each of these steps corresponds to the same numbered step in protocol
Threshold_gen:

1. The2(t - 1) random numbers 1; and U, € Z, l<i<t-1
2. Thethreeblinding factorsy,¢ and ,b’ and the bImd message €

3. The2tblind partial signatures R = q &0 +z g F1 )(l_['k ke (m)))“‘tu

I<is<t-1, R’(Eq p_ﬂ_Zi;lRi’S =q e(si Z =t+1 J( )(Hk =1 ki X1 Xk)))+u"
1<i<t-land § =, 0 ;7—Z_t_1§.

i=1
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4. Do nothing.
end of SM_Conversation.
end of SM.

Let Viewa(Threshold_gen(m, y,(ri, s, 1<i<t-1),(d,, 07, L<i<t-1,1<j<n),
(e, p, 0)) beal the information of the corrupted signers and the requester in the signature
generation phase, and let IM(m, y,(ri, s, 1<i<t-1), (8 07, 1<i<t-1,1<j<n),
(e, p, 0)) be the information constructed by the smulator SM with (m, y, (ri, s, 1 <i <t
-1,(8;, 0i,1<i<t-1,1<j<n), (o p, o) asinput. Theorem 6 ensures that
Threshold_genin Section 3.2 issimulatable.

Theorem 6. Viewa(Threshold_gen(m, y,(ri, s, 1<i<t-1),(d;, 07, 1<i<t-1,1<j<
n), (o, p, 0))) is computationaly indistinguishable from SIM (m, y,(r;, 5, 1 <i <t - 1),
(4,07, 1<i<t-1,1<j<n), (e, p, 0)).

Proof. We shall analyze the information generated by Threshold_gen and SM in each
step.

1. Both Threshold_gen and SM choose 2(t — 1) random numbers. Thus, the same prob-
ability distribution is generated for sets of size 2(t — 1).

2. Threshold_gen randomly chooses three blinding factors, y fand 6 € Z,, and SM
aso randomly chooses three blinding factors, 7,fandd e Z,. These three
probability distributions are the same. Threshold_gen computes the blind message e
=, £— &, and SIM computes the blind message €=, £-¢. These two blind mes-
sages are both blinded with random blind factor 6 or 6. Therefore, these two
probability distributions are the same. .

3. Threshold_gen generates t blind partial signatures R =g (r; +Zj—t+1fj(xi)
(I_I:(:Lk¢i ( ;‘;k ) +t;, 1<i <t, which consist of the blind message e, the partial se-

n t — X . . .
cretsr, +zj:t+1 fi (% )(szl,k¢i (550, 1<i <t and the random numbers t;, 1< <

. . . g ~ n t
t. SM also generates t blind partial signaturesR; =, e(r; +Zj:t+1 £ (% )I_L(:Lk¢i
(2))) +t;, 1<i <t-1, which consist of the blind message €, the partial secrets

X=X
n t ~
il S i<t— ) i
r‘+zj:t+1fj(Xi)(H_lgzl,kﬂ(gl—zk»' 1<i <t-1, and the random numbers &, 1<i
<t-lLandR =, p-f- R. Sincethe blind messages€ and e are in the same

probability distribution, the pgrjtial signatures R and R, 1 <i <t -1, arein the same
probability distribution. In step 3, we can know that R and R, are in the same
probability distribution since S and S are in the same probability distribution. Simi-
larly, we can show that the partial signatures § andS,1 <i < t, are in the same
probability distribution.

This compl etes the proof of Theorem 6. a
Since the underlying blind signature scheme is unforgeable and our proposed
threshold signature scheme is simulatable, the security problem in the proposed threshold
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signature scheme is equivalent to the discrete logarithm problem in the random oracle
model.

4.3 Performance Analysis

In this subsection, we will analyze the computational cost required to compute blind
(t, n) threshold signatures using our scheme. We will use as a measure the humber of
modular exponentiations and that of modular inverses required by a single player during
execution of our signature generation protocol. Table 1 shows a comparison between the
blind threshold signature scheme and its underlying blind signature scheme. In this table,
Scheme 1 denotes the blind threshold signature scheme described in Section 4, and
Scheme 1" denotes its corresponding underlying blind signature scheme. To reduce the
computational cost due to each signer, the value —xJ/(X — X, L<k<nand k#1i, in Step 3
of the signature generation phase can be computed off-line. In this case, each signer
needs to compute only 2 modular exponentiations in our scheme, which is the same asin
the underlying blind signature scheme. Compared with the underlying blind signature
scheme, the extra cost for signing a blind threshold signature is determined by

- " ! X " f(x ! X))
computing Zj:t+l fj (Xi XHk:l,k#-i (Xi_xk )) and Zj:t+l fJ (X' XHk:l,k#-i (Xi_xk )) in Step 3,

which contains 2(n — 2) modular multiplications and 2(n — t) additions. To reduce the
computational cost due to the requester, the partial signature verification task in step 4 is
not done except when the final threshold signature can not satisfy the verification equa-
tion in the signature verification phase. In this approach, the requester only needs to per-
form 3 modular exponentiations in Step 2 of the signature generation phase, which is the
same as in the underlying blind signature scheme. Since the blind threshold verification
function of our scheme is the same as that of the underlying blind signature scheme, the
verification cost of our blind threshold signature is the same as that of the underlying
blind signature. Compared with the underlying blind signature scheme, the extra cost of
requesting a blind threshold signature in our scheme proposed in Section 4 isincurred in

computing I_Lt:lai 'Zitlei and zit:ls , which containst — 1 modular multiplications

and 2(t — 1) modular additions. In our scheme, the size of the threshold signature is the
same as that of an individual signature, and the verification process for a threshold sig-
nature is equivalent to that for an individual signature.

In [13], three robust threshold signature protocols, namely, DSS-Thresh-Sig-1,
DSS-Thresh-Sig-2 and DSS-Thresh-Sig-3, were proposed. One approach generates blind
threshold signatures by taking take robust threshold signature schemes [13] and turning
them into blind signature schemes. The advantage of this approach is that it is quite ro-
bust and can deal with the situation where there are many cheaters. However, in
DSS-Thresh-Sig-1, 2t + 3 modular exponentiations are required for each signer to gener-
ate a threshold signature, and the situation is even worse for DSS-Thresh-Sig-2 and
DSS-Thresh-Sig-3, which require O(nt) modular exponentiations. It is clear that this ap-
proach is quite inefficient compared to our proposed scheme.
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Table 1. Cost of the signature generation phase in the blind threshold signature scheme
and that in the underlying blind signature scheme.

The requester The signer or U;
EXP | INV | MUL | ADD | EXP | INV | MUL ADD
Scheme 1 3 0 t+2 | 2t+1 2 0 2n—1| 2(n—t+1)
Schemel | 3 0 3 3 2 0 3 2

where

EXP = the number of modulo exponentiations,

INV = the number of modulo inversions (divisions),
MUL = the number of modulo multiplications,
ADD = the number of modulo additions.

5. CONCLUSIONS

We have proposed an efficient and provably secure blind threshold signature scheme
based on the discrete logarithm problem. In our scheme, the size of a blind threshold
signature is the same as that of an individual blind signature, and the signature verifica-
tion process is equivalent to that for an individual signature. Ours is the first scheme
whose security problem has been proved to be equivalent to the discrete logarithm prob-
lem in the random oracle model. Our proposed scheme can be easily applied to current
efficient single-authority e-cash systems or secure voting systems for distributing the
power of a single authority without changing the underlying structure or degrading the
overall performance.
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