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An efficient authenticated encryption scheme with message linkages is proposed.
For achieving both privacy and integrity in data communications, the proposed scheme
requires smaller bandwidth and computational time when compared to previously pro-
posed authenticated encryption schemes with message linkages. Moreover, the proposed
scheme allows the verifier to recover and verify the message blocks simultaneously, and
hence, the message recovery phase could be speeded up. The security of the proposed
scheme is based on the authenticated encryption scheme as well as the one-way hash
cryptographic function assumption.
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1. INTRODUCTION

In [6] Nyberg and Rueppel presented the first signature scheme based on the dis-
crete logarithm problem that gives message recovery. They also proposed in [7] ageneral
procedure on how to modify all previously proposed signature schemes based on the dis-
crete logarithm problem to allow message recovery. Later, Horster et al. [2] proposed an
authenticated encryption scheme modified from Nyberg-Rueppel’s scheme. Authenti-
cated encryption scheme can be regarded as the combination of data encryption scheme
and digital signature scheme. In the authenticated encryption scheme, the signer may
make a signature-ciphertext for a message and then send it to a specified receiver. And,
only the receiver has the ability to recover and verify the message. It can be seen that,
compared to the straightforward approach employing the encryption and the signature
schemes for a message, authenticated encryption scheme requires a smaller bandwidth
for data communications to achieve privacy, integrity and authentication of information.
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In order to recover the message from the signature, the message cannot be hashed to
reduce the message size. If the message is large, it must be divided into a sequence of
message blocks, and each message block is encrypted and signed individually. Unfortu-
nately, this approach has a disadvantage: An intruder can reorder or delete some signa-
ture blocks so that the recipient does not know whether the message blocks have been
rearranged or deleted. This disadvantage can be remedied by employing a redundancy
mechanism to construct the linkages among message blocks [2], but it increases the
communication costs.

To reduce the communication costs for employing a redundancy mechanism,
Hwang et a. [3] proposed an authenticated encryption scheme with message linkages
based on that of Horster et a.’s scheme. In Hwang et a.’s scheme, the signer adds the (i
— Dth secret for (i — 1)th message block into the signature for the ith message block,
alowing the message linkages to be constructed. Recently Lee and Chang [5] aso
proposed another scheme with message linkages based on Lee-Chang’s scheme [4] in
which the communication costs and computational complexity are low in comparison to
Hwang et al.’s scheme.

In this paper, we propose an efficient authenticated encryption scheme with mes-
sage linkage and low communication costs based on Horster et al.’s scheme. The pro-
posed scheme has lower communication costs and less computational complexity than
those mentioned above, and the security of the proposed scheme is the same as that of
those previously proposed schemes.

The remainder of this article is organized as follows. In the next section, the pro-
posed system is described. Section 3 presents the security analysis of the proposed sys-
tem. In Section 4, we present the performance for our system and compare it with the
previous work. Section 5 gives our conclusions.

2. OUR SCHEME

Our scheme consists of three phases: system initialization, signature generation, and
message recovery. We describe these in detail here.

System initialization phase

The system authority (SA) chooses a large prime number p such that p — 1 has a
large prime factor g. Let g be a generator with order q in GF(p). SA aso selects a
one-way hash function f[8]. Then, SA publishesp, g, g and f. Each user in the system, U;,
selects asecret key x; in Z, and computes the corresponding public key y; =g mod p.

Signatur e generation phase

Without loss of generality, assume that signer U, wants to send a message M to a
specified receiver U,. Message M is made up of the sequence {M{,M,,...M} , where
M; e GF(p). Thus, signer U, carries out the following procedure to generate the
signature blocks for message M.

(1) Let ry=0 and choosearandom number ke GF(q)
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(2) Compute r;=M;-f(r_,® ybk) mod pfor i=1,...n, where “®" denotes the
exclusive operator.

(3) Compute s=k-r-x, modq, wherer =h(ry ||, ||...r,), his a one-way hash
function [8] and" ||" denotes concatenation.

Finally, U, sends n+1 signature blocks (r,s,r,r,,...1,) to Uy in a public way.
Note that r; is used as a linking parameter to generate the ith and (i +1) th message
blocks.

M essage recovery phase
After receiving the set (r, s, ry, I, ...1I), Uy performs the verification procedure to
recover the message blocks {M,M,,...M}.

(1) Compute r'=h(ry |1y ||...r,) andcheckthat r'=r holds.
(2) Compute y,“=v,° Y, modp,where y, =y, *modp.
(3) Recover the message blocks {M;,M,,...M;} asfollows.

M, =r-f(r_,®y, ) modp,for i=1...n and r,=0.

In the following theorem, we show that message blocks {M;,M,,...M} can be
correctly recovered and verified.

Theorem: Message block {M;,M,,...M,} can be obtained by computing
M =r-f(r,®y, ) modp,wherei=1,...nandry=0.

Proof: Since s=k—r-x, modq and r=h(r ||, ||...r,) , wehave

Yo" - Yap Modp
= ka_r'xa *Yap Modp
= ybk . yb—r-Xa . yabr mod p, where YVap = anb modp.

= Y, mod p

Sincer; = M; - f(ri.1 @ o) mod p, M; can be obtained by M = r; - f(ris @ v modp.  Q

3. SECURITY ANALYSIS

The security of our scheme is primarily based on the authenticated encryption
scheme of [2] and the same one-way hash function assumptions as the previously pro-
posed schemes. Note that the adopted one-way hash function is Secure Hash Function
(SHS) [8], uses a 160-hit hash value. This makes the known birthday attack even harder.
Besides, as for strengthening the security, the modular exponentiation function can also
be considered the one-way hash function. So the security is based on the difficulty of
computing the discrete logarithm problem [2, 7].
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In the following, some security problems are considered.

(1) An intruder tries to derive a user’s secret key X, from the corresponding public
key y, =g modp. Hewill face the difficulty of computing the discrete logarithm
[2, 7]. It is also difficult to derive the secret key X, from s=k-r-x, modq, be-
cause the equation has two unknown variables.

(2) If anintruder knows one message block M; he may try to derive the common key
Y. - Hefirst computes f(r_; @ yb ) M - modp. If he can obtain yb , then
Y. Can be derived from vy, =y,° o' mod p . However, yb is protected under
the one-way hash function, so he cannot obtain it.

(3) If an intruder knows one message block M;, he may try to derive the remaining
message blkocks AIthough he may obtain f(rI 2DY, ) M; - -1; mod p, he cannot
derive Y, , because yb is protected under the one-way hash functlon Thus, our
scheme can withstand the known-plaintext attack.

(4) If any signature block is reordered, modified, deleted or replicated, then the signa-
ture equation s=k-r-x,modq must be modified as well. Because
r=h(r ||y |l...r,) , it is guaranteed that it is hard to reorder, delete, modify or rep-
licate.

4. PERFORMANCE AND COMPARISONS

In this section, we will discuss the computational complexity and size of transmitted
messages. For convenience the following notations are used to analyze the computational
complexity and the communication costs: |m|denotes the bit length of m; Ty and T, are
the times for executing the adopted one-way hash function f and h, respectively; Texp IS
the time for modular exponentiation; Ty is the time for modular inverse; Tyy. is the
time for modular multiplication. Note that the time for computing modular addition,
subtraction and exclusive-or operation is ignored, since they are much smaller than Texp,
Tinvs Tmuw, Trand T

Let n be the number of message blocksand {M;,M,,...M_} be the set of signed
message blocks. The size of signed message blocks {M;,M,,...M} is bounded to
n|p|. Generaly, the chosen p and q is greater than 2°*? and 2'°, respectively. In Hwang
et a.’s scheme [3], the signer selects n distinct random numbersto generater;, i =1, ... n.
Then the signer adds the (i — 1)th random number for the (i — 1)th message block into the
signature for the ith message block, and then the message linkages can be constructed,
but each message block is signed individually using Horster et al.’s scheme [2]. The set
of signature blocks is {(r;,5,),(r»,S,),...(r,,S,)} and the size of the set is bounded to
n|p|+n|q|. To reduce the communication costs, Lee and Chang [5] used fewer
random numbers to generate signature blocks. In their scheme, the transmitted signature
blocks for signing the message blocks{M,M,,...M_} are {r,f,...1,,5,S,..-S} »
where t=[logn|. It is bounded to n|p|+t|q|. In our scheme, the set of signature
blocks is (r,s,1;,1,,...1,) . Generdly, the chosen p and q is greater than 2°'2 and 2'%°,
respectively. Note that the adopted oneway hash function h to compute
r=h(r||r,|l...r,) is SHS [8], it adways produces a fixed-length (160 bits) output.
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Therefore, the size of (r,s,ry,15,...1,) isbounded to n|p|+2]|q]|and the transmission
efficiencyis n|p|/(n|p|+2]|q]).

For time complexity consideration, the computational complexity for the signature
generation and message recovery are  Tgp +(N+DTyy +nT; +T, and
Texp + NTiy + (N+D Ty +0T; +T,,, respectively. From the viewpoint of the
computational complexity for the signature generation and message recovery as well as
the communication costs, we make comparisons among our scheme, Lee-Chang's
scheme [5] and Hwang et a.’s scheme [3]. The comparisons are presented in Table 1. As
shown in Table 1, it is obvious that our proposed scheme is more efficient than Hwang et
a.’s scheme and Lee-Chang’ s scheme in the term of the communication costs.

Table 1. Comparisons of our scheme with those of Lee-Chang's scheme and Hwang et

al.’sscheme.
Our scheme Lee-Chang's scheme |Hwang et al.’s scheme
Size of signature
blocks nlpl+2|q] nlpl+tlql nlpl+niq|
Transmission

efficiency nipl/nipl+2]ql) | nlpl/(nfpl+tlaD | nipl/n|pl+n]qg])
T”Qfe s? grr?a‘;:?((al t Texp + (N+ DTy, NTgyp +Th + NTexp +NT;

generation +0Ty +Th (N+)TyuL +NTy +2nThuL
Time complexity g exp TNy +0T¢ | (t+2)Tegp + Ty (2n+ )Ty +NT;

of message

reCOVery (n + 1)TMUL + Th + (3n + t)TMUL + Th + 3nTMUL

Note that the linkage between M;_; and M, is achieved through r,_; because
M, =r - 1‘(ri,leayb")‘1 mod p, and hence, the ith message block can be recovered
independently. Therefore, the proposed scheme allows the verifier to recover and verify
the message blocks simultaneously. It can be seen that the message recovery phase could
almost be speeded up n times.

5. CONCLUSIONS

We have proposed an efficient authenticated encryption scheme with messages
linkage. Only a random number was used, but we have shown that the security of the
proposed scheme is the same as one of the previously proposed schemes. In comparison
with the all previously proposed schemes in terms of the communication costs and the
computational complexity, we have demonstrated that our scheme performs better.
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