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The expression of one's opinion through endorsement is one of the simplest methods of
democratic participation. The result of an endorsement can be used to evaluate whether a
certain subject should deserve a higher attention. In some cases, the endorsers desire privacy
protection. However, conventional paper-based endorsement systems provide neither
convenience nor well privacy protection for the endorsers. In addition, current electronic
anonymous voting schemes are unsuitable for anonymous endorsement. This motivates us to
develop an anonymous endorsement system that can be realized on computer networks. The
proposed system satisfies completeness, soundness, privacy, unreusability, eligibility, and
verifiability. In practice, the proposed system can be integrated with the conventional
paper-based endorsement system.

Keywords: anonymous endorsement, privacy, security, digital signature, untraceable email
system

1. INTRODUCTION

The expression of one's opinion through endorsement is one of the simplest
methods of democratic participation. The result of an endorsement can be used to
evauate whether or not the subject should deserve further attention. The endorsement
subject may be a request to recall an elected representative, an approva of someone’s
qualification as a candidate for alarge scale election, a proposal for certain public project,
and so on. For instance, in most democratic countries, it is only when the number of
endorsements excesses a certain quorum that the vote for recalling a delinquent officer
can beheld. Theoretically, the result of the endorsement depends on the intention of the
individual. In practice, the result may also be affected by the method that carries it out.
To endorse the subject with the conventional paper-based endorsement method, one must
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go to a particular place that may be far from one’sdomicile. In addition, the endorser’s
privacy is not well protected in that the identity of the endorser is revealed to at least a
group of verifiers. In some situations only when the endorser's privacy can be
protected, the endorsers may feel free to express their views without fear of retaliation.
The inconvenience and unease of the conventional paper-based endorsement method
often makes people more likely to abandon their rights. Moreover, if the number of
endorsers is large, manual verification of the endorsement book will be a tedious task.
Therefore, we are motivated to design an anonymous endorsement system that can be
realized on computer networks.

Many voting schemes, e.g., [1-12], have been proposed from both theoretical and
practical perspectives. However, these voting schemes are unsuitable for anonymous
endorsement since the voter must personally register for each election. If one who
wants to endorse a subject requiring personal registration, the endorser’s privacy will be
violated. In this paper, we describe a practical anonymous endorsement system. By
extending the blind signature technique [13, 14], the power of the authority can be
distributed among an administrator and several scrutineers [9]. The proposed system
satisfies completeness, soundness, privacy, unreusability, eligibility, and verifiability.
In addition, the proposed system does not assume that the member will behave well.

2. REVIEW OF BLIND SIGNATURE TECHNIQUES

The concept of the blind signature was first introduced by Chaum [13], and an
aternative implementation can be found in [14]. The blind signature scheme ensures
that the signature requester can prevent the signer from acquiring the exact
correspondence between the signed message and the signature requester. The blind
signature scheme proposed in [13] is based on RSA [15], and can be restated as follows.
Suppose that the private exponent, the public exponent, and the modulus of the signer,
say Bob, are, respectively, dgon, €son, @nd Ngep.  TO Make the paper more concise, we
define four operations:

Signgon(@) = a™ mod Negp @
Sign™sa(@) = @™ mod Ngg @)
Hidegos(a, b) = b®Beb - a mod nggy 3
Unstrapges(a, b) = b - amod nagp (4

where a and b € [1, ngp-1]. If someone, say Alice, wishes to obtain the signature of
Bob on message M € [1, ngep-1] without revealing its content, she generates a secret
number r € [1, Ngep-1], calculates w = Hidegqp(M, 1), and then sends w to Bob. Next, Bob
calculates x = Signgep(w) and sends x back to Alice. Upon receiving x, Alice first
calculates y = Unstrapgss(X, r), and then calculates z = Signges(y). Alice checks
whether the equation z = M holds. If it is true, Alice has obtained Signgo,(M) without
revealing its content.
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The blind signature scheme can be extended to distribute the power of authority
among severa parties [9] in the proposed anonymous endorsement system. Suppose
there aret signers, Py, P,, ..., and P, with M < Np, <Np,<...<Np. Wecan orderly obtain
the blind signature of P; on M, the blind signature of P, on Signe (M), ..., and the blind
signature of P, on Signp _(Signg, ... (Signp (M) ... )). We use BS(M | Py, Py, ..., Py to
denote the whol e operation.

3. ANONYMOUSENDORSEMENT SYSTEM

The proposed system involves an administrator (A), a set of N scrutineer (S, S,, ...,
and ), and the members. Three assumptions are made in the proposed system, (1) the
existence of an untraceable email system, e.g., the mix-net [1] or the dc-net [16], (2) at
least one of A, S, S, ..., and S is trusted, and (3) the existence of a one-way
permutation function, which implies P # NP [17]. Although no one-way permutation
function has yet been found, many researchers [8, 10, 18-20] believe that the discrete
logarithm function is a candidate for the one-way permutation function. For example,
f(x) = g mod Q, where Q denotes a large prime, x € [1, Q-1] represents an integer with
large entropy, and g is a generator of Zg*.

The operation of the proposed system can be divided into six phases. In Phase 1
(the initiation phase), A, Si, S, ..., and S generate their respective RSA key pairs. In
Phase 2 (the registration phase), each member registers his public key with A.  In Phase
3 (the ticket distribution phase), each member receives a set of p tickets after sending a
request to A, S;, S, ..., and S for ticket distribution. The value of p is the maximum
number of endorsements that can be held following this ticket distribution. In Phase 4
(the endorsement origination phase), the subject originator sends a request to A.  Then,
A announces the subject, subject number (suppose k), and the email address of the
originator. In Phase 5 (the endorsement phase), if the member wants to endorse this
subject, he sends his k™ ticket to the originator by using an untraceable email system [1,
16]. In Phase 6 (the verification and tally phase), A publishes the collected tickets sent
from the originator for public verification and counting. The tally of the verified tickets
in the endorsement table represents the number of endorsers of the subject.

Phase 1. Initiation

A generates a sequence of p RSA key pairs in which dacis, €aci> and nags, denote his
i™ private exponent, pubic exponent, and modulus, respectively. Each S, wherej e {1,
2, ..., N}, generates his RSA key pair in which ds denotes the private exponent, es
denotes the public exponent, and Ns denotes the modulus, such that na<s < Ns, <Ns <..<
ng, fori=1,2 ..., p. Inaddition, aone-way permutation function f( ) and a one-way
hash function h( ), e.g., SHA-1[21], are predetermined and published.

Phase 2. Registration

To register as amember, someone, say U, first generates his RSA key pair, including
dy, &, and ny. Next, u registers with g, and n, with A.  After successfully authenticating
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u, A caculates Signa<i-(h(u || & || ny)) and then publishes the result and {u || &, || Ny},
where || denotes concatenation.  In this phase, member’s privacy is not required.

Phase 3. Ticket Distribution

When the registration phase is completed, A originates a ticket distribution by
announcing an identifier, say Y, which is an unpredictable and non-repeated number.
The member u generates a sequence of long random numbers R.;s, wherei =1, 2, ..., p,
and then calculates his hidden identities according to the following formula:

o> = f(IDy || Rqs), fori=1,2, ..., p. (5)

Next, member u generates a secret number r, and calculates

:BU<i>(O) = HideA<i>({Y " au<i>}1 I'), fOI" | = 11 2: ey p: (6)
req® = Signyn(Y | Be-® Il Bz I - I Bp- "), @)

and sends {Y || Aci-® [l Bz Il . [l B 117} to A IF (Y | Bocts® || A
0

.o |l Buens®) # Signy(req.?), A rejects the request.  Otherwise, A signs each f,i>©
with his i private key to derive Signacs(B.<i>"), denoted by A, wherei =1, ..., p.
Next, A sends 4., i=1,2, ..., p, back tou. Then, ucalculates

tuei>® = Unstrapa(Auwa-©, 1), fori= 1, 2, ..., p. (8)

If Sigh?acis(tuci>®) = {Y || <>} holds for i = 1, ..., p, member u will believe BS{Y ||
Queis} | A<i>) =t,-@ wherei =1, ..., p. After that, u calculates

:BU<i>(l) = Hidesl(tu<i>(o)y I"), fori=1,2, ..., p, (9)
e, = Sign(n(Y | A ® | Ao - | B (10
Next, he sends{Y || Bics™ | Bicx™ Il ... | B | reqV} t0 S After verifying reg,”,

S calculates and sends A< = Signs(Bcx™), | = 1, ..., p, back to u. Then, u
calculates

tui>? = Unstraps, (-, 1), fori = 1,2, ..., p. (11)

If Sign™g (tu<i>™) = tui>? holds for i = 1, ..., p, u will believe BS{Y || ot} | A<i>, S) =
tui-? wherei =1, ..., p. Similarly, u can further obtain the blind signatures of S, S, ...,
and Sy..inorder. Finaly, uwill obtain BS ((Y || ciis) | A<i>, S1, S, ..., SV), i€, tuas™,
and item t,«-", denoted by T,> for simplicity, will be used as the i"" ticket of member u.
In this phase the serial number of k the subject being endorsed is set to one.
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Phase 4. Endor sement Origination

If someone, say G, wantsto originate an anonymous endorsement for a subject SUB,
he can send hisrequest to A.  If SUB islegal, A assigns k to the identifier of SUB and
announces the endorsement by publishing {SUB || k || G || ADg} and Signa«(h(Y || SUB
[l k|| G || ADg)), where ADg denotes the email address of G.

Phase 5. Endor sement

If member u wants to endorse SUB, he can send his k" ticket, Ty, to G through an
untraceable email system. All tickets received are recorded in the endorsement table.

Phase 6. Verification and Tally

When the endorsement phase is completed, G signs the endorsement table and sends
the signature as well as the endorsement table to A. Then, A removes the duplicate
tickets, and sorts and verifies the rest in the endorsement table.  Next, A signs the sorted,
duplicate-free and verified endorsement table, and publishes it and its signature for
public verification and counting. In addition, the origina endorsement table with its
signature received from G is aso published. Anyone can check to see whether the
following equation holds:

SIgN ko (Sig'5 (Sigs (.. (S (Tu) = (Y 1] @ictc). (12)

If it is true, the number of endorsers for SUB is the tally of the verified tickets. In
addition, the value of k is increased by one, and if k > p, the system returns to Phase 3;
otherwise, the system enters Phase 4.

4. SECURITY ANALYSIS

Here, we adopt the security criteria [4, 10] for a voting scheme with dlight
modifications to evaluate the security of the proposed system.

Theorem 1 (completeness). All collected tickets are counted correctly.

Sketch of Proof: The ticket presented by each member should be counted correctly in
the endorsement table. If al the hidden identities within the collected tickets are
generated according to Eq.(5), all collected tickets will be accepted. However, if a
member x randomly generates his hidden identity, there are two cases. (Case 1) 4>
differs from the hidden identities of other endorsers, implying that T,;> differs from the
endorsing tickets of other endorsers; or (Case 2) o> occasionaly equals the hidden
identity of arule-abiding endorser y, which implies T, collides with Ty>. In this case,
the duplicate tickets will be removed. We can reasonably regard that Ty«;> iS accepted,
while T, is rejected. On the other hand, since the tickets are collected by the
originator of the anonymous endorsement rather than the administrator, it is reasonable
that the collected tickets will not be intentionally dropped. Hence, the proposed system
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iscomplete.

Theorem 2 (soundness). No one can disrupt the anonymous endorsement.

Sketch of Proof: Itisonly when al of A, S, S, ..., and S, conspire that forged tickets
can be generated. However, this contradicts the assumption that at least one of A, S,
S, ...,and Syistrusted. Therefore, the proposed system is sound.

Theorem 3 (privacy). The relationship between the endorser and his ticket is conceal ed.

Sketch of Proof: Since R.s is a long random number selected by member u, it is
computationally infeasible for others to deduce o<~ from ID,, and vice versa according
to Eq.(5). Thus, the system provides endorser’s privacy.

Theorem 4 (unreusability). No ticket can be used twice.

Sketch of Proof: As each ticket can be used for one and only one specific endorsement,
the proposed system satisfies unreusability.

Theorem 5 (eligibility). Only a member can endorse.

Sketch of Proof: Since the outsider can neither successfully obtain tickets nor forge
valid tickets (by Theorem 2), the proposed system provides eligibility.

Theorem 6 (verifiability). The result of an anonymous endorsement can be verified
individually and universally.

Sketch of Proof: By recognizing the hidden identity, the endorser can confirm whether
his ticket is placed correctly in the endorsement table. Hence, the proposed system is
individually verifiable. In addition, anyone can check the validity of al published
tickets by using the pubic keys of A and the scrutineers. By Theorem 1, the system is
universaly verifiable.

5. CONCLUSIONS

We have proposed an anonymous endorsement system that can be realized on
existing computer networks. We do not assume that the member must follow the
hidden identity generation procedure. If a member does not generate his hidden
identities accordingly, his hidden identities may collide with others. This system
ensures that rule-abiding members can endorse successfully.  On the contrary, the rights
of the rule-contradicting members are not protected. For practical use, the proposed
system can be integrated with the conventional paper-based endorsement mechanism.
However, the members of the anonymous endorsement system are restricted to endorsing
through the anonymous endorsement system. The endorsement of the members of the
anonymous endorsement system will not be counted in the conventional paper-based
endorsement book. The final endorsement result is the summation of the endorsement
tally in the paper-based endorsement book and the tally of the tickets in the endorsement
table.
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