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In this paper, a low-complexity Programmable Cellular Automata (PCA) based 

versatile modular multiplier in GF(2m) is presented.  The proposed versatile multiplier 
increases flexibility in using the same multiplier in different security environments, and 
it reduces the user's cost.  Moreover, the multiplier can be easily extended to high order 
of m for more security, and low-cost serial implementation is feasible in restricted 
computing environments, such as smart cards and wireless devices. 
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1. INTRODUCTION 

The finite fields GF(2m) of characteristic 2 are of great interest to researchers study-
ing cryptosystems, as the relevant arithmetic can be implemented in both hardware [1] 
and software [2, 3].  Finite field multipliers can be classified into fast bit parallel archi-
tectures [4] which generally required an area of O(m2) and low-complexity bit serial mul-
tiplier [5] which have an area requirement of O(m).  The bit parallel multipliers can get 
the result in one clock cycle, but bit serial multipliers compute a product in m clock cy-
cles [6].  There have been three main kinds of basis representation of the field elements 
in GF(2m): standard (canonical, polynomial) basis, dual basis and normal basis.  Dif-
ferent modular multipliers corresponding to these basis representations have their own 
benefits and trade-offs [7].  In order to reduce the complexity of the hardware and im-
prove the speed of computation, the construction of finite field based on irreducible all 
one polynomial (AOP) [4, 8-11], equally spaced polynomial (ESP) [8, 9, 11], trinomial 
[12], and redundant field representations [13] has been proposed.     

Most of the proposed finite field multipliers operate over a fixed field, i.e., a new 
multiplier is needed if there is a change on the irreducible polynomial that defines the 
field elements.  There are some Cellular Automata based multipliers [14-16], but none 
of them operates on the field of GF(2m).  In this paper, we present a new VLSI array for 
a versatile modular multiplier based on PCA (Programmable Cellular Automata) and the 
canonical (standard, polynomial) basis representation where the field set of parameters 
can be changed according to the application environment.  The structure of the 
proposed multiplier can be easily extended to high order of m for more security, and it 
also can be speeded up by applying more levels of cells.  The basic architecture of the  
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can be speeded up by applying more levels of cells.  The basic architecture of the mul-
tiplier is also suitable for both bit parallel and bit serial schemes.  Moreover, the pro-
posed VLSI array has the properties of modularity, simplicity, and regular interconnec-
tion, and VLSI implementation is easy.    

The remainder of the paper is organized as follows.  In section 2, we introduce the 
algorithm for GF(2m) multiplication and the theory of Programmable Cellular Automata. 
Section 3 contains the derivation of the low-complexity PCA based versatile multiplier in 
GF(2m).  Section 4 shows that the PCA based multiplier is improved for faster multipli-
cation. Section 5 concludes with the improved result and a description of possible areas 
of application. 

2. MULTIPLICATION ON GF(2m) AND PRELIMINARY CA THEORY 

In this section, we derive the algorithm for polynomial multiplication in GF(2m) and 
introduce the basic theory for PCA applied in our proposed multiplier.  

Let 

A(x) = am−1x
m−1 + … + a1x + a0 

B(x) = bm−1x
m−1 + … + b1x + b0  

be two elements in GF(2m), let 

C(x) = cm−1x
m−1 + cm−2x

m−2 + … + c1x + c0 

be the product of A(x) B(x) mod P(x) in GF(2m), and let 

P(x) = xm + pm−1x
m−1 + … + p1x + p0 

be the primitive polynomial. 

C(x) can be written as follows: 

C(x) = A(x) B(x) mod P(x) 

    = [(…((0 + am−1 B(x))x + am−2 B(x))x + … + a1 B(x))x + a0 B(x)] mod P(x).
(1)

 

Equation (1) can be implemented using the following iterative algorithm. 

Algorithm 1 (Polynomial multiplication in GF(2m)) 

Step 1: C-1(x) = 0 
Step 2: for i = 0 to m − 1 do 

  Ci(x) = [C i−1 (x) x + am−1-i B(x)] mod P(x) 

Using the fact that 
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xm mod P(x) = pm−1x
m−1 + … + p1x + p0. 

Ci(x) in step 2 of the algorithm 1 can be rewritten as 
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Algorithm 1 is a most significant bit (MSB) first algorithm where the multiplication 
loop begins with the MSB of multiplier A. 

In the following, we introduce the preliminary theory of CA, which will be used in 
the next section.  Cellular Automata (CA) is an array of cells, where each cell is in any 
of the permissible states.  For example, in a 2-state CA, each cell’s state can be zero or 
one.  In a k-neighborhood CA, at each clock cycle, the evolution of a cell value depends 
on its rule and the present states of k of its neighbors.  The rule of a cell is implemented 
on the cell’s combination logic circuit (CL).  Fig. 1 shows a 2-state 4-cell 
3-neighborhood CA.  The relevant theory, rules and mathematical characteristics of CA 
can be found in [17-20]. 

The programmable CA (PCA) was first introduced in [21], where the CL of each 
cell is not fixed but controlled by a number of control signals such that different func-
tions (rules) can be realized on the same structure.  Fig. 2 is a standard 3-neighborhood 
PCA cell with a non-complemented additive rule.  

 

Fig. 1. A 2-state 4-cell 3-neighborhood CA. 
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Fig. 2. A 3-neighbor PCA cell with a non-complemented additive rule. 

Using a cell structure like those shown in Fig. 2 and Fig. 3, all possible additive 
rules can be achieved.  The combinations of the control signals of Cl, Cm, and Cr, and 
the corresponding rules are listed in Table 1, where Xs represents the value of a cell.  Xr 
is the value of its right neighbor, and Xl is the value of its left neighbor.  From Table1, it 
can be seen that by allowing control signals in CL, one can introduce immense flexibility 
into this programmable structure. 

Table 1. PCA rules. 

C1 Cm Cr Noncomplemented Rules Complemented Rules 
 

0 
0 
1 
1 
1 
1 
1 

0 
1 
1 
0 
0 
1 
1 

1 
0 
1 
0 
1 
0 
1 

Xr 
Xs 

Xs ⊕ Xr 
Xl 

Xl ⊕ Xr 
Xl ⊕ Xs 

Xl ⊕ Xs ⊕ Xr 

Xr 
Xs 

Xs ⊕ Xr 
Xl 

Xl ⊕ Xr 
Xl ⊕ Xs 

Xl ⊕ Xs⊕Xr 

The objective of this work is to develop a high speed versatile modular multiplier 
which has good cascadability and security performance.  This is achieved by using an 
extended PCA structure.  The major difference between the standard PCA and extended 
PCA is that the three neighbor cells of a standard PCA structure are the cell itself and its 
two nearest neighbor cells, while in the extended PCA structure, the neighbor cells can 
be either the nearest neighbor cells or the left/right most cell.  Fig. 3 shows the logic 
structure of an extended PCA cell, in which the three neighbor cells are the left most 
neighbor cell, the nearest left neighbor cell, and right most neighbor cell.  The PCA 
based structure can also be applied in symmetric-key cryptosystems.  A high-speed CA 
based cipher for multimedia applications was presented in [22].  

3. PCA BASED VERSATILE MULTIPLIER IN GF(2m) 

Based on Algorithm 1, Eq. (2) and Eq. (3), a new theorem is presented which sug-
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gests that a multiplication in GF(2m) can be implemented by an extended PCA. 

Theorem 1. If the degree of P(x) is m, then C(x) = A(x)B(x) mod P(x) can be imple-
mented by running 1-D (a single row of) m PCA cell through m clock cycles.  At the ith 
clock cycle, the jth cell of the PCA has the rule jim

i
jj

i
m bacpcR −−

−
−

−
− ⊕⊕= 1

1
1

1
1 , where a, b, 

c, and p are coefficients of A(x), B(x), C(x) and P(x), respectively (0 ≤ i, j ≤ m − 1). 

Based on Theorem 1, an extended m-cell 3-neighborhood PCA is presented for the 
multiplication operation in GF(2m).  The proposed extended PCA stores the coefficients 
of C(x), and its cell logic structure is shown in Fig. 3.  For the jth cell, the state transi-
tion at the ith clock cycle depends on the values of the cell’s three fixed neighbors: cm−1 
from the right most cell, cj−1 from the left cell, and am−1−i from the boundary of the left 
most cell.   

The three control signals of each cell are set as follows: Cl is always set to ‘1’, Cm is 
configured by the coefficients of B(x), and Cr is configured by the coefficients of P(x).  
By controlling cm−1 using pj and am−1−i using bj, the extended PCA implements rule R in 
Theorem 1.    

 

Fig. 3. Logic structure of an extended PCA cell. 

The algorithm for the modular multiplication C(x) = A(x)B(x) mod P(x) using the 
extended PCA is as follows. 

Algorithm 2 (PCA based modular multiplication) 

Input: Coefficients of A(x), B(x) and P(x). 

Output: A(x)B(x) mod P(x).   

Step 1: Reset PCA. 

Step 2: Configure coefficients of B(x) as Cm, and coefficients of P(x) as Cr.  

Step 3: Run PCA m clock cycles.  The result is in PCA. 
 

For example, in order to implement A(x)B(x) mod P(x), where B(x) = (x5 + x + 1) 
and P(x) = (x6 + x5 + x4 + x3 + 1), firstly the control signals Cm and Cr should be set as 
shown in Fig. 4.  Then the coefficients of A(x) should be loaded into the PCA.  After 6 
clock cycles, the result will be on PCA.  



HUA LI AND CHANG N. ZHANG 

 

484 

 

 

Fig. 4. The extended PCA structure for A(x)(x5 + x + 1) mod (x6 + x5 + x4 + x3 + 1). 

From the above example, it can be seen that for modular multiplication, the ex-
tended PCA uses only m D flip-flops, and that the irreducible polynomial P(x) is not 
fixed, which enables P(x) to be changed after a period of time.  Other advantages of this 
architecture are that the proposed PCA structure can be easily modified, and that two or 
more such VLSI chips can be cascaded together to form a multiplier of large operands. 

4. AN IMPROVED PCA MULTIPLIER IN GF(2m) 

In this section, we propose an improved extended PCA in short (improved PCA) for 
faster modular multiplication, which uses fewer clock cycles. 

   

 
Fig. 5. An improved PCA modular multiplier. 

The proposed multiplier can be improved by incorporating as many CLs as possible 
to increase computation speed.  The architecture is shown in Fig. 5, where k logic cir-
cuits have been cascaded together, which include k * m CLs.  Here k is decided as fol-



VERSATILE FINITE FIELD MULTIPLIER BASED ON CA 

 

485

 

lows.  Suppose the system clock cycle time is ts, that one D flip-flop delay is td, and that 
one CL delay is tx.  Then at each clock cycle, the number of CL operations that can be 
done is k =  xds ttt /)( − .  By using k logic circuits, k coefficients of A(x) from am−1−i to 

am−k−i can be loaded simultaneously into the PCA in one clock cycle.  Thus, instead of 
only getting Ci(x) from Ci-1(x), Ci+k-1(x) can be obtained after one clock cycle.  The im-
proved PCA greatly increases the multiplier speed when the system is operating at low 
clock rates. Suppose the original extended PCA uses m clock cycles for one modular 

multiplication.   Then the time needed for an improved PCA is t = 








k

m
 clock cycles.   

In the case where different clock rates can be selected, we can let k = m and select a 
clock with a cycle time of  dx tmt + .  Thus, the multiplication operation can be done 
in one clock cycle.  Fig. 6 illustrates this optimal implementation. 

 

Fig. 6. Optimal PCA multiplier in GF(2m). 

Our proposed PCA based serial/parallel multipliers have modular structures and 
regular interconnections which are suitable for high speed or restricted space VLSI im-
plementation.  Table 2 compares the space and time complexity of the proposed serial 
multiplier and the optimal parallel multiplier (assuming that the D flip-flop delay is td, 
and that the CL delay is tx).   
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Table 2. Space and time complexity of PCA based multipliers. 

Multiplier # of CL Delay Time Pipeline Scheme 
Parallel PCA Multiplier  m2 td + mtx Applicable 
Serial PCA Multiplier  m m(td + tx) Not Applicable 

5. CONCLUSIONS 

In this paper, architectures for parallel/serial multiplication based on PCA have been 
proposed.  These architectures require simple control signals and have regular inter-
connections.  As a consequence, they are very suitable for VLSI implementation.  The 
advantages of this VLSI array modular multiplier are as follows: it is versatile, i.e., the 
irreducible polynomial can be changed without requiring any hardware changes, which is 
a valuable feature for some applications; the multiplier can be easily extended to high 
order of m to achieve greater more security; it is very fast since more levels of cells are 
applied in the optimal PCA multiplier; and the hardware is very efficient for VLSI im-
plementation.  Also, it should be noted that we can make the serial multiplier by using 
only one level of cells and repeatly use the cells to get the final result.  These low-cost, 
low-complexity performances are feasible in restricted computing environments. 
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