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Three-party EKE was proposed to establish a session key between two clients
through a server. However, three-party EKE is insecure against undetectable on-line and
off-line password guessing attacks. In this paper, we first propose an enhanced
three-party EKE to withstand the security risk in three-party EKE. We also propose a
verifier-based three-party EKE that is more secure than a plaintext-equivalent mechanism
in which a compromise of the server’s database will not result in success in directly
impersonating clients.

Keywords: network protocol, authentication, key agreement, password guessing attack,
perfect forward secrecy

1. INTRODUCTION

Password authentication is regarded as one of the simplest and most convenient au-
thentication mechanisms. However, people usually choose easy-to-remember passwords
making them vulnerable to password guessing attacks. Protocols designed to provide
mutual authentication and key exchange, which are secure against password guessing
attacks, are called Password Authenticated Key Exchange protocols.

Password guessing attacks can be classified into three types:

e Detectable on-line password guessing attacks: This attack is unavoidable. It requires
participation of the authentication server. A failed guess will be detected and logged
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by the server. All of the password-based protocols accept this kind of attack; it can be
prevented by letting the server take appropriate intervals between invalid trials.

¢ Undetectable on-line password guessing attacks: An attacker attempts to use a guessed
password in an on-line transaction. He verifies the correctness of his guess using re-
sponses of the server. If his guess fails, he must start a new transaction with the server
using another guessed password. A failed guess cannot be detected and logged by the
server and the server is not able to distinguish an honest request from a malicious re-
quest.

e Off-line password guessing attacks: An attacker eavesdrops on authentication mes-
sages and stores them locally. He or she tries to find weak secret passwords and the
verification is processed off-line, so that the server cannot detect the off-line password
guessing attacks.

Obviously undetectable on-line password guessing attacks and off-line password
guessing attacks are the most important considerations in designing a password-based
authentication scheme.

In addition to password guessing attacks, replay attacks and perfect forward secrecy
are also taken into consideration in designing such a protocol. In replay attack, an adver-
sary tries to replay messages, partial or complete, obtained in previous communications.
If he can impersonate another user or expose secrets that are sensitive and useful for fur-
ther deceptions by using guessing attacks, known-plaintext attacks or other crypto-
graphic analysis methods, then the protocol is said to be vulnerable to replay attacks.
Furthermore, the meaning of perfect forward secrecy is that revealing the password to an
attacker doesn’t help him obtain the session keys of previous sessions. It also means that
a stolen session key does not help an attacker carry out a brute-force guessing attack on
the password. We consider a more secure level and add the condition that revealing the
private key of the trusted server to an attacker still does not help him obtain the session
keys of previous sessions. We call our method extended perfect forward secrecy.

In the most general form, two communicating parties, usually a client and a server,
authenticate each other through their shared secret password. Such a scheme is called a
plaintext-equivalent mechanism. A system that uses a plaintext-equivalent mechanism
becomes instantly compromised once the password database in the server is revealed,
since every user’s password is stored there. Recently, additional work, referred to as
verifier-based protocol, has been done to extend the protocols to address the issue of
holding plaintext-equivalent data in the password file. These protocols only require a
verifier to be stored in a server’s database and hence add another method to verify the
client’s possession of the actual password, as opposed to a stolen verifier from the pass-
word file.

From the viewpoint of the session key creation, these protocols can be classified
into two flavors: key transfer protocols and key agreement protocols. In a three-party (a
server and two clients) setting, key transfer protocol means that the session key is created
by the server and securely transmitted to these two clients, while key agreement protocol
means that both clients contribute information to derive the common session key. Com-
pared with key-transfer protocols, the latter (key agreement protocols) are fairer and
more secure.



THREE-PARTY AUTHENTICATION AND KEY AGREEMENT PROTOCOLS 1061

In recent years, a variety of protocols for authentication and key distribution have
been proposed. In 1992, Bellovin and Merritt [1] presented a key exchange protocol
based on weakly chosen passwords between two communication parties known as the
Encrypted Key Exchange, or EKE in short. Since then, a variety of authentication and
key distribution protocols [2-16] based on weakly chosen passwords have been proposed
and applied to many communication systems.

On the other hand, Gong, Lomas, Needham, and Saltzer [7] propose a third-party
protocol, called the GLNS protocol. There are three principals (a server and two users)
involved in the protocol. The server is responsible for user authentication and distributes
the common session key shared between two users. Later, Steiner, Tsudik and Waidner
proposed a three-party EKE [8] which extended the EKE to a three-party model where
two clients registering in the same server can share a secret session key through the pro-
tocol. But the protocol cannot resist undetectable on-line [9] and off-line [10] password
guessing attacks, i.e., one client can guess the other user’s password on-line or off-line
and the server cannot distinct it. The main difference between GLNS protocol and
three-party EKE is that GLNS protocol uses server’s public key, but three-party EKE
does not, and GLNS protocol belongs to key transfer protocols, but three-party EKE
belongs to key agreement protocols.

All of the above protocols satisfy the property of perfect forward secrecy. But in the
series of GLNS [7, 11-16], the users use the server’s public key to encrypt some mes-
sages such as confounders or passwords and send it to the server. After decrypting the
message and authenticating the users, the server then chooses the common session key
and transfers it to the users encrypted by password or confounder. If the server’s private
key is revealed, the attacker can get the password directly or by using a guessing attack
to acquire the password and gain the common session key. This breaks the extended per-
fect forward secrecy.

The aim of this paper is to propose two new secure authentication and key agree-
ment protocols (plaintext-equivalent and verifier-based) to solve the above problems.
First, a plaintext-equivalent authentication protocol is proposed to solve the security
weakness (undetectable on-line and off-line password guessing attacks) in three-party
EKE. Then, a verifier-based authentication protocol that is more secure than a plain-
text-equivalent mechanism is proposed. Of course, they all also resist various attacks
such as password guessing and replay attacks and provide extended perfect forward se-
crecy.

The remainder of this paper is organized as follows. In section 2, we briefly de-
scribe the notations used in this paper. In section 3, we review three-party EKE and ana-
lyze its security properties. In section 4, we propose an improved version of three-party
EKE called enhanced three-party EKE. In section 5, we propose another practical
authentication and key agreement protocol and then briefly analyze its security. In
section 6, we compare our protocols with previous related protocols. In section 7, we
give the conclusions.

2. NOTATIONS AND DEFINITIONS

For convenience, the notations and definitions used to describe the protocols in this
paper are shown in Table 1.
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Table 1. Notations and Definitions.

A, B Clients

S Trusted center or a server.

Pa,Pb Passwords of 4 and B shared with S

(Spa, Vpa) (private, public) key derived from Pa and shared with S
(Spb, Vpb) (private, public) key derived from Pb and shared with §
Ks Public key of the Trust Server

x,y,z,a,b,ra,rb,X  |Random numbers.

K Session key between 4 and B

[infolk Symmetric-key encryption of “info” with key K.
{info}x Asymmetric-key encryption of “info” with key K.
<info>y Digital signature of “info” with key K

h() One-way hash function.

A>B: M A sends a message M to B.

g Base generator

P The Modulus (all exponentiation in modulo P)

Fa The first 64 bits of message 1 in proposed protocol

3. REVIEW OF THREE-PARTY EKE

3.1 Protocol of Three-party EKE [8]
The detailed steps are as follows:

(1) A chooses a random number x and computes g". Then he transmits message 1 to B,
where Pa is the password of 4.

(2) After receipt of message 1, B composes a similar message and sends it to S.

(3) The trust center, S, checks the authenticity of both 4 and B, and then chooses a ran-
dom number z. He computes g%, g, and transmits message 3 to B. B gets the message
and computes the session key K = g"*.

(4) B produces a challenge value using the partial bit stream of message 1.

(5) A produces and sends a response value.

As a result, 4 and B can authenticate each other and confirm that the session key is
shared securely.

3.2 Security Analysis

o Replaying the request [9]
Replaying a request of A4, attacker B completes with S the following attack. Fig. 2 il-
lustrates the undetectable on-line password guessing attack.

(1) When B receives message 1 in Fig. 1, he can guess Pa and gain (g") .

(2) Bsets g’ =g", computes [g* D A]p, and then transmits message 2 to S.

(3) S responses with {g*, g} to B. Attacker B compares the two values. If g** = g*,
then B gets the correct password of 4 by this guess.
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A S B
("D Blra
g P >
A, [ D Blpo, [£D Alps
< )z XZ
g% g
4 gVZ’ [Fa]K
[A(Fa)]k
|

Fig. 1. Three-party EKE.

1.B : records [g" @ Blp,
2.B>S:4, [gx®B]Pa ,[g" DAl
3.S>B:g'% g"

Fig. 2. Undetectable on-line password guessing attack on three-party EKE.

e Impersonating the clients [9]
B can impersonate A to guess his password without the participation of 4. Fig. 3 illus-
trates the above undetectable on-line attack.

(1) B guesses a password Pa’, computes g° and [g* @ B]p,-

(2) B sends S message {4, [g° D Blrq, [¢ DAlrs}

(3) S responses with {g™, g“} to B. Attacker B computes and compares the two values
(&Y, (&9 ). If (7Y = (&7)", then B gets the correct password of 4 by this guess.

. B :[g"®Blp
2. B>S:4,[¢" ®Blp, [ PAlps
3. S>B:g%¢g”

Fig. 3. Undetectable on-line password guessing attack on three-party EKE.

o An Off-line password Guessing Attack [10]
Fig. 4 illustrates an off-line guessing attack.

1. A* > B X

2. B >S* : AXI[¢PAlp
3. S*>B : g7 Y

4. B 2> A* : 7, [flowl]k

Fig. 4. Off-line password guessing attack on three-party EKE.

(1) An arbitrary attacker sends on behalf of 4 a random number X to B as a request, in
which the length of X is the same as the length of [g*®D B]p,. After receiving the re-
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quest, B chooses a random number y, keeps it secret, computes g’, and then encrypts
g’ @A with his password Pb. B forwards the request X with the encrypted message to
S.

The attacker intercepts the message being sent from B to S. He chooses three ran-
dom numbers x”, z’ and ¥, computes g* and responds (g )*, Y to B.

B computes the session key K = ((¢")*) = g"** and sends Y and a key confirmation
message [flowl]x to A.

The attacker intercepts the message being sent from B to A. Hereafter, he can do
off-line repeatedly guess a password Pb’, get the value g’ from [g' @D A]p,, compute
the session key K’ = (g"%)" = g"”%, decrypt [flowl]x with the session key K’ and
check flowl ? = X until it is true.

4. ENHANCED THREE-PARTY EKE
The Proposed Protocol

In order to solve the above undetectable on-line and off-line password guessing at-

tacks mentioned in section 3.2, we introduce the server’s public key Ks and propose an
improved version which is called enhanced three-party EKE. Fig. 5 illustrates the en-
hanced three-party EKE.

)

(@)
3

A S B
A, {A!B![AaBagx]Pw ra}Ks

|
A7 {A’B’ [Aangx]Par ra}Kxn
B, {A,B, [AsBsgy]Pby rb}K:

<
[A’gy]ra: [B’gx]rb
4.8, [Fa] >
4 [ B ras K
[ h(Fa)lk
>

Fig. 5. Enhanced three-party EKE.

The following steps describe the procedure.

A —>B:4,{4,B,[A4,B, gp. ra}s

A chooses a confounder ra, a random number x and computes g* which is encrypted
by A’s password Pa. Then A encrypts 4, B, [4, B, g']r., and ra by the server’s public
key Ks and sends the ciphertext to B.

B—>S: A, {Av Bs [Av B: gX]Pan ra}l(sa B, {Aa B: [Av B: gy]an rb}Ks

After receiving 4’s message, B also composes a similar message and sends it to S.
S—>B: [As gy]rw [39 gx]rb

The trust center, S, can decrypts {4, B, [4, B, g'lps, ra}xs, {4, B, [4, B, 1ps, ¥b} ks
with his private key and checks the authenticities of both 4 and B. Then S encrypts 4,



THREE-PARTY AUTHENTICATION AND KEY AGREEMENT PROTOCOLS 1065

g’ with ra, encrypts B, g* with b and sends them to B. Notice that the ra and rb also
act as one-time keys.

@) B> A:[4, ¢ [Fal
B decrypts [B, g'],, with rb and computes the session key K = (g*y. Then he sends
[4, g"1,. together with a key confirmation message [Fa]x to A.

(5) A->B:[h(Fa)lx
A decrypts [4, &, with ra and computes the session key K = (¢")". Then he de-
crypts [Fa]x with the session key K, checks the validity, and responds with [A(Fa)]x
for key confirmation.

As a result, 4 and B can authenticate each other and confirm that the session key K
is shared securely.

4.2 Security Analysis of Enhanced Three-Party EKE

o Password Guessing Attacks

The password Pa of 4 included in message 1 is only used to authenticate 4’s status
and that there is not any verifiable data included in other messages. If B knows only the
private key of server S, he cannot decrypt message 1, so B does not have any chance to
guess A’s password on line. Therefore, our scheme is free on-line password guessing
attacks.

From Fig. 5, though we directly encrypt some messages with poorly chosen pass-
words, which appear only in message 1 and message 2, there is not any verifiable data
included in other messages. Therefore, our protocol is immune to off-line password
guessing attacks.

e Replay Attack

Now, the attacker pretends to be 4 or B and tries to get session key K or password
Pa or Pb. This attack cannot succeed with our protocol. First, even if the intruder replays
messagel or message 2, because he does not know the server’s private key for decrypt-
ing message 1 or message 2, he still cannot acquire Pa or Ph. Second, session key K is
created by Diffie-Hellman key exchange. Even if the intruder gets g" and g”, the attackers
still cannot obtain session key K = g, because the difficulty is similar to solving the
Diffie-Hellman problem [17]. Thus, our protocol is secure against message replay at-
tacks.

o Extended Perfect Forward Secrecy

Extended perfect forward secrecy is defined in section 1 and we divide it into three
parts. First, when the user’s passwords are revealed, the attackers can know Pa and Pb.
Because the attackers do not know the server’s private key to decrypt message 1 and
message 2, they cannot get g*, g’. Even if they get ¢ and ¢’, the attackers still cannot
obtain session key K = g, because the difficulty is similar to solving the Diffie-Hellman
problem [17]. Therefore, the session key is still secure. Second, if the server’s private
key is leaked, an attacker can decrypt message 1, message 2 and get ra, rb directly and
Pa, Pb, g, ¢’ by implementing password guessing attacks. If the attacker wants to get
session key K = g?, the difficulty is equal to solving the Diffie-Hellman problem [17].
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Thus, the session key is still secure. Third, if an attacker learned the previous session key
K, he still has no idea what the passwords of 4 and B are. Because the messages in Fig. 5
do not include any verifiable data, it is impossible to guess the passwords of 4 and B.

To sum up the above description, our scheme provides the extended perfect forward
secrecy.

5. VERIFIER-BASED THREE-PARTY EKE

Although enhanced three-party EKE solves the security problems mentioned above,
it is a plaintext-equivalent authenticated and key agreement protocol. In this section, we
propose a verifier-based protocol called verifier-based three-party EKE.

5.1 The Proposed Protocol

Fig. 6 illustrates the verifier-based three-party EKE whose detailed steps are as fol-
lows:

(1) Instep 1, 4 generates the message as we introduced in Fig. 6 and sends it to S via B.
B is a legitimate counterpart of A.

(2) In step 2, B composes a similar message and sends it to S. The trust center, S, can
check the authenticity of both 4 and B.

(3) In step 3, server S uses the ra and rb generated by 4 and B as encrypting keys, re-
plies with message 3 as we described in Fig. 6. B gets the message and computes the
session key K = g”.

(4) Instep 4, B produces a challenge value using the partial bit stream of message 1.

(5) Instep 5, 4 produces and sends a response value.

As a result, 4 and B can authenticate each other and confirm that the session key is
shared securely.

A S B
A, {AJBng’ <gx>Spanra}Ks

|
A7 {A 7Bagxa<gx>3panra}l(ss
B, {B’Asgys<gy>5’pbsrb}l(s

[A’gy]ra: [Bagx]rb
[A’gy]raa [Fa]l(
[ h(Fa)lk

<

Fig. 6. Verifier-based three-party EKE.
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5.2 Security Analysis of Verifier-based Three-Party EKE

o Password Guessing Attacks

The secret key Spa derived from password Pa included in message 1 is used only to
authenticate A’s status; there is not any verifiable data included in other messages. If B
only knows the private key of server S, he cannot decrypt message 1, and so B does not
have chance to guess 4’s password Pa on-line. Therefore, our scheme is immune from
on-line password guessing attacks.

From Fig. 6, though we directly encrypt some messages with private keys derived
from poorly chosen passwords, they only appear in message 1 and message 2, and there
is not any verifiable data included in other messages. Therefore, our protocol is immune
from off-line password guessing attacks.

e Replay Attack

Now, the attacker wants to pretend to be A4 or B to get session key K or password Pa
or Pb. This attack is not possible with our protocol. First, even if the intruder replays
messagel or message 2, because he does not know the server’s private key for decrypt-
ing message 1 or message 2, he still cannot acquire the password Pa or Pb. Second, the
session key K is created by Diffie-Hellman key exchange. Even if the intruder gets g*
and g’, the attackers still cannot obtain the session key K = g”, because the difficulty is
similar to solving the Diffie-Hellman problem [17]. Thus, our protocol is secure against
the message replay attacks.

o Extended Perfect Forward Secrecy

First, when the user’s passwords are revealed, an attacker can know two pairs (Spa,
Vpa), (Spb, Vpb). Because the attacker doesn’t know the server’s private key to decrypt
message 1 and message 2, he cannot get g*, g”. Even if the attacker does get g and g’, he
still cannot obtain the session key K = g, because the difficulty is similar to solving the
Diffie-Hellman problem [17]. Therefore, the session key is still secure. Second, if the
server’s private key is leaked, an attacker can get ra, rb by decrypting message 1 and
message 2 and Pa, Pb, g, g’ by implementing password guessing attacks. If the attacker
wants to get session key K = g7, the difficulty is equal to solving the Diffie-Hellman
problem [17]. Thus, the session key is still secure. Third, if an attacker learned the pre-
vious session key K, he still has no idea how to know the passwords of 4 and B. Because
the messages in Fig. 6 do not include any verifiable data, it is impossible to guess the
passwords of 4 and B.

To sum up the above description, our scheme provides the extended perfect forward
secrecy.

6. COMPARISONS

In this section, we compare the enhanced three-party EKE and verifier-based
three-party EKE with the related protocols. The comparisons are listed in Table 2.

Optimal GLNS protocol and Improved Three Way K1P do not provide extended
perfect forward secrecy and belong to key transfer protocols. three-party EKE is not
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Table 2. Comparisons with Related Protocols.

Password Key Extended Need’ Resist to 4 of Computational cost
# of . Perfect | server’s .
[Verifier | Transfer or . guessing | Random #of #of
steps forward | public . .
- based | agreement Attacks | Numbers | Exponential Asymmetric
secrecy key .
Encryption
Optimal
GLNS 5 |Password| Transfer No Yes Yes 10 0 2
protocol
Improved
Three-Way| 5 |Password| Transfer No Yes Yes 5 0 2
KI1P
three-party 5 | Password | Agreement Yes No No 3 6 0
EKE
Enhanced
three-party | 5 |Password | Agreement Yes Yes Yes 4 4 2
EKE
Veri-
fier-based 5 | Verifier | Agreement Yes Yes Yes 4 4 4
three-party
EKE

secure against password guessing attacks. Compared with other related protocols, our
two proposed protocols are fairer (replaced key transfer protocols with key agreement
protocols) and more secure (defeat various attacks and provide extended perfect forward
secrecy).

7. CONCLUSIONS

Two efficient three-party authentication and key agreement protocols (enhanced
three-party EKE and verifier-based three-party EKE) have been proposed in this paper to
establish a session key between two users through an authentication server. The en-
hanced three-party EKE is designed to repair the security weaknesses in three-party EKE.
A verifier-based three-party EKE that is more secure than a plaintext-equivalent mecha-
nism is proposed to provide the property that a compromise of the server’s database will
not result in successfully in impersonating clients.
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