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In this paper we discuss the nonlinearity and autocorrelation properties of correla-

tion immune Boolean functions. First we provide a construction method for unbalanced, 
first order correlation immune Boolean functions on even an number of variables n ≥ 6.  

These functions achieve the currently best known nonlinearity of 2 2 21 22 2n n n
- -

- + .  
Then we provide a simple modification of these functions to get unbalanced correlation 
immune Boolean functions on an even number of variables n, with a nonlinearity of 2n−1  

- + -
-2 2 22 2 2n n

and a maximum possible algebraic degree of n − 1. Moreover, we pre-
sent a detailed study on the Walsh spectra of these functions. Next we study the autocor-
relation values of correlation immune and resilient Boolean functions. We provide new 
lower bounds and related results on the absolute indicator and sum of square indicator of 
autocorrelation values for low orders of correlation immunity. Recently it has been show 
that the nonlinearity and algebraic degree of correlation immune and resilient functions 
can be optimized simultaneously. Our analysis shows that under such a scenario, the sum 
of square indicator also attains its minimum value. We also point out the weakness of 
two recursive construction techniques for resilient functions in terms of autocorrelation 
values.  
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1. INTRODUCTION 
 

Nonlinearity, correlation immunity and autocorrelation are three cryptographically 
important properties of Boolean functions. The concept of correlation immune Boolean 
functions was introduced by Siegenthaler [26], and these functions are now used in 
stream cipher systems to resist cryptanalytic attacks [25]. 

Nonlinearity is one of the most challenging combinatorial properties of Boolean 
functions. It is also related to the covering radius of first order Reed-Muller codes [8, 
Chapter 13]. It was shown by Rothaus [19], that for even n, the maximum nonlinearity  
achievable for any Boolean function is 2 21 12n n

- -

- ,  and the functions having this 
nonlinearity are called bent functions. However, bent functions are not balanced. The 
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construction of balanced Boolean functions on an even number of variables with very 
high nonlinearity has been considered in [6, 20, 24]. Dobbertin [6] has conjectured that,  
for even n, nlb n nlbn n

n

( ) ( ),= + +−2 21
2

2 where nlb(n) is the maximum possible nonlin- 
earity for an n-variable balanced function. 

The nonlinearity question is open for functions on an odd number of variables. It is  
 known [1, 14] that for odd n ≤ 7, the maximum possible nonlinearity is 2 21 1

2n n− −
−

.   
The question of maximum nonlinearity is open for n = 9, 11, and 13, and the maximum  
possible nonlinearity that can be achieved is 2 21 1

2n n− −
−

.  For odd n ≥ 15, it is possible 
to construct (both unbalanced and balanced) functions with nonlinearity strictly greater  
than 2 21 1

2n n
-

-

-

[16, 17, 20]. 
Recently, weight divisibility results for resilient and correlation immune functions 

have been presented [3, 21, 29, 33]. These results have direct consequence towards non-
trivial upper bounds on the nonlinearity of such functions. The construction of resilient 
and correlation immune Boolean functions achieving these upper bounds has been dis-  
cussed in [15, 21, 29]. Thus, it is very clear that a lot of interest have been generated in  
this area. 

The construction of resilient (balanced correlation immune) functions has direct  
application to combine functions in certain models of stream ciphers, and the works on 
this subject have been published [2, 9, 15, 20, 21, 23, 29]. However, few construction 
results related to unbalanced correlation immune functions are available (though some 
results have been published in recent papers [15, 29]). In this paper, we examine the con-
struction of unbalanced correlation immune Boolean functions on even number of input 
variables with very high nonlinearity. The basic input for construction is a 6-variable 
correlation immune function with a nonlinearity of 26 and an algebraic degree of 5, 
which were very recently studied [15]. Using this 6-variable function, for the first time, 
we show the existence of an 8-variable correlation immune function with an nonlinearity 
of 116 and an algebraic degree of 5. We extend our result to the construction of  
correlation immune functions with a nonlinearity of 2 2 21 22 2n n n

- -

- +  and an algebraic 
degree of 5. Moreover, we present a simple modification of these functions to get corre-
lation immune functions with a nonlinearity of 2 2 2 21 22 2n n n

- -

- + -  and an algebraic 
degree of n − 1. This represents the currently best known result in this direction. More-
over, using the technique presented in this paper, the authors in [12] obtained 1-resilient 
functions with the currently best known parameters. 

Recent results [21] show that the Walsh spectra of mth order correlation immune 
Boolean functions on n variables with the maximum possible nonlinearity are three val-  
ued for m n

> -2 1,  and that the spectral values are 0, ± 2m+1. However, the situation is not  
so clear for m n

£ -2 1  and here we consider the case of m = 1. Thus it is important to  
examine the Walsh spectra of such functions, which we will employ here. 

Next we will focus on autocorrelation values for correlation immune and resilient 
(balanced correlation immune) Boolean functions. We will provide the currently best 
known lower bounds on ∆f (the absolute indicator) and σf (the sum of square indicator) 
for low orders of correlation immunity (see section 2 for definitions). Very recently, the 
autocorrelation properties of correlation immune and resilient Boolean functions were 
presented in [34], and we will provide even better results here. The autocorrelation prop-
erty of higher order correlation immune functions has been considered in [30]. It has 
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been shown in [30] that for an n-variable, m-resilient function, D f
n m n

n≥
- +

+
2 2 3

1 .  How-
ever, this result is not applicable under low orders of correlation immunity. 

For high orders of correlation immunity, we will provide better results for an im-
portant subclass of correlation immune and resilient functions which attain the maximum 
possible nonlinearity. It has recently been found that given a certain order of correlation 
immunity, the nonlinearity and algebraic degree of correlation immune and resilient 
functions can be optimized simultaneously [3, 29]. Here, we will extend this analysis to 
the sum of square indicator of autocorrelation values. We will show that when the 
nonlinearity and algebraic degree are maximized, the sum of square indicator attains its 
minimum value.  

In [35], it was noted that the propagation property works against correlation immu-
nity. We here explicitly show that ∆f values work against the order of correlation immu-
nity. Here, we will also point out the limitations of two recursive construction methods 
for resilient Boolean functions with respect to autocorrelation values. 

2. DEFINITIONS AND NOTATIONS 

In this section, we will introduce a few definitions and notations. Let s, s1, s2 be bi-
nary strings of the same length λ. The bitwise complement of s is denoted by sc. We de-
note by #(s1 = s2) (respectively #(s1 ≠ s2)), the number of places where s1 and s2 are equal 
(respectively unequal). The Hamming distance between s1 and s2 is denoted by d(s1, s2), 
i.e., d(s1, s2) = #(s1 ≠ s2). Another measure wd(s1, s2) between s1 and s2 is defined as wd(s1, 
s2) = #(s1 = s2) − #(s1 ≠ s2). Note that wd(s1, s2) = λ − 2d(s1, s2). The Hamming weight or, 
simply, the weight of s is equal to the number of ones in s and is denoted by wt(s). 

By Wn, we mean the set of all n-variable Boolean functions. We define an n-variable 
Boolean function as a bit string of length 2n, which is the output column of its truth table. 
An n-variable function f is said to be balanced if its output column in the truth table con-
tains equal numbers of 0’s and 1’s (i.e., wt(f) = 2n−1). 

We denote the addition operator over GF(2) using ⊕. An n-variable Boolean func-
tion can be uniquely represented by a multivariate polynomial over GF(2). We can write 
f(Xn, …, X1) as  

a0 ⊕ ( )⊕
=

=

i

i n

i ia X
1

⊕ ( )⊕
≤ ≠ ≤1 i j n

ij i ja X X ⊕ … ⊕ a12…nX1X2 … Xn, 

where the coefficients a0, ai, aij, …, a12…n Œ {0, 1}. This representation of f is called the 
algebraic normal form (ANF) of f. The number of variables in the highest order product 
term with a nonzero coefficient is called the algebraic degree, or simply the degree of f. 
Functions of degree at most one are called affine functions. An affine function with a 
constant term equal to zero is called a linear function. The set of all n-variable affine (re-
spectively linear) functions is denoted by A(n) (respectively L(n)). The nonlinearity nl(f) 
of an n-variable function f is defined as 

 nl f d f g
g A n

( ) min ( ( , ));
( )

=

Œ

 

i.e., nl(f) is the distance f from the set of all n-variable affine functions. 
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Here, we will use the concatenation of Boolean functions. Consider f1, f2 ∈ Ωn-1 and 
f ∈ Ωn. Then by concatenation of f1 and f2, we mean that the output columns of truth table 
of f1, f2 are concatenated to provide the output column of the truth table of an n-variable 
function. We denote the concatenation of f1, f2 by f1f2. Thus, f = f1f2 means that in alge-
braic normal form, f = (1 ⊕ Xn) f1 ⊕ Xn f2. 

Now we will define an important tool for analysing Boolean functions. Let X  = 
(Xn, …, X1) and w w wn= ( ..., ),  1  be n-tuples on GF(2) and X w◊  = Xnwn ≈ … ≈ X1w1. 
Let f X( )  be a Boolean function whose domain is the vector space over GF(2)n. Then 
the Walsh transform of f X( )  is a real valued function over GF(2)n that can be defined 
as  

W wf
f X X w

X

( ) ( ) ,( )
= -

≈ ◊Â 1  

where the sum is over all X  in GF(2)n. For a function f, we define F f
nw= Œ  |{ { , } |0 1  

W wf ( ) }|.π 0  This is the number of nonzero coefficients in the Walsh spectra. Note that 
W w wd f w Xf i

i n
i i( ) ( , ).= ≈

=

=

1  
In [7], the following characterization of correlation immunity was provided. A func-

tion f(Xn, …, X1) is m-th order correlation immune (CI) iff its Walsh transform Wf satis-
fies W wf ( ) ,= 0  for 1 £ wt ( )w £ m. If f is balanced then Wf ( ) .0 0=  Balanced m-th 
order correlation immune functions are called m-resilient functions. Thus, a function 
f(Xn, …, X1) is m-resilient iff its Walsh transform Wf satisfies  

Wf ( )w = 0, for 0 £ wt ( )w £ m. 

By the [n, m, d, x] function, we mean an unbalanced n-variable mth order correlation 
function having a nonlinearity of x and a degree of d. By (n, m, d, x), we denote an 
n-variable m-resilient function with a nonlinearity of x and a degree of d.  

The Propagation Characteristic (PC) and Strict Avalanche Criteria (SAC) [18] are 
important properties of Boolean functions used in S-boxes. However, Zhang and Zheng 
[31] showed that SAC and PC have some limitations when it comes to identify certain 
desirable cryptographic properties of a Boolean function. In this respect, they proposed 
the idea of Global Avalanche Characteristics (GAC). Here, we state two important indi-
cators of GAC.  

Let X n
Œ{ , }0 1  be an n tuple Xn, …, X1, and let a Œ{ , }0 1 n  be an n tuple an, …, 

a1. Let f ∈ Ωn and D f wd f X f X( ) ( ( ), ( )),a a= ≈  the autocorrelation value of f with  
respect to the vector a .  The sum-of-square indicator  

s a

a

f f
n

=

Œ

Â
{ , }

( )
0 1

2
D  and the absolute indicator D Df fn

=
Œ π

max | ( )|.
{ , } ,a a

a

0 1 0
  

It may very well happen that correlation immune or resilient functions, which are 
good in terms of the order of correlation immunity, algebraic degree and nonlinearity, 
may not be good in terms of their SAC or PC properties. Also, achieving good SAC or 
PC properties may not be sufficient for cryptographic purposes. There may be a function 
f which possesses good SAC or PC properties but where f ( ) ( )X f X⊕ ⊕α is constant 



NONLINEARITY AND AUTOCORRELATION OF CORRELATION IMMUNE FUNCTION 

 

309

 

for some nonzero a  which is a weakness. It is important to get good autocorrelation 
properties for such functions. This is why we will examine the autocorrelation properties 
of correlation immune and resilient functions. 

For a linear function f, ∆f = 2n, and sf  = 23n. For functions f, on an even number of 
variables, we have ∆f = 0 (sf  = 22n) iff f is a bent function [13, 31]. However, bent func-
tions are not balanced. In fact, for a function f of even weight, ∆f ∫ 0 mod 8, and for a 
function f of odd weight, ∆f ∫ 4 mod 8. For a balanced function f, sf  ≥ 22n + 2n+3 [27] for 
both odd and even number of variables. A comparatively sharper result in this direction 
was proposed in [28], which we will discuss in subsection 4. 

Note that the properties ∆f, sf are invariant under nonsingular linear transformation 
on input variables of the function f. Thus, it is easy to see that the sf results reported in 
[27, 28] are valid for any Boolean function f whose Walsh spectrum contains at least one 
zero. 

3. CONSTRUCTION OF HIGHLY NONLINEAR CORRELATION 
IMMUNE FUNCTIONS 

First, we will consider the basic construction method. 
 

Construction 3.1  [19] Let h Œ Wn be an [n, 1, d, x] function, where n is even. Consider 
the function g(Xn+2, …, X1) = Xn+2Xn+1 ⊕ h(Xn, …, X1); i.e., the truth table of g is of the 
form hhhhc.  

Then we have the following result. 

Proposition 3.1  Let h ∈ Wn be an [n, 1, d, x] function, where n is even and d > 2. Let g 
∈ Wn+2 be generated from h as in Construction 3.1. Then 
 

1. nl(g) = 2n + 2x; 
2. wd(g, Xi) = 0 for 1 £ i £ n;  
3. wd(g, Xn+2 ⊕ X1) = wd(g, Xn+1 ⊕ X1) = 0; 
4. the function g has an algebraic degree of d. 

 
Proof: Note that for any affine function l Œ A(n + 2), we can write l in any one of the 
forms llll, llcllc, lllclc, llclcl, where l Œ A(n). Now consider l = llll. In this case, d(g, l) = 
d(hhhhc, llll) = d(h, l) + d(h, l) + d(h, l) + d(hc, l) = 2d(h, l) + d(h, l) + d(hc, l) = 2x + 2n. 
This result is similar for l of other forms also. This gives the nonlinearity result. 
 

Note that g is of the form hhhhc, and that Xi is of the form llll, for 1 £ i £ n. Here by 
Xi, we mean the output column of a truth table considering the function Xi, where Xi is 
considered to be an (n + 2)-variable function. (Here, Xi is an output column of length 2n+2, 
and l is an output column of length 2n). Since h is correlation immune, wd(h, l) = 0 and, 
hence, wd(g, Xi) = wd(h, l) + wd(h, l) + wd(h, l) + wd(hc, l) = 0 for 1 £ i £ n. 

Since, h is 1st order correlation immune, we have wd(h, X1) = wd(h, X c
1 ) = 0. Note 

that here, by X1, we mean the output column of a truth table considering the function X1, 
where X1 is considered as an n-variable function (an output column of length 2n). Now, 
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wd(g, Xn+2 ⊕ X1) = wd(hhhhc, X1X1X1
c
 X1

c
 ) = wd(h, X1) + wd(h, X1) + wd(h, X c

1 ) + wd(hc, 
X1

c
 ) = 0. Similarly, it can be seen that wd(g, Xn+1 ⊕ X1) = 0. 

Since, g(Xn+2, …, X1) = Xn+2Xn+1 ⊕ h(Xn, …, X1) and the degree of h is d > 2, we get 
item 4.                                                               � 

The construction of resilient Boolean functions using linear transformation was used 
in [11]. Here, we will use a similar method for correlation immune functions. The 
method is as follows. 

Given a function f Œ Wn, we define S w W wf
n

f= Œ ={ { , } | ( ) },0 1 0  where Wf is the 
Walsh transform of f. If there exist n linearly independent vectors in Sf, then we can con-
struct a nonsingular n × n matrix Bf whose rows are linearly independent vectors from Sf. 
Let Cf  = B f

−1 . Now, if we construct a function f X f C Xf' ( ) ( ),=  then both f ′, f have 
the same nonlinearity and algebraic degree. Moreover, Wf′′ ( )w = 0 for wt ( )w = 1, where 
Wf ′ is the Walsh Transform of f ′. This ensures that f ′ is 1st order correlation immune. 

Let ε i
k be an k-bit vector with an ith (1 £ i £ k) entry of 1 and let all the other entries 

be 0. For example ε k
k = (1, 0, …, 0) and ε 1

k = (0, …, 0, 1). 
Now, we will concentrate on (n + 2)-bit vectors. We define ri = ε i

n+2 , 1 £ i £ n and ri 
= ε i

n+2 ⊕ ε 1
2n+  for i = n + 1, n + 2. Here, ⊕ means the bitwise XOR of two binary vectors. 

Note that each vector corresponds to a linear function. The vectors ri for 1 £ i £ n corre-
spond to the linear functions Xi, and the vectors ri for i = n + 1, n + 2 correspond to Xn+1 
⊕ X1 and Xn+2 ⊕ X1. It is important to note that the (n + 2) vectors ri are linearly inde-
pendent. Thus, if we consider the function g as in Construction 3.1, then Bg is of the fol-
lowing form. Note that Bg is a nonsingular (invertible) matrix. Let us consider the binary 
matrix Cg = Bg

−1 . 
Then we have the following theorem. 
 

Theorem 3.1  Let h Œ Wn be an [n, 1, d, x] function, where n is even. Then, it is possible 
to construct a function g′, which is [n + 2, 1, d, 2n + 2x].  
 
Proof: We use Construction 3.1 and the result of Proposition 3.1 here. From h, it is pos-
sible to get a function g Œ Wn+2, such that nl(g) = 2n + 2x and the degree of g is d. Now, it 
is possible to get a nonsingular matrix Bg. Thus, we can get a binary matrix Cg = Bg

−1 .  
 

Consider X = (Xn+2, …, X1), which we interpret as a column vector here. Hence, the  
function g′ ( )X = g(Cg X ) is an [n + 2, 1, d, 2n + 2x] function.                    � 

Next, we will consider the initial function for this construction. The construction of 
a [6, 1, 5, 26] Boolean function was proposed in [15]. The following is a 64 bit truth table 
of the [6, 1, 5, 26] Boolean function that we use here: 

 

0000010110101001010100111111000110101111110000101100010000101001  
 
From this, we can construct an [8, 1, 5, 116] function using Theorem 3.1. Note that 

this is the first time that a correlation immune function with nonlinearity greater than 112 
has been reported. Also in [3], it was reported that the maximum possible nonlinearity of  

an [n, m, d, x] function is 2 2 21 12
1n mn n m

d- - +

- -

- -

 for even n. With n = 8, m = 1, and d = 5, 
we get that the maximum possible nonlinearity of an [8, 1, 5, 116] function is 28-1 -  
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2 2 116
8
2

8 1 1
51 1- +

- =

- -

.  Thus, this function achieves the maximum possible nonlinearity 
and, in turn, shows the tightness of the bound [3] in this case. 

In general, we have the following theorem.  
 
Theorem 3.2  It is possible to construct [n, 1, 5, 2 2 21 22 2n n n

- -

- + ]  functions.  
 
Proof: Note that it is possible to construct a [6, 1, 5, 26] function. Now, 26 2 26 1 6

2
= -

-   

-

-2
6
2 2 ,  which is the base case of induction. Let it is possible to construct an [m, 1, 5,  

2 2 21 22 2m m m
- -

- + ]  function for even m > 6. From this, using Theorem 3.1 we can con-  

struct an [m + 2, 1, 5, 2m + 2 2 2 21 22 2( )]m m m
- -

- +  function. Now, 2m + 2 2 1( m-

- 2 2
m

+   

2 2 2m
- ) = 2 2 22 1 22

2
2

2( ) .m m m
+ - -

- +

+ +

 Thus the proof.                              � 
 

Now, we will examine the Walsh spectra of the function g′. Since 
g X g C Xg' ( ) ( ),=  the Walsh spectra of g, g′ are the permutations of each other. Note 
that any linear function l of n + 2 variables can be written in any of the following four 
forms: llll, llcllc, lllclc, llclcl, where l is a linear function of n variables. Note that, wd(g, l) 
= wd(hhhhc, llll) or wd(hhhhc, llcllc) or  wd(hhhhc, lllclc) or wd(hhhhc, llclcl). Thus, wd(g, 
l) = ± 2wd(h, l). The Walsh spectrum of the [6, 1, 5, 26] function  

 
0000010110101001010100111111000110101111110000101100010000101001  

 
contains 7 different values: 0, ± 4, ± 8, ± 12. Thus, the [n = 6 + 2i, 1, 5, 2 21 2n n

-

- +   
2 2 2n

- ]  functions have the Walsh spectra 0,   4 2   8 2 ,   12 2 .± ◊ ± ◊ ± ◊
i i i,  Hence, we have 

the following results. 
 
Corollary 3.1  It is possible to construct [n, 1, 5, 2 2 21 22 2n n n

- -

- + ]  functions with  
seven valued Walsh spectra: 0,   4 2   8 2 ,   12 2 .± ◊ ± ◊ ± ◊

- - -
n n n
2 2 23 3 3,  

 
Now we will examine some more interesting results for the Walsh spectra of these 

functions. We have earlier mentioned that for a linear function l, by ndg(l), we denote the 
number of input variables on which l is nondegenerate. It can be checked that for the [6, 
1, 5, 26] function f mentioned above, wd(f, l) = 0, ± 8, when ndg(l) is odd and wd(f, l) = ± 
4, ± 12, when ndg(l) is even for l Œ L(6). It can also be observed that the [8, 1, 5, 116] 
function F, constructed using the function f, gives the following Walsh spectra: wd(F, l) 
= 0, ± 16, when ndg(l) is odd and wd(f, l) = ± 8, ± 24, when ndg(l) is even for l Œ L(8). 
We will generalize this result. First, we will update Construction 3.1. 

 
Construction 3.2  Let h Œ Wn be an [n, 1, d, x] function, where n is even. Also, let wd(h, 
l) = 0, ± x, when ndg(l) is odd, and let wd(h, l) = ± y, ± z, when ndg(l) is even for l Œ L(n). 
Then, consider the function g(Xn+2, …, X1) = Xn+2Xn+1 ⊕ h(Xn, …, X1); i.e., the truth table 
of g is of the form hhhhc. Consider the binary matrix Cg shown in Table 1. Let X = 
(Xn+2, …, X1). Interpret X as a column vector. Construct the function g′ ( )X = g(Cg X ). 
 

We have already proven that the function g′ ( )X is an [n + 2, 1, d, 2n + 2x] one. Now, 
we will prove the result for Walsh spectra of the function g′.    
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Table 1. The Bg and Cg matrices. 

B Cg g=

◊ ◊

◊ ◊

◊ ◊

◊ ◊ ◊ ◊ ◊ ◊ ◊ ◊

◊ ◊ ◊ ◊ ◊ ◊ ◊ ◊

◊ ◊

◊ ◊

◊ ◊

L

N

M
M
M
M
M
M
M
M
M
M
M

O

Q

P
P
P
P
P
P
P
P
P
P
P

=

◊ ◊

◊ ◊

◊ ◊

◊ ◊ ◊ ◊ ◊ ◊ ◊ ◊

◊ ◊ ◊ ◊ ◊ ◊ ◊ ◊

◊ ◊

◊ ◊

◊ ◊

L

N

M
M
M
M
M
M
M
M
M
M
M

O

Q

P
P
P
P
P

0 0 0 0 0 1

0 0 0 0 1 0

0 0 0 1 0 0

0 0 1 0 0 0

0 1 0 0 0 1

1 0 0 0 0 1

1 0 0 0 0 1

1 0 0 0 1 0

0 0 0 1 0 0

0 0 1 0 0 0

0 1 0 0 0 0

1 0 0 0 0 0

, P
P
P
P
P
P

 

 
Lemma 3.1  Let g′ Œ Wn+2 be as mentioned in Construction 3.2. Then, wd(g′, l) = 0, ± 2 
◊ x, when ndg(l) is odd, and wd(g′, l) = ± 2 ◊ y, ± 2 ◊ z, when ndg(l) is even for l Œ L(n + 
2).  
 
Proof: Note that l takes any of the following four forms: Xn+2 ≈ Xn+1 ≈ l, Xn+2 ≈ l, Xn+1 

≈ l, l, where l Œ L(n). Now, wd(g(Xn+2, …, X1), l) = 0, or ± 2x when ndg(l) is odd and 
wd(g(Xn+2, …, X1), l) = ± 2y, or ± 2z when ndg(l) is even. It is important to see that 
ndg(l) is odd when (i) l is of the form Xn+2 ≈ Xn+1 ≈ l, or l and ndg(l) is odd; (ii) l is of 
the form Xn+2 ≈ l, or Xn+1 ≈ l and ndg(l) is even. Similarly, ndg(l) is even when (i) l is of 
the form Xn+2 ≈ Xn+1 ≈ l, or l and ndg(l) is even, (ii) l is of the form Xn+2 ≈ l, or Xn+1 ≈ l 
and ndg(l) is odd. Then the proof follows from the result that g′ ( )X = g(Cg X ) and from 
the form of the matrix Cg.                                                � 
 
Theorem 3.3  It is possible to construct [n, 1, 5, 2n-1 - 2 2

n

 + 2 2 2n
- ] functions f with  

 
1. Wf ( )w = 0, ± 8 ◊ 2 2 3n

- , for wt ( )w odd and 

2. Wf ( )w = ± 4 ◊ 2 2 3n
- , ± 12 ◊ 2 2 3n

- , for wt ( )w even.   
 
Proof: The proof follows from Construction 3.2, Lemma 3.1and the Walsh spectra of the 
initial [6, 1, 5, 26] function mentioned above.                                 � 
 
3.1 Modified Construction for Maximum Possible Algebraic Degree 

  
Note that all the functions we have constructed so far are of algebraic degree 5. 

However, it is known [26] that the maximum possible algebraic degree of an [n, m, d, x] 
function is d = n - m. Thus, here, for m = 1, we need to achieve the algebraic degree n - 
1. This we will achieve using the following technique, which has earlier been used in [9]. 
 
Definition 3.1  Let f, g Œ Wn, and let there exist i0, i1 with i0 + i1 = 2n - 1, such that  

1. f[i0] = f[i1] = a, a Œ {0, 1}, 
2. g[i0] = g[i1] = 1 - a, and  
3. f[j] = g[j] if j π i0, i1. 
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Then we say that f, g are palindromically related.  
Note that the values of just a specific pair of positions are complementary and the 

positions are the same distances from the top and bottom of the function. The following 
result shows the importance of Definition 3.1. 

 
Proposition 3.2  Let f, g Œ Wn be palindromically related. Then 

1. f is correlation immune of order 1 iff g is correlation immune of order 1; 
2. nl(g) ≥ nl(f) - 2.  
3. if the algebraic degree of f is less than n - 1, then g is of algebraic degree n - 1.  

 
Proof: Items 1 and 2 were proven in and in [9] and [10], respectively. Now we will prove 
item 3. Consider f = f1f2, where f1, f2 Œ Wn-1; that is, the truth table of f can be seen as the 
concatenation of the truth tables of the functions f1 and f2. Similarly, consider g = g1g2, 
where g1, g2 Œ Wn-1. Since, f is of algebraic degree less than n - 1, we have wt(f1) and  
wt(f2) are both even. Thus, wt(g1) and wt(g2) are both odd. Hence, the degree of g is n - 1.                   
                                                                     � 
 
Theorem 3.4  It is possible to construct [n, 1, n - 1, 2n-1 - 2 2

n

+ 2 2 2n
-

- 2] functions.  
 
Proof: We know from Theorem 3.2 that it is possible to construct an [n, 1, 5, 2n-1 

- 2 2
n

+  

2 2 2n
- ] function. We will consider such a function f. Now, this function is unbalanced; 

hence, it cannot be of the form hhc, for h Œ Wn-1. Thus, there will be at least one location 
i such that f[i] = f[2n - 1 - i]. From f, we can construct a palindromically related function  
g Œ Wn. From Proposition 3.2, it is clear that g is an [n, 1, n - 1, 2n-1 - 2 2

n
+ 2 2 2n

-

- 2] 
function.                                                              � 

 
Thus, from an [8, 1, 5, 116] function we can construct an [8, 1, 7, 114] function. 
Now, we will analyze the Walsh spectra of [n, 1, n - 1, 2n-1 - 2 2

n

+ 2 2 2n
-

- 2] func-  
tions. From Corollary 3.1, we get that the Walsh spectra of the [n, 1, 5, 2n-1 - 2 2

n

+ 2 2 2n
- ]  

functions have seven valued Walsh spectra: 0, ± 4 ◊ 2 2 3n
- , ± 8 ◊ 2 2 3n

- , ± 12 ◊ 2 2 3n
- . 

 
Proposition 3.3  Let f, g Œ Wn be palindromically related, and let l Œ L(n). Then,  

1. wd(f, l) = wd(g, l), if l is nondegenerate on an odd number of variables;  
2. wd(f, l) = wd(g, l) ± 4, if l is nondegenerate on even number of variables.  

 
Proof: Let ndg(l) be odd. If we consider the truth table of l, then l[i] π l[2n - 1 - i].  
Note that f[i] = f[2n - 1 - i] and g[i] = g[2n - 1 - i]. Thus, though f[i] π g[i], the contribu-
tion to the wd(,) value for both functions f, g will be the same for the points i, 2n - 1 - i, 
which is 0.   

On the other hand, if ndg(l) is even, the truth table of l has the property l[i] = l[2n - 
1 - i]. Here, f[i] = f[2n - 1 - i], and g[i] = g[2n - 1 - i]. Also, f[i] π g[i]. Thus, the contri-
bution to the wd(,) value for both the functions f, g will differ for the points i, 2n - 1 - i, 
which is ± 4.                                                        � 
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Hence, we get the following result related to the Walsh spectra of the functions 
which are optimized with respect to the algebraic degree. 

Theorem 3.5  It is possible to construct [n, 1, n - 1, 2n-1 - 2 2
n

+ 2 2 2n
-

- 2] functions f 
with the 11-valued Walsh spectra as follows: 
 

1. Wf ( )w = 0, ± 8 ◊ 2 2 3n
- , for wt ( )w odd, and 

2. Wf ( )w = ± 4 ◊ 2 2 3n
-

± 4, ± 12 ◊ 2 2 3n
-

± 4, for wt ( )w even. 
 
Proof: Consider the Walsh spectra of the [n, 1, 5, 2n-1 - 2 2

n

+ 2 2
2

n −
] function f as in Theo- 

rem 3.3. Wf ( )w = 0, ± 8 ◊ 2 2 3n
- , for wt ( )w odd, and Wf ( )w = ± 4 ◊ 2 2 3n

- , ± 12 ◊ 2 2 3n
- , for 

wt ( )w even. Then, the result follows from Proposition 3.3.                      � 

4. AUTOCORRELATION OF CORRELATION IMMUNE FUNCTIONS 

The autocorrelation properties of correlation immune Boolean functions have re-
ceived a lot of attention recently [30, 34, 35]. Here, we will discuss these properties. 

4.1 Lower Bound on Sum-of-Square Indicator  

We will begin this section with a result from [32, Theorem 3].  
 

Theorem 4.1  Let f Œ Wn. Then, s f
n

f
=

23

F .  Moreover, if f has a three valued Walsh 

spectra 0, ± 2x, then s f
n

f
=

23

F .   
 

Next, we have the following result, which follows directly from the definition of 
correlation immunity and Ff. 
 
Proposition 4.1  Let f Œ Wn be an m-th order correlation immune function. Then, Ff £ 2n   

-

F
HG
I
KJ=

Â
n

ii

m
.

1  Moreover, if f is m-resilient, then F f
n

i

m n

i
£ -

F
HG
I
KJ=

Â2
1

.  

 
The next result follows from Theorem 4.1 and Proposition 4.1 

 
Lemma 4.1  Let f Œ Wn be an m-th order correlation immune function. Then, sf ≥  

2

2

3

1

n

n

i

m n

i
-

F
HG
I
KJ=

Â
.  Moreover, if f is m-resilient, then s f n

i

n

n

i

m
≥

-

F
HG
I
KJ=

Â

2

2

3

1

.  

To identify the important consequences of this result we need to get an approximate 
result which will provide a sf value of the form 22n + 2n+q, where q is a function of n, m.  

Theorem 4.2  Let f Œ Wn be an m-th order correlation immune function. Then, sf  > 22n  

+ 2
2 1

n
n

ii

m
+

F
HG
I
KJ=

Âlog

.  Similarly, if f is m-resilient, then sf  > 22n + 2
2 1

n
n

ii

m
+

F
HG
I
KJ=

Âlog

.   
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Proof: Note that 2

2

2

1

3

1

2 2
n

n

i

m n

i

n n

i

m n

i
-

F
HG
I
KJ

=

=
Â

> +

F
HG
I
KJÂ .  Thus, the result follows for correlation  

immune functions. A similar result follows for resilient functions.                 � 

Note that, in our analysis, there is no significant difference in the results of correla-
tion immune and resilient functions in terms of their numerical values. 

Currently, no results are available from the lower bound of sf  values for correlation 
immune and resilient functions. The only known results are for balanced functions, 
which are given in [27, 28]. The lower bound for balanced functions given in [27] is 22n 
+ 2n+3. The result given in [28] is as follows. For a balanced function f, 

sf  ≥ 22n
 + 26 (2n 

- t - 1), if 0 £ t £ 2n - 2n-3 
- 1, t odd,                      (i) 

22n
 + 26 (2n 

- t + 2), if 0 £ t £ 2n - 2n-3 
- 1, t even,                     (ii) 

( ) ,1 21
2 1

2
+

- -

n t

n  if 2n - 2n-3 
- 1 < t £ 2n - 2,                         (iii) 

if f satisfies propagation characteristics with respect to t vectors. Note that for cases (i) 
and (ii), even if we overestimate this lower bound, it is 22n + 2n+6. For case (iii) the lower 
bound varies from 22n + 2n+3 to 22n+1 and also depends on the propagation characteristics 
of the function. 

Now, we will present the consequences of our result. 

∑ In our result, the lower bound depends directly on the order m of correlation immunity, 
and this is the first nontrivial result in this direction. 

∑ Note that for m > n
2 , log2 1

n

ii

m F
HG
I
KJ=

Â > n - 1. Thus, for all m-th order correlation immune  

functions with m > n
2 , sf  > 22n + 22n-1. This result is also true for m-resilient functions.  

This provides a strong lower bound on the sum-of-square indicator for m-th order cor-
relation immune and m-resilient functions. 

∑ Given any value r (1 £ r < n), it is possible to find an m-th order correlation immune or 
m-resilient function f such that sf  > 22n + 2n+r by properly chosen m. 

4.2 Lower Bound on the Absolute Indicator 

Now, we will concentrate on the absolute indicator of GAC. We already have a re-
sult for the sum-of-square indicator for correlation immune and resilient functions. We 
will use this result here.  

Lemma 4.2  For an n-variable m-th order correlation immune function f,  

D f

n

i

n

i

n

n

i

m

n

i

m
≥

-

F
HG
I
KJ

-

F
HG
I
KJ

=

=

Â

Â

1
2 1

2

2

2

1

1

.  Similarly, D f

n

i

n

i

n

n

i

m

n

i

m
≥

-

F
HG
I
KJ

-

F
HG
I
KJ

=

=

Â

Â

1
2 1

2

2

2

0

0

 or an n-variable m-resilient  

function f.  

 
Proof: We know that s a

a
f fn
=

Œ
Â D

2

0 1
( ).

{ , }
 Thus, the absolute value of each D f ( )a  

will be the minimum value only when each D f ( )a , for α Œ {0, 1}n (except the all zero 
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case), possess equal values. Hence, the minimum value of Df will be 
s f

n

n

-

-

2

2 1

2

.  This 
gives the result when the value of σf from Lemma 4.1 is used.                    � 
 

In [34], it was shown that D f
m i m n

i
≥

- - -

=

+•

Â2 21 1

0

( )  for an unbalanced n-variable  

m-th order correlation immune function for the range 2 £ m £ n. Note that Df  ≥ 2m−1  

2 21

0

1 1
1 2 1

i m n

i

m
m n

( ) .- -

=

+•
-

-
Â =

- -

 Also, D f
m i m n

i
≥

-

=

+•

Â2 2
0

( )  for an n-variable m-resilient  

function for the range 1 £ m £ n - 1. This gives, D f
m i m n

i
≥

-

=

+•

Â2 2
0

( )
=

-

-

2 1
1 2

m
m n .  

For lower orders of correlation immunity ( ),m n
£ -2 1  and lower orders of resil  

iency ( ),m n
£ -2 2  our result in Lemma 4.2 is better than the result in [34]. Since the 

expressions are too complicated to compare, we provide a table below to substantiate our 
claim. We will present a comparison for n-variable, m-resilient functions. Note that the Df 

values for balanced functions are divisible by 8. Thus, after calculating the expressions, 
we increase the values to the closest integers divisible by 8. In each row, we first provide 
the Df values from Lemma 4.2, and then under that we provide the result from [34]. It is 
clear that our result provide a considerable improvement over that in [34] as both n, m 
increase. 

Using simplification in Lemma 4.2, we get the following result. 
 

Theorem 4.3  For an n-variable m-th order correlation immune function f,  

D f

n

i

n

i

n i

m

n

i

m
>

F
HG
I
KJ

-

F
HG
I
KJ

=

=

Â

Â
2 2

1

1
2

.  Similarly, D f

n

i

n

i

n i

m

n

i

m
>

F
HG
I
KJ

-

F
HG
I
KJ

=

=

Â

Â
2 2

0

0
2

 for an n-variable m-resilient func-  

tion f.  

 
Proof: The result follows from overestimating 2n - 1 by 2n.                      �  
  

It is known that for a function f of even weight, Df ∫ 0 mod 8. Since the correlation 
immune functions and resilient functions are all of even weight, the Df values will be the 
values that are greater than the values given in Theorem 4.3, which are divisible by 8. 
Our result has the following consequences. 

 
∑ The value Df is a function of n, m.  

∑ For small values of m, D f i

m n

i

n

m
>

F
HG
I
KJ
>
F
HG
I
KJ=

Â 1
.  

∑ For m = 1, D f n> .  
 
4.3 Lower Bounds Using Weight Divisibility Results 

 
Here, we will use the weight divisibility results of correlation immune and resilient 

Boolean functions [21]. It is known that the values in the Walsh spectrum of an m-th or-
der correlation immune function are divisible by 2m+1. Similarly for m-resilient functions, 
the Walsh spectrum values are divisible by 2m+2. 
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Table 2. Comparison of our results with those presented in [34]. 

nm 1 2 3 4 5 6 7 8 9 10 11 12 13 14 
8 8 

8 
8 
8 

            

9 8 
8 

8 
8 

            

10 8 
8 

8 
8 

16 
16 

           

11 8 
8 

16 
8 

24 
16 

           

12 8 
8 

16 
8 

24 
16 

32 
24 

          

13 8 
8 

16 
8 

24 
16 

40 
24 

          

14 8 
8 

16 
8 

24 
16 

48 
24 

72 
40 

         

15 8 
8 

16 
8 

32 
16 

78 
24 

80 
40 

         

16 8 
8 

16 
8 

32 
16 

56 
24 

88 
40 

144 
72 

        

17 8 
8 

16 
8 

32 
16 

64 
24 

104 
40 

168 
72 

        

18 8 
8 

16 
8 

32 
16 

72 
24 

120 
40 

192 
72 

288 
136 

       

19 8 
8 

16 
8 

40 
16 

72 
24 

136 
40 

224 
72 

344 
136 

       

20 8 
8 

16 
8 

40 
16 

80 
24 

152 
40 

256 
72 

400 
136 

600 
264 

      

21 8 
8 

16 
8 

40 
16 

88 
24 

176 
40 

296 
72 

472 
136 

712 
264 

      

22 8 
8 

16 
8 

48 
16 

96 
24 

192 
40 

344 
72 

552 
136 

840 
264 

1224 
520 

     

23 8 
8 

24 
8 

48 
16 

112 
24 

216 
40 

392 
72 

648 
136 

1000 
264 

1464 
520 

     

24 8 
8 

24 
8 

56 
16 

120 
24 

240 
40 

440 
72 

752 
136 

1176 
264 

1752 
520 

2496 
1032 

    

25 8 
8 

24 
8 

56 
16 

128 
24 

264 
40 

504 
72 

864 
136 

1384 
264 

2088 
520 

3008 
1032 

    

26 8 
8 

24 
8 

56 
16 

136 
24 

296 
40 

568 
72 

1000 
136 

1624 
264 

2488 
520 

3624 
1032 

5096 
2056 

   

27 8 
8 

24 
8 

64 
16 

152 
24 

320 
40 

632 
72 

1144 
136 

1904 
264 

2960 
520 

4360 
1032 

6176 
2056 

   

28 8 
8 

24 
8 

64 
16 

160 
24 

352 
40 

712 
72 

1304 
136 

2216 
264 

3504 
520 

5232 
1032 

7480 
2056 

10368 
4104 

  

29 8 
8 

24 
8 

64 
16 

168 
24 

384 
40 

792 
72 

1488 
136 

2560 
264 

4128 
520 

6264 
1032 

9056 
2056 

12640 
4104 

  

30 8 
8 

24 
8 

72 
16 

184 
24 

424 
40 

880 
72 

1680 
136 

2960 
264 

4848 
520 

7472 
1032 

10944 
2056 

15400 
4104 

21064 
8200 

 

31 8 
8 

24 
8 

72 
16 

192 
24 

456 
40 

976 
72 

1896 
136 

3400 
264 

5672 
520 

8880 
1032 

13184 
2056 

18744 
4104 

25800 
8200 

 

32 8 
8 

24 
8 

80 
16 

208 
24 

496 
40 

1080 
72 

2128 
136 

3888 
264 

6600 
520 

10512 
1032 

15832 
2056 

22768 
4104 

31592 
8200 

42736 
16392 

 
 

We will now obtain the sum of square indicators of such functions. We will once  
again refer to Theorem 4.1. For f Œ Wn, s f

n

f
≥

23

F .   

 
∑ For an n-variable, m-th order correlation immune function, the values in the Walsh  

spectra are 0, ± i2m+1, i = 1, 2, …. From Parseval’s relation [5] we get W wfw n

2

0 1
( )

{ , }Œ
Â  

= 22n .  Hence, we get that for such a function f, Ff £ 22n−2m−2.  
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∑ For an n-variable, m-resilient Boolean function, the Walsh spectra contain the values 0, 
± i2m + 2, i = 1, 2, …. Using Parseval’s relation, we get that for such a function f, Ff £ 
22n−2m−4. 

 
Theorem 4.4  For an n-variable, m-th order correlation immune function f, sf ≥ 2n+2m+2, 
and for an n-variable, m-resilient function f, sf ≥ 2n+2m+4. 
 
Proof: It is known from [21] that for m-th order correlation immune (respectively, 
m-resilient) functions, the nonzero values of the Walsh spectra will always be divisible 
by 2m+1 (respectively, 2m+2). Thus, using Parseval’s relation, we get that for correlation  
immune (respectively, resilient) functions, Ff £ 22n−2m−2 (respectively, Ff £ 22n−2m−4.) 
Hence, the result follows from Theorem 4.1.                                  � 
 

Note that the trivial lower bound on the sum of the square indicator is 22n. Hence, 
for correlation immune functions, this bound is nontrivial, when n + 2m + 2 > 2n, i.e, 
m n
> 2  - 1. Similarly, for resilient functions, this bound is nontrivial for m n

> -2 2.  
The weight divisibility results obtained using the algebraic degree of the functions 

have been presented in [3]. These results can be used to provide a sharper lower bound 
on sf involving the algebraic degree. From [3], it is clear that for an n-variable, m-th or-
der correlation immune function with algebraic degree of d, the values of the Walsh spec-  

tra will be divisible by 2
1 1m n m

d+ +
- -

.  Similarly for an n-variable, m-resilient function with 
an algebraic degree of d, the values of the Walsh spectra will be divisible by  

2
2 2m n m

d+ +
- -

.  Using these results, we can update Theorem 4.4 to include the algebraic 
degree as follows.  

 
Theorem 4.5  For an n-variable, m-th order ( )m n

> -2 1  correlation immune (respec- 

tively resilient) function f with an algebraic degree of d, s f
n m n m

d
≥

+ + +
- -

2
2 2 2 2 1

 (respec- 

tively, s f
n m n m

d
≥

+ + +
- -

2
2 4 2 2

).  

 
Next, we will focus on a very important subset of correlation immune and resilient 

functions which possess maximum possible nonlinearity. Importantly, resilient functions 
have direct application in stream cipher systems. Now, the clear benchmark for selecting 
resilient functions is the present of the functions which possess the best possible trade-off 
among the parameters nonlinearity, algebraic degree, and the order of resiliency. How-
ever, we should consider one more important criterion in the selection process. It is a fact 
that we can find functions with the best possible trade-off and having the same values of 
nonlinearity, algebraic degree and order of resiliency but having different autocorrelation 
properties. Thus, it is important to select the one with better Df values. It is also interest-
ing to note that any two functions with this best possible trade-off must possess the same 
sf values, which we will show shortly. For this purpose, we will concentrate on defining 
of plateaued functions [32, Definition 9]. Apart from the bent and linear functions, the 
other plateaued functions have three-valued Walsh spectra: 0, ± 2x. We can once again 
employ Theorem 4.1 (the result from [32, Theorem 3]. Let f Œ Wn and let f have a  

three-valued Walsh spectra 0, ± 2x. Then, s f
n

f
=

23

F .  We present the following known 
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[21] results.  

∑ For n-variable, m-th order correlation immune functions with m n
> -2 1,  the maximum  

possible nonlinearity that can be achieved is 2n−1 - 2m, and these functions possess 
three-valued Walsh spectra: 0, ± 2m+1. Thus from Parseval’s relation [5],  

W wfw

n
n

2

0 1

22( ) .
{ , }Œ

Â =  Hence, we get that for such a function f, Ff = 22n−2m−2.  

∑ For n-variable, m-resilient functions with m n
> -2 2,  the maximum possible nonlinear-

ity that can be achieved is 2n−1 - 2m+1, and these functions possess three-valued Walsh 
spectra: 0, ± 2m+2. Using Parseval’s relation, we get that for such a function f, Ff = 
22n−2m-4.  

 
Hence we get the following result. 

 
Theorem 4.6  For an n-variable, m-th ( )m n

> -2 1  order correlation immune function f  

with maximum possible nonlinearity, sf = 2n+2m+2. Similarly, for an n-variable, m-resilient 
( )m n

> -2 2  function f with maximum possible nonlinearity, sf = 2n+2m+4.  
 
Proof: The result for correlation immune (respec tively resilient) functions follows from 
Theorem 4.1 and Ff = 22n−2m−2 (respectively, Ff = 22n−2m−4) [21].                   � 
 

Recently reported results [3, 29] clearly show that the nonlinearity and algebraic 
degree of correlation immune and resilient functions are optimized simultaneously. 
Theorem 4.6 provides the result when the nonlinearity is maximized. Thus, the algebraic 
degree is also maximized in this case. Here, we can show that at this situation, the sum of 
square indicator attains its minimum value, too. This indicates that for an n-variable, 
m-resilient function the nonlinearity, algebraic degree, and sum of square indicator of 
autocorrelation values are optimized simultaneously. 

 
4.4 Construction Results 

 
Resilient Boolean functions, which are provably optimized in terms of the order of 

resiliency, algebraic degree and nonlinearity [21], have immediate applications in stream 
cipher systems. Unfortunately, the general construction techniques does not provide good 
autocorrelation properties. First, we will discuss some specific resilient functions and 
their Df values. Then, we will analyze some of the well known constructions and calcu-
late the autocorrelation values. 

Let us consider the (5, 1, 3, 12) functions. We will initially consider such a function 
f constructed using linear concatenation, which is (1 ⊕ X5)(1 ⊕ X4)(X1 ⊕ X2) ⊕ (1 ⊕ X5) 
X4(X1 ≈ X3) ⊕ X5(1 ⊕ X4)(X2 ⊕ X3) ⊕ X5X4(X1 ⊕ X2 ⊕ X3). This function has Df = 16. 
However, using search techniques, we can get a (5, 1, 3, 12) function g, such that Dg = 8. 
The truth table of the function is 00001011110110011110010100111000. This function 
achieves the best possible trade-off among order of resiliency, nonlinearity, algebraic 
degree, and autocorrelation. Recently, (7, 2, 4, 56) [15] and (8, 1, 6, 116) [12] functions 
have been found by means of computer search. It has been reported in [4] that the mini-
mum Df values for these two cases (so far found by computer search) are 32, and 80, re-
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spectively. Moreover, it has been shown in [4] that the (10, 1, 8, 488) function provided 
in [12] has Df value of 320, and the (10, 1, 8, 484) function provided in [20] has a Df 
value of 192. In [4], the simulated annealing technique was applied to find resilient func-
tions with very good autocorrelation properties. The functions (7, 1, 5, 56), (7, 2, 4, 56), 
(8, 1, 6, 116), and (10, 1, 8, 484) with Df values of 16, 24, 24, and 64, respectively, have 
been reported in [4]. 

However, the existing generalized recursive construction results are not very good 
in terms of the autocorrelation values. We will next discuss the absolute indicator values 
of autocorrelation for some of these constructions. 

 
4.4.1 Recursive construction I 
 

 Here, we will consider the recursive construction which has been discussed in [2, 
11] based on different forms. We will use the notation in [11] here to construct an (n + 
1)-variable function F from two n-variable functions f, g: 
 

Qi(f(Xn, …, X1), g(Xn, …, X1)) = F(Xn+1, …, X1) = (1 ⊕ Xi) f(Xn, …, Xi+1, Xi-1, X1) ⊕ 
Xig(Xn, …, Xi+1, Xi-1, X1) 

 
 Let f be an n-variable, m-resilient degree d Boolean function having a nonlinearity 

of x. Define F(Xn+1, …, X1) as an (n + 1)-variable Boolean function as follows: F(Xn+1,…, 
X1) = Qi(f(Xn, …, X1), a ⊕ f(b ⊕ Xn, …, b ⊕ X1)). Here, a, b Œ {0, 1} and if m is even, 
then a π b, and if m is odd, then a = 1 and b can be either 0 or 1. Then, F(Xn+1, Xn, …, X1) 
is an (m + 1)-resilient, degree d function having a nonlinearity of 2x [11].  

Note that any of the operators Qi can be expressed as a combination of Qn+1 and a 
suitable permutation of the input variables. The permutation of the input variables pre-
serves the autocorrelation property, resiliency, algebraic degree, and nonlinearity. So it is 
enough to look into the construction function as F(Xn+1, …, X1) = Qn+1 (f(Xn, …, X1), a ⊕ 
f(b ⊕ Xn, …, b ⊕ X1)), i.e., F(Xn+1, …, X1) = (1 ⊕ Xn+1) f(Xn, …, X1) ⊕ Xn+1(a ⊕ f(b ⊕ 
Xn, …, b ⊕ X1)). 

First we will consider the case where m is even. Then, a π b. Let us consider a = 1, b 
= 0, and then F(Xn+1, …, X1) = (1 ⊕ Xn+1) f(Xn, …, X1) ⊕ Xn+1 (1 ⊕ f(Xn, …, X1)) = Xn+1 ⊕ 
f(Xn, …, X1). It is clear that Df(1, 0, …, 0) = - 2n+1. 

If we consider a = 0, b = 1, and F(Xn+1, …, X1) = (1 ⊕ Xn+1) f(Xn, …, X1) ⊕ Xn+1 f(1 
⊕ Xn, …, 1 ⊕ X1), then, Df(1, 1, …, 1) = 2n+1. 

Similarly, it can be shown that for the case in which m is odd, there will be linear 
structures in this construction. Thus, for this recursive construction, for an n variable 
function, the absolute indicator value is 2n.   

 
4.4.2 Recursive construction II 
 

Now, we will consider the construction reported in [29] that was later modified to 
obtain that reported in [15]. An (n, m, d, x) function f is said to be in the desired form [15] 
if it is of the form (1 ≈ Xn) f1 ≈ Xnf2, where f1, f2 are (n - 1, m, d - 1, x - 2n-2) functions. 
This means that the nonzero values of the Walsh spectra of f1, f2 do not intersect; i.e., if 
W wf1

0( ) ,π  then W wf2
0( ) ,=  and vice versa. Let f be an (n, m, d, x) function in the 
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desired form, where f1, f2 are both (n - 1, m, d - 1, x - 2n-2) functions. Let F = Xn+2 ⊕ 
Xn+1 ⊕ f and G = (1 ⊕ Xn+2 ⊕ Xn+1) f1 ⊕ (Xn+2 ⊕ Xn+1) f2 ⊕ Xn+2 ⊕ Xn. Note that following 
the language in [29], the function G above is said to depend quasilinearly on the pair of 
variables (Xn+2, Xn+1). Also, F1 = (1 ⊕ Xn+3) F ⊕ Xn+3G. The function F1 constructed from 
f above is an (n + 3, m + 2, d + 1, 2n+1 + 4x) function in the desired form. 

Consider the case in which an+3 = 0, an+2 = an+1 = 1 and any pattern for an, …, a1. 
In this case, F(Xn+2, …, X1) = F(Xn+2 ⊕ an+2, …, X1 ⊕ a1); hence we get DF(an+2, …, a1) 
= 2n+2. On the other hand, G(Xn+2, …, X1) ≈ G(Xn+2 ⊕ an+2, …, X1 ⊕ a1) = f1 ⊕ f2 ⊕ 1. 
Note that if the nonzero values of the Walsh spectra of f1, f2 do not intersect, then f1 ⊕ f2 
is balanced [22]; i.e., f1 ⊕ f2 ⊕ 1 is also balanced. Hence, DG(an+2, …, a1) = 0. This gives 
that DF1

(an+3, …, a1) = DF(an+2, …, a1) + DG(an+2, …, a1) = 2n+2 + 0 = 2n+2. Therefore, DF1
 

≥ 2n+2. 
Thus, for this recursive construction and for an n variable function, the absolute in-

dicator value is greater than or equal to 2n-1. 
It would be interesting to find a construction which provides good Df values for re-

silient functions f with the best possible nonlinearity, algebraic degree and sf values. 

5. CONCLUSIONS 

In this paper, we have considered nonlinearity and autocorrelation of correlation 
immune Boolean functions. We have presented a generalized construction method for 
highly nonlinear first order correlation immune functions. We have also discussed in de-
tail the algebraic degree and Walsh spectra of these functions. In addition, we have dis-
cussed the autocorrelation properties of correlation immune Boolean functions and pro-
vide the currently best known lower bound in this direction for low orders of correlation 
immunity. We have also shown that some of the recently reported methods for construct-
ing resilient functions have weaknesses in terms of the autocorrelation properties. It 
would be interesting to develop a generalized method for constructing resilient Boolean 
functions with a very good autocorrelation property. 
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