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The paper presents an efficient approach to providing fault-tolerant capability for
mobile multicast. In multicast communication, packets can be concurrently sent from a
source node to all members by a multicast tree. If failures occur in nodes (links) of the
multicast tree, the faulty tree will be partitioned into several disconnected subtrees. For
the subtrees without the source node, it cannot deliver multicast packets to the members
under its delivery range again. The main goal of this paper is to make members immune
from failure affection. The proposed fault-tolerant approach contains two schemes. The
first scheme uses the redundant resources of a mobile network to reconnect all the dis-
connected subtrees. Compared to previous approaches, the first scheme does not gener-
ate loops. In addition, it can control the maximum delivery delay of the new reconnected
multicast tree. The second scheme is initiated when the first scheme cannot reconnect all
the subtrees. It extracts the failure-free part of the faulty multicast tree to form a safe
multicast subtree. Then, multicast packets are only delivered along the safe multicast
subtree to all the members. Unlike the first scheme, the second scheme is not based on
the network topology support to achieve fault tolerance. Finally, simulations are per-
formed to compare the proposed approach and previous approaches in terms of the
fault-tolerant capability and various performance overheads.

Keywords: fault-tolerant capability, mobile multicast, failures, mobile network, simula-
tions

1. INTRODUCTION

With the rapid progress of wireless technology, users have been able to access
Internet applications via wireless mobile systems. Nowadays, many popular Internet ap-
plications need the support of multicast communication, such as video conferencing, dis-
tance learning, resource discovery, etc. This results in a great demand to provide multi-
cast in wireless mobile systems. The solutions for mobile multicast have been proposed
inthe IETF Mobile IP[1].

In multicast communication, if failures occur in a multicast tree, the multicast tree
will be partitioned into several disconnected subtrees. The subtrees without the source
node (failure-affected subtrees) cannot deliver multicast packets to their covering mem-
bers. For example, in Fig. 1, the multicast tree is partitioned into two failure-affected
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Fig. 1. The affection of afaulty multicast tree.

subtrees: {4} and {5} and one failure-free subtree: {1, 3, 6, 7}. Multicast packets cannot
be delivered to members (mm1, mm2, mm3, and mm4) since they are under the delivery
ranges of the two failure-affected subtrees.

Many papers have addressed the reliable issue of multicast communication [2-6],
which focus on the problem how to efficiently retransmit lost multicast packets. As for
the fault-tolerant problem, previous approaches [7-10] mainly research on the fixed net-
work environment, and they can be classified into two basic methods: on-demand fault
tolerance (ODFT) and pre-planned failure restoration (PPFR) [10]. The ODFT method
utilizes the intrinsically redundant paths of a network to reconnect al the disconnected
subtrees. The subtree reconnection may generate loops. To eliminate loops, some mem-
bers need to rejoin the multicast group for establishing their respective new multicast
paths. The loop elimination is not a trivial task. Obviously, the ODFT method is unac-
ceptable for real-time and time-critical multicast applications. For the PPFR method, it
predefines some backup paths in a multicast network. A backup path is activated when a
node (link) failure is detected in the multicast tree. In a wireless mobile system, the
structure of a multicast tree may be changed due to handing off in addition to joining and
leaving. Compared to a fixed network, more backup paths are required to be predefined
in a mobile network to cope with various failures occurring in a highly changeable mo-
bile multicast tree. This complicates the topology of a mobile multicast network. In addi-
tion, the PPFR method does not alow failures to occur in backup paths. If thereisaso a
failure in a used backup path, the PPFR method will fail.

The main goa of the paper is to propose an efficient approach to providing fault-
tolerant capability for mobile multicast. The proposed fault-tolerant approach contains
two schemes. The first scheme attempts to establish several fault-recovery paths to re-
connect al the disconnected subtrees. The establishment of the fault-recovery paths is
also supported by the intrinsically redundant resources of a mobile network. Unlike the
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ODFT method, the first scheme does not generate any loop while reconnecting subtrees.
Due to not performing loop elimination, the fault-tolerant overhead can be significantly
reduced. The first scheme also constrains the maximum delivery delay of the new recon-
nected multicast tree. However, if the original mobile network does not have any redun-
dant path between a disconnected subtree and the source node, the fault-recovery path of
the subtree cannot be established. In such situation, the first scheme cannot wholly repair
the faulty multicast tree. The ODFT and PPFR methods also have this problem. This
failure situation can be successfully handled by the second scheme of the proposed ap-
proach. The second scheme extracts the failure-free part of a faulty multicast tree to form
a safe multicast subtree. Then, multicast packets are only delivered aong the safe
multicast subtree to all the members.

The rest of this paper is organized as follows. Section 2 describes the background
materials of this paper. Section 3 proposes our approach. Section 4 gives the implemen-
tation algorithms of the proposed approach. Section 5 evaluates the overhead of the pro-
posed approach. Section 6 compares the proposed approach with previous approaches.
Finally, concluding remarks are made in section 7.

2. BACKGROUND

This section gives the system model used in this paper. Then, the mobile multicast
is briefly introduced. Next, the fault assumption is made. Last, previous work is re-
viewed.

2.1 System Model

The system model considered in this paper refers to the architecture of a 3G wire-
less system [11], as shown in Fig. 2. It contains four major components: mobile node
(MN), radio access network (RAN), interconnection network, and Mobile IP network.
The MN acts as a multicast member, which interacts with a RAN to obtain radio re-
sources for performing multicast service. The RAN provides the data transmission across
air interface. The interconnection network is used to relay packets between RANs and the
Mobile IP network. With the Mobile IP network, it is divided into several serving areas
and has the following main entities: foreign agent (FA), home agent (HA), and interme-
diate multicast router. Each FA is the default multicast router for the members within its
serving area. In addition, it also cooperates with the HA to support the Mobile IP func-
tionality [1]. Intermediate multicast routers assist FAs to deliver multicast packets in the
Mobile | P network.

2.2 Mobile Multicast

Providing multicast communication in a mobile network environment is more diffi-
cult than that in a fixed network environment due to frequent movements of MNs. The
current IETF Mobile IP working group has proposed two basic methods to support mo-
bile multicast: foreign agent based multicast and home agent based multicast [1]. In this
paper, the foreign agent (FA) based multicast method is adopted. Based on this method, a
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Fig. 2. Wireless mobile system model.

multicast tree is built among the FAs having members within their serving areas. All the
termination nodes of a built multicast tree are FAs. When an FA receives a multicast
packet, it forwards the packet to its serving members (the members within its serving
area) through the interconnection network and an RAN by using multiple times of uni-
cast transmission (multiple times of point-to-point transmission). This multicast trans-
mission mode is also adopted in the 3G UMTS system [12].

There are many protocols to build a multicast tree, e.g. DVMRP [13], MOSPF [14],
PIM [15], and CBT [7]. The CBT protocol is used in this paper since it is independent of
underlying unicast routing protocol and has scaling advantage, which builds the multicast
tree asfollows.

¢ Selecting a node from the network as the core instead of the multicast source node.

¢ Locating the shortest path from the core to each FA with members within its serving
areas.

e Merging the shortest paths.

After building a multicast tree, the structure of the multicast tree may be changed as
members arrive, leave, or move (hand off). When a member newly arrives at or movesin
the serving area of an FA, a Join-Request message is sent to the FA to add a multicast
routing entry corresponding to the member. If the delivery path of the member has not
been established in the multicast tree, a graft message is sent from the FA towards the
core for adding multicast entries corresponding to the delivery path [16]. When a mem-
ber leaves or moves out the serving area of an FA, a Quit-Notification message is sent to
the FA to remove the multicast entry with respect to the member. If a segment on the
delivery path of the left member is not required for other members, a prune message is
sent along the unused path segment to delete the corresponding multicast routing entries
[16].



PROVIDING FAULT TOLERANCE FOR MOBILE MULTICAST 157

2.3 Fault Assumption

Although the CBT protocol is used, the core failure is not discussed in detail. We
assume that if the core fails, one of its child nodes will be selected to be the new core and
al the members can continuously receive multicast packets from the new core. This as-
sumption is also made in [8]. In this paper, if failures occur in a multicast tree, we first
consider the situation that a portion of members incur failure affection. The multicast tree
is divided into two parts: failure-free part and failure-affected part. The failure-free part
contains one failure-free subtree. The members under the delivery range of this subtree
do not incur failure affection since the subtree contains the core. The failure-affected part
contains one or more failure-affected subtrees. The members under the delivery ranges of
those subtrees incur failure affection.

With regard to the failure detection, it is assumed that the faulty state of a node (link)
in a multicast tree (on-tree node (link)) can be detected by the neighboring nodes in the
multicast tree. This can be achieved by operating a “keep-alive’” mechanism (e.g. ICMP
echo request/reply messages) between two adjacent on-tree nodes [17]. If an on-tree node
fails, the root of each failure-affected subtree and one termination node of the failure-free
subtree will be aware of the failure event since they are the neighbors of the faulty node.

2.4 Previous Work

As described in section 1, the existing fault-tolerant multicast approaches were clas-
sified into two basic methods: ODFT and PPFR [10]. In [7], [9], and [18], their proposed
approaches belong to the ODFT method. The approach of [7] tries to find a useful re-
dundant path to reconnect the root of each failure-affected subtree with the core (Note
that the core is the root of the failure-free subtree). The useful redundant path is found by
the assistance of unicast routing protocol since the unicast routing tables will be updated
after some nodes (links) fail. However, the unicast routing update will take a few seconds
to several minutes. In addition, the reconnection may introduce a loop if the redundant
path passes through a descendent node of the failure-affected subtree. To eliminate the
loop, each member under the delivery range of the failure-affected subtree (each fail-
ure-affected member) is asked to rejoin the multicast group by reestablishing its new
multicast path. The approach of [9] attempts to reduce the loop elimination overhead in
the approach of [7]. To avoid reestablishing multicast paths, it modifies the parent-child
relationship of nodes in the failure-affected subtree several times. Based on the change of
parent-child relationship, if the loop cannot be wholly removed, the multicast paths for
the failure-affected members are re-established. In some failure cases, the overhead in the
approach of [9] is larger than the approach of [7]. The approach of [18] is similar to the
approaches of [7] and [9]. It considers a specific multicast environment using the PIM,
IGMP, and OSPF protocols. When a failure occurs in a multicast tree, the three protocols
interact to bypass the failure. The OSPF updates unique routing tables to create new
loop-free routes. Then, the PIM issues join messages to reconnect all failure-affected
subtrees by using new loop-free routes. The recovery time in this approach is dominated
by the convergence time of OSPF routing update.

For the PPFR method, such as [8] and [10], they work under a complicated network
topology. The approach of [8] utilizes the predefined backup paths to bypass the faulty
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nodes (links). In the approach, many backup paths are predefined off-line for tolerating
various possible failures. The approach of [10] presents a “ dual-tree” scheme to build the
primary and secondary multicast trees. The links and internal nodes in the primary tree
are digointed with those in the secondary tree. During the failure-free period, multicast
packets are delivered along the primary tree. The secondary tree is used to deliver multi-
cast packets only when anode (link) failure is detected in the primary tree.

3. THE PROPOSED APPROACH

This section presents a new fault-tolerant approach for mobile multicast. There are
two schemes in the proposed approach. Unlike the previous approaches, the fault-tolerant
capability of the proposed approach cannot fully depend on the network topology sup-
port.

3.1 Basic ldea

In mobile multicast, the delivery tree of a multicast group does not contain al the
nodes (links) of a mobile network. The nodes (links) of a mobile network can be divided
into two types. on-tree nodes (links) and non-tree nodes (links), as shown in Fig. 3 (a).
For any two on-tree nodes, if a failure occurs between them, the non-tree nodes (links)
can be used to assist the establishment of an aternative path for reconnecting the two
no-tree nodes. Utilizing the intrinsically redundant resources of the mobile network (the
non-tree nodes (links)), the first scheme establishes a fault-recovery path with a con-
strained delay for each failure-affected subtree. As shown in Fig. 3 (b), there are two fail-
ure-affected subtrees {4, 7} and {5, 8} after node 2 fails. The fault-recovery paths of the
two failure- affected subtrees are 1, 11, 12, 4 and 1, 3, 6, 5, which reconnect the two sub-
trees with the core again. To avoid generating loops, any descendent nodes (links) in a
failure-affected subtree are not allowed to be involved in the corresponding fault-recovery
path. For the details about the loop avoidance and the delay constraint of the fault-
recovery path, they will be elaborated in section 4.1.

Like the ODFT and PPFT methods, the first scheme is based on the network topol-
ogy support. In some failure cases, the first scheme cannot work successfully. For exam-
ple, in Fig. 3 (c), when node 3 fails, the first scheme can only establish the fault-recovery
path for the failure-affected subtree {6, 9}. The fault-recovery path for the failure-affected
subtree { 10} cannot be established via the assistance of non-tree nodes (links).

Unlike the first scheme, the second scheme is not based on the network topology
support. According to the assumption made in section 2.3, if there is a failure in a multi-
cast tree, the members under the delivery range of the failure-free subtree (the fail-
ure-free members) are still able to receive multicast packets again since the subtree con-
tains the core. The basic idea of the second scheme is to use the failure-free subtree to
deliver multicast packets to all the members. Recall that the mobile multicast in this pa-
per is according to the FA based multicast method. The multicast communication is ter-
minated at FAs (see section 2.2). Therefore, if the failure-affected members (the mem-
bers under the delivery ranges of failure-affected subtrees) change their serving FAs to
the FAs in the failure-free subtree (failure-free multicast FAs), the multicast packets can
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Mobile Multicast Tree

M obile Network

On-tree nodes: {1, 2, 3, 4,5, 6,7, 8,9, 10}

On-tree links: {(1,2), (1,3), (2,4), (2,5), (3,6), (3,10), (4,7), (5.,8), (6,9)}
Non-tree nodes: {11, 12}

Non-tree links: {(1,11), (11,12), (11,2),(12,4), (5,6)}
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Fig. 3. The fault-tolerant illustration of the proposed approach. (a) The structure of a mobile multi-
cast tree. (b) The successful fault-tolerant case using the first scheme. (c) The unsuccessful
fault-tolerant case using the first scheme.

be delivered to al the members by the failure-free subtree only. The changes of the serv-
ing FAs can be done as follows. As shown in Fig. 1, an interconnection network exists
between RANs and FAs. Thereisadelivery path between any RAN and an FA. In theory,



160 JENN-WEI LIN

if an FA receives a multicast packet, it can send the packet to any RAN and any member
since amember is located within the radio coverage area of one RAN. In practice, an FA
sends its received multicast packets to the RANs with members located. The identifiers
of the RANSs are recorded in the managing RAN record of the FA. By modifying the
managing RAN record, the failure-affected members can change their serving FAs with-
out moving their locations, as shown in Fig. 3 (c). In Fig. 3 (¢), FAs 7 and 8 add the
identities of the RANs 3 and 4 in their managing RAN records. Thereafter, whenever
FAs 7 and 8 recelve a multicast packet, they can additionally transmit the multicast
packet to the four failure-affected members. The details about the technique of changing
serving FA can also refer to [19] (section 3.1).

3.2 Extension

In the second scheme, if the structure of the failure-free subtree is aline as shown in
Fig. 4, dl the members will receive multicast packets from the only one FA. As men-
tioned in section 2.2, an FA forwards multicast packets to its serving members using the
unicast transmission way. In Fig. 4, when FA 7 receives a multicast packet, it needs to
repeatedly send the multicast packet to all the members. The performance of FA 7 may
incur significant degradation.

NS
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?nt\er‘ch\e?:t’rorLNlawork
N\ = ~ == ~a
\Av -~
RAN RAN RAN RAN

() Failure-free subtree <"__: Failure-affected subtree

- — : Origind transmission path between FA and RAN
---» : Fault-tolerant transmission path between FA and RAN

Fig. 4. A skew failure-free multicast subtree.
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To avoid concentrating all multicast traffic on a single FA, the second scheme is
enhanced to involve more failure-free FAs in the failure-free subtree for extending it. If
the FAs are randomly selected, the extension of the failure-free subtree may take along
time for establishing the corresponding multicast paths of the randomly selected FAs. To
rapidly extend the failure-free subtree, the multicast paths of the pre-visited FAs are
appropriate preserved without pruning them (Note that multicast packets are not
forwarded aong the preserved multicast paths during the failure-free period). The
pre-visited FAs indicate the FAs that previously visited by some members but now no
members are in them. Thereafter, if an FA is beneficia for extending the failure-free
subtree, its corresponding multicast path can be quickly added without re-establishing
them. The selection of benefic FAs and the extension detail will be described in section
4.2,

Perform the first scheme to
establish a fault-tolerant path for
each failure-affected subtree

The faulty multicast tree can be
r-&—| repaired using the first scheme
only

Perform the second scheme to
l«4— make the failure-free subtree  |a—
serve all the members

The second scheme
cannot work successfully

v

Re-establish a new
multicast tree without
faulty nodes (links)

Is the failure-free subree
in the faulty multicast tree

- ,‘ Stop ,‘:

Fig. 5. Integration of the two proposed schemes.

3.3 Integration

The above two proposed schemes can be integrated to tolerate more failures. The
integration is shown in Fig. 5. In the beginning, the first scheme utilizes the non-tree
nodes (links) of the mobile network to establish fault-recovery paths. If any fail-
ure-affected subtree cannot find its fault-recovery path, the second scheme is performed.
The second scheme first checks whether a failure-free subtree exists in the faulty multi-
cast tree. As the assumption made in section 2.3, if the failure-free subtree exists, it is
extended by restoring preserved multicast paths on it. Then, the serving FAs of al the
failure-affected members are changed to the FAs in the extended failure-free subtree.
Next, the extended failure-free subtree can deliver multicast packets to all the members.
Conversely, if the assumption is not true, the failure-free subtree does not exist. The pro-
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posed approach will fail in this failure case. In such case, a new multicast tree is re-es-
tablished for al the members. In section 6.2, we will perform simulations to observe the
fault-tolerant capability of the proposed approach.

4. IMPLEMENTATION ALGORITHMS AND CORRECTNESS

In this section, we give the agorithms for implementing the two proposed schemes.
The correctness of each of the two schemesis also proved.

4.1 TheFirst Scheme

The detailed algorithm for implementing the first scheme is given in Fig. 6. For
convenience, the fault-tolerant operations are stated from the node point of view. These
fault-tolerant operations execute the following three events.

¢ Notifying failure occurrence: When failures occur in a multicast tree, the root of each
failure-affected subtree can know this failure event (see section 2.3). Then, the root de-
livers afailure-notified message along its corresponding failure-affected subtree. Upon
receiving the failure-notified message, each node makes a mark on it to prevent in-
volving it on a fault-recovery path. This is to avoid generating loops while repairing
the faulty multicast tree.

e Finding possible fault-recovery paths: The root of each failure-affected subtree at-
tempits to establish a fault-recovery path for reconnecting it with the core without pass-
ing through its descendent nodes. Based on the topology support of a mobile network,
there may be several possible fault-recovery paths between the root and the core. There
is a common characteristic for all the possible fault-recovery paths that each of
fault-recovery paths must pass through one neighboring node of the root. For finding
all the possible fault-recovery paths, the root disseminates path-found messages from
all its communication interfaces towards the core, and asks the core to acknowledge the
messages within a pre-determined time interval. Note that the dissemination of
path-found messages is based on the source demand routing [20]. When the core re-
ceives a path-found message, the path information about the intermediate hops from
the root to the core has been traced on the message. The path information is then ex-
tracted and piggybacked on the corresponding acknowledgment. The delivery delay of
the traced path (e.g. the number of intermediate hops) is also attached on the corre-
sponding acknowledgment. To further shorten the search time of possible fault-recovery
paths, if an on-tree node in the failure-free subtree receives the path-found message, it,
instead of the core, stops forwarding the message and immediately acknowledges the
message since the path segment from it to the core has been aready established in the
multicast tree (see lines 3-7 of Fig. 6 (b)). If the path-found message is received by an
on-tree node in the failure-affected subtree, the path-found message is dropped (see
lines 3-7 of Fig. 6 (b)) In addition, for constraining the delivery delay of a fault-recovery
path, the corresponding acknowledgment is asked to be replied within a pre-determined
time interval. When the pre-determined time interval is time-out, if the acknowledg-
ment is still not received, it represents that the corresponding fault-recovery path does
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not exist or its delivery delay is too large. If more than one acknowledgment is re-
ceived, two or more feasible fault-recovery paths exist between the root and the core.
Theroot will select the one with the least delivery delay.

The root of afailure-affected subtree

1. Deliver afailure-notified message along its subtree

2. Disseminate path-found messages from al its communication interfaces to the core

3. Set apre-determined time interval

4. When thetimeisup

If (one ore more acknowledgements of the path-found message are received)
Extract the path information from each acknowledgement
Select the path with the least delivery delay to be the specified fault-recovery path
Send a path-established message to establish the determined fault-recovery path

Else

0. Not find the fault-recovery path

1. End

RBOooNOoO

@

The on-tree node (including the core)

1. If (the path-found message is received)

Stop forwarding the message again

If (the on-tree node isin the failure-free subtree)
Respond to an acknowledgement for the message

Else /* the on-tree node isin afailure-affected subtree */
Drop the message

End

8. End

9. If (the path-established message is received)

10. Add amulticast routing entry corresponding to the node sending the message

11.  Stop forwarding the message again

12.  Respond to an acknowledgement for the message

13. End

NogprwdN

(b)

The non-tree node
1. If (the path-found message is received)
Forward the message towards the core
. End
. If (the path-established message is received)
If (the non-tree node has not received this type message from other nodes)
Add amulticast routing entry corresponding to the node sending the message
Make the non-tree node as a new on-tree node
Follow the route indicated on the message to forward the message to the next hop
Else /* The path segment between this node and the coreis being established*/
0. Wait for the arrival of the acknowledgement of the previous path-established
message
11 Send the acknowledgement to the corresponding root
12. End
13. End

BOONDUORWN

(©

Fig. 6. The algorithm for the first scheme. (&) The operation of aroot node. (b) The operation of an
on-tree node. (c) The operation of a non-tree node.
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e Establishing the determined fault-recovery path: After each failure-affected subtree
determines its fault-recovery path, the path information (the identities of the intermedi-
ate hops) is put on a path-established message and then its root sends the message us-
ing the source demand routing. Upon receiving the path-established message, each
node makes itself as a new on-tree node, adds a multicast routing entry corresponding
to the node forwarding the message, and forwards the message to the next hop indi-
cated on the message. Finally, when the destination of the path-established message
(the core or an already on-tree node) receives the message, the fault-recovery path be-
tween the root and the core is established.

The above scenario is to establish a fault-recovery path for reconnecting the core
with a failure-affected subtree. In a faulty multicast tree, there may be more than one
failure-affected subtree. Other failure-affected subtrees can aso simultaneously perform
the above three steps to establish their respective fault-recovery paths. It is required to
avoid generating loops among the fault-recovery paths. Once a node becomes a new
on-tree node, if it receives a path-established message again from another failure-affected
subtree, it will not forward this message. The reason is that the fault-recovery path seg-
ment between the new on-tree node and the core is being established by the previous
path- established message. If the forwarding of the new path-established message is not
prohibited, aloop may be generated since a different fault-recovery path segment may be
set between the new on-tree node and the core.

4.2 The Second Scheme
With the second scheme, there are four procedures to implement it. The first proce-

dure is executed during the failure-free period. The last three procedures are invoked
when detecting failures in amulticast tree, as shownin Fig. 7.

/* The function determines which FAs incur the failure affection */
Find_Failure-Affected FAS(r;)
1. Detect afailure event from node r;’ s upstream direction
/* noder; isaroot node of afailure-affected subtree */
2. Send afailure-affected message along all the multicast paths beneath node r;
3. Set afailure-affected flag in each node receiving the message
4. Regard the FAsreceiving the failure-affected message as the failure-affected FAs
/* Note that the leaf nodes of afailure-affected subtree are FAs*/
End
/* The function determines which FAs do not incur the failure affection */
Find_Failure-Free FAS(l))
1. Detect afailure event from node |I; downstream direction
/* node |, is aleaf node of the failure-free subtree */
2. Send afailure-immune message to the core from node |;
3. Déliver the message along the multicast delivery paths beneath the core
4. Regard the FAsreceiving the failure-immune message as the failure-free FAs
/* Note that the leaf nodes of afailure-free subtree are also FAs*/

End

@
Fig. 7. The algorithm for the second scheme. (8) Finding the failure-affected and failure-free multi-
cast FAs. (b) Activating past multicast paths. (c) Performing the changes of serving FASs.
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[* The function restores the past paths on the failure-free subtree for extending it */
For each node n; in the mobile network to add a“visit” field (n;.visit) in its data structure
n;.visit < “False” (Initially set anon-visited mark to each node)
End
Activate_Past_Paths(n;)
1. Active Mark « “False” /* First assume that node n; will not involved in any restored paths */
2. If (node n; isnot aleaf node (FA))
3 IF (n.visit = “False”)
4 n.visit < “True” (Reset avisit mark to n;)
5 For each “R” mark multicast entry (ME)) inn;
6. DR« the recorded downstream multicast router in ME;
7 Active_Mark « Activate Past_Paths(DR)
8 If (Active_Mark = “True")
9. Active ME; during the failure period
10. End

11. End

12. Else

13 Return (Active_Mark)
14. End

15. Else

16. Active Mark « “True’
17. End

18. Return (Active_Mark)

End

(b)

/* The function makes the FA serving changes of the failure-affected members */

Change_Serving-FAs()

1. For each failure-affected RAN

2. Calculate the number of the failure-affected members located within the radio
coverage area of the RAN

3 Select an extended failure-free multicast FA with low load to be the new serving FA
of the failure-affected members

4, Add the identifier of the failure-affected RAN to the managing RAN record
of the selected FA

5 Update the loading status of the selected FA

6. End

End

(©

Fig. 7. (Cont'd) The algorithm for the second scheme. (a) Finding the failure-affected and fail-
ure-free multicast FAs. (b) Activating past multicast paths. (c) Performing the changes of
serving FAs.

e The first procedure is to trace past path segments during the failure-free period. As de-
scribed in section 2.2, if amember leaves the serving area of an FA, a portion segment
of the member’s multicast path may not be used again. The multicast routers in the un-
used path segment will be notified to remove the multicast entries corresponding to the
left member when receiving a Quit-Notification message. In the first procedure, when a
multicast router receives a Quit-Notification message, it does not really remove the
corresponding multicast entry. The multicast router only makes a specia “R’ (reserve)
mark on the multicast entry. During the failure-free period, the special multicast entries
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are not used to send multicast packets. They are preserved for extending the failure-free
part of afaulty multicast tree. The overhead of preserving past paths will be discussed
in section 5.1.
The second procedure (Fig. 7 () isto divide the FAsin the original multicast tree into
two types: failure-free multicast FAs and failure-affected multicast FAs. As stated in
section 2.3, if an on-tree node fails, the failure event will be notified to the root of each
failure-affected subtree and one termination node of the failure-free subtree. Then, the
root of each failure-affected subtree disseminates a failure-affected message along all
the multicast paths beneath it. The dissemination will be finally terminated on some
termination nodes (FAS) of the faulty multicast tree. These FAs are the failure-affected
multicast FAs. Similarly, the termination node of the failure-free subtree sends a fail-
ure-immune message towards the core for asking it to find all the failure-free multicast
FAs. The core delivers the failure-immune message along its multicast tree. Since there
isafailure in the multicast tree, the failure-immune message is actually delivered along
the failure-free subtree. The message is finally terminated on the FAs in the failure-free
subtree. These FAs are the failure-free multicast FAs.
The third procedure (Fig. 7 (b)) is to extend the failure-free subtree by restoring the
past path segments in the subtree. There are two main steps in this procedure. The first
step is to find past path segments based on the top-down way. The root of the fail-
ure-free subtree (the core) delivers an Extension-Request message along the subtree.
Upon receiving the message, each node first checks whether it has been received the
message. |f the message is duplicated, the received node returns a negative acknowl-
edgment to inform the sent node to abort the path restoration since the received node
has been involved in a restored path (see lines 3-14). Thisis to avoid generating loops
due to involving the same node in multiple restored paths. If the node first receives the
Extension-Request message, it looks up its multicast routing table to find the entries
with the “R” mark, and then forwards the message to the downstream nodes recorded
on the found multicast entries. The downstream nodes continue to forward the message
using the above same way. Finaly, the Extension-Request message will be sent to
some past termination nodes (pre-visited FAS) of the faulty multicast tree. Next, the
second step begins to restore the found past path segments based on the bottom-up way.
For a past termination node (ny), if it receives the Extension-Request message, it will
return a positive acknowledgment to the node sending the Extension-Request message.
Then, the node receiving the positive acknowledge activates the “R’ mark multicast
entry corresponding to n,. Other upstream nodes in the forwarding path of the Exten-
sion-Reguest message also recursively activate their corresponding “R’ mark multicast
entries (see lines 7-10). The activation of the “R’ mark multicast entries will graft the
past path segments in the failure-free subtree. Some of the pre-visited FAs are corre-
spondingly added in the failure-free subtree. These FAs are certainly not affected by
failure. If they are incurred by the failure, they cannot receive the Extension-Request
messages from the core. In addition, the delivery delays of the restored paths can be
guaranteed since these paths were previously established by the used multicast routing
protocol.
e The fourth procedure (Fig. 7 (c)) is to change the serving FAs of the failure-affected
members to the extended failure-free multicast FAs. This can be also imagined that the
failure-affected members are virtually moved to the serving areas of the extended fail-
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ure-free subtrees. Here, the extended failure-free multicast FAs indicate the FAsin the
extended failure-free subtree. From section 3.1, we know that the FA serving changes
of the failure-affected members can be easily achieved by modifying the managing
RAN records of the extended failure-free multicast FAs to include the identifiers of
failure-affected RANs (the RANs now managed by the faulty multicast FAS). In Fig.
7(c), each failure-affected RAN determines the number of failure-affected members
within its coverage area. Then, a suitable extended failure-free multicast FA is selected
to be the new serving FA of the failure-affected members. Next, the managing RAN
record of the selected FA is modified to add the identifier of the failure-affected RAN.
The further details about changing the serving FAs can refer to [19] (see sections 3.1
and 4.1).

4.3 Correctness

The correctness of a fault-tolerant multicast scheme can be verified by making sure
that no loops are generated in the established fault-tolerant multicast tree [8, 21].

Lemmal Thefirst scheme can repair the faulty multicast tree to form a healthy multi-
cast tree without loops.

Proof: In the first scheme, it attempts to establish a fault-recovery path for each fail-
ure-affected subtree. As described before, the fault-recovery path is found by dissemi-
nating several path-found messages towards the core (see section 4.1). It is not given by
the underlying unicast routing protocol after routing update. The found fault-recovery
path does not involve any descendant nodes in the corresponding failure-affected subtree;
therefore, the loop is impossible to be generated within a failure-affected subtree. In ad-
dition, the loops are neither generated within the failure-free subtree. While establishing
the fault-recovery path, if the path-found message reaches a node of the failure-free sub-
tree (an on-tree node), the on-tree node, instead of the core, immediately acknowledges
the path-found message (see lines 1-8 of Fig. 6 (b)). The fault-recovery path cannot in-
troduce a new aternative path for any two nodes in the failure-free subtree. Last, it is
also ensured that loops are not formed among the failure-affected subtrees and the fail-
ure-free subtree (among the new on-tree nodes). Once an original non-tree node becomes
a new on-tree node, it will suppress all later incoming path-established messages from
other failure-affected subtrees (see lines 9-12 of Fig. 6 (¢)). This suppression excludes
the possibility that the new on-tree node introduces a loop (see section 4.1). In conclu-
sion, if the first scheme can establish a fault-recovery path for each failure-affected sub-
tree, loops are impossible to be generated in the repaired multicast tree.

Lemma 2 The second scheme can extend the failure-free part of the faulty multicast
tree to form a new loop-free multicast tree to serve al the members.

Proof: In the second scheme, the failure-free part of the faulty multicast tree is extracted
to form an initial fault-tolerant multicast tree. The loop is impossible to exist in the
fault-tolerant multicast tree. To extend the fault-tolerant multicast tree, the past path seg-
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segments without affecting by the failure are restored on the tree (see Fig. 7 (b)). For a
past path segment, its nodes and links are not contained in the initial fault-tolerant multi-
cast tree. While extending the fault-tolerant multicast tree, if one node in a past path
segment has been added in the tree, other past path segments with the same node cannot
be restored (see lines 3-14 in Fig. 7 (b)). This ensures that each newly added node has
only one multicast path to the core. Obviously, loops cannot be generated in the extended
fault-tolerant multicast tree.

5. EVALUATION

This section evaluates the failure-free and fault-tolerant overheads of the proposed
approach.

5.1 Failure-free Overhead

During the failure-free period, only the second proposed scheme incurs the over-
head of preserving past paths. The path-preservation operation is accompanied with the
leave operation by making an “R’ mark on the related multicast entries. The additional
overhead of the mark operation is very trivial. In addition, the multicast entries corre-
sponding to a past path are not preserved forever. The preservation of the past paths does
not affect resources offering for multicast members. If a multicast node (router) has no
available multicast entries for a new arriving member, the least recently used (LRU)
multicast entry will be released. The victim multicast entry must be one preserved multi-
cast entry (one “R’ mark multicast entry) since it has not been used for current working
multicast paths. The past path with the released multicast entry will not be used to extend
the failure-free subtree.

5.2 Fault-tolerant Over head

With the fault-tolerant overhead, the message and time complexities for each of the
two proposed schemes are concerned. The two complexities are in terms of the number
of control messages issues and the execution time taken, respectively.

5.2.1 Thefirst scheme

For the message complexity of the first scheme, each failure-affected subtree issues
four types of control messages to notify a failure event, find all the possible fault-
recovery paths, acknowledge the found fault-recovery paths, and establish the deter-
mined fault-recovery path (see section 4.1). If there are neceq failure-affected subtrees,
the message complexity of the first scheme can be represented as:

O(Nafrected X (L + INtyoer + ACKroot + 1)) = O(Nastected X 1MNtroot) (1)

where the first-type control message is the failure-notified message. In the second-type
control message, several path-found messages are sent from the root of a failure-affected
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subtree. The number of path-found messages is dependent on the number Int,o,; of com-
munication interfaces of the root. The third-type control message includes the acknowl-
edgments of the path-found messages. The number Ack..; Of the acknowledgmentsis at
most Int,.. The final control message is the path-established message.

For the time complexity of the first scheme, time tnqiry is first taken to deliver the
failure-notified message along each failure-affected subtree. Then, a pre-determined time
interval teongrain IS Set to constrain the delivery delay of a used fault-recovery path. Since
the root of each failure-affected subtree can simultaneously disseminate the path-found
messages, each failure-affected subtree can find all its possible fault-recovery paths
within O(teongrain). Next, each failure-affected subtree takes time tgye t0 determine the
best one among all the possible fault-recovery paths and time tegapish t0 establish the de-
termined fault-recovery path. The time complexity of the first schemeis:

O(tnotify + teonstrain + tsgtect + tastablish) = O(hfailureaffected + Iprelength) (2)

where thaiy 1S dependent on the height heiiure affectes OF & failure-affected subtree. tegnyrain Can
be transformed to a pre-determined length |y eiengn (NUMber of hops). The time teyey IS
taken for comparing the costs of all the possible fault-recovery paths, and it is very trivial.
The best fault-recovery path is found within teongrain; therefore, teganish iS proportional to

tcontraj n-

5.2.2 The second scheme

Based on the procedures presented on section 4.2, the control messages of the sec-
ond scheme are issued to perform the following items:

e Classifying al the termination nodes (FAS) of the faulty multicast tree into failure-
affected multicast FAs and failure-free multicast FAs.

e Extending the failure-free subtree.

e Finding al the failure-affected members.

¢ Changing the serving FAs of the failure-affected members.

For the first item, each on-tree node neighboring the faulty node (link) issues a fail-
ure-affected or failure-immune message. Then, each FA in the faulty multicast tree is
categorized as the failure-affected or failure-free multicast FA according to its received
message (failure-affected or failure-immune message). The message complexity of the
first item is bound to O(Nneghbors), Where Nighoors 1S the number of on-tree nodes
neighboring the faulty node (link). The second item is done by issuing an Exten-
sion-Request message along the failure-free subtree to restore the past path segments in
the subtree. Only one control message is issued in the second item, and its message com-
plexity is O(1). The third item is achieved by issuing a command message to each fail-
ure-affected multicast FAs to search its visitor list. The message complexity of the third
item is bounded to O(Ngas affected), Where Nrasatrected 1S the number of failure-affected mul-
ticast FAs. The fina item is performed by issuing a command message to each fail-
ure-free multicast FA to modify its managing RAN record for including the identities of
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some failure-affected RANs. The message complexity of the fourth item is bounded to
O(Nrasree), Where Neastree 1S the number of failure-free multicast FAs. Finally, the mes-
sage complexity of the second scheme can be represented as:

O(Nneighbors) + O(1) + O(Neas affected) + O(Nrasree) = O(Nra) 3

where Nea is the number of FAs in the faulty multicast tree, and Npegnbors Must be less
than Nga since the fault-affected and failure-immune messages issued from the faulty
neighboring nodes are finally delivered to the FAs in the faulty multicast trees. For the
term O(Neasafiected) ¥ O(Nrastree), it €an be simplified as O(Ngs) since Ng, is the sum of
Neas-affected 8N Neas free:

With the time complexity, the first item takes maximum time {tureaffecteds tfail-
weimmuney 0 Make each FA in the faulty multicast tree know its working status: fail-
ure-affected or failure-free, where tuijureafected 1S the maximum delay for delivering the
failure-affected message from the root of a failure-affected subtree to one of its termina-
tion nodes, and triureimmune 1S the maximum delay for delivering the failure-immune mes-
sage from the core to one of termination nodes in the failure-free subtree. tureaffected @
trailureimmune @€ dependent on the height hgurearected OF @ failure-affected subtree and that
hrailurerree OF the failure-free subtree, respectively. The second item needs to take time te,.
tenson fOr delivering the Extension_Request message along the failure-free subtree to
make each node in the subtree restore the past path segments. Then, the past path seg-
ments can be recursively restored by taking time tregoration- The timMes tegension @Nd tregoration
are dependent on hijurefree, Which are bounded to O(hygureree). FOr the time complexity
of the third item, it is dominated by searching the visitor list of an FA. As to the find
item, its time complexity is determined by modifying the managing RAN record of fail-
ure-free multicast FAs. The above search and modification operations take small time &.
The details have been analyzed in our previous paper [19] (see section 5.2 pp. 214-215).
Finally, the time complexity of the second scheme can be represented as

maxX{ O(N failure-affected) , O(Ntailuretree)} + O(Mraituretree) + €
= max{ O(Ntailure-affected) O(Ntaiturefree) } 4)

5.2.3 Increasing transmission order

In the second scheme, al the failure-affected members are served by the extended
failure-free multicast FAs. As described in section 2.2, the FA sends multicast packets to
its serving members using the unicast transmission way. For a norma member, its trans-
mission order in its serving FA may be preempted by some failure-affected members.
The second scheme incurs the following additional overhead:

e The increasing transmission order Tin order that causes a member to postpone its trans-
mission order in a FA in comparison to per-failure.

To derive Tinc order, the multicast traffic behavior of an FA as well as the following
probabilities and expected numbers should be obtained first.
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e The probability Py, that there are k members served by an FA.

e The expected number Ng_memner Of members served by an FA before afailure.

e The expected number Na vemper Of members served by afailure-free multicast FA after a
failure.

We assume that the member arrival to an FA follows a Poisson distribution with the
mean arrival rate A,. The member handoff to an FA is aso a Poisson process with the
mean handoff rate A,. The distribution function of a multicast session time is a general

function with the mean session time ﬂi . Similarly, the residence time of amember in an
FA's serving areais also not dependent on any specific distribution. The mean residence
time is #—lr Under these assumptions, the multicast traffic behavior of an FA can be

modeled as the M/G/c/c queuing model [22]. In [23, 24], they also use the similar queu-
ing modes to model the multicast traffic. Note that M denotes a Poisson process for the
arrivals of members, G denotes an independent distribution for the service (residence)
time, the first ¢ represents the number of resources in an FA for arriving members, and
the second c indicates the limit for the maximum number of members simultaneously
served by an FA.

After modeling the multicast traffic, Py, can be easily obtained from [22], expressed
asfollows:

()"
PMK = c IEIA)I (5)

=l

where A= Aa + Anand p = i + iis
For Ng_mempers, it can be expressed as:

NB_Member =ZkXPMk (6)
k=0

Form Eq. (5), Eq. (6) can be further rewritten as

Mo = 24K0XPu, =# @

where Py, is the probability that there is no membersin the serving area of an FA.
As for Na_member, it is the sum of N member @nd the number of failure-affected mem-
bers served by an extended failure-free multicast FAs, which is expressed as:
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Na member = Ni_ member + ((NFa X Pr) X Na_vember) X I (8)

where p; is the probability of an FA incurring the failure affection, Ng4 is the number of
FAs in the faulty multicast tree, the term (Neax pr) X Np memoer FEpresents the average
number of al the faillure-affected members, and r is the ratio of the number of fail-
ure-affected members served by a extended failure-free multicast FA over the total num-
ber of failure-affected members. If the failure-affected members are evenly served by all
1

(NFAs + NDiFAs)X(l_ pf)
of the pre-visited FAs. Due to space limitation, the derivations of Nga and Np ga are pre-
sented in [25] (see Appendix A).

The maximum value of T orger CaN be obtained by subtracting Eq. (7) from Eq. (8),
asfollows:

the extended failure-free multicast FAS, r is . Np_ga is the number

(2 Xi(liz—)i)' !
Zﬂi k=1 .

= 1!

Tinc_order = (NFA>< P« )X

(9)

6. COMPARISON AND SIMULATION

6.1 Comparison

Table 1 makes the comparisons between the previous approaches (the ODFT and
PPFR methods) and the proposed approach with respect to the network topology support,
failure-free overhead, fault-tolerant capability, fault-tolerant overhead, and increasing
delay.

¢ Network topology support: It is the main idea for the ODFT and PPFR methods since
the two methods utilizes the existing redundant paths and the predefined backup paths
to achieve fault tolerance. In contrast, the proposed approach does not fully need the
network topology support. If some failure-affected subtrees cannot be reconnected by
using the existing redundant paths, the proposed approach extracts the failure-free part
of the faulty multicast tree to form afault-tolerant multicast tree.

o Fault-free overhead: The ODFT and PPFR methods do no take any actions against fail-
ures during the failure-free period. Only the second scheme of the proposed approach
needs to perform the path preservation operation. However, this operation can be ac-
companied with the leave operation and its cost is very trivial (see section 5.1).

e Fault-tolerant capability: For the ODFT method, its fault-tolerant capability is depend-
ent on the available redundant paths in the network. If the reconnection path of a fail-
ure-affected subtree cannot be found from the existing redundant paths, the ODFT
method will fail. For the PPFR method, if m simultaneous failures are desired to be
tolerated, m digointed backup paths must be predefined from an on-tree node to its m
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ancestors in the multicast tree [8]. The fault-tolerant capability is strongly dependent on
the number of the backup paths predefined for a node. However, if many backup paths
are predefined, the management and maintenance of the network will become very
complex. From Fig. 3 (d), we aso know that the ODFT and PPFR methods do not al-
low failures to occur in the termination nodes of a multicast tree if the faulty termina-
tion nodes are not equipped with the backup nodes. Compared to the ODFT and PPFR
methods, the fault-tolerant capability of the proposed approach is best. If some fail-
ure-affected subtrees cannot be reconnected by using the existing redundant paths, the
failure-affected members are able to receive multicast packets by changing their serv-
ing FAs.

Fault-tolerant overhead: For the ODFT method, its fault-tolerant overhead includes the
finding and connection of suitable redundant paths as well as the loop elimination. To
find a suitable redundant path for a failure-affected subtree, the root of the subtree
sends a Rejoin_Request message towards the core [9] (see section 3 pp. 4-5). The time
complexity of finding the suitable redundant path and that of connecting the found path
are bounded to O(hyee), Where hye is the height of the faulty multicast tree. The con-
nection of the redundant path may generate a loop in the repaired multicast tree. To
eliminate the loop, the structure of the failure-affected subtree is adjusted by exchang-
ing the positions of some nodes in the subtree [9] (see section 4 pp. 5-8). The structure
adjustment may perform severa times until the loop is wholly removed. The time
complexity of the loop elimination is bounded to O(Ntaiureaffected X tadjus), WHEre tagus iS
the times of structure adjustment. However, in the worst case, the loop cannot be
wholly removed by using the structure adjustment. In such case, the FAs in the fail-
ure-affected subtree are asked to rebuild their respective new failure-free multicast
paths, and the time complexity of this loop elimination becomes O(hyee X Neacaffected) s
where Neaafected 1S the maximum number of FAs in a failure-affected subtree. For the
PPFR method, it needs to perform the loop prevention while activating the backup
paths. The loop prevention is done by not allowing the activated backup paths to inter-
sect with each other [8] (see section 4.3.3 pp. 990-992). If one of the backup paths in-
teracts with another, the tail segment of the backup path is trimmed from its interaction
point. The time complexity of the loop prevention is bounded to O(Npath X Pnoge), Where
Npath is the number of activated backup paths, Py iS the number of nodes in the
backup path with the largest length. After trimming the backup paths, time O(Pyoge) iS
taken for activating all the used backup paths. For the proposed approach, the
fault-tolerant overheads of its two schemes have been analyzed as O(higureaffected +
Iprelength) and max{ o(hfajlureaﬁected)a O(hfajlurefree)}v reSpeCtively (see section 5-2)' Note
that only the first proposed scheme needs to perform the loop avoidance. The loop
avoidance is incorporated into the establishment of fault-recovery paths by delivering a
failure-notified message along each failure-affected subtree, which time complexity is
bounded to O(hfailureaffected)-

Increasing delivery delay: In the ODFT method, the increasing delay of a fault-tolerant
multicast tree is dependent on the greatest number Npon.reer OF NON-tree nodes in a used
redundant path. If a used redundant path has many non-tree nodes, the delivery delay
of the fault-tolerant multicast tree is obviously larger than that of the original multicast
tree. Similarly, in the PPFR method, the paths in the fault-tolerant multicast tree consist
of origina paths and activated backup paths. The increasing delivery delay of the
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PPFR method is dependent on the most number Nyonreex Of NON-tree nodes in an acti-
vated backup path. For the proposed approach, the first scheme pre-determines a length
[orelength tO cONstrain the delays of all the fault-recovery paths. The increasing delay of
the fault-tolerant multicast tree can be controllable and is less than lgejengn- AS for the
second scheme, the fault-tolerant multicast tree is extracted from the faulty multicast
tree and its extension is done by restoring past multicast paths. The delivery delay of
the fault-tolerant multicast tree may be larger or less than that of the original faulty
multicast tree.

Table 1. Comparisons between the previous approaches and the proposed approach.

i Proposed approach
Comparing ODFT PPFR Rosec &P
Metrics First scheme Second scheme
Network Yes Yes Yes No
topology support
Fault-tolerant Dependent on Dependent on Dependent on Not dependent on
capability redundant paths backup paths redundant paths | network topology
Extension of
Loop elimination Loop prevention Loop avoidance fail urgfree Subtree
O(htree X NrA-affected) O(Npaths % Pnodes) O(htailure-affected) and virtual move
Fault-tolerant max{ O(htailure affected)
overhead o(hfailurefree)}
Connection of Activation of Establishment of
redundant paths backup paths fault-recovery
O(htree) O(pnod&c) pathS O(I prelength)
Failure-free
overhead No No No Path reserve
Dependent on the Dependent onthe | Dependent on the
Increasing del number of non-tree | number of non-tree |  predetermined Not sure
9 %€ | hodes on aredundant | nodeson a backup length
path Nnon-tree path Nnon-tree |pre~|ength

From Table 1, we can obviously see that the proposed approach outperforms the
PPFR and ODFT methods. Although the network topology used for the PPFR method is
more complex than those used for the ODFT method and the proposed approach, the
PPFR method does not have less fault-tolerant overhead in comparison with the proposed
approach since the loop prevention is performed in the PPFR method and it may take a
considerable time. Strictly speaking, if two fault-tolerant multicast approaches are not
based on the same network topology, it cannot make a fair comparison between them
since they are from different viewpoints to treat the incurred overheads. It seems to be
more reasonable for comparing the ODFT method and the proposed approach. Extensive
simulation experiments were performed to quantify the effectiveness of the proposed
approach over the ODFT method.
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6.2 Simulation

The simulation model used in this paper is similar to those used in [26, 27]. Based
on the ssimulation model, 20 random graphs are generated from a 25 * 25 coordinate grid
to be the topologies of the Mobile IP network, respectively. The random graph possesses
characteristics of a real network [27]. There are 100 nodes (multicast routers) in each

generated random graph, and the link for a pair of nodes (u, V) is according to the edge
- —d(u,v)

probability P.(u,V) =% fe La [27]. For the 100 nodes, 20 nodes are specified to be

the FAs of the Mobile IP network. Then, 20 different multicast trees are built from a
generated random graph using the CBT algorithm. For each built multicast tree, it con-
tains at most 20 FAs to be its termination nodes. The number of members in the serving
area of an FA is varied between 0 and 50. The maximum number of members served by
an FA is 50. Next, each ssimulation run is based on a built multicast tree to perform join,
leave, and handoff operations for 1000 units of time. To understand the effect of different
multicast traffic on the ODFT method and that on the proposed approach, the operations
(join, leave, and handoff) in a simulation run are appropriately arranged to generate 4
different traffic intensities (Erlangs): 10, 25, 50, and 100, respectively. Here, the traffic
intensity is defined as the average ratio of member arrival rate over the member service
rate at a termination node of a multicast tree (at a multicast FA). Failures are randomly
generated on the on-tree nodes (links) during the execution of each simulation run.

Based on the above description, the number of simulation runsis 20 * 20 * 4 = 1600.
In the 1600 simulation runs, 22505 failures occur. The ODFT approach can tolerate 4799
(21.32%) failures. In contrast to the proposed approach, 22036 (97.92%) failures can be
tolerated. Among the 22036 failures, 19.36% can be successfully recovered by the first
proposed scheme only, but 80.64% must be recovered via the second proposed scheme.
These smulation runs measure the three overhead metrics. average number of control
messages, average number of time units, and average increasing transmission order men-
tioned in section 4. In addition, for understanding the delivery delay of a fault-tolerant
multicast tree, the average maximum path length is also measured in the smulations.

Fig. 8 illustrates the above four simulation metrics, respectively. For conveniently
measuring the second simulation metric, the average units of time taken is measured as
the average number of hop count while establishing the fault-tolerant multicast tree. The
number of hop count is also used to represent the multicast traffic in [28, 29]. From Figs.
8 (a) and (b), we can see that the first scheme has obviously lower overhead than the
ODFT method. Even if the faulty multicast trees need to be recovered by the second
scheme, the incurred overhead is still less than the ODFT method. In the ODFT method,
it needs to perform the topol ogy-change routing update for getting the information about
the suitable redundant paths. However, the cost of the routing update is not included in
the simulation results of the ODFT method. Moreover, as mentioned before, the ODFT
method may introduce a loop in its established fault-tolerant multicast tree. Table 2
shows the average ratio of loop generation by the ODFT method is at least 0.59. If a
fault-tolerant multicast tree is established, the probability that thereisaloop inthetreeis

not small. When % is 50, the probability is large as 0.92. If the loops in a fault-tolerant
multicast tree cannot be eliminated, the tree cannot be used to deliver multicast packets.
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Table 2. Averageratio of possible loop generation.

Average ratio of possible loop generation

0.59
0.81
0.92
0.73
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Also shown in Fig. 8 (c), the two proposed schemes have better performance on the av-
erage maximum path length than the ODFT method. Especialy, the second proposed
scheme nearly does not increase the average maximum path length in its established
fault-tolerant multicast tree. It is due to the fact that the fault-tolerant multicast tree in the
second scheme is extracted from the original faulty multicast tree. Last, Fig. 8 (d) shows
that the increasing transmission order is not large. (Note that this simulation metric is
relevant only for the second scheme of the proposed approach). When the multicast traf-
fic intensity is not large (e.g. 10), the increasing transmission order is small. Even when
the multicast intensity increases from 50 to 100, the increasing transmission order only
increases from 8.96 to 9.81. This aso means that the second scheme does not introduce
significant performance degradation on a failure-free multicast FA even when the multi-
cast traffic intensity is very large. In addition, Fig. 8 (d) also shows that the theoretical
anaysis (Eq. (9)) of the increasing delivery order is close to the ssimulation analysis.

As for the effect of the multicast traffic intensity, the first three simulation metrics
do not increase as the multicast traffic intensity increases. The reason is explained as
follows. From section 5, we know that the structure of a faulty multicast tree and the to-
pology of the mobile network are two important factors for affecting the simulation met-
rics. The variance in the structure of a multicast tree is mainly determined on the execu-
tion pattern of the multicast operations, not the increase of the multicast traffic intensity.
In the last simulation metric, the increasing transmission order slowly increases as the
multicast traffic intensity increases.

7. CONCLUSIONS

This paper has proposed an efficient approach to tolerating failures for mobile mul-
ticast. There are two schemes in the proposed approach. The first proposed scheme uses
the redundant resources of a mobile network to repair a faulty multicast tree. If the faulty
multicast tree cannot be wholly repaired, the second proposed scheme extracts a fail-
ure-free subtree from the faulty multicast tree to continuously deliver multicast packets
to all members. To avoid introducing a large overload on the failure-free subtree, the
subtree extension is also presented. Compared to the previous approaches, the proposed
approach possesses the following advantages:

¢ Not fully needing the network topology support.
o Not incurring the potentially large fault-tolerant overhead
e Constraining the maximum delivery delay of the fault-tolerant multicast tree.

The detailed comparisons were also made in Table 1. Although the PPFR method
uses a complex network topology, its fault-tolerant overhead is not always small. In some
cases, the PPFR method needs to take a non-trivial cost (O(Npaths X Pnoges)) tO trim the
interaction of backup paths for avoiding loop generation. Extensive simulations were
aso performed. The results show that the proposed approach outperforms the ODFT
method in the fault-tolerant capability and various performance overheads.
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