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TCP is currently the dominant protocol for the Internet having originally been de-
signed to perform congestion control and flow control in wired networks. Recently,
wireless LAN has been very successful in extending the connectivity of the Internet.
However, the performance of TCP in the wireless environment is worse than that in the
wired one. Furthermore, the error rate changes with the time in the wireless environment
due to EMI, movement, or auto-rate-selection. Especialy, the popular 802.11 wireless
LAN does not employ any FEC or ARQ to improve error rate performance. In order to
improve the wireless TCP performance, TCP with adaptive Reed-Solomon codes (ARSC)
is proposed. The performance of the proposed TCP with ARSC is verified by simula-
tions and experiments in the test bed.
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1. INTRODUCTION

In order to improve the performance of TCP [2-4, 8] in changing networks, many
new versions of TCP, such as NewReno and SACK [6], have been proposed. However,
these have focused on wired networks, while wireless LAN is now in widespread use.
Wireless environments are distinct from wired ones and random bit error rate should not
be ignored. For simplicity and cost-effectiveness, wireless LAN does not employ ARQ
(Automatic ReQuest retransmission) or FEC (forward error control) to handle the ran-
dom bit error in the data link layer. In this paper, we implement a wireless TCP with
adaptive Reed-Solomon codes (ARSC). The Reed-Solomon coding schemes are adaptive
according to the analytical models proposed in [4]. Since ARSC can adjust the code rate
to correct erroneous symbols according to the error conditions, the wireless TCP can
achieve better performance. It is very suitable for deployment in the 802.11 wireless
LAN, which is not equipped any error-correcting codes in the datalink layer.
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2. RELATED WORKS
2.1 Reed-Solomon Codes

Reed-Solomon (RS) codes are currently widely used for applicationsin digital com-
munication and storage. As shown in Fig. 1, the RS encoder takes symbols from a data
source and adds redundant bits to form a RS block. The errors may occur for a number of
reasons, such as noise or interference, scratches on a CD, etc. The RS decoder processes
each input RS block and attempts to determine errors and correct them. The number of
errorsthat can be corrected depends on the characteristics of RS codes.

Symbol is a popular term used in RS codes. A symbol may contain a fixed number
of bits, e.g., 7 bits. For a symbol with s bits, the maximum codeword length for a RS
codeis 2°— 1 symbols, that is, S(2°— 1) bits. Generaly, a RS code is specified as RS(n, k)
with s-bit symbols. For a RS(n, K) code, there are n symbols of s bitsto form a RS block.
In the block, k symbols belong to data symbols and the remining n — k symbols are parity
symbols. A Reed-Solomon decoder can correct t symbols that contain errors in a code-
word, where 2t = n—k. Fig. 2 shows a RS code block.
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Fig. 2. A Reed-Solomon code block.
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2.2 Existing Wireless TCP Algorithms

In order to improve the performance of TCP, many new versions of TCP have been
proposed. For example, NewReno, standardized in RFC 2582, introduces a modification
to solve the problem of multiple packet losses. TCP SACK, standardized in RFC 2018,
introduces a selective acknowledgement option in the TCP header to let the sender re-
transmit the lost packets more efficiently. However, characteristics of the wireless envi-
ronment are quite different from the wired one. Therefore, many new mechanisms for the
wireless environment have been proposed. In [1], the authors proposed a fast retransmis-
sion solution, which focused on the handoff problem. Moreover, many new mechanisms
split the TCP connection into two portions. The first portion, from fixed host (FH) to
base station (BS), isin the wired environment. The second portion, from base station (BS)
to mobile host (MH), is in the wireless environment. In other words, the split connection
mechanisms have modified the end-to-end semantic. Indirect-TCP (I-TCP) [1] was the
first approach using the split connection model. In addition, M-TCP [5] is based on
[-TCP to improve the TCP performance in wireless communication. The goal of these
two mechanisms is that the packets sent by the fixed host can be acknowledged by the
base station without waiting for the mobile host. WTCP [7] is one of the well-known
split mechanisms used to enhance the performance of TCP in wireless communication.
The WTCP mechanism does not modify either the fixed host or the mobile host, but in-
stead, the base station includes two stacks, TCP and WTCP. As the base station receives
a packet or an ACK from the fixed host, it saves the packet or ACK and then sendsiit to
the mobile host. Hence, as the base station detects packet losses and ACK losses, it can
retransmit them immediately. Therefore, in the split mechanisms, the base station has to
store the packets for each TCP flow. Consequently, the split solutions often suffer from
high overhead and, in addition, they are not scalable. Forward error correcting (FEC) is
one solution to reduce the frame error rate. However, it aso wastes bandwidth when the
wireless channel is in a good state. Therefore, “adapting” the FEC code is a desirable
solution to improve performance without wasting wireless bandwidth. We try to build
adaptive FEC codes in the transport layer just under the TCP protocol stack. The solution
isflexible for the various link layer technologies with or without implementation of FEC
codesinthedatalink layer.

3. ARSC SYSTEM
3.1 Decoding Timefor Various RS Block Size

Here, we show the decoding time for various RS codes. Figs. 3 and 4 show the de-
coding time for RS code with 127 symbols and 63 symbols, respectively. The y-axis
represents the decoding time and the x-axis represents number of data symbols for a
block (X). As shown here, the decoding time increases linearly when X decreases, a-
though, when the data ratio decreases, the error correcting ability is better.

The dataratio of both RS(127, 119) and RS(63, 59) is 0.936. However, the decoding
time for RS(127, 119) is about 0.046 msec, and the decoding time for RS(63, 59) is about
0.0125 msec. This demonstrates that a large RS block needs more decoding time than a
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Fig. 3. Decoding time for Reed-Solomon codes with 127-symbol block.
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Fig. 4. Decoding time for Reed-S codes with 63-symbol block.
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small block when the dataratio is the same. Even so, the large RS block still has advan-
tages. RS(127, 119) can correct a 4-bit error in a block, whereas RS(63, 59) can correct
only a 2-hit error. Though the two schemes have same data ratio, RS(127, 119) is better
at resisting burst bit errors. Therefore, for the same data ratio, the larger RS block exhib-
its better error correction ability, whereas the smaller RS block spends less time on de-
coding. Furthermore, the decoding time of all the RS schemes is less than 0.1 msin our
experiments. That is, to equip the RS coding schemes in the existing mobile hosts is pos-
sible.

3.2 TCP with Adaptive Reed-Solomon Codes

In order to improve the performance of wireless TCP, the adaptive Reed-Solomon
codes (ARSC) are adopted. Here, we describe the ARSC system and explain each of its
components in detail. Then, the experiments for wireless TCP with ARSC are performed
with different distances for the wireless link. The wireless TCP with ARSC system pro-
vides better performance than TCP with afixed RS code or TCP SACK.
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3.2.1 ARSC design
3.2.1.1 Adaptive Reed-Solomon code in client site (ARSCCYS)

As shown in Fig. 5, the functional components of an adaptive Reed-Solomon code
in the client site (ARSCCS) are shown. There are four components in ARSCCS, includ-
ing performance estimator, RS parameter setter, RS parameter negotiator and RS decoder.
The performance estimator has two sub-components, which are rate estimator and error
estimator. The rate estimator evaluates ARSC throughput and the error estimator calcu-
lates the RS block number, which may have error symbols after decoding. The RS pa-
rameters setter uses the results of the performance estimator to dynamically set the suit-
able parameters for the RS decoder to optimize the throughput of ARSC. Based on RS
parameters setter, the RS decoder retrieves the input RS data block. The RS parameter
negotiator sends the negotiation message to the adaptive Reed-Solomon code in the
server site (ARSCSS). This alows ARSCCS and ARSCSS to use the same Reed-Solo-
mon parameter settings.

v 1

Error Estimator RS parameter

and setter
Rate Estimator

A4

RS parameter

negotiator RS Decoder }

A

\ 4
Fig. 5. Adaptive Reed-Solomon codes in client site (ARSCCS).

3.2.1.2 Adaptive Reed-Solomon codein server site (ARSCSS)

The functional components of the adaptive Reed-Solomon code in the server site
(ARSCSS) are shown in Fig. 6. There are three components in ARSCSS, including RS
parameter negotiator, RS parameter setter and RS encoder. The RS parameter negotiator
receives the negotiation message from the client site and places the message in the RS
parameter setter. Based on the message, which the RS parameter negotiator has just sent,
the RS parameter setter dynamically sets the same parameters as ARSCCS. Then, RS
data blocks, which are calculated by the RS encoder, are sent to the client.

3.2.2 Adaptive Reed-Solomon codes

Here, we use TCP without RS code together with six RS codes, including seven
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Fig. 6. Adaptive Reed-Solomon codes in server site (ARSCSS).

states in the ARSC system. Each client site uses RS(127, 125) as the initial code rate,
which provides basic error correcting ability. In addition, we can stipulate the thresholds,
which are used to change the code rate to improve the wireless TCP performance ac-
cording to the mathematical analysis developedin [4, 16].

4. SIMULATIONS
4.1 A Single Congested Router

The topology of a single congested router is shown in Fig. 7. The bandwidth and
delay for the congested link are 4 Mbps and 10 ms, respectively. There are one wired-
cum-wireless TCP flow and 20 wired TCP flows passing the congested router. The range
of round trip times is 60 to 100 ms. For the wired-cum-wireless TCP, the total transmis-
sion and propagation time is 80ms. The wired-cum-wireless TCP's sender and receiver
are node SO and node DO, respectively.

Here we use RS(127, X), where X = 125, 123 and 121, to perform simulations for
the topology in Fig. 7. In Fig. 8, we use (127, a, b) to represent each curve, where “a”
denotes the original message length in the RS code and “b” could be A (Padhye’s analy-
sis[4]) or S (smulation). As Figs. 8 and 10 indicate, all of the analyses are accurate for
wireless link bit error rates between 10™* and 10°%, which are common in the wireless
environment. In addition, when the bit error rate is less than 0.0001, sending rate for
these three codes are very close. In other words, when the bit error rate is less than
0.0001, the RS(127, 125) is selected since it adds the fewest redundant bits. However,
when the bit error rate is larger than 0.0003, it is better to choose the RS(127, 123) code.
Similarly, when the bit error rate is larger than 0.0007, it is better to choose the RS(127,
121) code. Consequently, the analysis results could be used to choose an RS coding rate
to improve the performance of wireless TCP in different error conditions. If the wireless
environment is varied, the error rate changes. TCP with adaptive coding schemes can
achieve better performance than TCP using afixed coding scheme.
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Fig. 7. The topology of one congested link.
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Fig. 8. The sending rate of wired-cum-wireless TCP with RS code passing one congested router.

4.2 A Network of Multiple Congested Routers

Fig. 9 illustrates the topology of a network with multiple congested routers. The
bandwidth and delay for these congested links are 2 Mbps and 10 ms, respectively. One
wired-cum-wireless TCP flow competes with 20 wired TCP flows. For the wired-cum-
wireless TCP, the total transmission and propagation time is 80 ms. The wired-cum-
wireless TCP's sender and receiver are node S and node R, respectively. On each con-
gested link, there are 6 wired connections with different RTTs (Round Trip Times) pass-
ing by. The range of round-trip delaysis 50, 100 ms.

Similar to the settings in section 4.1, here we also use RS(127, X), where X = 125,
123 and 121, to perform simulations in the topology shown in Fig. 9. In Fig. 10, (127, a,
b) indicates each curve, where “a” represents the origina message length in RS code
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Fig. 10. The sending rate of wired-cum-wireless TCP with RS code passing multiple congested
routers.

and “b” can be A (analysis) or S (simulation). Similar to the results in section 4.1, all of
the analyses are accurate for wireless link bit error rates between 10 and 107, The
analysis results here can be used to adapt the RS coding rate to obtain better performance
of wireless TCPin an error prone environment for multiple congested routers.

As described above, we can find that Padhye's analysis is accurate, and so, can be
used to estimate the thresholds for an ARSC system. An ARSC system adapts a code rate
to correct error symbols. However, how to set the suitable code rate is an important issue.
Since it trades off between code rate (error-correcting ability) and bandwidth utilization,
TCP performance depends on the thresholds used by the analysis model [16]. With the
calculated thresholds, we can find suitable settings for the code rate for various wireless
error rates.

Though the throughput of wireless TCP passing one congested router is different
from that passing multiple congested routers, the falling edge of each curve in Fig. 8 is
close to that in Fig. 10. Consequently, no matter whether for one congested router or
multiple congested routers, the thresholds can be set as follows. In the experiments in
section 5, when the wireless bit error rate is less than 0.00005, TCP without RS is
adopted; when it is between 0.00005 and 0.0002, RS(127, 125) is adopted; when it is
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between 0.0002 and 0.0003, RS(127, 123) is adopted; when it is between 0.0003 and
0.0005, RS(127, 121) is adopted; when it is between 0.0005 and 0.0007, RS(127, 119) is
adopted; and when it is between 0.0007 and 0.001, RS(127, 117) is adopted. Otherwise,
the ARSC system adopts RS(127, 115).

5. EXPERIMENTS

When a bit-error wireless channel is considered, the symbol size used for RS coding,
the distance between mobile host and access point, and the TCP packet length may all
affect the transmission efficiency. In order to observe the relationship between applica-
tion-layer forward error control and the distance between the mobile host and access
point in a wireless channel, the transport-layer payload (TCP packet length) is fixed at
1016 bytes, and contains eight 127-symbol RS codewordsin our experiments.

Here, we present the experiments for wireless TCP with adaptive Reed-Solomon
codes, considering the effect of the distance between the access point (AP) and the client
site. Seven states, TCP without RS code and TCPwith RS(127, i), i = 125, 123, 121, 119,
117 and 115, are used to adjust the code rate in our experiments. In order to show the
efficacy of the ARSC system, we performed experiments for different distances to let the
ARSC system dynamically choose the suitable code rate. All experiments were per-
formed in an environment EMI disturbance. In contrast to TCP with ARSC, we per-
formed experiments with TCP RS(127, 125) and TCP SACK. Furthermore, the
Reed-Solomon codes in our experiments do not protect the IP header. If an error occurs
in the header, the packet is dropped. Though some vendors of 802.11 implement
auto-rate-selection, the AP uses only fixed 11 Mb/sec in our experiments. Basicaly,
ARSC can work well with auto-rate-selection. When ARSC cooperates with
auto-rate-selection, the AP sets the 802.11 transmission rate, e.g., reduces the speed from
11Mbit/s to 5.5 and 2Mbits/s when too many errors are experienced, and ARSC can
adapt the code rate by sensing the error condition change. Furthermore, clients at differ-
ent distances from the AP can use different code rates as needed.

As shown in Fig. 11, TCP with ARSC achieves better performance than TCP with
RS(127, 125) or TCP SACK in various wireless link distances. In the 20-meter wireless
link case, TCP with ARSC has the same performance as TCP with RS(127, 125) since
the error condition remains the same during the experiments. However, in the 30-meter
or 40-meter condition, we can see that TCP with ARSC achieves better performance than
TCP with afixed RS coding scheme. As can be seen from Fig. 12 of the average delays
for transmitting a 1-MB file, TCP with ARSC has a smallest delay in most cases. As Fig.
13 indicates, the code rate for ARSC system adapts to the wireless environment with
changing error rate. It shows that an ARSC system adapts a code rate according to the
error conditions which change with time.

6. CONCLUSIONS

TCP with ARSC is proposed in this paper. The motivation of ARSC is the ability of
today’s mobile hosts to perform Reed-Solomon coding. Basically, the RS code with a
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Fig. 13. RS coding adaptation in time for ARSC system (wireless link distance 40 meters).

smaller data ratio exhibits better error correcting ability. However, an RS code with
many parity symbols wastes valuable wireless bandwidth. To equip the suitable error
correcting ability is important for TCP performance. Therefore, to adapt the
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Reed-Solomon codes is a desirable way to improve the performance. The thresholds,
estimated by the TCP analytical model in [16] and verified by simulations, are used for
the adaptation of ARSC. Experiments show that TCP with adaptive Reed-Solomon codes
(ARSC) achieves better performance. The improvement is more obvious when error con-
ditions change with time, regardlessiif it is due to EMI, mobility, or auto-rate-selection.
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