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Incremental checkpointing, which is intended to minimize checkpointing overhead,
saves only the modified pages of a process. However, the cumulative size of incremental
checkpoints increases at a steady rate over time because a number of updated values may
be saved for the same page. In this paper, we present a comprehensive overview of
Pickpt, a page-level incremental checkpointing facility. Pickpt provides space-efficient
techniques aiming to minimizing the use of disk space. For our experiments, the results
showed that the use of disk space using Pickpt was significantly reduced, compared with
existing incremental checkpointing.
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1. INTRODUCTION

Checkpointing is an effective mechanism for preventing a process from restarting
from an initial state when system failure occurs [3, 7]. A process can resume execution
from the most recent checkpoint state, limiting the amount of reprocessing that would be
necessary when a failure occurs, smply by taking a checkpoint. Therefore, checkpointing
is useful in reducing the expected execution time of a process in the presence of failures.
However, there are certain tradeoffs such as checkpointing overhead in order to achieve
its intended objective, such as achieving minimum recovery time and minimum process
execution time [12].

Severa techniques [5, 7-11] have been devised and implemented to minimize
checkpointing overhead. These can be divided into two groups [7]. The first, is latency
hiding optimization techniques such as diskless checkpointing [10], forked checkpointing
[8] and compression checkpointing [8, 11] which attempt to reduce or hide the disk
writing overhead. The second, is size reduction techniques such as memory exclusion
checkpointing [9] and incremental checkpointing [5, 8], which attempt to minimize the
amount of data stored per checkpoint. An important point to note with respect to size
reduction is that large amounts of read-only memory or unmodified memory pages are
identified and excluded from checkpoints.
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Of these checkpointing techniques, incremental checkpointing is widely used in
practical system environments. In incremental checkpointing, the page fault mechanism
isused to identify dirty pages, that have been modified since the last checkpoint.

A major problem with conventional incremental checkpointing is the useless
checkpoint file [2]. While only the most recent checkpoint file is required to be retained
for full checkpointing recovery, old checkpoints cannot be discarded in incremental
checkpointing because process memory pages are spread out over a number of
checkpoints. The cumulative size of incremental checkpoints increases at a steady rate
over time, as a number of updated values may be saved for the same page [8]. Therefore,
with existing incremental checkpointing techniques, the performance of the stable
storage medium still represents the main contributor to total overhead.

In this paper, Pickpt is presented, an efficient page-level incremental checkpointing
facility in the Linux Kernel, including a comprehensive implementation overview. Pickpt
saves only modified pages into a new checkpoint using the page write protection
mechanism. Pickpt also provides a space-efficient mechanisms for automatically re-
moving useless checkpoints. Experimental results show that checkpointing overhead and
the use of disk space of Pickpt are significantly reduced, compared with the case when
the existing incremental checkpointing method is employed.

The rest of this paper is organized as follows. Section 2 presents related work.
Section 3 describes the design and implementation of Pickpt in the Linux Kernel. Section
4 presents space-efficient techniques for minimizing the use of disk space. Section 5
presents a performance evaluation of Pickpt. Finally, section 6 presents conclusions.

2. RELATED WORK

In this section, we describe some well-known checkpointing facilities available.
Severa studies [1, 4, 6, 8-11] have proposed implementation methods used to reduce
checkpointing overhead on practical system environments.

In [1], Beck proposed a compiler-assisted memory exclusion checkpointing scheme,
which operated with the assistance of the user-placed directives. The compiler performed
data flow analysis for dead and read-only regions of memory that could be omitted from
checkpoints.

In [8], Plank et al. presented the performance of the user-level checkpointing tool
under Unix, Libckpt which supported transparent incremental and copy-on-write check-
pointing. However Libckpt required the user source code to be modified. In addition, the
main() function must be renamed to ckpt_target(). In [11], Plank et al. proposed com-
pressed differences technique and analyzed the theoretical performance of compressed
differences as a combination of incremental checkpointing, buffering at the word-level,
which saved only the modified word between two consecutive checkpoints.

In [6], Litzkow et al. described Condor, a checkpointing library, implemented en-
tirely at the user-level. Condor used Unix signal handling mechanism to perform check-
pointing and no modification of the Unix Kernel was required. However, this mechanism
required the user process to be linked with a Condor library. In [4], Hong et al. described
Kckpt, a sequential checkpoint and forked checkpoint facility, implemented in the Unix-
Ware Kernel, without any modification of user source code.
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3. DESIGN AND IMPLEMENTATION OF PICKPT

In this section, we present a comprehensive overview of the implementation of
Pickpt in the Linux Kernel. For our implementation, we added two new system calls for
checkpointing and recovery™.

int sys ckpt(pid_t pid);
int sys recover(char * name).

3.1 Checkpointing

Normally, a checkpoint consists of the process states, which are the memory con-
tents, related registers, program counter and the status of open files. To recover from a
checkpoint, a recovery process is created, initializing its address space from the check-
point and resetting its registers [4, 8]. This information can be obtained by accessing the
task_struct (include/linux/sched.h) in the Linux Kernel.

To identify the target process of checkpointing, we added the should_ckpt flag in
task_struct. This indicates that the process must be checkpointed. When the pid of the
target process for checkpointing is passed as a parameter to sys ckpt(), it merely sets the
flag required for checkpointing. A checkpoint is actually taken by the do_ckpt() function,
which is implemented in the Linux Kernel. When returning from Kernel mode to User
mode(ret_from sys call), the Linux Kernel invokes the do_ckpt() function. This function
saves the process state into a checkpoint only when the checkpointing should_ckpt flag is
set in the processtask_struct.

To identify the modified pages, Pickpt uses the standard page fault mechanism in
the Linux Kernel. In our implementation, we modified do_page fault() in arch/i386/mm/
fault.c in the Linux Kernel. We aso used the 9th and 10th bits, which are available bits
for system programmers in the Page Table Entry. Fig. 1 shows the structure of the Page
Table Entry in the 386 version of the Linux Kernel. All writable pages of the process are
write-protected, and the 9th bit is set to 1. This means that the page is write-protected
intentionally by the last checkpointing.

31 1211 109 10
U|R
PAGE FRAME ADDRESS 31..12 AVAIL | 00 [D|A[ OO |/|/|P

S|W

\ Available area for system programmers }—I \ READ/WRITE

Fig. 1. Page table entry in the i386 version of the Linux Kernel.

If the write-protected page is violated and the Sth bit is 1, then Pickpt sets the 10th
bit to 1, clears the 9th bit and releases the write-protection of the page. The 10th bit indi-
cates that the page is modified after the last checkpoint.

1 We used Linux Kernel version 2.4.20.
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Next, do_ckpt() collects al the pages with the 10th bit set to 1 and saves them to a
new checkpoint file. Finally, do_ckpt() sets the write-protection of the page again.

3.2 Recovery

Recovery of the failure process is very similar to the system call execve(). A check-
point file is passed to the system call sys recover(). sys recover() loads the image into
the current process address space after which the current process is completely replaced.

4. MINIMIZING THE USE OF DISK SPACE

A magjor problem with incremental checkpointing is the excessive use of disk space.
While only the most recent checkpoint file needs to be retained for recovery in normal
checkpointing, old checkpoints cannot be discarded in incremental checkpointing be-
cause process memory pages are spread out over a number of checkpoints. This, in turn,
means that the cumulative size of incremental checkpoints will increase at a steady rate
over time, because a number of updated values are saved for the same page [8]. In this
respect, the use of disk space is still the underlying cause of overhead in incremental
checkpointing. We propose two kinds of solutions to this problem: page version informa-
tion and shadowing copy techniques.

Some common notations that are used throughout this paper are presented in Table 1.

Table 1. List of notations used in this paper.

G j-th checkpoaint
Pij i-th page of j-th checkpoint file
P; i-th page of the process

P;.count current count of i-th page of the process
P;j.count count of i-th page of j-th checkpoint file
P;aversion | version number of acheckpoint that has the page P; a
P..AorB flag to indicate which file is used at next checkpointing
Ca shadowing copy, A

4.1 Incremental Checkpointing with Page Version Information

To minimize the use of disk space, incremental checkpointing techniques can save
modified pages with page version information on a new checkpoint. The version number
of each page is then used to determine whether the checkpoint is removable at a later
time. The formal description of incremental checkpointing with page version information
isgiven in Algorithm 1.

To quickly determine useless checkpoints, we use a count variable, which deter-
mines whether a specific page in a checkpoint is the latest. The count variable is incre-
mented only when the modified page is saved in a checkpoint file. Algorithm 2 shows a
method to determine whether a checkpoint is removable.
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Algorithm 1 Incremental checkpointing with page version information
for every page P; of the process do
if P; ismodified then
Pi;j :=P; I/ checkpoint P;
P;j.count := P;.count
Increment P;.count
else
Pi; :=invalid // skip P,
end if
end for

Algorithm 2 Determine whether a checkpoint is removable
removable := true
for every page P;; of checkpoint C; do
if P;j.count + 1 = P;.count then
removable ;= false
break
end if
end for

Fig. 2 shows an example of incremental checkpointing with page version informa-
tion. Each rectangle with a dashed line indicates one checkpoint file. Each circle indi-
cates the page in the checkpoaint file. The latest snapshot of the process is generated from
P15, P25, Pss, Ps1, Psa, Peg. In this example, the checkpoint files, C,, Cs will not be used
for recovering the latest snapshot of the process. Therefore, these two checkpoint files
can be removed.

o

Fig. 2. Example of incrementa checkpointing with page version information.
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4.2 Incremental Checkpointing with Shadowing Copy

An aternative method to minimize the use of disk space is the shadowing copy
technique. This method maintains dual checkpoint files and the most recently modified
pages are pushed into one of the dual checkpoint files, and subsequently saved on stable
storage.

The formal description of incremental checkpointing using the shadowing copy
techniqueis given in Algorithm 3. The P;.AorB flag is checked first, before saving a page
into one of the dual checkpoint files. If this flag is A, that page will be saved in the Ca.
Otherwise, that page will be saved in the Cg.

Algorithm 3 Incremental checkpoint using the shadowing copy technique
/I Checkpoint j-th version
for every page P; of the process do
if P;ismodified then
if P,.AorB = Athen
Pia:=P; [/ checkpoint P;in Cx

Piaversion:=j
P,.AorB:=B
else
Pig:=P; [/ checkpoint P;in Cg
Pig.version:=j
P,.AorB .= A
end if
else
end if
end for

Write version number, j in checkpoint

In distributed systems where the state of one system can become dependent on data
stored on another node, a mechanism must be provided to ensure that individual check-
points make a global consistent state. Therefore, incremental checkpointing with the
shadowing copy technique should not be used in a distributed computing environment
because it recovers a process state from the last checkpoint file.

Fig. 3 shows an example of incremental checkpointing using the shadowing copy
technique. The shaded circle represents the latest page. The latest checkpoint file can be
made, by gathering the most recent pages.

5. PERFORMANCE EVALUATION

In this section, we discuss the performance of Pickpt. We chose the following com-
pute-intensive applications to measure the performance of Pickpt: Matrix Multiplication
(MAT), Fast Fourier Transform (FFT), Discrete Cosine Transform (DCT) and Quick Sort
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Fig. 3. Example of incremental checkpointing with shadowing copy.

(QSORYT). Each of the applications was compiled with Pickpt. To compare checkpoint
overhead, we measured the use of disk space on 100, 64, 56 and 99 incremental check-
points for these applications, respectively.

The checkpoint file size of each program with normal incremental checkpointing
(IC), incremental checkpointing with page version information (IC1), and incremental
checkpointing with shadowing copy (IC2) is shown in Fig. 4. The checkpoint file size
(the number of disk blocks?) is displayed as the average overhead per checkpoint. As
expected, IC1 and IC2 have a large impact on most applications and significant portions
of the checkpoints are excluded as free disk space. It should be noted that IC1 and 1C2
reduce the use of disk space by about 40% more per checkpoint than using IC. In the
case of QSORT, because most checkpoint files store a different area of memory, the re-
sult of IC2 is equal to that of 1C. However, IC2 also reduces disk space significantly in
QSORT.
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Fig. 4. The Amount of used disk space for incremental checkpointing.

The cumulative amount of disk space used in MAT is shown in Fig. 5. Results
for IC, IC1 and IC2 on MAT are aso given. In this figure, it can be seen that the most
dramatic improvement is the cumulative amount of disk space used. At every 10-th

2 The default size of apageis4KB inthe Linux Kernel.
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Fig. 5. Cumulative amount of used disk space in Matrix Multiplication

checkpointing, 1C1 ran Algorithm 2 and removed useless checkpoint files. As a resullt,
the amount of used disk space dropped quickly at the 11-th, 21-th and 31-th checkpoint.
The result of 1C2 looks like a saw, because the modified area of memory is ailmost the
same at each checkpoint.

These results show that the disk overhead when using incremental checkpointing
can be reduced using IC1 and 1C2, compared with IC.

6. CONCLUSIONS

Incremental checkpointing, intended to minimize checkpointing overhead, saves
only the modified pages of a process. However, the cumulative size of incremental
checkpoints increases at a steady rate over time, because many updated values may be
saved for the same page. In this paper, we presented a comprehensive overview and
evaluated the performance of Pickpt, which is a page-level incremental checkpointing
facility in the Linux Kernel. We also presented space-efficient incremental checkpointing
techniques for minimizing the use of disk space: incremental checkpointing with page
version information and incremental checkpointing using the shadowing copy technique.
We also showed through experimental results that overhead and disk space used under
incremental checkpointing could be significantly reduced by Pickpt.
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