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When one-time signatures are used for stream authentication, one of the most seri-
ous drawbacks is that their large signature size yields high communication overhead. In
this paper, we present two efficient one-time signature schemes for stream authentication.
Compared with the previous schemes, these schemes have the smallest signature sizes.
Moreover, their verification overheads are low. The signature size of Scheme 1 issmaller
than that of Scheme 2 whereas Scheme 2 has much smaller signing cost: it requires only
2 hash operations in the mgjority of cases. Although Scheme 1's signing cost isrelatively
high, it can be parallelized without any additional risk because sharing the private key
among distributed serversis not required.
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1. INTRODUCTION

Recently the Internet is widely used for distributing streamed data. To enable wide-
spread commercial broadcast services, it isimportant to provide data integrity and source
authentication [11, 13]. For example, alistener may feel the need to be assured that stock
guotes or news streams have not been altered and were made by the original broadcast
station.

One-time digital signature schemes are digital signature mechanisms that sign the
message at most once. Because one-time signature schemes have much lower signing
cost than ordinary signature schemes, they can be used for signing each live stream
chunk in order to support fast packet rates [9, 12]. One of the serious drawbacks in using
these schemes, however, is that their large signature size yields high communication
overhead. For example, if we use SHA-1 [6], the size of Lamport signature [6] is 3200
bytes, which is much larger than the size of a single stream chunk that usually does not
exceed 512 bytes' [11, 13].
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In the Internet, streamed media is transmitted in the unit of IP packet. If a stream chunk (or its signature) is
partially transmitted to the receivers by |P packet loss, it will be unverifiable. The larger the size of each
chunk, the more frequently partial transmission occurs and the more chunks will be unverifiable. Hence, the
size of achunk should be much smaller than that of IP packet which is usually 4096 bytes.
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In [15] Rohatgi proposed a method for efficient use of k-time signature to reduce
communication overhead. Recently, new one-time signature schemes that have small
signature sizes have been proposed [9, 12, 14]. Although Powerball [9] is claimed to
have the smallest signature size among them, its on-line signing cost is very high. HORS
(Hash to Obtain Random Subset) [14] requires only a single hash operation for signature
generation but its signature size is larger than that of BiBa[12] or Powerball.

In this paper, we propose two efficient one-time signature schemes for stream au-
thentication. The proposed schemes can be viewed as the improvements of HORS by
using double hash preimages and by inserting a restricted condition on signature genera-
tion/verification.

Compared with [9, 12, 14], under the same security level, our schemes have the
smallest signature sizes. Moreover, their verification costs are low. The signature size of
Scheme 1 is smaller than that of Scheme 2 whereas Scheme 2 has much smaller signing
cost: it requires only 2 hash operations in the majority of cases. Although Scheme 1's
signing cost is relatively high, it can be parallelized without any additional risk because
sharing the private key among distributed serversis not required.

This paper is organized as follows. In section 2 we give some preliminaries and
definitions to understand our schemes. In section 3 we describe related work and in sec-
tion 4 we propose our schemes. In section 5, we analyze the computation cost of our
schemes, perform security analysis and show the comparison results between the previ-
ous schemes and the proposed schemes. Finally, conclusions are made in section 6.

2. PRELIMINARIES

In this section we briefly describe definition of one-time/k-time signatures and then
define some notations. One-time digital signature schemes are digital signature mecha-
nisms that sign the message at most once; if we use it more than once, the signatures can
be forged [6]. In k-time digital signature schemes, we can use the signing operation at
most K times.

We use the following notations in the rest of the paper. Let f: {0, 1}' — {0, 1}' bea
one-way function. Let h: {0, 1} — {0, 1}“** and g.: {0, 1} — {0, 1} ¥°%" be one-way
hash functions (I, k, t and n are security parameters). Note that f(), h() and g,() can be
implemented by using standard hash functions (SHA-1 or RIPEMD-160) [14]. A || B de-
notes the concatenation of strings A and B. If an integer f is divisible by an integer e, we
write e | f. |C| denotes the bit size of string C. The signer and the verifier are denoted as S
and V, respectively.

3. RELATED WORK

Research on broadcast/multicast stream authentication can be classified into two
categories: first, research for designing faster signature schemes and second, research for
amortizing each signing operation by making use of a single signature to authenticate
several packets [5]. For lack of space, we explain the previous work of only the first
approach that is related to this paper (for the latter approach, refer to [4, 5, 8, 10, 11, 13,
16, 17)).
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In [17], Wong and Lam proposed some methods for speeding up FFS (Feige-Fiat-
Shamir) signature scheme [6] by using CRT (Chinese Remainder Theorem) [6], reducing
the verification key size and using precomputation with large memory. They showed that
the verification in the scheme was as fast as that of RSA with a small exponent and the
signing operation was much faster than those of other schemes (RSA, DSA, EIGamal and
Rabin). Moreover, they extended FFS to allow “adjustable and incrementa” verification,
in which V can verify the signature at different levels: V can verify it at a lower security
level with a small computation cost, and later increase the security level with longer
computation time.

In [4], Gennaro and Rohatgi proposed an efficient broadcast authentication scheme
by using one-time signatures. Compared with the ordinary signature schemes, one-time
(or k-time) signature scheme shows much faster sign/verification rates. However, the size
of one-time (or k-time) signature is much larger than those of RSA or EIGamal, e.g., the
size of Lamport one-time signature of the SHA-1 hashed message is 3200bytes. In [15],
Rohatgi used TCR (Target Collision Resistant) function to reduce the signature size and
the public key size of k-time signature. Another method used in [15] is the optimization
of the size of the certificate, which further reduced communication overhead. If these
methods are combined, size overhead per stream chunk is about 300bytes when on-line
scheme of [4] is used.

Recently, Perrig et al. devised an efficient one-time signature scheme for broadcast
authentication, BiBa (Bins and Balls) [12]. BiBa uses the Birthday Paradox as follows.
Assume that there exists a family of hash functions G = {q, ..., On1}. First, S generates
random secret values sy, ..., & that are called balls. The public key consists of the outputs
of aone-way function that takes each ball as an input: v; = f(s) (1 <i <t). Given ames-
sage mto be signed, S computes h = h(m) and selects g, from G. Then, by using gy, each
ball is mapped to one of n bins as follows: s is related to the bin having index gu(s). If
there exists a bin that contains k balls, these k balls are the signature of m. The signature
size of BiBais much smaller and verification cost is much lower than those of the previ-
ous one-time signature schemes. However, the signing cost is high and the public key
size is large. In [12], Perrig presented efficient broadcast authentication methods that
permit alarge public key size of one-time signatures.

Mitzenmacher and Perrig proposed the Powerball signature scheme [9], which is an
improvement of BiBa. First, the key generation in Powerball is as follows. For input pa-
rameters n, k and t, S generates t random | (= klogn)-bit strings s, ..., & and then com-
putes p; = f(s), vi = f(p;) for 1 <i <t. The private key and public key are K = (s, ..., &)
and PK = (vy, ..., ), respectively. Second, the signature generation is as follows. Given a
message m and K, S computes h = h(m || ¢) to select g, from the family of hash func-
tions G, where c is a counter that Sincrements if he is unable to find a signature. Each
ball p; (1 <i <t)is mapped to one of n bins that has index gy(p;). Then, each s (1<i <1t)
is interpreted as a sequence of k bins, by, || ... [ by [ ... || by, (0 < by <n). If Sfinds s
such that each corresponding bins by, (1 < j < K) is mapped to at least one ball p;, the
signature of mis SG = (pi,, ..., P, S, €). Third, the signature verification is as follows.
Givenm, G = (py, ..., P S, €) and PK, V computes h = h(m || ¢) and selects g, from G.
If f(p) (1 <1 < Kk) and f(f(s)) isin PK and all the corresponding k bins for s contain at
least one ball, V accepts the signature. As will be shown in section 5.4, even though key
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generation cost of Powerball is twice larger than that of BiBa, the signature size and veri-
fication cost are smaller than those of BiBa.

Recently, Reyzin and Reyzin proposed an efficient one-time signature scheme,
HORS [14]. Firt, the key generation in HORS is as follows. For input parameters I, k
and t, Sgeneratest random I-bit strings sy, ..., § and computesv; = f(s) for 1L <i <t. The
private key and public key are K = (s, ..., ) and PK = (v, ..., V), respectively. Second,
the signature generation is as follows. Given a message m and K, S splits h(m) into
hy, ..., h, each of whichislog;t bitslong. h; isinterpreted as an integer ij (1 <ij<t, 1<
< K). The signature of mis SG = (s, ..., S,). Third, the signature verification is as fol-
lows. Given m, SG = (s}, ..., s and PK, V splits h(m) into hy, ..., h(. Vinterprets h/ as
aninteger if (1 <j <Kk). If f(s)) = vi; for all j, V accepts the signature. HORS has very low
signing cost since it requires only 1 hash operation. However, the signature size of HORS
is larger than those of Powerball and BiBa, which will be shown in section 5.4.

4. THE PROPOSED SCHEME

In HORS, assume that an attacker AhasSG = (s, ..., s,) for m. Then, A can forge a
signature for another message by changing the positions of elementsin SG, e.g., if A can
find m or M (MY, m” = m) such that h(m) = hy || hy || hs || ... || hq or h(m”) = hs || h2 || hy
Il ... |l he, he can create a signature (s, S, S, ..., S, forntor (s, s, S,, ..., s,) for n7".
We improved HORS by minimizing the success probability of this attack. Thus, under
the same security level, our schemes have smaller signature sizes than that of HORS.
More specifically, we use double hash preimages and insert a restricted condition on sig-
nature generation/verification to minimize the above attack. Our schemes have the con-
straint in that 2 | k.

4.1 Scheme 1

Like HORS, Scheme 1 consists of 3 parts. key generation, signature generation and
signature verification. First, key generation is as follows. For input parameters|, k and t,
Sgeneratest random I-bit strings sy, ..., § and then computes p; = f(s), v, = f(p)) for 1 <i
< t. In the proposed scheme, al s,, py, Ve (1 < @, b, ¢ < t) should be different®. The private
key and public key are K = ((sy, ..., S), (Pw, ---, Py) and PK = (v, ..., ), respectively.
Second, signature generation is as follows. Given a message m and K, S selects a ran-
dom value ¢ and computes h(m || ¢) = hy || ... || hw. by isinterpreted as an integer i; (1 <j <
K). i; (1 <j < K) must meet the following equations. If not, S repeats the above procedure
for another c.

i< o <z, (21 < er <k {1y ooy it} O {ikg2e, ony 1} = O )

The signatureis G = (¢, (S, -+, Sip)s (Pigpeyr Vo Bi))- Third, signature verification is
as follows. Given a message m, G = (¢, (Uy, ..., Ug2), (Ug2+1, --., U)) and PK, V com-

25, Po, Ve (1 < &, b, c < t) are |-hits strings, where usually | > 80. Considering that t is on the order of 1000 (see
section 5.4), the probability that al s,, py, Ve are different is extremely high.
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putesh(m|| ¢) = ]| ... || hl Vinterprets b asan integer i} (1<j <K).ij (1 <] < k) must
meet Eq. (1). If f(f(w)) = vi; and f(Ujna2) = Vi, for 1 <j <k/2, V accepts the signature.
Example 1: Assume that | = 80, k = 4 and t = 8. First, S generates K = ((s, ..., Sg),
(p1, ..., Pg)) Where s is 80-hit string and p; = f(s) (1 <i < 8). Then, S computes PK =
(v, ..., vg) wherev; = f(p;) (1 <i < 8). For a message m, S selects a random value ¢ and
computes h(m|| ¢) = hy || hy || hg || hs. Sinterpretseach hj asij (1<j<4). Ifi;=2,i,=7, i3
=4,i,=8theniy <iy iz<iy and{iy, i} N {is, is} = @. Thesignature of mis G = (c, (s,
$7), (Pa, Pg))- Givenm, SG = (€, (U = S, Uz = ), (U3 = Ps, Us = Pg)) and PK, V computes
h(m|| ¢) = || 2 || b3 || b’ V interprets each h asij (1 < j < 4). If mand S G have not
been modified, i1=2,i%=7, 3= 4, i’,= 8, which meets Eq. (1). If f(f(uy)) = vy, f(f(u)) =
v, f(us) = v, and f(u,) = vg, V accepts the signature.

Recall that in HORS, an attacker A can forge a signature for another message by
changing the positions of elementsin G = (s, ..., S). In Scheme 1, &l such attacks are
impossible, which results in significant reduction of the probability of forgery. We will
show thisin sections 5.3 and 5.4.

Note that we can prevent this forgery attack if we simply modify HORS st. in gen-
erating a signature all iy, ..., iy should meet the condition, i; < ... <i,. However, this na-
ive method requires a large amount of h(m) operations to find such iy, ..., ix. In our
scheme, the signing cost is smaller than that of this naive method because we use the
hash function twice for each 5, divide the signature into two part, and use Eq. (1) that are
less restrictive than the condition of the naive method. (For further dividing the signature
into multiple parts, see Appendix.)

4.2 Scheme 2

Although Scheme 1 has a small signature, the signing cost is quite large, which will
be seen in section 5.4. In this section we present Scheme 2, which has a less restrictive
condition in signature generation compared with Eqg. (1) of Scheme 1. Thus, the signing
cost of Scheme 2 is much smaller than that of Scheme 1.

Scheme 2 also consists of 3 parts: key generation, signature generation and signa-
ture verification. First, key generation is as follows. For input parameters|, k(2|k) and t, S
generatest random I-bit strings sy, ..., & and then computes p; = f(s), vi = f(p;) for 1 <i <t.
In the proposed scheme, all s,, py, Ve (1 < @, b, ¢ <t) should be different. The private key
and public key are SK = ((sy, -+, &), (P1s ---» Pp)) @nd PK = (vy, ..., ), respectively.

Second, signature generation is as follows. Given a message m and K, S selects a
random value ¢ and computesh(m | ¢) = hy || ... || he. hj isinterpreted as an integer i; (1 <
<k 1<i;<1).0;(1 <] <K must meet the following condition: iy, v, iy should be differ-
ent. If not, Srepeats the above procedure for another c. The signatureis G = (¢, (s, ...,
Sk/z)v (pik,z+11 e pik))'

Third, signature verification is as follows. Given a message m, G = (¢, (uy, ...,
Us2), (Ui2sa, ..., W) and PK, V computes h(m || ¢) = 1y || ... || h After Vinterprets hj as
aninteger ij (1<j <k 1<ij<t), heverifies that all ij are different. If f(f(u;)) = vi; and
f(Ujsi2) = Wiy, fOr 1 <j < k/2, V accepts the signature.
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Example 2: Assume that | = 80, k = 4 and t = 8. First, S generates K = ((s, ..., Sg),
(p1, ..., Pg)) Where 5 is a 80-bit string and p; = f(s) (1 <i < 8). Then, S computes PK =
(v, ..., vg) wherev; = f(p;) (1 <i < 8). For a message m, S selects a random value ¢ and
computes h(m|| ¢) = hy || hy || hs || hs. Sinterpretseach hj asij (1<j<4). Ifi;=4,i,=2, i3
= 3, iy = 5 then it meets the condition that all i; (1 < j < 4) should be different. The signa-
tureof misSAG = (¢, (S4, &), (P3, Ps))- Given m, AG = (¢, (U =S4, U = S), (U3 = P3, Uy =
ps)) and PK, V computes h(m || ¢) = iy || W2 || 5| W, Vinterprets each ) asi (1< j < 4).
If mand 9SG have not been modified, i, =4, i% =2, i3= 3, i’s = 5, which meets the above
condition. If f(f(uy)) = vq, f(f(Uo)) = vy, f(Us) = vz and f(u,) = vs, V accepts the signature.

Recall that in HORS, an attacker A can forge a signature for another message by
changing the positions of elementsin SG = (s, ..., S,). In Scheme 2, al the valid signa-
tures that A can forge have a form of SG” = (¢, (a permutation of (s, ..., S,,)), (a per-
mutation of (pi,.,, ..., Pi))), which results in significant reduction of the probability of
forgery. We will show thisin sections 5.3 and 5.4.

5.ANALYSIS

We first calculate the computation cost of the proposed schemes in section 5.1. In
section 5.2, we analyze the private key size, the public key size and the signature size. In
section 5.3, we perform security analysis of our schemes. Finaly, we explain the com-
parison results between the previous schemes and our schemes in section 5.4.

In this section, we assume that f() and h() are modelled as a random oracle [1]. This
simplifies analysis on security of the proposed schemes. Moreover, under this assump-
tion, the output of h() shows a uniform distribution, which simplifies analysis on the
computation cost of our schemes. This assumption is from the convention of the previous
schemes|[9, 12, 14].

5.1 Computation Cost

We analyze the computation cost of our schemes in terms of the number of one-way
(hash) functions computed. In Scheme 1, key generation requires 2t evaluations of f().
For signature verification, V must compute h() once and f() 3k/2 times. For signature

t* (kN2 (t—k)!
generation, Sevaluates h() % times on average by the following theorem. Note
that the output of h() shows a uniform distribution over [0, 24°% — 1] since we assume
that h() is modelled as a random oracle [1]. Therefore, iy, ..., ix have uniform distribu-
tionsover [1, t].

Theorem 1 Assumethat iy, ..., i are random variables that have uniform distributions
t!

over [1, t]. In Scheme 1, the probability that Eq. (1) hold is *ED2 (=K

I !

t
Proof: First the probability that i; < ... <iyzis| /t%.When i1y veey b2(in < ot <)

2
have already been selected, the probability that iyo. < ... <ixand {iy, ..., ik} N {ig2+1,
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=k} | k k
v i} = @ is( kZJ/tZ. Hence, the probability that Eq. (1) hold is ~223 2 2 -
2 t2 t
t! ' Q
th (&2 (t-k)!

Aswill be shown in section 5.4, the signing cost of Scheme 1 isrelatively large. For
example, if t = 1024 and k = 8, the probability that Eqg. (1) hold is 0.00169. This means
that S can obtain a valid signature after 1/0.00169 = 592 trials of h(m || ¢) on average.
However, the signature size is smaller than that of any other scheme, which will be
shown in section 5.4.

In Scheme 2, key generation requires 2t evaluations of f(). For signature verification,
V must compute h() once and f() 3k/2 times. For signature generation, S evaluates h()

k
m times on average by the following theorem.

Theorem 2 Assume that iy, ..., ix are random variables that have uniform distributions
over [1, 1]. In Scheme 2, the probability that all iy, ..., i are different is 20 =K+1)

tk
Proof: Let asample space Sbe{iy, iz, ..., ik | (1 <ij < t), (1 <j < K)}, where each member
of S means the values of iy, iy, ..., ix. Obvioudly, |§ = t. Let us consider the event E

where all i; are different. |E| = t(t — 1) ... (t — k + 1). Therefore, the probability that all
t(t—1)...(t—k+1) a
—

iy ..., ix are different is |E)/|Y = .

If kismuch smaller thant, w approaches 1. For example, if t = 1024
and k = 10 (the case mentioned in section 5.4), the probability thet all iy, ..., ik are differ-
ent is 0.9569. This means that S can obtain a valid signature after 1/0.9569 = 1.045 trials
of h(m || c) on average. In al the cases described [9, 12, 14], the average number of the
required hash operations in Scheme 2 isfar less than 2.

Up till now, we have dealt with the average number of trials for the proposed
schemes. Now, in Schemes 1 and 2, consider the number of trials N sit. Scan find avalid
signature with (overwhelming) rate T (0 < T < 1). Let P denote the probability that a
valid signature is found for a single trial of h(). In Scheme 1, sz

E. - .
Scheme 2, p:%, Since T=1- (1 - P)", N =logy.p(1 — T). In the above
t

example where t = 1024 and k = 10, for T = 0.99, N of Schemes 1 and 2 are 2723 and
1.46, respectively and for T = 0.5 (where this condition is adopted from BiBa and Pow-
erball papers[9, 12]), N of Schemes 1 and 2 are 409.7 and 0.22, respectively.

5.2 Key Size and Signature Size

We calculate the key size and signature size of the two schemes. First, the size of
PK istl bits, where | denotes the bit size of anode and it may be on the order of 96 ~ 128
[9]. Second, the size of SK is 2tl bits. However, (py, ..., py) can be obtained from (s, ...,
s) by the off-line computation, where the size of (s, ..., §) istl bits. Third, the size of
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SGiskl + [c] bits, where |c] is related to the average number of the required hash opera-
tions in signature generation. For example, if t = 1024 and k = 8 in Scheme 1, S can ob-
tain avalid signature after 592 trials of h(m || ¢) on average as mentioned in the previous
section. In this case, |c| = 10 is sufficient. In Scheme 2, since the average number of h(m
|| €) operationsisless than 2 for most cases, |c] = 1 ~ 2 is sufficient.

5.3 Security Analysis

Recall the assumption that f() and h() are modelled as arandom oracle [1]. Then, the
output of h() shows a uniform distribution. Moreover, given a and b = h(a), the probabil-
ity that anyone finds a’ # a such that b = h(a") is 1/2"0 = 1/2%'%%;t = 1/,

Under this assumption, just like [12, 14] we analyze security of the proposed
schemes against the r-non-adaptive-message attack. In the r-non-adaptive-message attack,
an adversary A is assumed to have r messages of his choice and their signatures. Then, A
selects a new message ' and tries to forge a signature of n7. To simplify analysis, just
like [12, 14] we assume that A does not attempt to invert or find a collision of one-way
functions f(). Since our schemes are one-time signature algorithms, we analyze only the
casewhenr = 1.

5.3.1 Security analysison Scheme 1

Assume that an adversary A has avalid signature SG = (C, (s, ---, S,,)), (Pi,.,» -+
p) for amessage m. Because we assumed that A does not try to invert or find acollision
of one-way function f(), a valid forged signature SIG” for nv should consist of the ele-
ments of G except for ¢, i.e,, G = (c/, S') st. S’ consists of only the elements of a set
{s, -1 Syp Pigyy -+ P} Among al possible candidates of S, S = ((s,, ..., s,),
(P, -+ Pi)) isthe only one to meet Eq. (1) and to be accepted in the verification pro-
cedure. Hence, 3G = (¢, (s, -+, S,) (Pi,.pr -+ P)-

Moreover, in order to be accepted as a valid signature, h(m' || ¢') =iy || ... || ix. Be
cause we assumed that the output of h() shows a uniform distribution, the probability that
. . 1
h(m' || ¢) =iy || ... |likis 0]~ et~

From above observation, in Scheme 1, the probability for any attacker to find a
valid signature after asingle trial of h() (we call this a probability of forgery) is 1/t*.

5.3.2 Security analysison Scheme 2

Assume that an adversary A has avalid signature SG = (C, (s, -+, S,,)), (Pi ..«
p) for amessage m. Because we assumed that A does not try to invert or find acollision
of one-way function f(), a valid forged signature SSG' for m' should consist of the ele-
ments of SG except for ¢, i.e.,, G = (¢, S) st. S consists of only the elements of a set
{s, -1 S,y Piy, - P} Among all possible candidates of S, S = (a permutation of
(s, - s,,), apermutation of (p;,, ., ..., p)) isthe only one to meet the condition that all
i1, ..., iy should be different and that SG' can be accepted in the verification procedure.
Hence, SG' = (¢, (apermutation of (s, ..., s, ), apermutation of (pi ., .-, Pi)))-

Moreover, in order to be accepted as a valid signature, (i ..., i'w2) iS a permutation
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of (iy, ..., ik2) and (iI'wo+1, ..., i) isapermutation of (io+1, ..., i) Whereh(m' || ¢') =i ...
|| i Since we assumed that h() is modelled as a random oracle, its output shows a uni-
form distribution. Hence, for A’'s each trial of h' = h(m' || ¢') for different ¢', when h' = h';

|| ... || hkis interpreted as k integers i'y, ..., i} al iy, ..., i’ show uniform distributions
among [0, t — 1].

Let us consider the probability that (i'y ..., i'w2) is a permutation of (iy, ..., iw) and
(I"w2e1y ..., 1'g) isapermutation of (iwo4q, ..., i) for asingle trial of h(m' || ¢), whereiy, ...,
i are given. Let asample space Sbe{i', ..., i%| (1 <ij<t), (1<j <K)}, where each mem-
ber of S means the values of iy, ..., i} Obvioudly, |§ = t%. Let us consider the event C
where (i'y ..., i'y2) is a permutation of (iq, ..., ix2) and (i'y241, ..., i) IS @ permutation of
(i2+1, --» 1) |C] = (W2)")2 Therefore, the probability that the event C occursis |C|/|S =
((k/2)H

-
t Hence, in Scheme 2, the probability for any attzacker to find avalid signature after a
((k/2)Y)

singletrial of h() (probability of forgery) is BRI
5.4 Comparison Results

Compared schemes are BiBa [12], Powerball [9] and HORS [14]. Table 1 shows the
comparison results under the condition that al schemes have the same signature size (=
kl) and the same public key size (= tl), where | denotes the bit size of a node and it may
be on the order of 96 ~ 128 [9]. Under this condition, the probability of forgery P; of
Scheme 1 is the lowest. P; of Scheme 2 islower than those of BiBa and HORS for all the
possible values of (k, t, I) and P; of Powerball is higher than that of Scheme 2 (except for
the casesk = 2, 4).

Table 1. Comparison results where all schemes have the same [SIG| and |PK].

Scheme S| gnature | Verification gen}ér?t(i on Signing P_ubl ic !<ey Probability
size (bits) cost cost cost size (bits) | of forgery
BiBa[12] K 2k+1 t 2t tl =
Powerball [9] Ki 2k +1 2t 2t tl e
HORS [14] K k+1 t 1 tl )
3k
Scheme 1 ki <5t 1 2t L(TRDGENT 2):!)2 (k! tl (%)k
3k t K/ 2)1)?
Scheme 2 K > +1 2t T tl oz

* The values are from Theorem 1 of [9] and section 6 of [9] where P = 1/2.

For all the schemes, if k becomes smaller (or larger), the probability of forgery in-
creases (or decreases). Hence, when all the schemes have the same probability of forgery,
Scheme 1 has the smallest signature size and the next is Scheme 2.

Key generation costs of our schemes are higher than that of HORS or BiBa. How-
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ever, this may not be significant since key generation can be pre-processed and easily
parallelized over multiple servers.

Table 2 shows the comparison results under the condition adopted from [9], where
the probability of forgery, t and message size are fixed as 2%, 1024 and 80bits, respec-
tively (k has a different value for each scheme). Under this condition, Scheme 1 has the
smallest signature size. Scheme 2 and Powerball are the next (k = 10). Note that P; of
Scheme 2 is 2%, which is much lower than that of Powerball (= 2°%). The signature size
of HORS is larger than those of our schemes, Powerball and BiBa. Table 2 shows that
signing cost of Scheme 2 is close to 1 and that verification cost is low for Schemes 1
and 2.

Table 2. Comparison results where all schemes have the same security level.

Scheme Signatgre Signing | Verification | Key generation P_ublic !(ey
size (bits) cost cost cost size (bits)
Lamport™ [6] 80 1 80 160 160l
Merkle-Winternitz" [7] 23| 1 169 355 1
Bleichenbacher-Manurer” [2] 45| 1 72 182 1
BiBa' [12] 1114 2048 23 1024 1024
Powerbal | [9] 1014 2048 21 2048 1024
HORS[14] 13l 1 14 1024 1024
Scheme 1° 81 592 13 2048 1024
Scheme 2° 101° 1.045 16 2048 1024|

* The values are adopted from Table 6 of [9].

*The value (= 20) described in Table 6 of [9] is erroneous.

AThe value will be larger by 1~2 [9, 12].

8 Because of ¢cin SIG, the value will be larger by |c| (see section 5.2).

Although on-line signing cost of Scheme 1 is higher than that of HORS, it is lower
than those of Powerball and BiBa. A higher on-line signing cost against HORS may not
be significant due to the following reasons:

e Hash operation is very cheap, eg., for MD5 algorithm, Celeron 850Mhz can hash
805.7Mb per second [3].

e Note that computing h(m || ¢) and verifying Eq. (1) do not require K to be accessed.
Hence, when signing operation is parallelized over distributed servers, they need not
share K. Unlike our scheme, Powerball or BiBa requires K to be shared among the
servers. If one of these serversis compromised, SK would be exposed.

e The parameterized algorithm in Appendix enables the trade-off between key generation
cost and signing cost. Table 3 in Appendix shows that by increasing the value d, sign-
ing cost can be reduced down to 16.4 whereas key generation cost is increased up to
4078.

e For stream authentication, the signing operation is required only for a broadcast server,
whereas there are lots of receivers who may have low computing power or low band-
width. Hence, a small signature size and low verification cost can be more important
than low signing cost.
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e The condition that the probability of forgery is equal to 2% is very strict because [12,
14] assumed the probability to be 2" or 23, If the probability of forgery is higher, it is
possible that k and t could be smaller, which in turn would significantly reduce the
on-line signing cost of Scheme 1.

6. CONCLUSIONS

In this paper, we proposed two efficient one-time signature schemes for stream au-
thentication. Compared with BiBa, Powerball and HORS, the proposed schemes have the
smallest signature sizes. Moreover, our schemes have low verification overheads. The
signature size of Scheme 1 is smaller than that of Scheme 2 whereas Scheme 2 has much
smaller signing cost: it requires only 2 hash operations in the majority of cases. In
Scheme 1, relatively high signing cost can be parallelized without any additional risk
because sharing the private key among distributed serversis not required.
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APPENDIX

On-line computation cost of Scheme 1 is larger than that of HORS, where HORS
requires that h() computat|on be conducted only once for signing operation. However,

our algorithm requires h() computations by Theorem 1 described in section

t (k') (t k)!
5. We propose a parameterized algorithm in which the trade-off between key generation
cost and signing cost is possible by selecting a value d. Scheme 1 described in section 4.1
isidentical to this algorithm withd = 2.

First, key generation is as follows. For input parameters |, k, t and d, S generates t
random I-bit strings s, ...,§’. Then, Scomputes §' = f(§'™) for1<i<tand1<j<d.
All s (1<a<t, 0<b<d)should be different. The private key and public key are K =
(S, ey &)y o (87 oy §77Y) @d PK = (87, ..., §), respectively. Second, signature
generation is as follows. Given a message m and K, S selects a random value ¢ and
computesh(m|| ¢) = hy || ... || he. hj isinterpreted as aninteger i; (1<j<K).i; (1<j<K)
must meet the following equations. If not, S repeats above procedure for another c.

1< <liggy a1 < oov <ldoigdy ooy Tgnars < v <l
{il, ey ik/d}; {ik/d+1, ceny i2k/d}, vy {i(d-l)k/d+1! ceny Ik} are paJr\leedlqomt (2)

The signature is SIG = (C,§), ..., S, )s - (S S - § 7). Third, signature
verifycation is as follows. Given a message m, SIG = (c,(sl, cor Stra s oo (Sapranns oo
s)) and PK, V computes h(m || ¢') = by || ... || hi. V interprets hj as an integer ij (1 <j <
K.i5(1<] <k) must meet Eq. (2). If ¢ n(s) 31 fornk/d<j<(n+1k/dand0<n<
d- 1(wheref () =f() and £"() = f(f" (), Vacceptsthesgnature

The above algorithm has the constraint that d | k. A full description of the general
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algorithm that does not have this constraint is in Algorithm 1, Algorithm 2 and Algo-
rithm 3.

The computation cost can be calculated by using the methods described in section
5.1. Table 3 shows the comparison results of the computation cost under the condition
described in section 5.4.

Table 3. The parameterized algorithm vs. the algorithm described in section 4.1.

Signature | Verification | Key generation | Signing | Public key
Scheme - . . .

size (bits) cost cost cost size (hits)
Scheme 1in Section 4.1 8l 13 2048 592 10241
Parameterized algorithm (d=2) 8l 13 2048 592 10241
Parameterized algorithm (d=3) 8l 16 3072 74 10241
Parameterized algorithm (d=4) 8l 21 4096 16.5 1024|

Because the parameterized algorithm with d = 2 is identical to Scheme 1 described
in section 4.1, each vaue of the second row is the same as that of the third row in Table 3.
As d is larger, key generation cost and verification cost become larger whereas on-line
signing cost becomes smaller.

Algorithm 1 Key generation module

1. Input: I, k, t and d.

2. Output: K and PK.

3. Sgeneratest random I-bit strings s, ..., .

4. Scomputes ' = f(s'™) forl<i<tand1<j<d.

5. K = ((8) vy &), oo (877 oy 7)) and PK =(8, ..., §"), where dl s (1< a
<t, 0< b <d) should be different.

Algorithm 2 Signature generation module

1. Input: I, k, t, d, mand K.

2. Output: SG.

3.r=kid-Lkdl.

4. repeat

5. Select arandom value c and compute h(m || ¢) = hy || ... || hx.
6. hjisinterpreted asaninteger i; (1<j <K).

7. until i; (1 <j < k) must meet the following equations:

?1 <. < iL_k/dJ+L1-rJ, iLk/dJ+L1-fJ+l < il 2r s e I(@-1) kid B (d-2)r b1 << i|_<, ({il, o
itk e}y {iwaiar s o0 Tkl 2elts - {I@nikdld @yl -, I} are pairwise dis-
joint).

8.9G= (C(, o & )y (5 s §)-

| k/d J+ar | (d-1)[Kk/d J+{ (d-1)r 11 |
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1. Input: I, k, t, d, m,
s.)), wherer = k/d
. Output: success or

. Interpret hj asani

Output “failur
.end if

0N UTAWN

then

©

10. else

12. end if

Algorithm 3 Signature verification module

’

PKand SIG = (¢, (S, -+ Shapar)) = (Sagwageianejar

—Lkidl.
failure.

. Select arandom value ¢’ and compute h(m || ) = h’y ]| ... || hk.

nteger i (1<j <K).

.if i} (1 <j < K) do not meet the equationsin step 7 of Algorithm 2 then

e,

Jf £9(s)) =8 for nliid] +Lnrl<j < (n+ 1lkd] +L(n + Drland0<n<d-1
Output “success’.

11.  Output “failure’.

)y
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