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The approach proposed in this paper involves the creation of a new algorithm for
analyzing correlation aerts and providing the correct information regarding the detection
of various types of security attacks, such as DDoS. It aso enables the evaluation of the
attack status, the degree of danger from the viewpoint of a managed network environ-
ment and the assets protected by the security devices. This paper proposes an advanced
ESM system (referred to as the “SIA System”), which is capable of grouping a large
amount of alert messages, analyzing mixed attacks using correlation alert messages from
each sensor and responding to security threats quickly, after classifying them into one of
four different statuses. It was confirmed that this system implementation could identify
and analyze all types of intrusion by attackers in a managed network. Therefore, it pro-
vides a very effective means for security experts to cope with security threats in real
time.

Keywords: ESM (enterprise security management), Meta-IDS, SIM (security informa-
tion management), SIA (security information alert), status evaluation logic

1. INTRODUCTION

With the ever increasing use of the Internet by all types of companies, security
threats such as attacks on enterprise infrastructure by hackers, the leakage of personal
data and the infection of confidential business information caused by e-mail based vi-
ruses, have become major issues in the security literature over the last few decades. Se-
curity systems such as IDS (Intrusion Detection Systems) and Firewalls have been de-
veloped to detect and protect these systems in both wired and wireless networks. How-
ever, along with the changes that have occurred in the patterns of attack as well as the
increasing use of variant methods, attacks are becoming more common using diverse and
mixed techniques, rather than being limited to a single attack technique, or making use of
multiple exploits [4]. For example, the Nimda virus, which first appeared in 2001, is a
mass-mailing worm that uses many methods to propagate itself. This worm sends itself
out by email, searches for open network shares, attempts to copy itself to unpatched or
aready vulnerable Microsoft 11S web servers, and is a virus that infects both local files
and files on remote network shares. Unfortunately, there are currently no information
protection systems that can recognize these mixed attacks, such as those involving the
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Nimda and Agobot worm, and sound an aert. Current information protection systems
only detect and warn against individual intrusions, and are unable to provide a collective
and synthesized alert message. Therefore, it is difficult to detect and react effectively
against variant exploits. It not only requires a great deal of time to analyze and determine
the practical vulnerabilities from the huge amounts of collected datain order to detect the
potential intrusions and protect the system, but it also requires a great deal of manpower,
who are skilled in such security issues.

Various methods have been used to solve these problems. References [2] and [8]
proposed the translation of security information from an IDS log to a Hybrid format.
Reports [8] and [7] were concerned with reducing the number of false alerts by correlat-
ing the intrusion alerts and limiting the scope of the redundant alert data. Studies [7] and
[1] proposed a methodology for identifying complex attacks using the data warehousing
and data mining methods.

This paper we proposes a method for correlating the alerts provided by the IDS sys-
tems and Firewalls, and demonstrates the value of this method to the detection of DDoS
(Distributed Denial of Service) attacks. This approach facilitates the creation of informa-
tion necessary to evaluate the degree of danger, together with the attack status of the
managed network environment. We implement a new algorithm and a security model,
which can be used to tackle security problems quickly through the support of background
data. Furthermore, we divide the intrusion model into several different statuses, and de-
fine a standard format which can be used to regroup the different log data originating
from different vendors' products, in order that security experts can recognize the correct
intrusion target and its intention and cope with the situation effectively. In this way, we
can classify the various types of attack statusinto 1:1, 1:N, N:1 and N:N.
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Fig. 1. Current intrusion detection paradigm.

Fig. 1 shows the various steps involved in the detection of intrusions, with the bulk
data first being gathered from various sensors and the intrusions subsequently being
identified, with the assistance of human intervention. Fig. 2 presents the algorithm pro-
posed in this paper, which groups and classifies the bulk data collected by multiple sen-
sors (i.e Firewall, IDS, IPS, Packet Sniffer, Syslog, etc) in order to limit the dependency
on human resources, and enable a more accurate evaluation of the situation.

In particular, the new approach enables various types of attacks to be identified, in-
cluding those involving either a single host or multiple hosts. This is accomplished by
scanning for vulnerabilities using the detection data of the available security systems,
including the Firewall and IDS, whose log files are first verified and regrouped to pro-
vide SIA (Security Information Alert) logic processing.
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Fig. 2. New intrusion detection paradigm using SIA logic.

The remainder of this paper is organized as follows. Section 2 explains the back-
ground of the SIA model, and includes a discussion of the related works, and the current
security system status levels. Section 3 explains the Simple Evaluation Logic method
proposed in this paper, its evaluation criterions, reasonableness, and the definition of the
standard format required for regrouping the information from the different vendors' log
formats. Section 4 shows the implementation of the proposed model, along with the ex-
perimental results using our implementation tool in a real world environment. Finally,
section 5 provides a conclusion this paper and discusses future work.

2. RELATED WORKSFOR ESM

There are several approaches that have been made to extract useful information
from aerts or events gathered from multiple sensors. These methods originate from the
requirement to integrate and analyze the data from the various established security solu-
tions, and have evolved in an attempt to interface with systems that offer a higher degree
of security, as the information systems themselves have grown. However, the format in
which these alerts and events are stored varies from one vendor’s product to ancther.
This inconsistency in the event format poses a problem when it comes to analyzing log
data synthetically and might confuse the information security expert. In order to solve
this problem, several different approaches have been used in an attempt to obtain a uni-
form result from the sensors' alerts and events.

ESM [6] (Meta-IDS or SIM) is a management system that can track alert data flow-
ing from a Host-IDS to a Network-IDS. ESM systems can display the alert data obtained
from both a Host-1DS and a Network-1DS on one console. The purpose of an ESM is to
construct a system from raw data, security alerts and other data, originating from all
types of different security systems, and to put this information into a standard format so
that it can be more easily managed. However, ESM systems evaluate the threat to an en-
terprise's network by analyzing the bulk traffic, which involves gigabytes rather than
megabytes of information. For example, M1V (Motorola Intrusion Vision) is configured
to monitor all supported IDS sensor transmissions, brining them all together into one
place and allowing the consolidated reporting of intrusion alerts. However, it sets a limit
on the amount of IDS alert data that can be analyzed.

To solve this problem, for which there are no uniform guidelines, the Intrusion De-
tection Exchange Format working group (IDWG) of the IETF is currently working on
standards that will enable different IDS systems to communicate with each other, as well
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as with security consoles. However, due to the lack of interest on the part of the security
system companies on IDMEF (Intrusion Detection Message Exchange Format) [5, 3],
IAP (Intrusion Alert Protocol), CIDF (Common Intrusion Detection Framework) and
IDXP (Intrusion Detection Exchange Protocol) in developing a standard format, in addi-
tion to their reluctance to abandon their own event representation, the current ESM
(Meta-IDS or SIM) system provides just a simple event format trandation. Because an
IDMEF, IDXP and IAP are till in the process of standardization and have a complex
representation regarding their event format, they are inappropriate for expressing security
threats from sources such as the Slammer, CodeRed and Nimda worms. In addition, they
are not pertinent when it comes to evaluating the practical threat factors in a managed
network. The integration of the alert messages contained in these different security
products must be carried out in advance in order to sort and evaluate the practical threat
factors.

Therefore, for the unification of the different event formats, the event data of Fire-
walls and IDS systems first needs to be standardized. The standardization process sug-
gests that the event format of an IDMEF be simplified, in order for it to correspond to a
fast network bandwidth and a fusion cyber attack. We constructed a standard format after
examining each aert format and defined a standard table. Our implementation of the SIA
system proposes a simple standard format for both IDS and Firewall systems, which can
unify multi sensors information. Moreover, it can classify the security threats in a man-
aged network and cope with them rapidly, by sorting the data based on the core fields in
the alert format. The SIA System can show information on the intrusion using a standard
format for the alert and event data, and translate the information stored in the IDS and
Firewall knowledge databases, based on an evaluation of the internal system.

In this way, the security expert can analyze and understand the threat factors syn-
thetically, using a knowledge database that contains each threat factor for both the sys-
tem and the network environment. After recognizing the threat status, the SIA system can
evaluate all aspects of the intrusion, analyzing the information level and the data level of
the IDS and Firewall in detail.

3. STATE OF THE SIA SYSTEM

In the ESM systems, there are two approaches to unifying the log data for an
evaluation of a security threat. One approach involves converting the log data from each
security product into a standard format, while the other involves trandlating the log data
from one security product's format to another’s. The ESM can extract the essential in-
formation from the bulk log data using a standard format. There are severa advantages to
the SIA System's logic, including the possibility of combining the logs from various se-
curity systems, integrating the messages from IDS and Firewalls, and analyzing a large
amount of raw data. However, the particular benefit of the SIA system is that it can re-
group a large amount of alert messages that occur in large distributed networks and sys-
tems, recognize the security threats more easily, and facilitate the establishment of a con-
tingency plan to deal with these threats. In summary, the advantages of the SIA System
are asfollows:
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¢ Integrated monitoring of multiple sensor alerts.

¢ Real time recognition of security threats in a managed network.

¢ Classification of unified alert messages according to four status decision logic and op-
timization of the human resources required to evaluate the security threats.

¢ Easy understanding and detection of the related information from sensors such as IDS
and Firewalls. Evaluation of the influence of security threats on a managed network, in
forensic.

The SIA System can notify the system administrator of security threats to informa-
tion systems, by applying problem finding logic after storing the information obtained
from the different security productsin a common database. This application of such logic
is useful for identifying the overall threat, but not for individual, specific threats. It is
possible to determine the level of the security threat based on the source IP and the des-
tination IP.

3.1 Definition of Light-Weight Intrusion Alert M essage Format for IDS and Firewall

The SIA System converts Multisensor alarm data into a standard format in order to
unify it based on the essential information such as Protocol, |P Address and Port Number.
During the process of converting the datainto the standard format, redundant information
is excluded in an attempt to improve the probability of detecting security threats. Fire-
wall standard format data is configured based on the raw format that is extracted from
PIX, Netscreen and FW-1. The data can also be obtained in one of these standard formats
from other Firewall products and can be represented in the process of alerts and events
(see Table 1). For the definition of the standard format, we analyzed the various products
on the market, focusing on the best-known security products such as ICECAP manager
and SNORT of ISS, and examining their event formats. Table 2 shows the standard for-
mat proposed in this paper. We configured the SIA System in order to extract the infor-
mation referred to in this standard format from the alerts and events of each IDS and
Firewall product. In other words, for each information security system to support this
standard format, al that is needed is to make a converter that is capable of trandating the
raw alert messages into a standard format before applying them to the SIA System. The
standard format was configured as shown in Tables 1 and 2.

Table 1. Firewall standard format.

Receive Time yyyymmdd-HHMMSS : message receive time
Action Firewall Action string
Protocol TCP/UDP
Interface Sensor Interface
Sensor Address Sensor |P address
Source Address Source IP Address
Destination Address Destination |P Address
Source Port Source Port
Destination Port Destination Port
Detail Firewall raw message
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Table 2. IDS Standard format.

Receive Time yyyymmdd-HHMMSS : message receive time
Sensor Address Sensor address
Source |P Address Source |P address
Destination |P Address Destination | P address
Signature Detected signature
Priority Signature priority
Detail IDS raw message

3.2 Proposed Differentiated Intrusion Alert Model

The intention of an attack can be summarized as consisting of four different statuses.
The categories of the attack statuses are determined according to the method of attack
used against the managed network assets. The attack types can be divided into four levels,
namely 1.1, 1:N, N:1 and N:N. Because the current IDS and ESM systems generaly
evaluate network intrusion traces in managed networks as being individual attacks, it is
very difficult to generalize security threats. Therefore, classifying the attack types syn-
tactically facilitates the identification of security threats. In order to accomplish this, it is
first necessary to survey the attack status of managed network assets and to analyze the
detailed aert information. This means that the existing IDS and ESM systems concen-
trate on detecting the individual attacks, whereas the SIA system focuses on evaluating
the overall security threats including a mixed attack. The four attack statuses recognized
by the SIA system are asfollows:. 1) an attack by multiple attackers on one target host, 2)
vulnerability scanning and an attack in a managed network, 3) an attack on a specific
destination host in an information network, and 4) large scale scanning multiple hosts.
Most information security systems generate a large amount of aerts and have difficulty
handling an individual alert message. For example, the Nimda worm includes mixed
threats with an attack pattern consisting of the Unicode attack and the CodeRed backdoor
attack. In general, security systems' sensors cannot easily detect these types of attacks. In
other words, when complicated and varying attack techniques are used, the intruder de-
tection systems do not concentrate their efforts in order to identify the particular attack.

Therefore, this paper proposes a new intrusion detection model that can better
evaluate the overall attack flow, rather than being concentrated on one individual attack,
by sorting the security threats according to the four different statuses defined above,
based on the intruder 1P and the destination IP. Fig. 3 shows the four different security
threat statuses. The Threshold Value is referred to as the value used to determine the
threat status by using the intruder 1P and destination IP. The status is determined accord-
ing to this Threshold Value. The Threshold Value can differ depending on the scope of
the managed network system. More precisely, each status is determined according to the
intruder host count and the destination host count in the distributed network environment.
The Threshold Value can be varied, by taking into consideration the managed network
status. For example, if the intruder host count is small and the destination host count is
large, the potential security threats are the network subnet scanning vulnerabilities, the
full scanning of a single host or a DDoS attack from multiple hosts on a few target hosts.
The basis for evaluating the attack as being Status A, B, C or D is not just dependant on
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Fig. 3. New andysis.

the alert messages from the sensor, but is also dependent on whether the attack is on the
target resource or is agenera threat to the network system. Furthermore, the information
concerning the intruder 1P address and destination IP address is used to discriminate the
security threat in a managed network. The status values for security threats in a managed
network can be summarized as follows:

e Status A: N:1 attack type (many hosts attack a single host):
DDosS attack or a Multiple connection problem

e StatusB: 1:N attack type (asingle host attacks many hosts):
Backdoor attack, targeting some ports such as Net Bus, Back Oriffice 2k, or scanning
some range of the |P addresses

e Status C: 1:1 attack type (asingle host attacks a single host):
Single host scanning, collecting related vulnerability information, and brute force at-
tack such asthe Niche, Bagle, Mydoom, phatbot and ircbot worm

e Status D: N:N attack type (many hosts attack many hosts):
Full scanning or worm attack on an information system such as the Blaster, Slammer,
CodeRed and Nimda

The advantages of using these four statuses are as follows:

¢ the ability to evaluate the security threat from a large amount of data obtained from
Multisensor.

¢ the ability to detect a security threat based on data from Multisensor in a managed
network.

o the ability to identify a security threat in a managed network.

e areduction in the number of false alarms and the creation of valuable data.

The classification of each attack status can be simplified as follows:

Intruder IP — (i), Destination IP — D(i)
M — small count limit ~ large count , S— 1 ~ small count
A) 1(i)) =M & D(i) = S: DoS attack warning
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B) I(i) = S& D(i) =M : Information area vulnerability scan warning
C) I(i) = S& D(i) = S: Specific target attack or scan warning
D) I(i) =M & D(i) = M : Information area scan warning or worm attack

4. ARCHITECTURE AND IMPLEMENTATION

4.1 Architecture

The implementation of the SIA System treats the Firewall related-messages, IDS
derts, SIA logic and the data separately. The overall architecture of the SIA system con-
sists of two components, alow level and a high level process. The role of the former isto
obtain the standard format IDS and Firewall alert data, and to save it in a database, while
that of the latter is to process the data saved in the database and display it. The low level
processis further divided into two sub processes used for dialoging with the Firewall and
the IDS, respectively, as shown in Fig. 4.

t

SIA Logic

Fig. 4. SIA system diagram.

4.2 Implementation

The SIA system architecture consists of a Manager and a Converter. Among the
multiple sensors, we implemented the interface with IDS, focusing on the ISS ICECAP
Blacklce Manager) 2.6 and 3.0, SNORT 1.7 and 1.8, and that with the Firewall focused
on the PIX. We installed two servers which have Pentium 111 800Mhz processors and 256
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MB of RAM as the Converter servers, and a second server with Zeon dual processors and
512MB RAM as the Manager server. For the implementation of the DB server, we used
an MS SQL 2000, the C programming language, Visual C++ 6 and Visual Basic 6. Its
internal architecture was configured to receive the input data from multiple sensors and
process it, as shown in Fig. 5. In the Firewall converter design, our support was limited
to the Sydlog in the current implementation. The Firewall converter can change the Sys-
log raw messages saved in the DB into a standard format. The IDS converter has a sepa-
rate DB for the data from each vendor's product. It reads the raw messages saved in the
DB, and then saves this datain standard format in a high level DB.

Tnstall ICECAP

»'v
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@ ........... ., e T 7
" "‘.-' IDE Converter 4" SIA Manager
v
Use PIY Firewall n, " Filtered DB
0
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E (Raw Message DE)
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Fig. 5. Network roadmap.
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Fig. 6. SIA processing.
4.3 Design
The Status Evaluation Logic designed to assess the status of the threat was config-

ured to save several factors that are useful for evaluating the security threat, using thread
buffers, after which it decided the security threat status (see Fig. 6). There are several
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possible methods that can be used to implement the buffer according to the Status
Evaluation Logic and the Interval Time Vaue. In this study, we implemented the SIA
System using a buffer based on threads. Fig. 6 shows the SIA processing procedure and
Fig. 7 represents the Status Evaluation Logic proposed in the SIA System.

Mew Message Data

Fig. 7. Status evaluation logic diagram.

Comparison Routine

Comp1l:
IF Intruder |P = Buffer saved Intruder |IP
then
Goto Comp 2
Else
Goto Comp 3
END IF
Comp2:
IF Destination |P = Buffer saved Intruder |P
then
IF Destination |P = Buffer saved
Destination IP
then
Goto Status C
Else
Goto Status B
END IF
END IF
Comp3:
IF Intruder |P = Buffer saved Intruder IP
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then
IF Destination | P = Buffer saved
Destination |P
then
Goto Status D
Else
Goto Status A
END IF
END IF

The pseudo code above shows the procedure used to evaluate one of the four
statuses in the SIA system. For example, if the intruder IP is the same as the buffer saved
IPin Compl step, then Comp2 step proceeds. Next, if the destination IP is the same as
buffer saved IPin Comp2, then the SIA system evaluates the attack as Status C.

Therole of process 1 isto receive new message data and pass it to Compl, as shown
inFig. 8.

‘ PROCESS 1 ‘
<> Receive time — Time Interval > Buffer saved .receivetime
Status: —+ Saving Database & Display
B,C => Intruder IP Base
A => Destination |P Base
D => Intruder IP, Destination IP v
Base Selected IPinformation delete

Fig. 8. Process 1 job.

Therole of Process 2 isto update buffer value.
e Update Buffer Value:
Receive Time, Intruder |P, Destination IP (IP can be replaced by host 1D)

Process 3 takes control of the following tasks. If the intruder is already present,
which means that it is the same as the one stored in the DB and the destination is stored
in the DB, then the Status value is changed from D or A to C, otherwise if the destination
is not present, which means that it does not coincide with the one in the DB, then the
Status Vaue is changed from D or A to B. The buffer is updated as a function of the new
Status Value.

IF Intruder IP = Buffer saved Intruder IP and
IF Destination | P = Buffer saved
Destination IP
then Status value change — Status C
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Else
Status value change — Status B
END IF

END IF

The logic/pseudo code based on the evaluation condition can be summarized as fol-
lows.

IF Receive Time > Buffer — ReceiveTime + Time Interval
If status B, C then
Buffer.IntruderlP = Intruder| P
Else If A then
Buffer.Destinationl P = Destinationl P
Else
Buffer .Destinationl P = Destinationl P & Buffer.Intruderl P = Intruder |P
END IF
Else
Buffer Clear
END IF

4.4 SIA Alert System

The test data of the SIA system collected in an ISP infra-network, over a period of
one month. In this experiment, we researched the relationship between the Interval Time
and Threshold value. This experiment focused mainly on comparing the new SIA system
with existing IDS systems. Before explaining the experimental results, the following two
terminol ogies need to be defined:

¢ Interval Time: the time from the first raw alert occurrence to the last raw alert occur-
rence. It is used to evaluate the attack status.

e Threshold Value: this provides the basis for the ‘N’ value, asreferred to in the 1:N, N:1
and N:N statuses.

The ‘Interval Time' can be set to a different value, depending on the network envi-
ronment. However, in the test cases, it was set to 3 minutes, because it takes at least 3
minutes to integrate and generalize alert messages concerning the Nidma, CodeRed and
Welchiaviruses. If the ‘Interval Time' is set to less than 3 minutes, then the SIA system's
experimental results are not different from those of general IDS systems. Likewise,
changing of the ‘Threshold Value' may give rise to different results. If the ‘Threshold
Value' isset to 1 or 2, the experimental results are not different from those of existing
IDS systems. In other words, if the ‘Threshold Value' is less than 2, it is impossible to
distinguish the 1:1, 1:N, N:1 and N:N attack statuses. In our test results, in order to be
able to classify the attack status correctly, it was confirmed that a minimum setting of 3
was required for the ‘Threshold Value." The relationships between the ‘Interval Time
and ‘ Threshold Value' for the attack statues are shown in Figs. 9, 10, 11, and 12.
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Fig. 9 shows the frequency of the occurrence of status A according to the ‘ Thresh-
old Value' and ‘Interval Time.” We can determine the variation in the occurrence rate of
Status A, when an attack with a N:1 status takes place. The greater the increase in the
threshold value, the smaller the reduction in the frequency of the occurrence of Status A.
In other words, in the case of an attack with the N:1 status, as the threshold value rises,
the possihility of detecting a DDoS type attacks grows smaller. In addition, the frequency
of the occurrence of Status A gradually increases as the ‘ Interval Time' increases.
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Fig. 9. Status A evaluation chart.
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Fig. 10. Status B evaluation chart.

Fig. 10 shows the frequency of occurrence of status B as a function of the ‘ Thresh-
old Value' and ‘Interval Time.” It shows the rate of occurrence of alert messages, when a
1:N attack take place. Status B is detected, because either a single or several intruders
scans and attacks many target hosts. It was found that as the ‘ Threshold Value' increased,
the frequency of the occurrence of the 1:N status decreased. Also, if the “Interval Time
increases, the frequency of occurrence of Status B also increases. This means that the
number of attacks by a single attacker increases. In the experimental results, we con-
firmed that mainly worm attacks, such as those by the Nimda and CodeRed, were identi-
fied as Status B attacks.

Fig. 11 shows the freguency of the occurrence of Status C as a function of the
‘Threshold Vaue' and ‘Interval Time." It shows the rate of occurrence of alert messages,
when a 1:1 attack occurs. In Fig. 11 we shows that the frequency of occurrence of Status
C is not changed as the ‘Threshold Value' increases. However, as the ‘Interval Time'
increases, the frequency of occurrence of Status C decreases linearly. This means that the
number of 1:1 type attacks detected grows smaller if the ‘Interval Time' is increased.
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Fig. 12. Status D evaluation chart.

Therefore, as the monitoring time increases, the number of 1:N, N:1 and N:N type attacks
increases.

Fig. 12 shows the frequency of the occurrence of Status D as a function of the
‘Threshold Value' and ‘Interval Time.” It shows the rate of occurrence of alert messages,
when an N:N type attack take place. Fig. 12 shows that the number of Status D attacks
decreases continuously as the ‘ Threshold Value' increases. This means that the basis ‘N’
expansion of Status D leads to a decrease in the frequency of occurrence of N:N attack
status. After setting the ‘ Threshold Value' to the minimum of ‘3, we attempted to in-
crease the ‘Interval Time' value, and found that the frequency of the occurrence of Status
D grows incrementally.

The threshold count and interval time have an effect on the incidence of the differ-
ent statuses. In addition, these parameters can be adjusted according to the tool’s setup
environment. The change in the status count by the reason of the status occurrence can be
altered according to the methods of the attack pattern and worm attack. The status count
can be adjusted by varying the ‘ Threshold Value' and ‘ Time Interval’, in order to focus
the search for a particular attack pattern.

The conditions of the key factors are as follows:

e Threshold Value = from 3 to 12.
e Time Interval = from 3 to 8 minute.

Fig. 13 shows the comparison data of the alert counts between the new SIA system
and the existing IDS system. In Fig. 13, the x axis refers to the experimental date (24
days) and the y axis shows alert counts detected in the SIA and IDS systems. Alert counts
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Fig. 13. SIA alert and IDS alert.

in the SIA mean total counts after being classified into four status attacks. On the other
hands, aert counts in IDS represent total counts of individua attack signatures gathered
from each Sensor.

The figure shows that the SIA system can unify the different log alerts originating
from Multisensor and provides supported log aerts, together with IDS log aarms, which
are regrouped into four status types (1:1, 1:N, N:1 and N:N). The result means that the log
aert counts grouped by the SIA system are smaller when compared with IDS.

Table 3. Thealert count comparison between SIA and I DS regarding the Agobot worm.

stems SIA
Status A Status B Status C Status D IDS
Hosts (N:1) (L:N) (1.1 (N:N)
Host | 0 5 16 0 11,158
Host J 0 4 18 0 20,980
Host K 0 11 7 0 2,286
Other Hosts 41 110 129 97 394,072

[Time Interval = 3 min, Threshold Value = 3, Log Data= 1 hour]

Table 3 shows a comparison of the aert count between the SIA system and the ex-
isting IDS. The managed networks for experimental environments are a C class subnet
(below 256 hosts). We installed SNORT and |SS Real Secure as Multisensor to construct
general IDS. Then we configured the SIA system by locating SNORT and ISS Real Se-
curein front of SIA logic process, as shown in Fig. 2. Figs. 1 and 2 in the paper show the
difference of intrusion detection paradigm between existing IDS and the SIA system.

First, we set the threshold value in SIA system as 3, to group specific hosts over 3in
each status count. Second, we ran the SIA system in order to evaluate the threat statusin
a C class subnet, and we found that total counts in Status A were 41 and there were no
host over threshold value ‘3. From this result, we could came to a conclusion that total
counts (41 alarms) in Status A didn’t represent a danger situation when we considered
the number of hosts in a subnet C class. Third, we found that total countsin Status B was
110 and there were three hosts (I, J, K) over threshold value ‘3.” From this step, we
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started to doubt that attack type was 1:N and hosts |, J and K were attacked hosts. Fourth,
we examined the alert counts in Status C. Then we discovered that total counts in Status
C were 129 and hosts |, J, K were over threshold value ‘3. Therefore, we could guess
from this result that mixed attacks were occurred in hosts I, J, K, and attack types were
1:N and 1:1. Sixth, Security Experts analyzed log files (of IDS and SIA) to Status B and
Status C, in order to know more correct intrusion detection information such as
worm/virus type, attack source, and vulnerability. From above evaluation steps, finally
we could reached a conclusion that the hosts |, J, K were attacked by the Agobot worm
and they might infect other hosts by running as attacker hosts.

Initially, the SIA system evaluates the security threats by the Agobot worm to bein
Status C (1:1). However, as the attack of the target hosts increases, the SIA system rec-
ognizes this attack as belonging to in Status B (1:N). Therefore, the SIA system analyzes
mixed attacks such as the Agobot worm and is more capable for filtering redundant alert
messages than the existing IDS systems, as shown in Table 3.

Fig. 14 shows the alert counts of the four statuses respectively in the SIA system. In
Fig. 14, the x axis represents the experimental date (24 days) and they axisis aert counts
that occurred in the SIA system. The highest rate of Status C means that a 1.1 attack type
mainly occurs in our experimental network. In addition, the strong increase in Status B
during the 18-24 days points out the detection of a 1:N attack type such as the Niche,
Bagle, Mydoom, and Agobot. Table 3 shows the log data for only one hour. However,
the total log datain 24 days was too large. Consequently, it required a great deal of time
for the security expert to analyze the security threats. The size of log datain the SIA sys-
tem is 20 times smaller than that the IDS system. Therefore, the SIA system responds
more quickly to security threats than the existing IDS systems, because it reduces the
redundant alert messages, as shown in Figs. 13 and 14.
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Fig. 14. Status dert count in SIA system.

5. CONCLUSION

The vast mgjority of security intrusions and threats take the form of a DDoS attack,
accompanied by a randomized worm attack against a standalone server, rather than by a
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single attack or a fusion attack, Due to the complex nature of such attacks, even a secu-
rity expert might take a long time to assess and deal with security threats in a managed
network. However, the current IDS system is vulnerable to fusion attacks and it is diffi-
cult to evaluate the overall security threat to a managed network. In addition, with this
system, identifying threat factors is quite time consuming, even for Security Experts.

The SIA system can evaluate the factors associated with the security threats to im-
portant assets in managed network originating from attackers. This paper proposed a
method for translating the various types of log format into a standard format. The pro-
posed system identifies and assesses the factors associated with a security threat in a
managed network, using the parameters associated with the number of intruders and the
specific target hosts. In addition, the large amount of alert messages was grouped, in or-
der to reduce the dependency on the human resources required to analyze them. We im-
plemented a new ESM system, by considering the threat to the entire managed network,
rather than individual threat alerts. After testing the SIA System, we confirmed that the
new system implementation could correctly analyze and evaluate various types of intru-
sion, and could distinguish security threats and attack statuses in managed networks.

However, the SIA system has following disadvantage. If Multisensor recognize an
attacker as normal hosts then the SIA system also can’t detect an intrusion because false
negative alarms will always exist on any good Multisensor. Likewise existing IDS, the
SIA system can't evaluate which virus and worms are spread out in the managed net-
works, without analyzing the log file generated by Multisensor. In other words, the
analysis of aert logs by Security Experts must be needed, in order to evaluate the secu-
rity threat in more correct. In the experiment of Table 3, we set the threshold value as * 3’
in the SIA system. As changing threshold value, the result of threat evaluation would be
different. Therefore the choice of optimized threshold value in the SIA system would be
decided by the experience of a security expert.
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