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A DMA controller that operates in the cycle-stealing mode transfers data by stealing 

bus cycles from the CPU. The concurrent contention for the I/O bus by a CPU task and a 
cycle-stealing DMA I/O task retards their progress and extends their execution times. In 
this paper we first describe a method for bounding the worst-case execution time (WCET) 
of a CPU task when cycle-stealing DMA I/O is present. We next use the dy-
namic-programming technique to develop a method for bounding the WCET of a cycle- 
stealing DMA I/O task executing concurrently with a set of CPU tasks. We conducted 
exhaustive simulations on a widely-used embedded processor. The experimental results 
demonstrate that our methods tightly bound the WCETs of CPU tasks and of cy-
cle-stealing DMA I/O tasks. 
 
Keywords: hard-real-time systems, worst-case execution time, cycle-stealing DMA I/O, 
concurrent execution, embedded systems 
 
 

1. INTRODUCTION 
 

In a hard-real-time embedded system, both CPU tasks and I/O tasks are required to 
complete executions by their deadline. A task that executes longer than its allocated 
computation time may lead to missed deadlines and the failure of the whole system. The 
schedulability analysis of such a system requires that the worst-case execution time 
(WCET) of each task be known in advance to ensure the completion of each task by its 
allocated computation time [14, 19, 20, 28, 30]. To tightly bound the WCET, the inter-
ference of concurrently executing CPU tasks and I/O tasks must be considered. 

This paper addresses the problems of bounding the WCETs of concurrently execut-
ing CPU tasks and cycle-stealing DMA I/O tasks in a hard-real-time embedded system. 
We model each CPU task as a sequence of instructions (i.e., code without undetermined 
loop bounds and recursive function calls) which is quite commonly found in the synthe-
sized code of hard-real-time embedded systems [10, 11, 27, 29]. A DMA controller 
(DMAC) transfers data between the main memory and I/O devices with minimal CPU 
involvement. A DMAC may operate either in the burst mode or in the cycle-stealing 
mode. A DMAC that operates in the burst mode gains the control of the I/O bus once it is 
free and retains its ownership until all data transfers in the DMA I/O task complete. In 
contrast, a DMAC that operates in the cycle-stealing mode transfers data by “stealing” 
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bus cycles from an executing CPU task. A cycle-stealing DMA I/O task allows a CPU 
task to execute concurrently. The contention for the I/O bus by the cycle-stealing DMA 
I/O task and the CPU task retards their progress and extends their execution times. 

This paper first analyzes the delay caused by cycle-stealing DMA I/O activities on a 
concurrently executing CPU instruction. Based on this analysis, we develop a method 
that tightly bounds the WCET of a CPU task. We next proceed to the problem of bound-
ing the WCET of a cycle-stealing DMA I/O task. We define the execution time of a DMA 
I/O task to be the interval from the instant when the DMAC is ready to transfer the first 
unit of data to the instant when the CPU receives from the DMAC an interrupt signal 
when the transfer of the last unit of data is complete. We present here a method for 
bounding the WCET of a cycle-stealing DMA I/O task executing concurrently with a set 
of CPU tasks on a single-processor embedded system. We use the dynamic-programming 
technique in the development of this method. The running-time complexity of this 
method is O(ZU) + O(K2Z2), where Z is the number of units of data to be transferred by 
the DMA I/O task, K is the number of CPU tasks, and U is the sum of the number of in-
structions in CPU tasks. 

To demonstrate the effectiveness of our method on bounding the WCET of a CPU 
task, we compare our WCET prediction with the one obtained by the traditional pessi-
mistic approach. Given a CPU task and a cycle-stealing DMA I/O task, which are ready 
at the same time, the traditional pessimistic approach estimates the WCET of the CPU 
task to be the sum of the execution times of both tasks when each executes alone. We 
measure the performance of our method in terms of the amount of reduction from the 
most pessimistic WCET prediction. Among the several commonly-used programs tested, 
our method achieves up to 39% improvement in the accuracy of the WCET prediction. 

We demonstrate the correctness of our method on bounding the WCET of a cycle- 
stealing DMA I/O task through exhaustive simulations. Given a cycle-stealing DMA I/O 
task and a set of CPU tasks, we simulated all possible combinations of release times and 
concurrent executions of these preemptive CPU tasks and the cycle-stealing DMA I/O 
task. We compared the maximum execution time of the DMA I/O task recorded in the 
simulation experiment with the WCET prediction obtained by our method. The experi-
mental results show that our method tightly bounds the WCET of a cycle-stealing DMA 
I/O task. 

The rest of the paper is structured as follows. Section 2 describes our machine 
model. Section 3 analyzes the delay caused by cycle-stealing DMA I/O and presents the 
method for bounding the WCET of a CPU task. Section 4 describes the method for 
bounding the WCET of a cycle-stealing DMA I/O task. The experimental results are dis-
cussed in section 5. Section 6 describes related work. Finally, section 7 concludes this 
paper. 

2. THE MACHINE MODEL 

We adopt here the commonly-used single-processor machine model shown in Fig. 1. 
In this model the DMAC operates in the cycle-stealing mode and shares the same I/O bus 
with the CPU. The bus controller allows only one bus master at any time. As a result, either 
the CPU or the DMAC, but not both, can hold the bus and transfer data at the same time.  



BOUNDING DMA INTERFERENCE ON HARD-REAL-TIME EMBEDDED SYSTEMS 

 

1231 

 

 

I/O Bus 

DMA 
Controller 

Bus 
Controller CPU 

Main 
Memory 

I/O 
Device  

Fig. 1. The architecture of the machine model. 

 
Fig. 2. The instruction cycle of ADD 1, (A0). 

 
We assume that signal transmission in the bus is instantaneous. Our analytical method 
presented in this paper works only on a processor when the cache memory and the in-
struction pipeline are disabled. Although this assumption may seem impractical with the 
current microprocessor technology, the authors argue that, given the extreme complexity 
of the problem being addressed, our method is the first solution to bound the WCET of 
cycle-stealing DMA I/O tasks. 

The execution of an instruction in this machine model is as shown in Fig. 2. An in-
struction cycle consists of a sequence of operations to fetch and execute an instruction. 
The sequence takes one or more machine cycles. A machine cycle requires one or more 
processor clock cycles to execute. The beginning of each machine cycle is triggered by 
the processor clock. For example, the instruction cycle of ADD 1, (A0), shown in Fig. 2, 
is composed of four machine cycles: a memory-read (bus-access) cycle to fetch the in-
struction, a memory-read (bus-access) cycle to fetch an operand, an execution (no-bus- 
access) cycle to carry out the addition, followed by a memory-write (bus-access) cycle to 
write back the data. Each machine cycle in this example in turn takes 2, 4, 2, and 4 proc-
essor clock cycles to execute. We classify all machine cycles into two categories: B (bus- 
access) cycles and E (execution) cycles. A B-cycle is a machine cycle during which the 
CPU uses the I/O bus. In contrast, the CPU does not use the bus when it is in an E-cycle. 
In general, there may be several consecutive E-cycles in an instruction cycle. 

For the sake of concreteness, we assume that the bus contention between the CPU 
and the DMAC is regulated according to the VMEbus [33] protocol. This protocol is 
sufficiently general such that our analysis presented in this paper may be easily applied 
to many other commonly-used bus protocols. To access the bus, the DMAC first sends a 
bus request. If the bus is already used by the CPU, the DMAC waits until the bus be-
comes free. When the bus is free, there is a short delay, called the bus master transfer 
time (BMT), while the DMAC gains the control of the bus. The DMAC can transfer data 
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when it becomes the bus master. At the end of each transfer of a unit of data, if there is no 
bus request from a higher priority device (e.g., the CPU), the DMAC may continue to 
hold the bus and transfer data. Otherwise, the DMAC must release the bus, and after an-
other BMT delay the higher priority device gains the control of the bus and becomes the 
bus master. 

Fig. 3 illustrates the concurrent execution of DMA I/O and a sequence of machine 
cycles Bi → E1 → E2 → … → Ek → Bi+1. The DMAC gains the bus when the CPU enters 
E1 cycle from Bi cycle. It keeps transferring data during the interval from E1 cycle to Ek 
cycle. The CPU requests the bus at the end of Ek cycle. The DMAC checks if there is any 
pending bus request at the end of each data transfer; the DMAC releases the bus at the 
end of m-th transfer, and the CPU gains the bus after another BMT delay. The execution 
of Bi+1 cycle is delayed for (b + BMT), where b is the delay between when the CPU re-
quests the bus and when the request is checked and the DMAC releases the bus. 

 
Fig. 3. The concurrent execution of DMA I/O and a sequence of E-cycles. 

 
We assume that the transfer of each unit of data by the DMAC takes the same 

amount of time and denote this time by DT. Let T be the total execution time of the k 
consecutive E-cycles, and m be the maximum units of data the DMAC can transfer dur-
ing this sequence of E-cycles. Based on the facts that 0 ≤ b < DT and T + b = m × D + 
BMT, we have  

(m − 1) < 
T BMT

DT

−
 ≤ m. 

We can compute m by the equation 

.
T BMT

m
DT

− =   
                                                  (1) 

The worst-case delay suffered by the CPU execution of the sequence of machine cycles is  
 

m × DT + 2 × BMT − T. 
 
Because each machine cycle is triggered by the processor clock, the first B-cycle Bi+1 
after the sequence of k E-cycles cannot start until the next processor clock cycle. As a 
result, the exact worst-case delay suffered by the CPU execution is equal to  
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,c

c

m DT BMT T
d T

T

× + × − = × 
 

                                     (2) 

where Tc is the period of a clock cycle. 

3. BOUNDING THE WCET OF A CPU TASK 

Let AC denote a CPU task, which in turn is a sequence of k CPU instructions I1 → I2 
→ … → Ik. Because on a simple architecture each instruction begins with a B-cycle to 
fetch the instruction from the memory, no DMA data transfer can take place across two 
instructions. Consequently, the effects of cycle-stealing on each instruction can be ana-
lyzed independently, without considering the other instructions. The WCET of the CPU 
task AC when it executes concurrently with DMA I/O is therefore bounded by the sum of 
the WCET of each instruction executing concurrently with DMA I/O. 

To bound the WCET of an instruction Ii that executes concurrently with DMA I/O, 
we first use Eq. (2) to calculate the worst-case delay suffered by each sequence of 
E-cycles. We obtain the WCET of the instruction, denoted by W(Ii), by summing the 
execution time of the instruction when it executes alone and the worst-case delay of all 
E-cycles sequences in the instruction. Similarly, by Eq. (1), we obtain the maximum units 
of data the DMAC can transfer during the execution of the instruction. We denote this 
value by M(Ii). Finally, we obtain the WCET of AC, denoted by W(AC), by the equation 

1

( ) ( ),
k

C i
i

W A W I
=

=∑                                                  (3) 

and the maximum units of data the DMAC can transfer during the execution of AC, de-
noted by M(AC), by the equation 

1

( ) ( ).
k

C i
i

M A M I
=

=∑                                                 (4) 

The computation of W(AC) by Eq. (3) requires, as inputs, two parameters of the I/O 
bus, BMT and DT. The other information needed by the equation includes how many 
machine cycles each instruction is composed of, the function of each machine cycle, and 
the execution time of each machine cycle. We can obtain this information from the ref-
erence manual provided by the manufacturer of the processor. 

4. BOUNDING THE WCET OF A DMA I/O TASK 

Because a DMA I/O task proceeds by stealing bus cycles from executing instruc-
tions, its execution time depends on the sequence of instructions executing concurrently 
with it. We generalize the problem of bounding the WCET of a DMA I/O task with a 
workload that consists of a DMA I/O task and K independent CPU tasks. The DMA I/O 
task, denoted by AD, transfers Z units of data. Each of the K CPU tasks, denoted by A1, 
A2, …, AK, is a sequence of CPU instructions. Each CPU task has an arbitrary release 
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time, and these K CPU tasks are scheduled preemptively. In contrast, the DMA I/O task 
AD is nonpreemptable. AD is initialized by a task other than the K CPU tasks. Conse-
quently, AD may execute concurrently with any of the K CPU tasks. The method pre-
sented here works under any scheduling algorithm. 

In the following we first describe three properties revealed by a sequence of instruc-
tions that execute concurrently with the DMA I/O task AD. Based on these properties we 
develop a recursive formula to compute the WCET of AD. The recursive formula gives 
the basis of a dynamic-programming method which can be used to bound the WCET of 
AD. To simplify the discussion, we assume that the CPU is never idle during the execu-
tion of AD. We will remove this assumption at the end of this section by modeling an idle 
period as an instruction of a special CPU task.  
 
4.1 The Properties of a Concurrent Instruction Sequence 
 

Let S denote a sequence of instructions Ia → … → Ia+j executing concurrently with 
the DMA I/O task AD. Because interrupts are processed between instruction cycles, AD 
and the first instruction Ia begin at the same time. Similarly, AD and the last instruction 
Ia+j end at the same time. Consequently, the WCET of the sequence S, denoted by W(S), 
is bounded by the sum of the WCET of each instruction when it executes concurrently 
with DMA I/O. That is  

 
W(S) = W(Ia) + … + W(Ia+j). 

 

Fig. 4. The execution time of a DMA I/O task. 

 
Example 1: Let AD execute concurrently with a sequence of instructions Ia → … → Ia+j 
as shown in Fig. 4. The CPU signals the DMAC to start its data transfer at time t1 and 
starts the execution of the first instruction Ia at the same time. The DMAC transfers the 
first unit of data when the CPU enters the first E-cycle. The DMAC signals the CPU the 
completion of the last unit of data during the execution of the last instruction Ia+j. Be-
cause interrupt signals are processed between instruction cycles, the CPU is notified the 
completion of AD at t2, when the last instruction Ia+j completes its execution. The execu-
tion time of AD is therefore equal to (t2 − t1), that is bounded by W(Ia) + … + W(Ia+j).  � 

 
Property 1  The DMA I/O task AD and the sequence S begin and end at the same time. 
The WCET of S is bounded by the sum of the WCET of each instruction when it exe-
cutes concurrently with DMA I/O. 
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The DMAC must transfer the last unit of data during the execution of the last in-
struction Ia+j. Because interrupts are only processed between instruction cycles, some of 
the E-cycles in Ia+j may not be utilized by the DMAC as shown by the example in Fig. 4. 
In contrast, because the DMA I/O task is nonpreemptable, the DMAC must fully utilize 
all the E-cycles in the rest of the instructions to transfer data. Again, let M(Ii) be the 
maximum units of data transferred by the DMAC during the execution of the instruction  
Ii. The sequence of instructions Ia → … → Ia+j must satisfy 

1

1 1

( ) ( ).
a j a j

i i
i i

M I Z M I
+ − +

= =
< ≤∑ ∑  

Property 2  The DMAC must fully utilize all the E-cycles in every instruction of S ex-
cept Ia+j. In addition, the last unit of data must be transferred during the execution of Ia+j. 

 
Because these K CPU tasks are scheduled preemptively, the sequence S may contain 

instructions from any of the K CPU tasks. Among the instructions in Ia → … → Ia+j, let Si 
denote the set of instructions from the CPU task Ai. Si is either an empty set or a subse-
quence of contiguous instructions of the task Ai. 

 
Property 3  Among the instructions of S, the set of instructions from the same CPU 
task must be a subsequence of contiguous instructions of the CPU task. 

 
4.2 The Recursive Formula 

 
Let Y denote the set of all possible sequences of instructions that may execute con-

currently with the DMA I/O task AD. According to Property 1, W(S), the WCET of a se-
quence S, is simply the sum of the W(I) for every instruction I ∈ S. Therefore, we can 
obtain the WCET of AD, denoted by W(AD), as the maximum W(S) for every S ∈ Y; that is 

( ) max ( ).D
S Y

W A W S
∀ ∈

=  

4.2.1 The derivation 
 

Let us divide Y into K disjoint subsets Y1, Y2, …, YK in such a way that the subset Yα 
consists of all the sequences where the last instruction of each sequence is from the task 
Aα. Let W(K,Z,α) denote the maximum W(S) for every S ∈ Yα. We can redefine W(AD) as 

( , , )
1

( ) max .D K Z
K

W A W αα≤ ≤
=                                              (5) 

Let us further divide Yα into a number of disjoint subsets. Let Yα
(m1,m2,…,m

K
) denote a 

subset of sequences in Yα such that each sequence S in this subset has the following prop-
erty: the DMAC transfers mi units of data during the executions of the instructions from 
the task Ai, i = 1 to K. Let Wα

(m1,m2,…,m
K
) denote the maximum W(S) for every S ∈ 

Yα
(m1,m2,…,m

K
). We can define W(K,Z,α) as 
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W(K,Z,α) = max{Wα
(m1,m2,…,m

K
)}.                                         (6) 

 
Because the DMA I/O task AD transfers Z units of data in total, we have 
 

m1 + m2 + … + mK = Z.                                              (7) 
 
In addition, because the last instruction of each sequence S ∈ Yα

(m1,m2,…,m
K
) is from the task 

Aα, we have mα > 0 according to Property 2. And, mi ≥ 0 for any i ≠ α. That is 
 

0 < mα, and 0 ≤ mi for i ≠ α.                                          (8) 
 

To compute Wα
(m1,m2,…,m

K
), we first define fi(mi) and pi(mi). Let Ia → … → Ia+j be a 

subsequence of contiguous instructions of the task Ai such that 

( ).
a j

i l
l a

m M I
+

=
= ∑                                                     (9) 

Let Fi
m

i denote the set of all possible subsequences of Ai that satisfy Eq. (9). Again, we 
use W(S) to denote the maximum execution time of a subsequence S when it executes 
concurrently with DMA I/O. We define fi(mi) to be the maximum W(S) for every S ∈ Fi

m
i. 

That is 

( ) max ( ).
mi

i

i i
S F

f m W S
∀ ∈

=                                               (10) 

Similarly, let Ia → … → Ia+j be a subsequence of contiguous instructions of the task Ai 
such that 

1

( ) ( ).
a j a j

l i l
l a l a

M I m M I
+ − +

= =
< ≤∑ ∑                                         (11) 

Let Pi
m

i denote the set of all possible subsequences of Ai that satisfy Eq. (11). We define 
pi(mi) as  

( ) max ( ).
mi

i

i i
S P

p m W S
∀ ∈

=                                               (12) 

Let us get back to a sequence S ∈ Yα
(m1,m2,…,m

K
). According to Property 3, the se-

quence S is in fact the concatenation of the subsequence Si of each task Ai such that the 
DMAC transfers mi units of data during the execution of the subsequence Si, i = 1 to K. 
In addition, because no DMA transfer can take place across two subsequences, W(S) is 
equal to the sum of W(Si), i = 1 to K. Consequently, we can use fi(mi) and pi(mi) to define 
Wα

(m1,m2,…,m
K
) as 

 
Wα

(m1,m2,…,m
K
) = e1(m1) + e2(m2) + … + eK(mK)                            (13) 

where 
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( ) if ,
( )

( ) if .
i i

i i
i i

p m i
e m

f m i

α
α

=
=  =

                                          (14) 

By replacing Eq. (8) with the settings of pi(0) to − ∞, i = 1 to K, we can generalize 
the definition of W(K,Z,α) given in Eqs. (6) to (8), (13), and (14) to the following form 
 

W(K,Z,α) = max{e1(m1) + e2(m2) + … + eK(mK)} 
 
where ei(mi) is given by Eq. (14) and the max function is over all m1, m2, …, mK such that 
 

(1) m1 + m2 + … + mK = Z, and 

(2) 0 ≤ mi ≤ Z, i = 1, 2, …, K. 
 
By considering mK separately, we can further rewrite the above formula as 

( , , ) 1 1 2 2 1 1
0
max {max{ ( ) ( )   ( )} ( )}K Z K K K

g Z
W e m e m e m e gα − −≤ ≤

= + + + +…  

where the inner max function is over all m1, m2, …, mK-1 such that 
 

(1) m1 + m2 + … + mK-1 = Z − g, and 

(2) 0 ≤ mi ≤ Z − g, i = 1, 2, …, K − 1. 
 
Since the inner term in the above formula is exactly W(K-1,Z-g,α), we simplify it to 

( , , ) ( 1, , )
0
max { ( )}.K Z K Z g K

g Z
W W e gα α− −≤ ≤

= +  

After considering the terminative condition of this recursive formula, we obtain the defi-
nition of W(K,Z,α) below 

1

( , , )
( 1, , )

0

( ) if 1,

max { ( )} if 1.K Z
K Z g K

g Z

e Z K
W W e g Kα α− −

≤ ≤

==  + >


                       (15) 

Again, ei(mi) is given by Eq. (14). Finally, Eqs. (5) and (15) together give a recursive 
formula for computing the WCET of the DMA I/O task AD. 
 
4.2.2 Table construction 
 

The computation of Eq. (15) requires frequent accesses to both fi(mi) and pi(mi). To 
avoid computing the same fi(mi) and pi(mi) repeatedly, we pre-compute each fi(mi) and 
pi(mi), and store the results in the tables f[i, mi] and p[i, mi], respectively, for i = 1 to K 
and mi = 0 to Z. We rewrite Eq. (14) as below to retrieve pre-computed results from these 
two tables. 
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[ , ] if ,
( )

[ , ] if .
i

i i
i

p i m i
e m

f i m i

α
α

=
=  ≠

                                         (16) 

Fig. 5 lists the procedure for constructing the tables f[α, z] and p[α, z] of a CPU task 
Aα. Here we let Uα denote the number of instructions in Aα. Initially, we set f[α, 0] to 0,  
f[α, z] to − ∞, z = 1 to Z. In addition, we set p[α, z] to − ∞, z = 0 to Z. We update the table 
f[α, z] each time we locate a subsequence in Aα that belongs to Fα

z and whose WCET is 
larger than the current value. Similarly, we update the table p[α, z] each time we locate a 
subsequence in Aα that belongs to Pα

z and has a larger WCET. If at the end of the proce-
dure an entry f[α, z] (or p[α, z]) still has the value of − ∞, this fact implies that it is im-
possible to find in the task Aα a subsequence of instructions that belongs to Fα

z (or Pα
z). 

 
Input: the CPU task Aα, a sequence of Uα instructions. 
Output: the entries f[α, z] and p[α, z], z = 0, 1, …, Z. 
 
Procedure: 

for z = 0 to Z do  
for j = 1 to Uα do {  

1. find a longest subsequence that starts with the j-th instruction and belongs to 
Fα

z ;  
2. if (such a subsequence exists) and (its WCET is larger than f[α, z]) then  

− set f[α, z] to the WCET of the subsequence;  
3. find a longest subsequence that starts with the j-th instruction and belongs to 

Pα
z ;  

4. if (such a subsequence exists) and (its WCET is larger than p[α, z]) then  
− set p[α, z] to the WCET of the subsequence;  

} 

Fig. 5. The procedure that computes f[α, z] and p[α, z] for the task Aα. 

 
4.2.3 Running-time complexity 
 

Instead of searching through the sequence of instructions repeatedly, the steps 1 and 
3 of the procedure shown in Fig. 5 can be carried out in constant time by utilizing the 
information calculated in a previous iteration of the loop. Specifically, the subsequences 
that start with the (j − 1)-th instruction can be used to locate the subsequences that start 
with the j-th instruction. Consequently, the running-time complexity of the procedure 
shown in Fig. 5 can be optimized to O(ZUα). To construct the whole tables of f[k, z] and 
p[k, z], we apply this procedure to each of the K CPU tasks. The time complexity is  

1
( )

K
kk

O ZU−∑  = O(ZU), where U is the sum of the number of instructions of these K  

CPU tasks. 
The procedure shown in Fig. 6 uses the tables f[α, z] and p[α, z] together with Eqs. 

(15) and (16) to compute W(K,Z,α). We implement Eq. (5) by the for-loop below. Initially, 
we set W(AD) to 0. At the end of the loop, W(AD) returns the WCET of the DMA I/O task 
AD. 
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Input: − the tables f[α, z] and p[α, z], z = 0, 1, …, Z. 
− the definitions of ei(mi) given in Eq. (16). 

Output: the value of W(k,z,α). 
 
Procedure: EQ15(k, z, α) 

1. if (k == 1) then return e1(z);  
2. set R to 0;  
3. for g = 0 to z do {  

− set T to (EQ15(k − 1, z − g, α) + ek(g));  
− if (T > R) then set R to T; 

} 
4. return R; 

Fig. 6. The procedure that implements Eq. (15). 

 
For α = 1 to K do { 

W(K,Z,α) = EQ15(K, Z, α); 
If (W(K,Z,α) > W(AD)) that set W(AD) to W(K,Z,α); 

} 
 

The time complexity for computing W(K,Z,α) with the procedure shown in Fig. 6 is 
 
O(W(K,Z,α)) = O((Z + 1)i × O(W(K-i,Z,α))) = O((Z + 1)K-1) = O(ZK). 
 

Finally, the time complexity of computing W(AD) with the recursive formula is O(ZU) + 
O(KZK). In other words, the time complexity of the recursive formula grows exponen-
tially as the number of CPU tasks grow. 
 
4.3 A Dynamic-Programming Method 
 

To avoid redundant computation, we implement Eq. (15) by the procedure shown in 
Fig. 7. The time complexity of this dynamic-programming method is O(KZ2), and the 
time complexity of computing W(AD) by this procedure is O(K2Z2). Because the time 
complexity of building the tables f[k, z] and p[k, z] is O(ZU), the time complexity of 
computing W(AD) is O(ZU) + O(K2Z2), where Z is the number of units of data to be trans-
ferred by AD, K is the number of CPU tasks that may execute concurrently with AD, and 
U is the sum of the number of instructions of these K CPU tasks. 

Another advantage of implementing Eq. (15) by the dynamic-programming method 
is that the table W[k, z, α] built for the purpose of bounding the WCET of AD can be used 
to bound the WCET of other DMA I/O tasks. For example, to compute the WCET of 
another DMA I/O task AD′ which transfer Z′ units of data, Z′ < Z, by Eq. (15) we need to 
compute first W[K, Z′, α]. Because W[K, Z′, α] had already been computed in the process 
of computing the WCET of AD, we can use the results stored in the table directly to com-
pute the WCET of AD′. Suppose that there are γ DMA I/O tasks that can execute concur-
rently with these K CPU tasks, and each DMA I/O task transfers Zi units of data, i = 1, 
2, …, γ. The time complexity of bounding the WCETs of these DMA I/O tasks is  
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Input: − the tables f[k, z] and p[k, z], k = 1 to K, z = 0 to Z. 
− the definitions of ei(mi) given in Eq. (16). 

Output: the table of W[k, z, α], k = 1 to K, z = 0 to Z. 
 
Procedure:  

1. set W[1, z, α] to e1(z), z = 0 to Z. 
2. for k = 2 to K do 

for z = 0 to Z do {  
set W[k, z, α] to − ∞; 
for g = 0 to z do { 
  if (W[k − 1, z − g, α] + ek(g) > W[k, z, α]) than { 
    − set W[k, z, α] to (W[k − 1, z − g, α] + ek(g)); 

} 
} 

} 

Fig. 7. A dynamic-programming method for Eq. (15). 

 
O(ZmaxU) + O(K2Z2

max)  

where Zmax is the maximum value of Z1, Z2, …, Zγ. 
The discussion thus far assumes the CPU to be never idle. We now remove this as-

sumption. Suppose that there is an idle period during the execution of AD. Let m denote 
the number of units of data the DMAC transfers during this period. We model this idle 
period as an instruction Il of a special CPU task AK+1, called the background task. Be-
cause the DMAC takes at most (2 × BMT + DT) to transfer a unit of data, the execution 
time of this period is bounded by m × (2 × BMT + DT). That is 

M(Il) = m, and W(Il) = m × (2 × BMT + DT).                            (17) 

Furthermore, with Eq. (17), the WCET of an instruction Ip in front of the idle period 
can still be bounded by W(Ip) as described in section 3, whether the instruction Ip ends 
with a B-cycle or an E-cycle. Let S denote a mixed sequence of instructions and idle pe-
riods that executes concurrently with AD. Let S′ denote the new sequence of instructions 
after replacing each idle period in S with an instruction of the background task AK+1. The 
new sequence S′ holds the three properties discussed in section 4.1. Consequently, by 
adding the background task AK+1 to the set of the K CPU tasks that can execute concur-
rently with AD and setting 

f[K + 1, z] = p[K + 1, z] = z × (2 × BMT + DT), z = 0, 1, …, Z, 

the dynamic-programming method given in Fig. 7 still bounds the WCET of AD at the 
time complexity of O(ZU) + O(K2Z2) when CPU idle periods are allowed. 
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5. EXPERIMENTAL RESULTS 

We demonstrate the effectiveness of our methods through exhaustive simulations on 
a widely-used embedded processor. Table 1 lists the eight CPU tasks, each of which is a 
random execution trace of a commonly-used program. We compiled each program into 
an MC68030 assembly program and executed on an MC68030 simulator with randomly- 
generated input data to obtain the execution trace. Column 3 of Table 1 lists the number 
of instructions in each CPU task. 
 

Table 1. The CPU task set. 

Program Brief Description Instructions 

QuickSort Recursive QuickSort 23,026 

BubbleSort Sequential BubbleSort 65,726 

FFT Fast Fourier Transform 249,107 

Spline Cublic Spline Function 209,837 

Gaussian Gaussian Elimination 47,242 

Mtxmul Matrix Multiplication 36,789 

Correlate Track-Correlate Function 26,543 

Mtxmu12 Loop-Unrolled Version of Mtxmul 9,391 

 
We obtained from the Motorola 68030 manual [2] the timing information of each 

instruction in the traces. The clock frequency of the microprocessor was 20 MHZ: the 
period of a clock cycle Tc was 50 ns. We assume a 0-wait memory was used in this ex-
periment, and each DMA transfer of a unit of data took two clock cycles. Hence, we set 
DT to 100 ns. Finally, BMT was 5 ns. 
 
5.1 CPU Tasks 
 

For each CPU task AC listed in Table 1, we first used Eq. (3) to compute W(AC). We 
next used Eq. (4) to compute M(AC). We then compared our WCET prediction with the 
one obtained by the traditional pessimistic approach. Given the CPU task AC and a DMA 
I/O task that transfers M(AC) units of data, which are ready at the same time, the pessi-
mistic approach estimates the WCET of AC to be equal to the sum of the execution time 
of AC when it executes alone and the execution time of the DMA I/O task when it is done 
alone. We denote this traditional pessimistic WCET prediction by Wt(AC). We use the 
percentage of reduction from Wt(AC) 

( ) ( )

( )
t C C

t C

W A W A
R

W A

−
=  

to measure the performance of our method. 
We also investigated the relationship between the performance of our method and 

the computational requirement of a CPU task. We classify all instructions here into two 
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categories: long instructions and short instructions. An instruction is a long one if during 
its execution; the CPU does not need the bus for 8 processor clock cycles or more. In 
contrast, during the execution of a short instruction, the CPU never allows any I/O device 
to have the bus for such a long period. For example, the instructions MULU.W D1, D2 and 
DIVU.W D2, D0 are long instructions, and MOVE.L (A3)+, D0 and ADD.L, D0, D1 are 
short instructions. Column 2 of Table 2 gives the percentage of long instructions in each 
CPU task. 
 

Table 2. The simulation results for CPU tasks. 

Program Long Instructions % R in % 

QuickSort 0% 8% 
BubbleSort 0% 10% 

FFT 2% 19% 
Spline 3% 21% 

Gaussian 5% 25% 
Mtxmul 11% 35% 
Correlate 17% 38% 
Mtxmu12 22% 39% 

 
Column 3 of Table 2 gives the reduction percentage on each CPU task. Because the 

delay caused by cycle-stealing on each instruction is bounded by Eq. (2), the overhead of 
each DMA transfer in a long instruction is less than that in a short instruction. In addition, 
more DMA data transfers can be carried out in a long instruction than in a short instruc-
tion. Therefore, our method produces a larger percentage of reduction on a CPU task 
with a higher percentage of long instructions. Among the tested CPU tasks, Mtxmu12 is 
obtained by unrolling the whole innermost loop of Mtxmul. The loop-unrolling proce-
dure significantly increases the percentage of long instructions in the trace. As a result, 
our method produces a higher percentage of reduction on the loop-unrolled version: a 
39% reduction from the most pessimistic WCET prediction is achieved. 
 
5.2 DMA I/O Tasks 
 

We demonstrate the correctness of the dynamic-programming method through ex-
haustive simulations. To make exhaustive simulation feasible, we executed the programs 
listed in Table 1 with a much smaller data set to obtain the CPU task set listed in Table 3. 
Column 3 gives the number of instructions in each simplified CPU task. We first used the 
dynamic-programming method to compute the WCET of a DMA I/O task AD when it 
executes concurrently with the eight CPU tasks. We next simulated the concurrent execu-
tion of these CPU tasks and AD under the round-robin scheduling algorithm and the fixed 
priority assignment algorithm, and recorded the execution time of AD. CPU tasks were 
simulated for all possible combinations of release times, and in the case of fixed priority 
assignment, all possible combinations of priority assignments were simulated. We al-
lowed scheduling points to occur only every 100 instructions. We use Wr(AD) and Wp(AD) 
to denote the maximum execution times of AD found by the simulation when the CPU  
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Table 3. The simplified CPU task set. 

Program Brief Description Instructions 

QuickSort Recursive QuickSort 3,124 
BubbleSort Sequential BubbleSort 2,763 

FFT Fast Fourier Transform 3,662 
Spline Cublic Spline Function 2,101 

Gaussian Gaussian Elimination 1,436 
Mtxmul Matrix Multiplication 1,170 
Correlate Track-Correlate Function 814 
Mtxmu12 Loop-Unrolled Version of Mtxmul 884 

Table 4. The simulation results for DMA I/O tasks. 

The length of the I/O task 
 

250 500 750 1000 

W(AD)/Wr(AD) 1.060 1.029 1.017 1.014 
W(AD)/Wp(AD) 1.063 1.028 1.013 1.006 

 
tasks are scheduled by the round-robin and fixed priority assignment scheduling algo-
rithms, respectively. We compared our WCET prediction W(AD) against Wr(AD) and 
Wp(AD) to show the correctness of the dynamic-programming method. 

Table 4 shows the experimental results for DMA I/O tasks that transfer different 
units of data. Rows 2 and 3 of Column 2 give the values of W(AD)/Wr(AD) and W(AD)/ 
Wp(AD), respectively, when the DMA I/O task AD transfers 250 units of data. We also 
simulated the concurrent execution of the CPU task set and three other DMA I/O tasks 
which transfer 500, 750, 1000 units of data, and the results are shown in Columns 3, 4, 
and 5. As explained in section 4.3, our dynamic-programming method only computes the 
WCET of the DMA I/O task that transfers 1000 units of data. The WCETs of the other 
three DMA I/O tasks are obtained in a table-driven manner. 

For every of the eight cases investigated in this experiment, our WCET prediction 
W(AD) is always larger than the maximum execution time of the DMA I/O task recorded 
in the exhaustive simulations. Our method overestimates the WCET for at most 6.3% 
when the CPU tasks are scheduled by the fixed priority assignment algorithm and the 
DMA I/O task transfers 250 units of data. The percentage of overestimation is smaller 
with a longer DMA I/O task. This behavior results from the overestimation of our 
method on the last instruction of the sequence that executes concurrently with the DMA 
I/O task. Obviously, the overestimation will have a smaller effect on the WCET predic-
tion of a longer DMA I/O task. Finally, our method still produces 0.6% and 1.4% overes-
timation on the WCET of the DMA I/O task that transfers 1000 units of data at the 
round-robin and the fixed priority assignment scheduling algorithms, respectively. It is 
caused by the 100-instruction scheduling distance. This limit considerably trims down 
the set of possible instruction sequences. We are confident that, by allowing scheduling 
points to occur on every instruction, the overestimation by our method will be practically 
negligible.  
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6. RELATED WORK 

Most of the previous studies focused on bounding the WCET of CPU tasks [1, 3-8, 
12, 15-18, 21-26, 29, 31, 32]. Muller et al. [23] developed a static cache simulation to 
bound the WCET of CPU tasks executed on a contemporary machine with the instruction 
cache. Li and Malik [16] presented the implicit path-enumeration method to convert the 
problem of bounding the WCET into one of solving a set of ILP constraints. Li et al. [17] 
later extended their approach to include the timing analysis of both direct-mapped and 
set-associative caches. Lim et al. [18] proposed a timing analysis technique for modern 
multiple-issue machines such as superscalar processors. Kim et al. [15] presented quan-
titative analysis results on the impacts of various architecture features on the accuracy of 
WCET predictions. Theiling et al. [31, 32] adopted abstract interpretation to analyze the 
performance of modern architectures and integrated with the implicit path-enumeration 
method to bound the WCET. 

All of the above methods invariably assume that a CPU task to be analyzed executes 
without any interference of concurrently executing I/O tasks in the system. Huang et al. 
[13] first attempts to bound the WCET of a CPU task when cycle-stealing DMA I/O is 
concurrently executing. Hahn et al. [9] bounded the worst-case DMA response time in a 
fixed-priority bus arbitration protocol. However, these paper did not address at all on 
how to bound the WCET of a concurrently executing cycle-stealing DMA I/O task. To 
our knowledge, our work is the first one that attempts to bound the worst-case interfer-
ence between concurrently executing CPU tasks and cycle-stealing DMA I/O tasks. 

7. CONCLUDING REMARKS 

Cycle-stealing DMA I/O operations have often been disabled in hard-real-time em-
bedded systems. In this paper we first presented an analysis for bounding the delay. 
Based on this analysis, we developed a method for bounding the WCET of a CPU task. 
Simulation results demonstrate that our method produces much tighter WCET predic-
tions than the traditional pessimistic method, especially when the CPU task contains a 
large percentage of computation-intensive instructions. 

We also derived a recursive formula for bounding the WCET of a cycle-stealing 
DMA I/O task executing concurrently with a set of CPU tasks with arbitrary release 
times and priority assignments. We reduced the running-time complexity of the recursive 
formula with a dynamic-programming technique. Consequently, the WCET prediction 
table constructed by a full evaluation of the dynamic-programming method can be used 
to bound the WCETs of all cycle-stealing DMA I/O tasks executing concurrently with the 
same set of CPU tasks. Our method of bounding the WCET of a cycle-stealing DMA I/O 
task is applicable on an embedded processor where each instruction begins with a 
B-cycle. This paper successfully provides the first solution for the real-time community 
to fully utilize the bandwidth of the I/O bus in a hard-real-time embedded system by al-
lowing the concurrent execution of CPU tasks and cycle-stealing DMA I/O tasks. 
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