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In this paper, we propose a fault-tolerant scheme for generating global sequence 

numbers for total ordering in group communication. Our method is based on the notion 
of quorums, which have been used mostly to solve the mutual exclusion problem. In our 
scheme, each process in the group may initiate the generation of sequence numbers in-
dependently for messages emitted by itself. For the sake of enhancing fault tolerance, the 
information about the sequence numbers is maintained by all the members of a quorum 
at all times. We show that the sequence numbers generated by our scheme are unique, 
consecutive natural numbers. Our mechanism only incurs a moderate amount of com-
munication traffic. The message complexity is on the order of the size of a quorum. 
Failure handling and crash recovery are also addressed in the paper. 
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1. INTRODUCTION 
 

In distributed computing systems, processes are often structured into groups to sup-
port various applications [3, 18], such as computer-supported-cooperative work (CSCW), 
replicated services, news groups, etc. A message sent to a destination group is received 
by all of its members. The order in which messages are delivered to a destination process 
has been an important issue in research on group communication [4, 11]. This issue is 
mainly due to the nondeterminism and asynchronism of network communication in dis-
tributed computing systems. Two of the most important delivery ordering requirements 
are total order and causal order. Causal ordering is derived from the happened-before 
relation defined by Lamport [17]. Messages are delivered according to their causal rela-
tion to satisfy the causal ordering requirement. Total ordering delivery involves the re-
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quirement that messages be delivered in the same relative order at each process. In this 
paper, we address the design of a fault-tolerant scheme for generating sequence numbers 
to meet total ordering requirement in group communication. 

Totally-ordered delivery of messages in an asynchronous distributed system has 
been extensively studied in the literature [11]. Among the existing total ordering algo-
rithms, sequence-number-based mechanisms have proven to be simple, efficient, and 
practical approaches. In these approaches, a unique sequence number is assigned to each 
multicast message, and the multicast messages are processed in the order of the associ-
ated sequence numbers. Sequence-number-based algorithms can be further classified into 
two categories: centralized and distributed algorithms. Among centralized algorithms, 
there are fixed-sequencer and moving-sequencer token-based alternatives. The Amoeba 
family protocols [13, 14] belong to the typical fixed sequencer method. In these protocols, 
one sequencer site is responsible for ordering the multicast messages on behalf of all the 
other processes. All sequence numbers are generated by the same sequencer site. Clearly, 
the sequencer site may become a bottleneck in terms of performance as all requests are 
addressed to the single site. Furthermore, such a fixed sequencer method has poor fault 
tolerance as the sequencer may become a single point of failure. To eliminate the per-
formance bottleneck, protocols based on multiple sequencers have been developed [9, 
15]. However, the lack of fault tolerance remains an unsolved problem. 

On the other hand, the token-based schemes [1, 7, 12] implement total ordering and 
atomic (safe) message delivery by circulating a token around a logical ring formed of all 
of the participating processes. The token carries the most recently used sequence number. 
Only the token holder may generate subsequent sequence numbers for a multicast mes-
sage. Essentially, the token holder can be considered as the sequencer site. A long delay 
may be observed by a process that has a message to be multicast as it has to wait for the 
arrival of the token. The length of this delay is, of course, proportional to the number of 
processes in the system. In addition, circulation of the token incurs extra communication 
overhead. This type of scheme also suffers from the problem of poor fault tolerance. In 
fact, detecting the loss of a token can be a more cumbersome task than dealing with the 
failure of a fixed sequencer site in this method. For distributed schemes [5, 6], the se-
quence number of a message is collectively determined by all of the participating proc-
esses in a distributed manner. The basic idea behind the technique is based on a 
two-phase protocol. A multicast message received by a process is first placed in the 
hold-back queue. Any receiving process then proposes a sequence number for the mes-
sage and returns it to the sender. After collecting the proposed sequence numbers from 
all the receivers, the sender chooses the maximum number among the proposed ones as 
the final sequence number for the message and sends it to the destination processes. Mes-
sages are delivered according to the final sequence numbers. Apparently, the distributed 
schemes incur a large amount of communication traffic and have higher latency for gen-
erating a sequence number. Distributed schemes also lack fault-tolerance. 

In this paper, we address the issue of incorporating fault tolerance into total ordering 
message delivery mechanisms in group communication. In a recent paper [2], Baldoni 
used multiple sequencers to implement a fault-tolerant service for generating sequence 
numbers. In that scheme, a particular sequencer replica, the primary sequencer, handles 
all the requests coming from clients. Other sequencer replicas act as backup ones. When 
a primary sequencer receives a client request, it generates a sequence number for the re-
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quest and updates the backup sequencers with the sequence number. After it receives 
acknowledgments from all the backup sequencers, it replies to the client with the se-
quence number. Furthermore, it uses a time-out mechanism to detect failures. If the pri-
mary sequencer fails, a leader election procedure is followed to select the new primary 
sequencer from among the backup sequencers. This mechanism is essentially centralized 
with the primary sequencer carrying most of the operation loads. 

Mobile-device-based distributed systems will become very important in the future. 
Some of the associated networks include mobile ad hoc networks, sensor networks and 
home networks. These systems typically consist of resource-constrained, mobile devices; 
they are normally less reliable and are vulnerable to component or communication fail-
ures. Hence, fault-tolerant measures are important for such systems. However, designat-
ing a given set of mobile devices to act as the primary sequencer and the backup ones as 
described in [2] would not be appropriate for mobile distributed systems. Rather, we 
should allow all the nodes to share the operation loads on an equal basis while providing 
fault tolerance for system operation. 

To this end, we propose a fault tolerant scheme for generating sequence numbers for 
multicast messages. Our solution is to maintain the information about the most recently 
used sequence number at multiple participant nodes to enhance fault tolerance. Our pro-
tocol is distributed and is based on the notion of quorums [8, 21], which have been used 
mostly to solve the mutual exclusion problem. In the protocol, each process may initiate 
the generation of sequence numbers independently for messages emitted by itself. No 
single process failure may cause the system to crash. In addition, our scheme incurs a 
moderate amount of communication traffic when generating a sequence number. The 
message complexity is on the order of the size of a quorum. Many quorum systems had 
already been proposed in the literature [8, 20, 21]. In particular, the symmetrical ones 
[16], in which each node plays an equal role in forming a quorum, are quite suitable for 
the mobile distributed systems mentioned above. Moreover, the quorum sizes of these  
systems are normally on the order of ( ),O N  where N is the number of nodes in the 
system. Such quorum sizes are moderate for even mid-sized systems. In comparison with 
the previous methods, the availability of the system in our approach can be significantly 
enhanced.  

The proposed scheme has to satisfy the following two properties: 
 

� Unique: Let m and m' be two distinct messages that are multicast to the group, respec-
tively. If any process p is in the group, it is true that m and m' have different delivery 
sequence numbers at p. 

� Consecutive: For any process p in the group, there exist a contiguous natural sequence 
number for each message received by p; i.e., the sequence numbers of the messages at 
p do not present “holes.” 

 
The global sequence number generated by the proposed protocol is guaranteed to 

satisfy both the unique and consecutive properties; therefore, message delivery according 
to the global sequence number results in total ordering. The correctness of the protocol is 
also rigorously proved in this paper. In addition, failure handling and crash recovery are 
also addressed. 
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The paper is organized as follows. In section 2, the system model and some pre-
liminaries are described. We present the protocol in section 3. We then discuss some 
properties of the proposed scheme in section 4. Section 5 draws conclusions. 

2. SYSTEM MODEL AND PRELIMINARIES 

2.1 System Model 
 

We consider a distributed system which consists of N processes, p1, p2, …, pn, 
which communicate with each other by passing messages via the underlying network. 
These processes together form a single multicast group (or, simply, a group). A message 
sent to the group will be received by all of the processes. We define a requester process 
as a process which generates a sequence number for a message that is sent by the process. 
Without loss of generality, we make the following assumptions in the context of our pro-
tocol discussion. 

 
� On the network. The network consists of a set of sites that communicate through 

channels. Processes residing on the sites can transmit messages in both the point-to- 
point and broadcast modes. 

� On the communication mode. Communication is asynchronous. That is, a message 
(either point-to-point or broadcast) requires a variable amount of transmission time for 
completion. It is assumed that communication is reliable and exhibits the FIFO order-
ing property. 

� On fault-tolerance. The following kinds of errors will be tolerated. 
� Crash failures: A process may fail by halting prematurely. Until it halts, it behaves    

correctly. A process failure does not involve malicious actions. We do not consider 
Byzatine failures. A process that is excessively slow or fails to receive a message 
many times can be regarded as having failed based on a timeout setting (see below). 
We assume that the requester process does not fail during the generation of a global 
sequence number.  

� Network partitioning: A network may be partitioned into segments, and the proc-
esses in one segment may appear to have failed from the viewpoint of the processes 
in the other segments. It is assumed that the communication paths between the parti-
tions will be reconnected eventually.  

 
2.2 Quorums 
 

In the proposed scheme, we employ the notion of quorums to achieve fault-toler-
ance. Basically, a quorum is a subset of the N processes in the group. All the quorums of 
the system forms a coterie [21]. They are formally defined as follows. 

 
Definition  Let C be a collection of distinct sets C = {Q1, Q2, …, Qm}, where each Qi, 1 
≤ i ≤ m, is a nonempty subset of the processes in the group. C is called a coterie if and 
only if the following two properties hold: 
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1. Intersection property: Qi ∩ Qj ≠ Ø, ∀Qi, Qj ∈ C. 
2. Minimality property: Qi ⊄ Qj, ∀Qi, Qj ∈ C. 
 
Any Qi ∈ C is called a quorum. 
 

As an example, consider the system consisting of six processes p1, p2, …, p6. The 
following five quorums may form a coterie: Q1 = (p1, p2, p4), Q2 = (p1, p3, p6), Q3 = (p1, 
p3, p5), Q4 = (p3, p4, p5) and Q5 = (p4, p5, p6). 

A number of methods have been proposed in the literature [8, 20] for constructing 
coteries for a distributed system. In our mechanism, one process is adopted to construct a 
coterie for the system and disseminate it to all the other processes in the group. The quo-
rums in a coterie maintained by all the processes in the group are used to determine the 
global sequence number. 

3. THE PROTOCOL 

In this section, we will show how a global sequence number is generated from quo-
rums. We will also address a scheme for achieving recovery when processes in the sys-
tem crash. In the following, we will describe in details how a consistent sequence num-
ber for a message is generated. Note that for any message, the sequence number assigned 
to it must be unique and consecutive. 
 
3.1 Operations in a Requester Process 
 

In the protocol, it is required that each process maintains a natural number, called a 
local sequence number, which is initialized to zero. The local sequence number of proc-
ess pi is denoted as LCi for 1 ≤ i ≤ N. If process pi wants to send a message m to the group, 
then pi becomes a requester process. pi first selects a quorum from the coterie and multi-
casts a request message Reqi to all the processes of the selected quorum. pi then waits for 
acknowledgements from all the members of the quorum. A process pj will reply to the 
requester process upon receiving the request message with a proposed sequence number, 
LCj + 1, if it is available. If some process indicates that it is not available, then pi will 
simply give up and instruct the other members to ignore the request. It will try again later. 
A process is available for servicing a request if it is not currently servicing another re-
quest. Suppose that all of the acknowledgement messages indicate available services. 
Since there exists a quorum in the coterie maintaining a global sequence number at any 
time, the largest number among the proposed sequence numbers is assigned to m as its 
final sequence number. pi then multicasts this sequence number to all of the members of 
the selected quorum. All these members will simply update their local sequence numbers 
to the final global sequence number and then release their locks for the request. Finally, 
pi will multicast m piggybacked with the global sequence number to all the processes in 
the group. The following Procedure requester are used by the requester process to han-
dle the generation of the global sequence number. Tr denotes the timeout interval for 
detecting a process crash. The notation ∆ is the maximum time allowed for Reqi to reach 
any member of a quorum and δ is the maximum amount of time for a point-to-point 
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message Ackj to reach the requester. Hence, Tr > (∆ + δ) in the Procedure requester im-
plies that the requester process detects that some process has failed.  

 
Procedure  requester 
/* message: m, requester process: pi, chosen quorum: Q. */ 
1) begin 
2)  choose a quorum Q from the coterie; 
3)  multicast Reqi to pj, ∀pj ∈ Q; 
4)  wait for Ackj from pj, ∀pj ∈ Q; 
5)  if {(Tr > (∆ + δ)) and (∃Ackj is not received by pi)}  /* some processes in Q fail */ 
6)     then backoff and try again later; 
7)  if  (∃pj ∈ Q responds with unavailable service) 
8)     then instruct pj to ignore the request, ∀pj ∈ Q, to release the lock and try again later;  

/* Abort the service for pi */ 
9)  else 
10)  begin 
11)     LCi = max(sequence number proposed by all pj), ∀pj ∈ Q;  

/* compute the global sn */ 
12)     multicast LCi to pj, ∀pj ∈ Q;   /* pj update their local sequence numbers with LCi */ 
13)     multicast m piggybacked with LCi to the group; 
14)  end 
15) end 

3.2 Operations in a Quorum Process 

When a process, say pj, of a selected quorum receives the request message Reqi, it 
responds with an acknowledgment message Ackj, in which a proposed sequence number 
for the requester process pi is included if it is not currently serving another request; oth-
erwise, it responds with an indication that the service is currently not available. The 
number proposed by process pj is LCj + 1. As there exits at least one quorum in the cote-
rie that maintains a global sequence number at any time in the group, there must exist at 
least one process in the selected quorum that has a global sequence number. When pj 
sends Ackj with the proposed number to pi, it locks its services until it receives notifica-
tion from the requester process. This is to prevent the assignment of inconsistent global 
sequence numbers for different messages. If pj is instructed to ignore the request, it 
aborts the service for pi’s request and releases the lock. The following Procedure quo-
rum-member is used by the members of the quorum to handle the receipt of a request 
message from the requester process. 

 
Procedure  quorum-member 
/* selected quorum: Q, member process of Q: pj, requester process: pi, message from pi: M */ 
1) begin 
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2)  if (M = Reqi) then 
3)     if (pj is not currently servicing another request) 
4)        then sends Ackj to pi with LCj + 1 and locks the service; 
5)      else 
6)        sends Ackj to pi with unavailable service and exit; 
7)  if (M is a notification message from pi asking to ignore the request) then 
8)     abort the service for pi’s request and exit; 
9)  if (M contains a final sequence number) then 
10)     update LCj with the LCi and unlock the service;  

/* Update the local sequence number */ 
11) end 

P1

P2

P3

P4

P5

Req1 m1

m2

Ack3

Ack6

Update1

Req5
Notify5

Ack3

Req5

Ack4

Ack6

Update5

Ack1

Ack5

P6  
Fig. 1. Generating a sequence number. 

For example, consider the system shown in Fig. 1. The local sequence number of 
the six processes are all set to 0 initially; that is, LCi = 0 for i = 1 … 6. Suppose that two 
processes p1 and p5 want to multicast m1 and m2, respectively. p1 chooses a quorum Q2 = 
(p1, p3, p6) and multicasts Req1 to them. At the moment, p5 chooses a quorum Q4 = (p3, p4, 
p5) and multicasts Req5 to them. After every process in Q2 receives Req1, the sequence 
numbers proposed by p1, p3 and p6 are (0 + 1), (0 + 1) and (0 + 1), respectively. After p1 
has received the acknowledgment messages Ack1, Ack3 and Ack6, it selects the maximum 
proposed sequence numbers from (0 + 1, 0 + 1, 0 + 1) as the global sequence number. 
Then p1 updates LC1, LC3 and LC6 with the global sequence number by multicasting an 
updated message Update1 containing the final sequence number to quorum Q2; that is, 
the values of LC1, LC3 and LC6 are all updated to 1. Meanwhile, p3 receives Req5 but is 
currently servicing Req1. p3 aborts p5’s request by sending Ack3 with abort service to p5. 
After p5 receives Ack3, it sends a notification message Notify5 with abort service to p4, 
which is currently servicing Req5. At a later time, p5 tries to choose Q5 = (p4, p5, p6) and 
multicasts Req5 to them. After all the processes in Q5 receive Req5, the sequence numbers 
proposed by p4, p5 and p6 are (0 + 1), (0 + 1) and (1 + 1), respectively. After p5 has re-
ceived Ack4, Ack5 and Ack6, it selects the maximum proposed sequence numbers from (0 
+ 1, 0 + 1, 1 + 1) as the global sequence number and updates LC4, LC5 and LC6 to 2. Fi-
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nally, p5 multicasts m2 with a global sequence number 2 to the group. At this time, the 
local sequence numbers (LC1, LC2, LC3, LC4, LC5, LC6) are (1, 0, 1, 2, 2, 2). 
 
3.3 Correctness Proof 

 
In the following, we will show that the global sequence numbers generated by the 

proposed mechanism are indeed unique and consecutive natural numbers, and that totally 
ordering message delivery is achieved by having messages delivered according to the 
global sequence numbers. 

 
Lemma 1  Let mi and mj be two distinct messages that are multicast to the group. It is 
true that mi and mj are assigned two different sequence numbers (unique property). 
 
Proof: Suppose that processes pi and pj are different requester processes that multicast mi 
and mj, respectively. According to the procedure requester, the request messages Reqi 
and Reqj are sent to two selected quorums in the coterie. According to the definition of a 
quorum, there exists at least one process that is common to the two quorums. This guar-
antees that one of these requests is serviced after the other request has been done. There-
fore, different sequence numbers are assigned to mi and mj, respectively.            � 

 
Lemma 2  Global sequence numbers are assigned in a consecutive manner (consecutive 
property). 
 
Proof: In our protocol, the most recently used global sequence number is always main-
tained by all of the members of a quorum. The intersection property of the quorums en-
sures that any other quorum will contain at least one member process whose local se-
quence number represents the most recently used (largest) global sequence number. 
Hence, the global sequence number obtained by a requester process must be the next 
larger number that can be used. Since only one requester process is serviced at one time, 
the sequence numbers assigned are contiguous; that is the sequence numbers of messages 
at any process in the group do not present “holes.”                             � 

 
Theorem  The mechanism achieves global total ordering message delivery. 
 
Proof: By Lemma 1 and Lemma 2, the sequence numbers of all the messages sent to the 
group are unique and consecutive. Therefore, the messages delivered according to the 
order of the sequence number results in total ordering in our mechanism.           � 
 
3.4 Failure Handling and Crash Recovery 
 

Processes may fail (or crash) from time to time. In addition, a crashed process may 
recover. In our protocol, the most recently used global sequence number is always held 
by all the processes of a quorum. As long as the number of failure processes is smaller 
than the quorum, the system may continue to function correctly despite failures. How-
ever, this is contingent upon that there existing at least one completely functioning quo-
rum in the system. Several types of systems, such as triangular grid quorum systems [16], 
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are (k - 1)-fault tolerant in that they can tolerate up to k - 1 failures without all quo-
rums being rendered useless, where k is the uniform size of the quorums. In the fol-
lowing discussion, we will assume that such construction techniques are used to gener-
ate the coterie. 

When more than k - 1 processes in the system crash, there is the possibility that no 
functioning quorum exists. In this case, a new coterie must be constructed before the 
system may resume operation. We require that the system construct the coterie once it 
detects that there are k - 1 failures. The most recently used global sequence number can 
be retrieved from the existing quorum. 

Now consider the situation where a process that previously crashed recovers from 
its failure. If the coterie has not changed since the crash, the recovered process may pro-
ceed with the existing coterie. It only needs to reset its local sequence number to zero so 
that no other multicast message can accidentally use the sequence number proposed by 
the recovered process as the next global sequence number. No further action is required. 
If the coterie has been changed since the process crashed earlier, the return of the process 
must be added to the formation of the coterie. In this case, the operation should be halted 
before the new coterie is constructed. To ensure that the system resumes with the correct 
sequence number, all the functioning processes must obtain a copy of the latest global 
sequence number. This can be achieved by having the recovered process send a special 
request to a functioning quorum to ask for the latest global sequence number that has 
been assigned. It then broadcasts this number to all of the living processes in the system. 
The sequence number is assumed for all the local sequence numbers of the processes 
when the system resumes operation. 

In addition, how a requester process effectively finds a functional quorum in a cote-
rie with faulty processes is an important issue. To handle the task of locating of a func-
tional quorum in the presence of faults, we may resort to the following two techniques: 

 
1. In the presence of faults, a process may recognize that certain faults have occurred 

previously and avoid selecting quorums that include these faults. In other words, our 
scheme may require that a process spend more time for finding a functional quorum 
the first time it experiences unsuccessful search for a quorum due to faults. It may, 
however, avoid going to these faulty components the next time it requests a global 
sequence number for a multicast message.   

2. If a requester fails to find a fully functioning quorum, it may be notified by those that 
replied to its request about the failure status of the system known to the repliers. For 
example, suppose that process A is the requester. It first sends a request to the proc-
esses of a chosen quorum. When process B (a fault-free one in the chosen quorum) re-
plies to A, it can notify A about the failure status it has knowledge of so that A may use 
the information to facilitate subsequent retrials, if they are needed. 

 
Note that our protocol is not intended for use in an environment in which the number of 
failures is large and processes frequently fail. In fact, providing fault tolerance would be 
too costly for any method under severe fault conditions. 
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4. DISCUSSION 

In the existing centralized methods, the most recently used global sequence number 
is maintained by a single site (the fixed sequencer site or the token holder). In contrast, 
our proposed sequence number is always held by all of the processes of a quorum. As 
long as there exists a quorum whose members are all alive, the system may continue to 
function correctly despite failures. In addition, the information carried in the request and 
the acknowledgment messages are no more than a few integers. Furthermore, the opera-
tions needed to process a request message are simple. At any destination process, a mes-
sage can be delivered as soon as it becomes deliverable with our scheme. This feature not 
only shortens the period of latency experienced by a message but also simplifies buffer 
management at the receiving processes. It would be desirable for the load involved in 
servicing requests be evenly distributed among all the processes in the system. This prop-
erty is related to the way in which the quorum system is used. Load-balanced quorum 
systems, in which each process assumes the same responsibility, have been extensively 
studied [20, 21]. In these systems, each process is included in the same number of quo-
rums, and all quorums have equal size. One may achieve an evenly distributed load by 
using a load-balanced coterie and having each requester process select quorums with 
equal probability.  

The number of messages that need to be transmitted in order to complete the trans-
mission of a message is called the message complexity. For the purpose of analysis, we 
assume that our system is based on the use of a broadcast network, such as Ethernet, in 
which a message sent to multiple sites only costs one message in the network and takes 
the same order of times as the message is sent to a single site. Assume that multiple se-
quencer sites are used to generate sequence numbers. In [2], Baldon adopted a pri-
mary-backup scheme in sequencer replicas to implement a fault-tolerant sequencer for 
generating sequence numbers. Assume that there are k sequencer replicas. k + 3 messages 
are required to multicast a message to the group, send one message to the primary se-
quencer, send one message from the primary sequencer to all backup sequencers, send 
another (k − 1) acknowledgment messages back to the primary sequencer from (k − 1) 
backup sequencers, send a third message with the sequence number sent to the send by 
the primary sequencer, and finally broadcast the multicast message to the destina-
tions.(all quite confusing) The message complexity of the multiple sequencer scheme is, 
thus, O(k). In addition, if the primary sequencer fails, a leader election procedure is per-
formed to select the new primary sequencer from among the backup sequencers. The 
system cannot function until the new leader sequencer is completely elected. If the pri-
mary site and the backup sites all fail, the primary/backup mechanism may not function 
at all. In our scheme, as long as there exists at least one functional quorum, the system 
can continue to work correctly despite failures. From the fault tolerance point of view, 
the primary/backup approach may face more stringent conditions. 

Consider that the distributed scheme ABCAST [6] requires three rounds of message 
exchanges: one message sent by the sender to destinations, N messages carrying pro-
posed sequence numbers sent back to the sender from all N destinations and, finally, a 
third message broadcast to the destinations for commitment, where, again, N is the num-
ber of processes in the group. In total, this approach requires N + 2 messages to multicast 
a message to the group. The message complexity of ABCAST is, thus, O(N). Our scheme 



FAULT-TOLERANT GENERATING SEQUENCE NUMBERS 

 

1275 

 

also requires three rounds of message transmission for each request: one message sent  
from the requester process to the member of a quorum, followed by N  acknowledg-
ment messages sent by all the members of a quorum and, finally, a third message broad-
cast to all the processes in the group. Here, as in most cases, we assume that the size of  

the load-balanced quorums is ,N  and that no process in the quorum fails. In total, our  

scheme requires 2N +  messages to multicast a message to the group in the best case. 

The message complexity is .N  Therefore, the proposed scheme incurs a smaller 
amount of communication traffic than ABCAST dose. In addition, unlike ABCAST, our 
scheme provides a fault-tolerant solution for totally ordered group communication. 

5. CONCLUSION 

In this paper, we have presented a fault-tolerant scheme for generating global se-
quence numbers for multicast messages in order to achieve totally ordered message de-
livery. The proposed scheme is based on the use of quorum systems. The sequence num-
bers generated in the system have been shown to be unique, consecutive natural numbers. 
Further, the availability and fault-tolerance of services can be significantly enhanced in 
comparison with the existing sequence-number-based methods. In addition, the message 
complexity of the proposed scheme compares favorably with the existing distributed 
method and multiple sequencer scheme. 
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