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Designated confirmer signatures, initially introduced by Chaum in 1994, eliminated
the undeniabl e signature shortcoming in which the signature can only be verified through
the cooperation of the original signer. This paper proposes several practical constructions
to multiple designated confirmer signature schemes. We employ the message- dependent
proof of equality of the discrete logarithm and trap-door commitments to construct a new
type of multiple confirmer scheme, where specified verifiers designated by the signer
would have an advantage in verifying a signature where only one (out of n) confirmer is
needed for a confirmation. Other verifiers, who the signer did not designate, must ask all
n confirmers to collaboratively confirm this signature. This paper also provides an effi-
cient and practical solution in applying the threshold functions on the designated con-
firmer signatures.
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knowledge proof, threshold signature

1. INTRODUCTION

The undeniable signature concept was introduced by Chaum et al. in 1989 [7]. It is
different from the ordinary signature in that it requires the signer’s cooperation to verify
the validity of the signature [8, 11, 21]. No one would be able to convince other people at
alater time by simply copying the signature or the contents of interactive proofs between
the signer and the recipient. The undeniable signature provides suitable technology in
giving the signer additional control over who will be able to benefit from being con-
vinced by a signature. Unfortunately, this property may be alimitation for many practical
applications. If the signer becomes unavailable or refuses to cooperate, then the recipient
will not be able to check the signature.

Designated confirmer signatures, initially introduced by Chaum in 1994 [10], elimi-
nated the shortcoming of the undeniable signature in which the signature can only be
verified through the cooperation of the original signer. In the signing phase, the signer S
sends a signature on the message m to the recipient R and convinces R that this signature
can be confirmed by a designated third party C. The recipient R cannot forge the signer’s
signature or convince othersin alater time that the signature was truly signed by S, even
if Rrecords the interactions of the signing procedure. However, the designated third party
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C, in the confirmation protocol, can aways help R prove the validity of the signature to
any verifier V.

In increasing availability and security, constructing the extension schemes to multi-
ple designated confirmer signatures is an important issue. Basicaly, the confirmation
protocol implemented with only one confirmer may create both performance and security
bottlenecks [24]. For example, a malicious confirmer could violate the promise with the
signer to show the validity of the signature to the signer’s enemies (the signer may sign a
terrible secret and fear that his enemies will find out he exposed this secret). A confirmer
could fail, have a mistake, or even refuse to help some specified recipients to verify a
signature. Generally, there are three models of the multiple confirmer scheme: (a) al n
confirmers’ collaboration is needed for a confirmation, (b) any one (out of n) confirmer
can help the recipient verify the signature, and (c) any k out of n confirmers can help the
recipient verify the signature. The model-(a) distributes the capability of confirmation to
n confirmers, so this model can only enhance security. The model-(b) replicates n con-
firmers such that each one has the complete capability to confirm the signature, so this
model can only enhance reliability. However, model-(c) is a highly reliable and highly
secure scheme which has the following properties: less than a threshold number of col-
luding confirmers cannot compromise security (e.g. illegally help the recipient verify the
signature); the signature can be verified if a threshold number of uncompromised con-
firmers are available and agree to run confirmation protocols.

Contributions. In this paper, we propose several practical solutions to the multiple
confirmer schemes. We especially focus on combining model-(a) and model-(b) to create
a new type of multiple confirmer scheme named dual{ (1, n), (n, n)}, where some speci-
fied verifiers designated by the signer would have an advantage in verifying a signature
in which only one (out of n) confirmer is needed for a confirmation. Other verifiers, who
the signer did not designate, must ask all n confirmers to collaboratively confirm a sig-
nature. Assuming that the signer pre-determined a group of verifiers A={V;|i =1, 2, ...,
Si}, thisnew dual{ (1, n), (n, n)} scheme could be highly reliable to the specified verifiers
Vi € A. Any one (out of n) confirmer can convince the verifiers V; € A that the signature
is valid, whereas he cannot convince the verifiers V' ¢ A. The techniques of message-
dependent proof of equality of the discrete logarithm [33] and trap-door commitments [2,
27] are used to achieve our goal.

We also present a model-(c) scheme that uses the technique of Verifiable Secret
Sharing (VSS) [16, 32] to add the threshold functions into the multiple confirmer signa
ture scheme. A \erifiable Discrete Logarithm Shares Construction Proof (VDLSCP),
which is very similar to the VSS protocol but has some different purposes, would be de-
veloped in this scheme. In VDLSCP, everyone can check that the discrete logarithm of a
public value g; is a proper share of arandom secret d,. Our solution is efficient and would
greatly reduce the communication cost and size of the signature.

Applications. Our proposed multiple confirmer signature scheme offers a valuable
contribution and is worth further research, since it provides several solutionsto fulfill the
requirements of many applications in practice. The proposed scheme has some applica-
tions that would be useful in electronic commerce. The first example is a fair exchange
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protocol (usually used for network purchasing scheme or contract signing protocol). The
designated confirmer signature is a tool for designing a fair exchange protocol of sigha-
tures with an off-line trusted third party (off-line TTP). Chen [13] in 1998 proposed an
efficient fair exchange protocol by using confirmation signature scheme. Boyd and Foo
[5] further proposed that the fair exchange protocol can be constructed by any converti-
ble signature. In 1999, Garay et al. proposed an abuse-free optimistic contract signing
protocol [20]. They employed a type of signature called a private contract signature
(PCS) in designing their protocol (our analysis shows that the PCS can be implemented
by a variant of the designated confirmer signature or by other convertible signatures).
Our solution to multiple confirmer signatures can be used to improve security as well as
the reliability of the fair exchange protocol. We propose a (k, n) threshold scheme that
provides flexible integration strategies, since the security and reliability of a system are
usually atrade-off. The detailed descriptionis given in section 5.

The second example is that the proposed scheme can be applied to software protec-
tion. The original concept was proposed by Gennaro et al. in the RSA-based undeniable
signature scheme [21]. A software company can sign its products using our scheme to
convince authorized users that the released programs are valid and do not contain viruses
or Trojan horses. Therefore, an unauthorized user who has anillegal copy cannot get this
confirmation. Besides, a large-scale company which has many branches can delegate the
confirmation capability to multiple confirmersin order to provide a convenient and rapid
serviceto its users.

Related Work. Several designated confirmer signatures have been previously pro-
posed. Okamoto in 1994 [31] proposed that a secure designated confirmer signature
scheme can exist if and only if a secure public-key encryption scheme exists. In his paper,
some practical constructions based on Schnorr and extended Fait-Shamir schemes were
also presented. However, his paper did not reveal how a multiple designated confirmer
signature scheme is designed.

Michels and Stadler in 1998 [29] proposed generic constructions for confirmer sig-
nature schemes. They introduced a new tool called confirmer commitment, which dele-
gated the confirmation ability to a designated confirmer. The multiple confirmer con-
struction concept was discussed in their paper; however, no specified method on dealing
with threshold functions was presented. The detailed comparison between our proposed
scheme and Michels and Stadler’s scheme will be shown in alater section.

Some of the recent studies of confirmer signature focused on the invisibility prop-
erty. Camenisch and Michels in 2000 pointed out that many previous models were vul-
nerable to an adaptive signature-transformation attack [6]. Assuming that the confirmer is
disalowed to help a certain malicious user to confirm the signature &, the malicious user
can use this kind of attack to transfer the original confirmer signature to an independent
form 6 by choosing his own signature public and secret keys, such that & isvalid only
if disvalid. Owing to the indistinguishability between atransfered signature and areally
new signature, the confirmer may reply to the malicious user as to whether the signature
J isvalid or not. As a conseguence, the malicious user in fact knows whether disvalid.
Galbraith and Mao in 2003 further proposed an RSA-based confirmer signature that is
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secure against adaptive adversaries [19]. We have not considered this adaptive attack in
the proposed schemes and plan to develop new models in future research. However,
some practical applications of the confirmer signature may reduce the possibility of per-
forming this attack. For example, in the fair exchange protocol, the signer can obtain the
conversion service by TTP only if he presents the complete evidence of the transaction
and provides his own signature for exchange.

There are also some transformation models that have been proposed. Goldwasser
and Waisbard proposed an efficient transformation of a large class of digital signature
schemes into secure designated confirmer signature schemes [23]. They prove that the
resulting designated confirmer signature transformed by their model can be provably
secure under the same assumptions made by the originally used digital signature scheme
and the encryption scheme. Another model suggested in [37] use DSA and RSA in the
designated confirmer signature.

Some researchers attempted to develop a confirmer signature from bilinear pairings.
Han et al. [25] claimed that they had an identity-based confirmer signature scheme.
However, their scheme is simply a deniable signature and can be broken by a denid at-
tack and aforge attack [38]. We plan to design a pairing-based confirmer signature which
can be easily extended to multiple confirmer schemes.

Outline. Section 2 gives several definitions and techniques used in our schemes. In
section 3, we show how to delegate the verifying signature ability to multiple confirmers,
and propose several practical solutions to the multiple confirmer signature schemes. In
section 4, we analyze security and discuss the properties of our proposed schemes. The
application of the fair exchange protocol is shown in section 5. We make a comparison
between our scheme and previous work in section 6. Concluding remarks and future re-
searches are given in section 7.

2. PRELIMINARIES
2.1 Basic Mode
We describe our basic model by using the following definitions.
Definition 1 Thek out of n (1 <k < n) Threshold Multiple Confirmer Signatures.

Let Sgnpes(S, C, m) be ageneral designated confirmer signature (e.g. [10]) on mes-
sage m, which is signed by S and can be confirmed by C. Assuming there is a group of
confirmers Gc = {Ci}iz12. n. We say that Sgnmpeo(S Ge, k, m) isak out of n (or (k, n) for
short) threshold multiple confirmer signature if any k confirmers within G¢ are capable of
helping the verifiers confirm the validity of the signature.

The two specia caseson k = 1 (i.e, (1, n) scheme) and k = n (i.e., (n, n) scheme)
represent any one confirmer, and al confirmersin Gc, are needed for the confirmations.

Definition 2 The dual{ (1, n), (n, n)} Multiple Confirmer Signatures.
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Assuming there is a group of verifiers A pre-determined by the signer S. A signature
Sgnpwancs(S Ge, 4, m) is caled the dual{ (1, n), (n, )} multiple confirmer signature if
the verifier V; € A needs only one confirmer in Gc to help him confirm the signature, and
the verifier not in A needs all confirmersin Gc to complete the confirmation.

2.2 Used Techniques
This section gives some informal definitions and techniques used in our schemes.
Definition 3 Trap-Door Commitment (also see [2, 27]).

Let ¢ be afunction with input (y, u, v). The notation y denotes that the public key of
the user whose corresponding secret key isx, u is avalue committed to and v is arandom
number. ¢ is a trap-door commitment if and only if it satisfies the following require-
ments:

1. Given 'y, no polynomia algorithm can find two different pairs of (u;, vi) and (uy, V)
such that c(y, ug, v1) = c(y, Uz, Vo).

2. Giveny and c(y, u, v), no polynomial algorithm can find u.

3. Given the secret X, (u, v;) and a randomly selected number u,, there is a polynomial
algorithm that can find v, such that c(y, us, vi) = c(y, Uy, V») (This means the user who
knows the secret X, given (uy, V1), can easily forge the committed value by changing u;
into uy).

The following exampleis proposed in [2, 27].

Trap-door Commitment Example

Let p and q be two large primes and q | p — 1. The notation g denotes a generator of
the subgroup, G, of Z; of order g. The recipient’s secret key is xg € Z, and the corre-
sponding public key is yr = g mod p. The sender randomly selects v e Z, and commits
thevalue u e Z;into c asthe following:

¢ =g"yk mod p.
The sender then sends (u, V) to the recipient for decommitting.

Multiple Recipients Trap-door Commitment
Jakobsson et al. [27] proposed an efficient trap-door commitment scheme for multi-
ple recipients P, i = 1, 2, ..., n. They modified the commitment of u to be ¢ =
\
g" (Hin=1 Y, ) mod p. Each recipient is convinced by the proof that u can not be forged

by others as long as he knows that his secret key has not been compromised. Any other
user would not be convinced by the proof because al P;, i = 1, ..., n could collude to
cheat him.

Definition 4 Interactive Bi-proof of Equality (also see[18, 29]).
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Fujioka et al. in 1992 proposed an interactive bi-proof system that either proved
log{y) = logs(2) or proved log.y) # logg(z). This proof system can be used in our
scheme for the confirmer to prove the correctness of the signature to the pre-determined
verifiers. We use BP(a, v, 3, 2) to represent this proof system.

1. The verifier chooses random values u, v € Z, and computes a = ¢/'y", and sends a to
the prover. _

2. The prover chooses random valuesk, k, we Z,, computesr, = o r;= 4, T, =«
and T = ﬁk , andsendsry, rp T, T3, and w to the verifier.

3. The verifier sends u, v to the prover to open his commitment.

4. If a# oy’ then the prover halts; otherwise he computess=k — (v+w)xmod g and S
= k —(v+w)kmod g, and sends s, S to the verifier.

5. The verifier first checks whether &Y™ =r,, @°r;™" =T, and °r;™" =T;, thenhe

verifies:

L2 g
If the above equation holds, then logx(z) = 10g.(Y), otherwise log4(2) # log.(y).

k

Definition 5 Verifiable Secret Sharing (VSS) (also see[16, 32, 36]).

A VSS scheme is a secret sharing scheme that provides an additional interactive/
noninteractive Verify algorithm for each participant in order to verify the validity of his
share without communicating with other participants. All participants can recover the
samevalue § if their shares are valid. The recovered value $ isequal to the true secret s
if the dealer (responsible for distributing the sharesto all participants) is honest.

Pedersen in 1991 proposed a verifiable secret sharing scheme using discrete loga-
rithms [32]. In their scheme, the secret sis given as a discrete logarithm of a public value
¢°, and each participant can verify his share using public information in regard to the se-
cret. We used Pedersen’s scheme to develop a Verifiable Discrete Logarithm Shares Con-
struction Proof (VDLSCP) detailed in section 3.3.

3. PRACTICAL CONSTRUCTIONS

In this section, we propose several practical constructions for multiple designated
confirmer signatures. First, we give a genera description of (1, n) and (n, n) schemes
similar to the schemes proposed by [10] and [29]. A dual{(1, n), (n, n)} scheme is then
presented to subtly combine the schemes of (1, n) and (n, n) multiple confirmer signa-
tures. The dual{ (1, n), (n, n)} scheme provides a variable control over reliability and
security, however, we also need to create a (k, n) threshold designated confirmer signa-
ture scheme for general applications.

3.1The(1, n) and (n, n) Multiple Confirmer Signature Schemes

Here, we explain briefly how the Schnorr-like signature [35] can be used to con-
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struct the (1, n) and (n, n) multiple confirmer signature schemes. Previously, Okamoto
[31] proposed a designated confirmer signature scheme using Schnorr’s signature, but
there were security flaws presented in [29]. These security flaws have been improved in
the following schemes.

Let F be a collision-resistant hash function. We describe the several definitions used
in our schemes as follows.

Definition 6 Message-dependent Proof of Equality of the Discrete Logarithm [33].

A message-dependent proof of equality of the discrete logarithm of y; to the base g;
and y, to the base g, is a tuple (w, 2) = Proof ogeo(m, 01, Y1, 92, ¥2), wherew = F(m|| 01 || Y1
l9Mly21l o vi* Il 93y5)-

This proof shows that the prover knows the discrete logarithm x: 1ogg, (Y1) = 10gg,(Y2).
To construct this proof, the prover randomly selects x € Z, and calculates w = F(m|| g, ||
Yillgz Y21l gf || g5) andz= x—xwmod q.

Definition 7 Extended Message-dependent Proof of Equality of the Discrete Loga
rithm.

An extended message-dependent proof of equality of the discrete logarithm of y; to
thebase g fori =1, 2, ..., nisatuple (w, 2) = Proofe ogeo(M: 91, Y1, 92: Y2, ---+ On, Yi),
wherew = F(MI[ gyl lIYall - 1GnlYnll g7 ys" [ 935 11 ... || 9ZyR).

This proof shows that the prover knows the discrete logarithm x: logg,(y1) =
10gg,(Y2) ... = 10gg,(Yn). To construct this proof, the prover randomly selects x € Z, and
calculates w = F(M|| g [ly1 | G2 Y2l - I9nllYall g 1 95 |l ... || gf) and z= x— xw mod
g.

The (1, n) Scheme. We dightly modified the hinging method described in [10, 31] and
added the Proofeq ogeq technique into this scheme, so that any individual confirmer’s
proof of equality of the discrete logarithm could represent all confirmers’ proofs. That is,
only one confirmer is needed to verify the validity of a signature even if the capability of
confirmation was delegated to n confirmers. Let the notations of p, g, g be defined asin
section 2. There are n confirmers Cy, C,, ..., C, designated by the signer S. The pri-
vate/public key pairs of the signer S, recipient R, verifier V and the confirmers C’s are (xs,
ys = g=mod p), (Xz, Yr = g* mod p), (x,» yv = g mod p) and (X, Yo = g°% mod p)i=12,...n
respectively. The signing and confirmation protocols are described as follows:

e Signing Protocol. The signer Srandomly selectst e Z, and computes a = g ' mod p
and = Hinzlq , Whereb; = y&i mod p. Sthen creates a Schnorr-like signature (e, d)
related to the message m and C;'s public key such that p = ¢ mod p (r is randomly se-
lected by S), e= F(m||p|| f) @ a (F isacoallision resistant hash function), and 6=r + e
- Xsmod g. Additionally, the signer needs to create (Ws, Zs) = Proofe.qogeq(M, Ye,, b, Ye,,
b, ..., Ye. bn) described in Definition 7 to prove the equality of the discrete loga-
rithm for multiple items: logy, (1) = logy,. (b,) ... = logy, (b,). The complete (1, n) mul-
tiple designated confirmer signature of a message mis (B, €, J, Ws, z5) where B = (by,
by, ..., by).
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e Proof by the Signer. The signer S can convince the recipient R that any one con-
firmer C; can help R confirm the signature. First, R computes

a=e@F(m| g’ A)

and then asks the signer Sto run the interactive protocol of bi-proof BP(g, &, yc,, b1)
for showing logy(a) = logy, (b1). The recipient R also has to check whether the follow-

ing equation ws = F(m |l yc, |[ by [l Yc, b2 || --- Il Ve Il on I yélsblws Il yészbgvs ... 1l
yés m’VS) isvalid or not. The success of the verification means that R is convinced that

l0gy(8) = logy, (b1) = logy, (b2) ... =logy, (bn) (equalst).

e Confirmation Protocol. The verifier V can compute a from the signature (B, e, J, ws,
Zg) and verify whether (ws, zg) is created properly (see Proof by the Signer). Any con-
firmer C; can run the interactive protocol of bi-proof BP(g, yc;, &, by) with V to show
logy(Ye,) = l0oga(bi) (equals Xc). The verifier V could be convinced that the signature is
valid if he accepts the proof BP(g, yc, &, b). In this case, an individual confirmer’s
proof of the discrete logarithm can guarantee the validity of the signature.

e Conversion Protocol. Any confirmer C; can convert the multiple designated con-
firmer signature to a self-authenticated signature. That is, the verifier V no longer need
to ask any C; to help him verify the signature. Here, C; randomly selects o € Z; and
computes 4 =a% mod p and T, = & + X, F(a, 4i) mod g, where F also is a hash function.
The confirmer sends (4, T;) to V, thus, V can verify a" 2 4b @4 [10].

The (n, n) Scheme. The (n, n) scheme can be constructed by modifying the (1, n)
scheme into an easier process. Let Yc = Hin=1 Yc, is ashared public key for the con

firmers Cy, C,, ..., Cyand S = Hinzlq = Yé. The signature of (n, n) scheme is repre-

sented by (5, e, 9), where e and ¢ are the same asin the (1, n) scheme. In the Proof by the
Signer phase, the recipient R computes a = e ® F(m||g%(y<)™|| ) and asks the signer Sto
run the interactive protocol of bi-proof BP(g, &, Yc, A) to show logy(8) = logy.(f). Simi-
larly, in the Confirmation phase, al confirmers { Ci}i=1»,... » cooperatively run the bi-proof

,,,,,

(equals Zin:l X ). The bi-proof for multiple provers can easily be constructed from the
original bi-proof protocol, and so we omitted the details here.

3.2 Thedual{(1, n), (n, n)} Multiple Confirmer Signature Scheme

This section presents a scheme about the additional control over specified verifiers
V; € A designated by the signer. The scheme can be regarded as a (1, n)-type scheme for
these V; € A, but on the contrary, the scheme can only be a (n, n)-type scheme for the
other verifiers (¢ A). The control factor ¢ would be added into the extended message-
dependent proof of equality of the discrete logarithm in determining who can obtain the
conviction of the correctness of the proof.

Definition 8 Designated Verifier Extended Message-dependent Proof of Equality of the
Discrete Logarithm.
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Let V denote a designated verifier who has a secret key/public key pair (xv, yv = g
mod p). A designated verifier extended the message-dependent proof of equality of the
discrete logarithm of y; to the base g; for i = 1, 2, ..., nis atuple (w, z, u, V) =
Proofovexiogea(M €, Yv» O1, Y1, G2 Y2 «-+5 Ony Yn), Where w = F(m[c||gu [[y.ll G2 [IY2l --- I
G ¥l gfyf™ ) || ggys™ |I.... I gfyd*™) and ¢ = g'’ mod p is a trap-door com-
mitment.

The prover, using this proof, can convince the designated verifier V that he knows
the discrete logarithm x: 10gg (Y1) = 100g,(Y2) ... = 10gg,(Yn). TO construct this proof, the
prover randomly selects u, v, k€ Z, and calculates ¢ = g"y," mod p, w = F(m||c|| g, ||y |l
GlIYall - 19 llynllgi IG5l - Ign") and z= x— X(w + u) mod q.

According to the Definition 8, adual{ (1, n), (n, n)} scheme for asingle verifier can
be represented by (B, €, J, ws, Zs, Us, Vs). Only the specified verifier V can be convinced
by PrOOfDVExtLogEQ(m, C, Yv\ Yc,» b, Ye, b, ..., Yeu bn), that is, can believe that

Iogycl(bl) = IogyCZ(bz) ... =logy, (bn).

Thus, as long as any one confirmer C; proves that logy(a) = logy, (b)), V can obtain
the conviction of the validity of the signature. However, other verifiers who cannot be
convinced by Proofpyeqiogeq Must ask all confirmers to cooperatively illustrate the rela-

tionship between & and Hin:l b (refer to the (n, n) scheme).
To achieve the goal of multiple designated verifiersin adual{ (1, n), (n, n)} scheme,
\
we modified ctobec= g ( isil Oy, ) mod p. Then, the verifiers v, V,, ..., Vg, can be

convinced that the signature is valid even if only one confirmer proves the confirmation
protocol to them.

3.3 The(k, n) Threshold Multiple Confirmer Signature Scheme

To construct a (k, n) threshold multiple confirmer signature scheme, a Verifiable
Discrete Logarithm Shares Construction Proof (VDL SCP) must be developed to help the
verifier check if the signature is constructed properly or not. Let f(X) = do + dix + d®
+ ... + dX* be arandom polynomial over Z, with degree k — 1. The signer publishes &;
=g™ modp,fori=1,2,...,n,andg” mod p, fori =0, 1, 2, ..., k— 1, the verifier there-
fore can be convinced that the discrete logarithm of g; is a correct share of the secret f(0)
= dy by running VDL SCP.

Definition 9 Verifiable Discrete Logarithm Shares Construction Proof (VDLSCP).

There are two algorithms of VDLSCP: VDLSCPconsruct(D, f(X), {X}ierrn) and
VDL&PVe“fy(V, {gd' mod p}ie[O,k-1]1 {a;}ie[l’n]). These two a|gorithm5 are similar to Peder-
sen’s VSS scheme. In Pedersen’s VSS, the dealer privately distributes the secret shares
f(x)'s to the participants, but in our VDLSCP, the dealer publicly sends a = g™, i = 1,
2, ..., ntothe verifier instead.

b VDL&PCOHQTUCI(Dv f(X), {X|} ie[l,n]) algorithm:
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1. The dealer D randomly chooses a degree k — 1 polynomial f(X) = do + dix + ... +
d1X" over Z, where f(0) = do.

2. The dealer computes f(x) for i € [1, n] where all x’s are public values.

3. The dealer publicly sends a = g"® mod p, g mod p, fori =1, 2, ..., k— 1 and a =
g™ modp, fori =1, 2, ..., n, to the verifier.

® VDLSCPit(V, a, {g" mod p}icjok, { a}ieism) algorithm:

1. Theverifier V computesh, = a - 1_[:(9dj )’qJ mod p, forali=1,2,...,n.

2. The verifier V verifies whether h; 2 a;. If it holds, then he accepts that a is con-
structed properly, i.e., the discrete logarithm of g; is a correct share of the secret f(0)
= do. This means that the discrete logarithms of any k a’s (in all {a}=1>
used to recover the same secret value.

We describe the (k, n) threshold multiple confirmer signature scheme in the follow-
ing:

e Signing Protocol. The signer runs the algorithm of VDLSCPconsruai(S f(X), { Yo }ierrn)
to construct the public values related to the secret shares, and uses these public values
to generate the confirmer signature. That is, the signer S randomly selects a secret
polynomial f(X) = dg + dyx + d@ + ... + di.1 X! and computest; = f(yg), fori =1, 2, ...,
n. The signer then computes a = g™ mod p, & = g mod p, for i € [1, n] and g* mod p,
fori € [1, k — 1]. Afterwards, the signer S computes b, = ytcii mod p and creates a
Schnorr-like signature (e, J) related to the message m and C;’s public key such that p =
g mod p (r is randomly selected by S), e = F(m|| p||wp) @ @, and =T + e - xs mod g,
where Uy = (b ||bz|| ... ||bn). The complete (k, n) multiple designated confirmer signa-
ture of amessagemis (A, B, L, e, 8) where A= (ay, @, ..., an), B=(by, by, ..., by) and L
= (g™ ", ..., g%).

e Proof by the Signer. The signer S can convince the recipient R that any k out of n
confirmers can help R confirm the signature. First, R computes

a=e@Fm| g’y Iluy),

and then runs the algorithm of VDLSCP.i(R, & L, A) to verify if each & is con-
structed correctly or not. Aside from this, R must ask the signer Sto run the interactive
protocol of bi-proof BP(g;, &, yc, by), for al i e [1, n], to show logy(a;) = logy (k).

e Confirmation Protocol. The verifier V can compute & from the signature (A, B, L, €,
0) and run the algorithm of VDLSCP,«is(R, &, L, A) to verify each a; (see Proof by the
Signer). Any group of k confirmers (for simplicity, assume that C;, C,, ..., CJ) can run
the interactive protocol of bi-proof BP(g, yc,, &, by), for i € [1, K] with V to show that
logy(yc:) = l0ga (b)) (equals xc).

e Conversion Protocol. The k confirmers Cy, C,, ..., Ci can convert the (k, n) thresh-
old designated confirmer signature to a general signature. This means that the verifier
V no longer need to ask the confirmers to help him verify the signature. Here, each G, i
€ [1, K] randomly selects o € Z, and computes 4 = a” mod p and T; = & + XcF(a, 4)
mod g, where F also is a hash function. The confirmer sends (4, T;) to V, thus, V can
verify a' 2 Ab@4),
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4. SECURITY ANALYSIS

In this section, we analyze the security of our scheme. We assume that in the ran-
dom oracle model [34], the Schnorr signature scheme and the Extended Message-
dependent Proof of Equality of the Discrete Logarithm can be proven to be secure.

4.1 The Security of the (1, n) and (n, n) Scheme

The following security properties are discussed in the (1, n) scheme. The security
analysisto the (n, n) schemeisvery similar and is omitted here.

Unforgeability of Signatures. Two scenarios of forging the confirmer signatures are
described here to analyze our scheme’s security. Assuming a forging algorithm A; cre-
ates anew value € # e and computes &” =r’ + €Xs. In this scenario, A; can select aran-
domt’ and calculate & = @' mod p and by = ygl mod p. Then A; calculates 5’ = Hiril b,
P/ =d modpande =F(m ||| f) @ a. Thisforged signature (¢, &) can successfully
pass the verification of bi-proof of both signer and confirmer. However, it is difficult to
find avalid 6" without knowing the signer’s secret xs. Thus, forging a correct confirmer
signatures using .4, is as difficult as breaking Shnorr’s signature.

In another scenario, a forging algorithm A, tries to find avalue of € = F(m || p|| #)
®@a =e=Fm|pl||A @ a. Inthis scenario, A, need not find a new value of 5to forge a
valid signature. The two methods in determining 4" and a* which can satisfy F(m' || o|| 8)
® a" = e are described as follows: (1) A, randomly selects b* and computes §° =
Hin:l b" anda’ = F(m || p|| 3" @ e. A, can easily obtain a*; however, the discrete loga-
rithms of a" and S are not the same because F is a collision-resistant hash function,
whose output is truly random. (2) A, randomly selects a’, and computes 4" that can sat-
isfy F(m || p|| ) @ a" = e. However, since F is a one-way hash function, to find a proper
[ is computationally infeasible.

Indistinguishhability of Signatures. The following lemma is used to analyze in-
distinguishability in our scheme.

Lemmal Decision-Diffie-Hellman Assumption [29].

L et two sets be defined as follows:

2={(g1, 92, y1, y2) € G*|<gl> = <g2> = G}
DH ={(01,092,y1,y2) € y|loggy: = 10gy,Yo.

Note that the elements of DH correspond to a Diffie-Hellman key exchange. For the base
01, 0> = g1 and y; = g;,* are exchanged values. The resulting exchange key isy, = g, = yi.
DDH assumption says that two random variables from y and DH, respectively, are com-
putationally indistinguishable.

We assume that there exits a simulator A that can distinguish a valid confirmer sig-
nature from a simulated one. We show that we can use A to solve the Decision-Diffie-
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Hellman problem (Lemma 1). According to Lemma 1, assume that A generates two
simulated signatures S; = (B', €, &, We, zs) and S, = (B, €', &', we, z5), where S;
DH isavalid signature and S, € yisaninvalid one. If A can identify the correct signa-
ture from S; and S,, we can tell which pair of (&', #) or (a’, 8" has the same discrete
logarithm, i.e. comes from DH. Thisresult violates the assumption of Lemma 1.

4.2 The Security of the dual{(1, n), (n, n)} Scheme

The security of the dual{ (1, n), (n, n)} scheme relies on Definition 8. A designated
verifier V who knows the secret xy can be convinced that Proofpyexiogeg iS COrrect, while
others cannot be convinced. Below, we will show that V can simulate the correct tran-
scripts of Proofpyeqogeq t0 cheat anyone even if V doesn’t know the prover’s secret.

Lemma?2 Simulation of the Proof.

Let V be a designated verifier who has a secret/public key pair (xy, v = g mod p).
Without accessing the prover’s secret, V is able to forge Proofpyex ogeq Dy randomly se-
lecting 7, y and ze Z, and calculating:

c=g‘modp

w=Fmllcllgllyallgzllyall - Ignllyallaya i g0l - 19aY)
u=(y—w)modq

v=(7-u)x,/* mod q.

The (w, z, u, V) result will then successfully pass the proof verification.
4.3 The Security of (k, n) Threshold Scheme

If the signer does not trust a single confirmer, he may want to delegate the confir-
mation ability to n agents such that the verification will require at least k number of these
to cooperate. However, a threshold (k, n) scheme must prevent k — 1 or less confirmers
from colluding to convince V into believing the correctness of the signature. The follow-
ing lemma will show that this type of collusion cannot be successfully performed in our
scheme.

Lemma3 The Collusion Attack on the Threshold Confirmer Signature Scheme.

In our (k, n) threshold scheme, (k — 1) or less confirmers cannot collude to convince
the verifier V that avalid signature is correct even if they leak their secrets to each other.

We prove this lemma by contradiction. We show that anyone can create an invalid
signature that passes the confirmation protocol performed by only k — 1 confirmers. Ac-
cording to the confirmation protocol, we assume that C,, C,, ..., C¢1 run the interactive
protocol of bi-proof to show logy(yc) = l0ga(bi), for i € [1, k- 1]. A malicious user who
obtained a valid signature (A, B, L, e, 6) for message m can take the following steps to
create an invalid signature for m by passing the confirmation protocols performed by
these k — 1 confirmers.
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1. Computesa = F(m || p||wp) @ e.
2. Let {(prl gpyo)! (le, gpyl)! LRS! (pxk—lx gpyk_l)} = {(0! a*)! (ycl! al)! ey (ka-u ak-l)} . Con-
structs a polynomial over the base g:

k-1 X=PXj
g0 =TT (g Jromemsost — g gy (goiay™™

s=0

Fy6) ~f (Vo)

3. Computesthevaluesof (a, &.q,---» ) = (9 g g
4. Create an invalid signature (A', B, L', e, &), where A" = (ay, @, ..., @1, &, 31,
a;) andL = (gdl , gdz’__., gdk—l).

f(ycn)*)

Unforgeability of Signatures. A (k, n) threshold multiple confirmer signature is valid
if it passes the confirmation protocol performed by k or more confirmers. To prove this,
we created two scenarios in which a signature is forged. In the forging algorithm A4, a
new value € # e needs to be computed. .A; randomly selects a polynomial f(x)" = do” +
d'x + d% + ... + d¢ Xt and computes t = f(yg), fori = 1, 2, ..., n. The signer then
computes &’ = g mod p, & = g mod p, b = y& mod p (i  [1, n]) and g* mod p (i e
[1, k — 1]). Thus, & can be computed as € = F(m || ¢ ||uy) @ &, where Uy = (b || by’
| .- |Iby"). However, without knowing the signer’s secret xs, a Schnorr-like signature ¢ =
r’ + €Xxg cannot be obtained.

In another scenario, a forging algorithm A, tries to find a value for € = F(m || p||
Up) @ @ =e=F(m| pl|lu,) @ a Here, A, doesn't need to find a new value of §to forge
avalid signature. The two methods in determining B* and A" that can satisfy F(m || p||
Up) @ a" = ewill be described as follows: (1) .4, randomly selects b;* and computes a*
=F(m ||pllu) @ e where U," = (b ||| ... [|by"). Az can easily obtain a*; however,
a’ has to be a random number because F is a collision-resistant hash function, whose
output is truly random. Since al b;’s have been previously determined and at least k con-
firmers have proven their confirmer protocols, we know that at least k g's must be fixed
according to by’s. The critical problem here is that these k a’s can aso determine the
value of a" using the Lagrange interpolating method in finding a unique polynomial. That
means that the probability of finding a proper a* to satisfy the above two conditions is
negligible. (2) A, randomly selects a* and computes U,," that can satisfy F(m' || p|| Uy’
® a’ = e. However, since F is aone-way hash function, finding a proper Uy" is computa-
tionaly infeasible.

5. THE APPLICATION ON THE FAIR EXCHANGE PROTOCOL

The protocol of fair exchange of digital signatures [1, 4, 13], which involves two
signing party exchange their signatures in a fair manner, is an important application for
the designated confirmer signature. An efficient strategy in maintaining the fairness of
the protocol can be done using an off-line trusted third party (off-line TTP) as a mediator
to solve disputes between the two attending parties. However, the above strategy depends
on afully trustworthy center, which is a high-risk assumption. Any center may suffer the
attacks of viruses or Trojan horses, or may be compromised by a malicious intruder.
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Franklin and Reiter [17] have proposed a semi-trusted third party (STTP) model that can
improve the security by protecting the exchanging secrets against the misuse of the
STTPR.

Nevertheless, the model of STTP cannot solve the problems of colluding attacks and
system reliability. One of the two attending parties may collude with the STTPto gain an
advantage over the other party. Aside from this, the service may be stopped if the STTP
is unavailable due to being faulty or compromised. Our proposed multiple confirmer
signature scheme can be applied to solve the above problems by adjusting the level of
trust and the degree of reliability. Below, we use the (k, n) threshold scheme as an exam-
ple to describe a highly reliable protocol for fair exchange of signatures with multiple
off-line TTPs.

The protocol involves n + 2 parties, namely the two attending parties U, and Ug,
and n off-line TTPs named Ty, Ty, ..., T. Assuming that U, and Ug want to exchange
their signatures on the same message m, the protocol is divided into two phases:

Normal Phase

1. U, signs a signature s, on the message m by using (k, n) threshold multiple confirmer
signature scheme and sends s, to Ug.

2. U, convinces Ug that s, is avalid signature and can be confirmed and converted by k
or more TTPsout of { Ty, Ty, ..., Tp}.

3. Ug sends his universally verifiable signature Sgg on the message m to Ua. Note that
Sgg can be made by any origina signature scheme such as RSA or DSS, and can be
publicly verified by everyone.

4. U, verifies Sgg. If the verification succeeds, U, also sends his universally verifiable
signature Sga on the message mto Ug.

Dispute Phase
If Ug does not receive U,'s signature Siga after he has sent Sigg to U,, he can ask
TTPsto solve the dispute.

1. Ugsendssytoal nTTPs, Ty, Ty, ..., T, for conversion. In addition, Ug also needs to
send Sigg to all TTPs (amore complex and secure version: Ug also needs to create a (K,
n) threshold scheme for Sgg to divide Sgg into n pieces and sends each piece Sgg; to
T,fori=1,2,...,n).

2. Each T; checks s, and Sigg (or Sgg). If the verification succeeds, T; sends the conver-
sion message to Ug and sends Sgg (or Sigg;) to Ua.

3. If Ug receives the conversion messages from k or more out of n TTPs, Ug can then
convert s, into a self-authenticated (universally verifiable) signature.

Lemma4 Fairness property.

If k or more TTPs are honest, the above protocol (more complex version) can guar-
antee that, either both parties U, and Ug gain each other’s signature or they obtain noth-
ing valid (note that k must be greater than or equal to FJH if dishonest TTPs may
conspire with U, or Ug). 2
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The signature s, in the above protocol can also be constructed by using the (n, n) or
dual{ (1, n), (n, n)} scheme according to different security and reliability policies. Aside
from this, we only give a brief description for the application of our proposed multiple
confirmer signature scheme. The above basic model also can be further extended to a
more advanced version such as ensuring a timely termination [1] and adding an abuse-
free property [20].

6. COMPARISONS

In this section, we compare our schemes with Michels and Stadler’s schemes [29].
In Michels and Stadler’s paper, only the (1, n) scheme was described in detail (the (n, n)
scheme can be easily constructed by extending the (1, n) scheme, but there is no specific
procedure presented in their paper). Thus, we compare the efficiency of the (1, n) scheme
in our paper and Michels and Stadler’s paper. Table 1 shows the comparison results.
Aside from this, an overall difference between our paper and Michels and Stadler’s paper
isshown in Table 2.

Table 1. Comparison of efficiency.

Michels a?gcitgglfl isk:):heme [29] Our proposed scheme
(1,n) |Efficiency: Efficiency: .
scheme | Signing: (n+ 2) exp + 2 hash + 2 add(Gy) | Signing: (n + 2) exp + 1 hash + 1 add(Z, )
+1mul(Gy) +1add(Gy) + n—1mul(Z,) + 1 mul(Gg)
Proof by the Signer: 3 exp + 2 hash + Proof by the Signer: 2 exp + 1 hash + (n—
n mul(Gg) + 1 bi-proof-for-n-discrete-logs | 1) muI(Zp') +1 add(Zp*) + 1 bi-proof +
Confirmation: 3 exp + 2 hash + 1 mul(Gg) | 1 Proofeu ogeq
+ 1 bi-proof Confirmation: 2 exp + 1 hash + (n— 1)
Conversion: not mentioned mul(Z,) + 1 add(Z,’) + 1 bi-proof +
1 Verify-Proofg, ogeq
Conversion: 2 exp + 2 hash + 1 add(G,) +
1mul(Z,) + 1 mul(Gy)
Table 2. Overall difference.
Michels and Stadler’s scheme [29] Our proposed scheme
(1, n) scheme | Use of the bi-proof to prove the Use of anon-interactive proof,
equality of n discrete logarithms Proofeqogeo, t0 prove the equality of
n discrete logarithms
(n, n) scheme No specific procedure Extension of (1, n) scheme
dual{(1, n), (n, n)} | None Use of anon-interactive proof,
scheme Proofpvexogeqs tO prove the equality
of n discrete logarithms to a specified
group of verifiers
(k, n) scheme No specific procedure Use of the verifiable secret sharing
scheme and a specia construction of
the hinging factors (a, b)
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The notation is described as follows. exp denotes an exponentiation operation over
Zp*, hash denotes a callision-resistant hash operation, add denotes an addition operation
and mul denotes a multiplication operation. Since the techniques of our scheme and
Michels and Stadler’s scheme are different, we can only roughly evaluate the numbers of
the basic operations. For example, we do not consider the differences in input and output
sizes of the hash functions, which are too complicated. For simplification, the detailed
operations of some proofs, such as bi-proof and Proofe. ogeq, are aso omitted.

The computational cost of our (1, n) scheme is very close to that of Michels and
Stadler’s scheme. However, Michels and Stadler employ the bi-proof to prove that n dis-
crete logarithms are the same. Our scheme instead suggests a non-interactive proof
Proofe.qogeq, Which is a portion of the signature, to show the equality of n discrete loga-
rithms. Thus, anyone who obtains the Proofe oqeq Can verify it by himself/herself and
thus the confirmation procedure can be done by the aid of only one confirmer. Thisisthe
reason that the Confirmation phase of our proposed scheme needs an additional operation
of Verify-Proofeqogeq (See Table 1). Moreover, a particular and useful extended proof
ProofpveqLogeq. the basic cryptographic primitive of building the dual{(1, n), (n, n)}
scheme, is systematically developed. The dual{ (1, n), (n, n)} scheme can thus be imple-
mented by some minor modifications to the (1, n) and (n, n) schemes.

The (k, n) scheme is an another advantage of our paper. It is particularly useful for
enhancing the security of the application system, such as the fair exchange protocol. The
fair exchange protocol mentioned in the previous section can reach the same goal of the
“semi-trusted” TTP proposed in [17], and can further improve the reliability of the pro-
tocolsin [17]. To sum it up, Michels and Stadler contributed several generic construction
models for building the confirmer signature with many existing signature schemes; how-
ever, we are proposing some flexible models which are more suitable in constructing a
variety of multiple confirmer signature schemes.

7. CONCLUSIONS

This paper presents severa practical schemes for a multiple confirmer signature. A
multiple confirmer signature scheme gives advantages to both the signer and recipient,
because a signer simply cannot trust a single confirmer and a recipient has the assurance
of being able to convince others that the signature is correct. As there are various models
in our scheme, the tradeoff between security and reliability can easily be adjusted.

A generalized multiple confirmer signature scheme, like the concept of Generalized
Group-oriented Cryptosystem (GGOC) [12], can be realized by extending our basic (k, n)
threshold scheme; however, the details are omitted here. Moreover, some applications
such as fair exchange and contract signing can be improved by adopting the framework
of our multiple confirmers scheme to maintain a highly reliable and highly secure service.
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