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This work proposes the segment fault protection mechanism called Non-Overlap
Segment Protection (NOSP) and Overlap Segment Protection (OSP) using the method of
multiple-ring search in Wavelength Division Multiplexing (WDM) mesh networks. Mul-
tiple-ring search operates in distributed control, and gathers network information through
neighboring nodes. Hence, the proposed methods can be adopted in the arbitrary net-
working topology to obtain flexible protection segments and are very practical to work
in the real-world environment. The segment protection has benefit of fasting the recov-
ery time. This study also considers shared protection technique with constraints of
Shared Risk Link Group (SRLG) and Shared Bandwidth Assignment (SBA); therefore,
bandwidth utilization can be improved. Based on the dynamic traffic load, the perform-
ance of NOSP and OSP are investigated by the simulation. The results show that NOSP
and OSP perform better outcome than other compared algorithms in the metrics of
blocking probability and mean hop count.

Keywords: fault protection, NOSP, OSP, WDM, segment protection, shared protection,
SRLG

1. INTRODUCTION

The use of WDM [1] technology in the all-optical networks has ushered in a new
era for multi-service communications by allowing dynamic provisioning of nearly unlim-
ited bandwidth. Many activities such as construction work, rodents, fires, or human er-
rors may cut fibers, which may lead to fiber failures and traffic loss. Managing faults in
optical networks has thus become very important. The fault recovery mechanism for the
networks is separated into two classes, protection and restoration [2, 3]. In protection,
each connection reserves backup paths statically during call setup. The merits of fault
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protection are that the backup paths are calculated in advance to save time needed to
search through routes for recovery. However, this approach requires much spare capacity
of bandwidth to protect networks, and the backup paths reserved for fault protection may
not be optimal routes. In restoration, each connection that traverses a failed block dis-
covers dynamically an adaptive backup route after failures occur.

For various fault protection requests, the protection technique can be either dedi-
cated or shared facility protection. We adopt shared facility protection in order to im-
prove bandwidth utilization. The shared mechanism must consider the following two
constraints. First, the constraint of Shared Risk Link Group (SRLG) [4-8] defines the
availability of protection resources to a working path. It stipulates that any two or more
working paths sharing the same risk of failure cannot make use of the same protection
resource. The basic operation for deriving the SRLG for a link or a node is to identify the
network resources that cannot be taken for the protection purpose by newly arrived
working paths traversing the link or node. The purpose of the SRLG constraint is to
guarantee 100% restorability for failure of any single link or node in the network. Second,
the constraint of Shared Bandwidth Assignment [5] indicates that the required backup
bandwidth is the largest bandwidth among working paths when multiple working paths
share the same protection path, since different working paths might be allocated with
different bandwidths.

Depending on where a detour originates, the fault protection technique can be clas-
sified into link-based, path-based or segment-based (or called subpath-based) recovery
methods. In link protection, during call setup, backup paths and wavelength are reserved
around each link of the working path. In path protection, the source and destination pair
of each connection statically reserve backup paths on an end-to-end basis during call
setup. In segment protection [9], the entire working path is divided into some working
segments, and protection path combines with individual protection segment, which is
disjoint path along with working segment. The recovery time of segment protection is
faster than that of path protection, and the bandwidth utilization of segment protection is
more efficient than that of link protection.

In segment protection, the network divides the working path into several working
segments, and provides a protection segment to each working segment individually. The
control system will compute the possible protection segments in accordance with protec-
tion mechanism. There are two types of segment protection: non-overlap [10] shown in
Fig. 1 (a), and overlap [5, 9] shown in Figs. 1 (b) and (c). Fig. 1 (a) shows that the net-
work divides the working path into several fixed-length segments, and each segment uses
the shortest path algorithm to find the protection path. Fig. 1 (b) illustrates that two adja-
cent protection paths overlap only a link for raising the ability of node protection. Fig. 1
(c) shows that the network computes all possible segments on the working path and then
chooses the adaptive one as the protection segment. These three methods have advan-
tages individually. The method in Fig. 1 (a) is simpler obviously, but it is less flexible
and cannot divide the working path into a greater number of fixed-length segments. The
method in Fig. 1 (b) has higher protection ability, but sometimes the objective of over-
lapping just a link between two adjacent protection segments cannot be achieved. The
method in Fig. 1 (c) can obtain the optimal protection segments, but it will take longer
time to compute all possible segments.
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Fig. 1. Examples of segment protection.

This study examines a practical method to implement segment protection mecha-
nism in the WDM mesh network. The protection segment is divided by pragmatic
method of distributed multiple-ring search, which splits the protection segment in accor-
dance with the network topology and shared condition. Therefore, the proposed method
can be used in the arbitrary networks to obtain flexible protection routes. Two algorithms,
which are Non-Overlap Segment Protection (NOSP) and Overlap Segment Protection
(OSP) are developed by collaborating with multiple-ring search. Multiple-ring search
operates in distributed control, and gathers network information through neighboring
nodes. SRLG and SBA constraints are also explored to consider in the choice of the
adaptive protection segment. Because the segment and shared protection technologies are
employed in the proposed algorithms, the recovery time speeds up and bandwidth utili-
zation increases. The benefits of using multiple-ring search to find out backup paths can
be summarized as follows.

(1) It can be applied to arbitrary network topology.

(2) Itis adaptive to large scale networks.

(3) Itis a distributed control method.

(4) It is pragmatic to implement in the real world networks.
(5) It can be applied in the environment of dynamic traffic.

The rest of this paper is organized as follows. Section 2 depicts the proposed NOSP
and OSP algorithms in two phases. Section 3 presents the simulation scenario as well as
the simulation results in terms of the blocking probability, the mean hop number against
the traffic request. Finally, section 4 draws conclusions and future research.

2. PRAGMATIC SEGMENT PROTECTION ALGORITHMS

The proposed study emphasizes on the end-to-end protection with the segment and
shared protection to come up with a heuristic algorithm, called pragmatic segment pro-
tection algorithms for WDM mesh networks. Two classes of segment protection are con-
sidered to develop protection algorithms in this paper. The first is Non-Overlap Segment
Protection (NOSP) algorithm, and the second is the Overlap Segment Protection (OSP)
algorithm. In this study, all paths are supposed to transmit in bi-direction. The mesh to-
pology can be naturally created by simply interconnecting several logical-rings. Logical-
rings are logical and dynamic rings in a mesh network; they are used for fault protection
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paths. Information about logical-rings will be periodically renewed. Each node owns its
logical-rings and is in charge of finding protection segments when working path is estab-
lishing. For more detailed description of deriving protection segments, some definitions
are shown as follows. The graph G = (V, E) represents the mesh network, where E is the
set of edges of the lightpaths and V represents the end point of the lightpaths.

Definition 1 Logical-Rings: The graph Gz = (Vir, Err) is used to represent logical-
rings, where V;r < V represents arbitrary nodes in the mesh network and E;;  E repre-
sents the set of lightpath rings from an arbitrary node back to the same node.

Definition 2 Ring-Set: is belong to one of logical-rings, Gz = (Viz, Err), and repre-
sents the set of nodes along a logical-ring. A ring-set can also be expressed as Visy =
VitVia Vis-.. Vs, where Vis < Vg is a ring-set, k is the logical-ring number and V...V,
are the node number.

Definition 3 Ring-Link: is a link or the links along a logical-ring. A ring-link can be
expressed as Ez;, = V,; = V,,,, where Eg;, < Ejp is a ring-link, and V...V, are the node
number. For different application of ring-link, Ey.,, = Eg, represents links in the working
paths, where m is the working path number. Ep,, — Ey, represents links in the protection
segments, where 7 is the protection segment number. Ex; < Ey; represents links in logi-
cal-rings from the active node of working path and back to the active node, where £ is the
logical-ring number. A node, which is active, should hold an active token to have the
right to derive the protection segment. In the proposed NOSP and OSP algorithms, the
two phases of setup procedures for protection segments are addressed as follows.

2.1 Phase 1: Searching and Setting Up Logical-Rings

The algorithm of this phase is the extension of the logical-ring searching function of
our previous work, Dynamic Multiple Ring Algorithm (DMRA) mechanism [11]. The
aim of DMRA is to use networking segments near faults to share the restoration load
throughout a mesh network. Each node searches for restoration paths around it using the
proposed DMRA. Nodes use distributed control to search for neighboring nodes and to
establish the relationship between them to build numerous logical-rings. These rings fi-
nally establish the restoration paths in the proposed DMRA scheme and will be periodi-
cally renewed.

In this study, the advantage of dynamic-search in the DMRA scheme is applied to
this phase. All candidate logical-rings are identified according to nodes arrangement re-
lationship in the actual network topology. Every logical-ring set up by nodes is different.
In other words, each node in the mesh topology only can search the logical-ring that it is
responsible for. The size and combination of the logical-rings may follow with the
changes of network topology. As shown in Fig. 2 (a), the logical-rings are searched by
node 1, and can be expressed as Vis.1 = V1V Vs, Vrso = V1VaVaVs, and Vg = V1V V3VaVs.
As shown in Figs. 2 (b-d), the logical-rings are searched by node 2, and can be expressed
as Vrs1 = VaVsVi, Viso = VaViaVs, Vrss = VaViVa, Vesa = VaVaVsVi, Vass = VaV3VaVs, and
Vise = VaViVaVsVy. We can know from the illustration that every logical-ring set up by
each node is different.
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(b)

Fig. 2. Illustration of searching and setting up of logical-rings.

2.2 Phase 2: Calculating and Reserving Protection Paths

After successfully setting up the working path, we use candidate logical-rings, ob-
tained from the Phase 1, to derive protection segments. Two segment protection algo-
rithms, NOSP and OSP, are addressed here; furthermore, SRLG and SBA constraints are
also considered during this phase. To satisfy the SRLG constraint, the wavelengths in a
backup link corresponding to an existent working link are avoided to be utilized by
newly arrived working paths traversing the existent working link. For the constraint of
SBA, only the maximum bandwidth is reserved for the shared protection path when mul-
tiple working paths share the same protection path. The cost function is used to evaluate
and select the protection segments for the proposed NOSP and OSP. In this study, two
full mesh topologies are used to evaluate the performance of the proposed algorithm, so
the cost function is simplified to hop count. The hop count is calculated from the
ring-links of protection segment in a logical-ring, and it means that the least hop count is
the lowest cost. Besides, the higher shared protection path represents higher resource
utilization, so the higher shared protection path is considered as well. The choice of an
adaptive protection path is defined as following rules.

1. The candidate protection segments with the lowest cost will be the first choice of
adaptive protection segment.

2. If the candidate protection segments have the same lowest cost, the higher shared pro-
tection segment will be the adaptive one.

2.2.1 NOSP algorithm

Step 1: For a request to establish a working path, the working path can be expressed as:
Eypm=Va— ...V,

where V, is a source node, and V,,, is a destination node.

Step 2: The source node V,; will be assigned an active token to find the first protection
segment.

Step 3: The candidate logical-rings, Ey, should contain at least one ring-link of the
working path in step 1.

Step 4: The candidate logical-rings belong to the same SRLG of a working segment
should be avoided selecting. The lowest cost and the highest shared of candidate
logical-ring will be chosen as the adaptive protection segment. The adaptive
protection segment can be derived from following:
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Ep. = Egi— (Eri O Eym).

Step 5: If all ring-links of working path, Ej.,, have been covered by protection seg-
ments, this session can be over. Otherwise, the active token should be sent to the
last covered node V,; of Ey., from the step 4, and then jump to step 3 to find
next protection segment.

= Working Path

® ~~° Protection Segment

Fig. 3. Example of a NOSP algorithm.

2.2.2 OSP algorithm

Step 1: For a request to establish a working path, the working path can be expressed as:
EW-m = an - ... Vnz

where V,; is a source node, and V. is a destination node.

Step 2: The source node V,; will be assigned an active token to find the first protection
segment.

Step 3: The candidate logical-rings, Ery, should contain at least two ring-links of the
working path in step 1.

Step 4: The candidate logical-rings belong to the same SRLG of a working segment
should be avoided selecting. The lowest cost and the highest shared of candidate
logical-ring will be chosen as the adaptive protection segment. The adaptive
protection segment can be derived from following:

Ep, = Epp— (Eri O Epm).

Step 5: If all ring-links of working path, Ey.,,, have been covered by protection segment,
this session can be over. Otherwise, the active token should be sent to V1),
which means the last covered node minus one node in Ey.,, and then jump to
step 3 to find next protection segment.

= Working Path

® Protection Segment

Fig. 4. Example of overlapped protection path.
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Basically, OSP is similar to NOSP. The difference in the step 3, OSP needs at least
two ring-links of the working path because the protected working segments are designed
to overlap each other for at least one hop. Consequently in the step 5, the active token is
send to V.1 for the same reason. Furthermore, the OSP guarantees all working nodes
are protected, so the blocking probability decreases.

These two algorithms use distributed computing to obtain protection segments. Each
active node on the working path only looking for protection segment based on the local
network status; consequently, the searching time will be short. When failure occurs in the
network, the neighboring nodes of the faulty node will switch to the protection segment.
However, the other segments of this working path will not be affected. Furthermore, even
if multiple failures occur, the proposed protection mechanism can also work well.

3. SIMULATION RESULTS

The performance of the proposed NOSP and OSP algorithms are herein analyzed by
simulating the mesh-based NSFNet (14 nodes and 21 links), USANET (28 nodes and 44
links), Mesh 6 x 6 (6 nodes and 15 links), and Mesh 9 x 9 (9 nodes and 36 links) under
incremental traffic. In the experiments, each link had 12 wavelengths, and each wave-
length provided 10Gbps. The 11th and 12th wavelengths are reserved for bi-directional
control channels. The source-destination pairs of working paths are randomly selected,
and then the shortest path is assigned for the working path. The desired traffic load was
generated and uniformly distributed throughout the network, and was expressed in terms
of percentage of the total network capacity from 10% to 100% in increments of 10% un-
til the resource was exhausted. Similarly, the number of links (V) in the different Traffic
Load is also expressed in percentage as shown in the following equation.

Ni(%) = (N x 100)(L x W)(%). (1)

Here, L means the number of links in the whole network, W represents the available
wavelengths of each link (except the control channels), and N is the Traffic Load. Simu-
lation program are developed using the OPNET and the simulation scenarios present
metrics of blocking probability and mean hop number. The result may be different in
each simulation due to the fact that failure point is random; therefore, all results are cal-
culated and averaged in ten times. In the simulation, we also consider the constraints of
SRLG, and SBA. The proposed NOSP and OSP algorithms divide the working path into
several segments, and each segment belongs to the same risk group of failure. In this
simulation, we compare the DP, which is known as the disjoint link path [10], and
SUB-m (m = 2, 3) [10], which m denotes the size of protection segment. The simulation
scenarios presented metrics of blocking probability and mean hop number versus traffic
load in various topologies.

Fig. 5 shows the performance of blocking probability comparison for the pro- posed
NOSP and OSP algorithms vs. DP and SUB under different topologies that (a) NSFNet
(b) USANet (c) Mesh 9 x 9 (d) Mesh 6 x 6. By observing the results in Fig. 5, the block-
ing probability for the proposed methods are lower than that of DP and SUB. The per-
formance of blocking probability of the OSP greatly improves in traffic loads between
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40% and 80% and is higher than that of DP algorithm for 50% or more. This phenome-
non happens because the OSP requests more resources to establish a protection segment,
thus more recovery segments can be selected from. Therefore, the blocking probability
for the OSP will be lower than that of other algorithms, especially in the topology of 9 x
9 full meshes, which contains high link degree for each node. For the NOSP, the working
segments covered by a protection segments do not overlap each other; so fewer resources
are required for the OSP. Consequently, the blocking probability of NOSP is similar to
that of SUB2 and SUB3 algorithms but is better than that of the DP algorithm.

Fig. 6 shows the performance of mean hop number comparison for the proposed
NOSP and OSP algorithms vs. DP and SUB under different topologies that (a) NSFNet
(b) USANet (c) Mesh 9 x 9 (d) Mesh 6 x 6. The hop number is calculated from the fault-
detected node to the beginning node of the protection segment and adds hop numbers of
the protection segment. Therefore, the mean hop number is a metric to represent the
difference in resource consumed. Because the mean hop number is dependent on the
number of segments in a working path and the length of the protection segment, the
mean hop number will be small if there are many working segments and the protection
segments are short. The results show that the mean hop number of the proposed OSP is
the lowest one despite the difference in topology. This situation can be explained as fol-
lows. First, each node in the working path will establish a related protection segment in

Mean Hop Number

—+—DP --#-0OSP --4--NOSP —&—SUB2 —»— SUB3
. f . I .

10 20 30 40 50 60 70 80
Traffic Load

(a) NSFNet.
USANet
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Fig. 6. Mean hop number comparison for the proposed algorithm vs. different protection tech-
niques in topologies (a) NSFNet (b) USANet (¢) Mesh 9 x 9 (d) Mesh 6 x 6.
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Fig. 6. (Cont’d) Mean hop number comparison for the proposed algorithm vs. different protection
techniques in topologies (a) NSFNet (b) USANet (c) Mesh 9 x 9 (d) Mesh 6 x 6.

the optimal situation. Second, the protection segments are always the shortest paths built
by logic-rings of DMRA, so utilizing the OSP will produce the smallest hop number and
shortest restoration time. In this scenario, the mean hop numbers for NOSP, SUB2 and
SUB3 are very close in the low traffic load. However, the mean hop number of NOSP
will be lower than that of SUB2 and SUB3 for the resource is deficient in the situation of
high traffic load. Therefore, the protection segment will be long and the hop number will
be high when the SUB2 and SUB3 are operated.

4. CONCLUSIONS AND FUTURE WORK

This research explores segment protection by using a method of distributed multi-
ple- ring search in the WDM networks. The proposed NOSP and OSP algorithms can be
adopted in the arbitrary network topology and are pragmatic for the real-world applica-
tion. The segment and shared protection technologies are applied for the proposed algo-
rithms, so the recovery time can be short and bandwidth utilization can be improved.
Opverall, the performance of the OSP is better than that of the NOSP, because OSP uses
more spare resource to protection the working path. However, NOSP may get better per-
formance if it is used in the resource deficient networks. Moreover, the potential for fur-
ther research is significant. The proposed protection scheme involves cooperating with
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the Quality of Protection (QoP), and some damaging situations should be overlooked
such cases of loss of control packets, cut fibers, node failures or control channel failure.
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