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Nowadays, many users and organizations are interested in acquiring COTS (com-
mercial-off-the-shelf) software products instead of building software systems themselves
as acquisition reduces development costs. COTS products are usually provided in a
packaged style without the source code but with many ready-to-use functions. To assure
the proper level of quality, many organizations provide quality evaluation and certifica-
tion services for COTS. Generally, their vendors are reluctant to disclose the source code.
Thus, the major way of quality evaluation and certification requires dynamic behavior
testing, essentially black-box testing. Since observing every aspect of external software
behavior is almost impossible, it is crucial to designate an adequate range for quality
evaluation such as an adequate number of quality checklists or product quality metrics
for external behavior testing. Hence, to establish rules of selecting quality evaluation
criteria in systematic ways, there have been attempts to analyze and utilize the past re-
cords of software evaluation based on artificial intelligence techniques. A Bayesian be-
lief network (BBN) is one of the methods using an inductive inference based on prior
experiences. In this paper, we represent software as characteristic vectors having de-
pendency relationships with the external product quality metrics. BBN is then used to
infer the metrics for new software products.

Keywords: COTS software, characteristic vector, metric, inductive inference, black-box
testing

1. INTRODUCTION

Nowadays, many developers and users have interest in the purchase of COTS soft-
ware products rather than building the software products themselves. According to a re-
port of the IDC', 63% of the market share for global software licenses is occupied by the
100 global enterprises which are dominant in the field of COTS software [1]. COTS
products are software systems that can be used without modification [2]. Thus, only ex-
ternal behavioral characteristics can be measured to certify the quality of COTS as source
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code is usually hidden and not disclosed to the public. When such quality measurements
are carried out, diverse external behavior checklists or external product quality metrics
are examined and chosen to set up the criteria for measurement. Software systems are
getting more complex. For example, the most extensive software systems are capable of
handling 10 different situations [3]. Therefore, it is considered to be very difficult to
achieve high reliability [4]. Considering such difficulty, the main objective of software
quality evaluation is merely to determine that an approximate quality level with respect
to the characteristics and operating environments of software products is assured rather
than pursuing perfection [5].

Regarding such a situation of no perfection reasonably possible in software quality
evaluation, there is an analytical opinion that quality certification in computing should
follow the embedded software model making the end-users aware of application domains
for which the software products have specialized [6]. Thus, it is important to decide ade-
quate criteria of quality measurement, external product quality metrics, to describe the
surrounding environment and characteristics of the software products being certified. If
the exact specification of product quality regarding the certified products of COTS soft-
ware can be provided for the end-users, the end-users may estimate the expected reliabil-
ity of certified products for their specialized application domains. Generally, a quality
evaluation for COTS is carried out in black-box style since there is no source code.
Therefore, the external software quality metrics specified in ISO/IEC 9126-2 [7] are of-
ten referenced to create the evaluation rule sets for testing COTS.

At this time, there has not been any international standard for selecting external
product quality metrics that are tailored for specific software domains. However, certify-
ing software systems composed of many different COTS components requires custom-
ized evaluation methods [8]. One of the common approaches is adopting the methods of
deductive inference. These methods are based mainly on the knowledge of experts or
formal theory. For example, by analyzing requirements or referencing a formal frame-
work, a quality evaluator can designate the test coverage and test cases for black-box
testing. Another useful approach is adopting inductive inference which is the theory of
prediction based on observations such as predicting the next symbol based upon a given
series of symbols. By analyzing individual cases for quality evaluation, specific rela-
tionships between the software characteristics and product quality metrics can be identi-
fied. These newly identified relationships can be used to infer appropriate metrics for a
new COTS software.

So far, statistical methods have often been used to infer such relationships in the
form of inductive inference. However, it has been noted that the statistical methods fail
to describe casual relationships among the software characteristics and metrics [9]. Thus,
alternative solutions, such as data mining or artificial intelligent methodologies, have
been used to infer these vague relationships. Similar to data mining approaches, the certi-
fication meta-model has also been proposed to represent the relationships among the
metrics and software groups although the expressed relationship has some limitations [10,
11].

In this paper, we adopt the Bayesian Belief Network (BBN) [12]. BBN is usually
used to represent causal knowledge such as the fact that lightning causes thunder. When
inferring specific relationships among the software characteristics and metrics, the de-
pendency relationship can be regarded as a kind of causal knowledge style relationship.
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In this paper, each COTS product represents itself using characteristic vectors. The char-
acteristic vectors can be defined as some kind of fingerprint for the product. Just like the
training data of neural networks, past software quality evaluation data is used to con-
struct the BBN having a directed relationship of influence among characteristic vectors,
software products and metrics. The characteristic vectors influence their corresponding
software. Likewise, the software products influence their corresponding metrics accord-
ing to the evaluation data. After the construction of the network, software certifiers can
refer to joint post probabilities showing the appropriateness of metrics when evaluating a
new COTS. This can be seen as a kind of computer-aided COTS software evaluation
guideline.

This paper is organized as follows. In section 2, we describe existing software met-
ric inference methods, the certification meta-model, and BBN. In section 3, we define the
characteristic vectors for classifying COTS software. In section 4, we show a simplified
example of metrics inference using a BBN. In section 5, we describe the reasons using
Bayesian Belief Network and comparisons to other approaches. In section 6, we present an
extended case study for an actual operation. The conclusions follow in section 7.

2. RELATED WORK

In this section, existing software metric inference methods and the certification meta-
model are described. The concept of BBN is also briefly described.

2.1 Software Metrics Inference

Many approaches have tried to analyze past records of quality evaluation in the style
of inductive inference rather than depending on the knowledge of experts or formal the-
ory [9, 13, 14]. Using an approach based upon a genetic algorithm, selecting metrics are
used to quantify the characteristics of source code written in an object-oriented language
[13]. After acquiring the data for metric and quality drawn from existing software objects,
diverse groups of software metrics are decided referring to the quality ranks assigned by
experts using an approach involving genetic algorithms. However, there is no clear and
distinctive relationship among the metrics and software objects.

Another method has been proposed to infer metrics using an interconnected multi-
layer perceptrons grid [14]. The metrics are set up to quantify the characteristics of
source code for software quality analysis. As a basic metrics inference mechanism, the
method utilizes the self-learning capability of perceptrons. Through trial and error, the
grid of perceptrons can classify the characteristics of source code for proper metrics. Af-
ter this process, the grid of perceptrons requires only a small fraction of the input data to
get output data used for producing consistent classification results. However, we should
not overlook the possibility of biased output data occurring resulting from over-fitting on
old training data.

Another technique is unsupervised learning [9]. Unsupervised learning searches for
every possible combination of solutions without fixed guidance. The main idea is to in-
crease the probability of finding optimal solutions. This kind of technique resolves the
problem of over-fitting on old training data. This technique applies fuzzy clustering to
analyze the existing software metrics database. The existing metrics are collected and
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analyzed in the software development phases to control the quality of final software
products. There are three data sets of software metrics forming fuzzy clusters. Each clus-
ter also has software modules corresponding to its own specific characteristics and met-
rics. The clusters are ranked by the number of faults caused by their software modules.
The modules showing a higher rate of faults are thoroughly managed to fix the faults.
This technique does not rely on dichotomous reasoning. It allows for gradual improve-
ment of the modules to be traced continuously. However, there is also the possibility of
skewed reasoning resulting from the lack of background data.

The BBN is also used to infer the metrics or potential faults of software [15-17].
The limitation of a statistical approach is pointed out again while emphasizing the ro-
bustness of a BBN which can make decisions under vague conditions [15, 16]. Every
factor that can be considered during software development, such as maturity of pro-
grammers and complexity of problems, is set to have dependency relationships among
the factors on a BBN in order to express appropriateness for diverse situations in prob-
ability. However, there seem to be some kind of guideline needed for processing a large
amount of prior cases data since many factors are not classified for proper domains.

The other case of the BBN application for metrics selection is estimating risk factors
for the development of critical systems [17]. According to the statistical regression model,
a software module showing a high rate of faults during tests is generally expected to
cause problems when integrating with other modules. However, many actual cases report
just the opposite. The alternative prediction model of module faults tries to express rela-
tionships among final software products and process-related factors regarding the entire
software model lifecycle on the BBN. However, the alternative model does not mention
how to specialize each different module.

Similar to selecting software metrics, many prior approaches adopted and utilized
the knowledge of experts or formal theory in the style of deductive inference to select
test cases [18, 19]. For black-box testing, which is commonly used for COTS software,
this kind of inference is suitable when creating test cases from requirements that ade-
quately exercise the behavior of a software system without regard to the internal structure
such as source code. However, utilizing the formal theory or experts is not so easy for
end-users.

2.2 The Certification Meta-Model

The certification meta-model is the model referenced by accrediting institutions to
decide the certification model and programs [10]. Before using the meta-model, each
metric should be assigned to the proper group on a hierarchical graph structure. When
actually certifying, the meta-model is converted into a certification model. The certifica-
tion model is then used to generate certification programs applied for actual evaluations
of COTS software. The noticeable feature of the meta-model is the group-based approach
with specialization [10] which is applied on the hierarchical graph structure. The ap-
proach tries to adopt an inductive methodology in order to extend the classification
structure of certification gradually by referring to the past cases of certification. In other
words, by using the data of past cases, redundant programs of certification could be
avoided. Based on such infrastructure, the appropriateness of each metric could also be
represented according to the type of package software products.
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However, there are drawbacks in the meta-model. The hierarchical structure of clas-
sification must be constructed manually for package software products. Furthermore,
there is no integrated approach to classification automation. Since manual classification
depends on human evaluators, inconsistent and awkward metrics allocation can occur.
Thus, a mechanism of metrics allocation which is based on an autonomous and general
principle is necessary in order to avoid any controversy in connection with inconsistent
criteria for the quality evaluation.

To complement the mechanism of metrics allocation, the Formal Concept Analysis
has been adopted to automate the allocation of metrics [11]. However, Formal Concept
Analysis could not represent the appropriateness of each metric in fine detail since there
has been no support for representation of probability.

2.3 The Bayesian Belief Network

A Bayesian belief network is a probabilistic graphical model that represents a set of
variables and their probabilistic independencies. For example, a BBN can be used to cal-
culate the probability of a patient having a specific disease, given the absence or presence
of certain symptoms, if the probabilistic independencies between symptoms and disease
as encoded by the graph hold.

The fundamental notion of a BBN is based on Bayesian learning. When inferring
with Bayesian learning, the outcome of the inference reacts to sensitively of environ-
mental changes since Bayesian learning incorporates the past experiences data and the
decisions of the operator for analysis [12]. Bayes theorem consists of the basic algorithm
of Bayesian learning:

P(D|h)P(h)

P(h| D)= P(D)

)

In this theorem, P(%) is the prior probability of hypothesis # while P(D) denotes the prior
probability that training data D will be observed. P(D | &) can be regarded as the prob-
ability of observing data D where / holds. P(%| D) is the posterior probability of 4.

When there are many variables to consider for a probability distribution, BBN is
commonly used instead of the Bayes theorem. A BBN’s primarily objective is to de-
scribe a joint probability distribution from a set of variables used to estimate the posterior
probabilities. A node of a BBN, which corresponds to a variable, forms a dependency
network with other nodes [20]. The algorithm which calculates the joint probability dis-
tribution of BBN can be expressed as:

Py, ces y,) = [ | PO, | Parents(¥;)). @
i=1

Parent(Y;) means the set of ¥;’s immediate parent nodes. Thus, P(y;| Parent(Y;)) means
the conditional probability, which is related to the node Y;, considering its parent nodes.
In an example in Fig. 1, there are two parent nodes of animal characteristics which could
cause “Monkey” to be true: either “fourLegged” is true or “climbingTree” is true. Except
for the two parent nodes having a direct effect on the child node, “Monkey,” “Monkey”
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Fig. 1. Dependency relationship of variables.

itself is conditionally independent, or not under the influence of other parent nodes. The
possible states of conditional probabilities of “Monkey” can be described like this: If
both parents are true, “Monkey” will have a 100% outcome to be true. If only one of its
parents is true, the outcome is 50% to be true. Finally, “Monkey” will have a 0% out-
come to be true if both parents are false together.

The probabilities of this situation can be calculated with the formula of a BBN. All
three nodes, the variables have two possible values, T (for True) and F (for False). The
joint probability function is:

P(M, FI, C) = P(M| Fl, C)P(F)P(C)

where the names of the variables have been abbreviated to M = Monkey, Fl = fourLegged,
and C = climbingTree.

The joint probability function can answer questions such as “What is the likelihood
that “Monkey” is true, given that “fourLegged” is true and “climbingTree” is false?” by
using the joint probability formula:

PM=T,FI=T,C=F) 05

P(M=T|FI=T,C=F)= _ os,
ZMG(TF)P(M’Fl:TaCZF) 0.5+0.5

From the result of the calculation, given the condition that “fourLegged” is true and
“climbingTree” is false, it can be estimated that the child node, “Monkey” should have
the 50% posterior probabilities to be true. Other pairs of parent and child nodes can be
also processed with the joint probability formula to get the posterior probabilities.

3. CHARACTERISTIC VECTORS

In this section, we describe some previous approaches for software classification
which inspired the idea of characteristic vectors and define characteristic vectors.

3.1 Software Classification

There are different types of software: coding language, application, target environ-
ment, and other classification factors. For operational environment adaptation or quality
evaluation purposes, there should be referential rules for classifying each different type
of software. There have been a few approaches regarding such classification. As one of
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international standards, ISO/IEC TR 12182 [21] provides guidance for software catego-
rization for proper interpretation and application of ISO (International Organization for
Standardization) documents. The software categorization approach of ISO/IEC TR 12182
is primarily based on the multiple views of software classification.

Generally, quality evaluators or certification institutions can select essential views
from the views of ISO/IEC TR 12182 to form their own quality certification model. For
example, if the “User class” view is selected as the software domain of classification, the
quality evaluators can have sub-domains of the “User class” view such as “General user”
and “Expert user.” Finely classified sub-domains of the views can have the same effect
as that of describing the characteristics of software. If there is a software product certi-
fied under the “Expert user” view, the warranty of the product is void when used by a
“General user.” Although ISO/IEC TR 12182 can be used to set the effective range of
quality evaluation or certification, there is no mechanism provided to extend the views.

Just like the views, there has also been another approach proposed such as the prod-
uct-based software certification framework [5]. The approach is fundamentally based on
the concept of “product-based certification” which is different from independent verifi-
cation and validation (IV&V). In contrast to IV&V which occurs during each phase of
the software development process, product-based certification occurs after the software
product is built in order to determine whether the software product will satisfy its func-
tional, performance, and quality expectations. The author [5] of the product-based soft-
ware certification framework insists that product certification is better than other quality
assessment methodologies, such as process maturity assessment and personnel accredita-
tion. The methodologies of process maturity assessment and personnel accreditation lack
measurable, objective data while the approach of product-based certification can produce
repeatable and reproducible results which will produce the same result even if a different
certifier or quality evaluator is engaged.

The product-based software certification framework consists of eight dimensions.
The purpose is to create a set with one member from each dimension. The set represents
a particular type of software. A certification methodology can be established for the par-
ticular type. The eight dimensions are:

Safety, Security, Reliability, Availability, Fault Tolerance, Performance;
Hard Real-time, Soft Real-time, Time Indifferent;

Embedded, Desktop, Mainframe, Internet;

“In a vacuum”, “With respect to the environment”;

Avionics, Medical, Finance, Telecom, Automotive, Nuclear, Maritime;
Executable Format, Source Code Format;

Custom Software, COTS;

Previous Version Certified, Never Certified.

NN R D=

For example, Security, Soft Real-time, Internet, “In a vacuum”, Telecom, Executa-
ble Format, Custom Software, and Previous Version Certified, can be one of several pos-
sible permutations. Each member of a set suggests what technology is needed to certify
software defined by that set. This framework can be surely a kind of a set of good refer-
ential rules for the quality evaluators or certifiers although there is a lack of concern re-
garding extending each dimension of the framework.
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3.2 Characteristic Vectors

In this paper, each unique COTS software product is represented with characteristic
vectors which have components showing detailed properties of COTS software type.
Unlike previous similar approaches, a characteristic vector can include characteristic
sub-vectors as its components recursively. The value of a characteristic vector of COTS
becomes 1, if the COTS has corresponding properties, otherwise it is 0. The formal defi-
nition of a characteristic vector is as follows.

CV: Characteristic Vector. Val(i): value of characteristic vector i. 3)
CV=Val(CV)), Val(CVy), ..., Val(CV))), l is the dimension of CV.

CVi= (Val(CVy), Val(CVy), ..., Val(CVy)), 1 <i <1, m; is the dimension of CV.
CVy=Val(CVip), Val(CVip), ..., Val(CVy,)), 1 <j < m;, ny is the dimension of CV.

Lif Y val(cy,) 21
Val(CV,) = A

0, otherwise

where if CVj; is a leaf node, Val(CV}) is assigned 0 or 1 according to its corresponding
property.

Characteristic vector CV may include the data of other different characteristic vec-
tors, such as CV; or CV, as its components recursively. It is also possible to include more
characteristic sub-vectors that are finely diverged under the level of CVj. The compo-
nents of a vector must be specified as scalar values. The characteristic vector CV acquires
a “1” if at least one of its components has a value of “1.” Otherwise, CV gets a value of
“0.” For specifying CV, we will use 1 and True as well as 0 and False interchangeably
from now on. If the CV itself, is a leaf node which does not have any sub-vectors, the
value of “0” or “1” is assigned directly for the CV, itself. Ultimately, the components of a
characteristic vector attempt to represent the characteristics of specific software. Fig. 2
shows the relationships among the components of characteristics vectors. For compre-
hension, the numerical representation of Fig. 2 is as follows.

Legend: 0 -> ..
=0 ’»?V?w I

Fig. 2. Relationships among the components.
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Table 1. Characteristic vector example.

Vector Components
Office Management (CV;)
L Financial (CV},)
Appllcatlcor; Software Manufacturing (CVyy)
n Education (CV4)
Credit Cards (CV;s)
Internet (CV5:)
N/W & C(%rr;n;unication Resol\t;ﬁ:; Eg;jz;
: Security (CVas)
E-Mail (CV5s)
O/S & System (CV3,)
H/W & System Embedded (Cs,)
(V) Monitoring (CV33)
Load Management (CV34)
Server (CV3s)
Platform UNIX (CVy4)
(CVy) WINDOWS (CVy,)

CV=(0,1,0)

Cry=(0,0), CVy =(0), CVi, = (0)

CVy=(1), CVa1=(0, 1), CV211=(0), CVap = (1)
CV3=(0), CV31 =(0), CV31, = (0)

For example, components of each characteristic vector are listed in Table 1. Table 1
is constructed based on TTAS.KO-11.0026 [22] which was referenced in setting up the
software domains of the meta-model [10]. The formal representation of Table 1 is as fol-
lows.

CVy=Val(CVn), Val(CViy), Val(CVi3), Val(CVia), Val(CVs))
CVy=Val(CVy), Val(CVay), Val(CVa3), Val(CVaa), Val(CVs))
CV3=Val(CV3), Val(CV3y), Val(CVs3), Val(CVis), Val(CVis))
CVa=Val(CVy), Val(CV4y))

In Table 1, every characteristic vector CV; has CV}; sub-vectors. For example, CV,
which is the component, “Office Management,” belongs to CV. Likewise, CV,, belongs
to CV, as the component, “Resolution.”

As mentioned earlier, if any components of CVy, such as CVyy, CVyp, CVi3, CVig,
and CVs, correspond to any specific type of software, the component gets assigned the
value, “1,” which becomes the final value of CV;. Otherwise, the final value of CV; is
“0.” Depending on the state of the components, it can be said that CV; can be regarded as
the fingerprint of software.

Let us consider another example. Assume that CV; is (0, 0, 0, 1, 1). This character-
istic vector represents a specific type of COTS software products corresponding to a spe-



1612 CHONGWON LEE, BYUNGJEONG LEE, JAEWON OH AND CHISU WU

cific domain of software classification. According to the list in Table 1, the software
characteristics corresponding to the components of CV, are “Security” and “E-Mail.”

Table 1 is an example of designating components for the characteristic vectors. The
components can be set up with any criteria. Thus, by providing flexibility for certifiers of
software quality, the characteristic vectors can be mapped into any prior format of soft-
ware classification.

4. DERIVING AND USING DEPENDENCY RELATIONSHIPS

In this section, we describe a procedure of using a BBN for the relationships be-
tween the characteristic vectors and metrics.

4.1 Deriving Dependency Relationships

Each different COTS software product operates reliably in its own software domain.
Thus, when there is a need to establish foundations of software quality evaluation, the
certifier must make decisions on the specific metrics corresponding to the specific soft-
ware domains.

To establish such domains, the approach of the grouping method in a top-down style
was tried [10]. Each group of hierarchical software classification is assigned proper met-
rics for certification. Unlike the previous approach requiring additional works of metrics
settlement, the main purpose of this paper is to describe automation of the allocation of
metrics by integrating the structure of the BBN with the relationship network of charac-
teristic vectors and metrics.

Based on the existing evaluation data of the Telecommunications Technology As-
sociation” (TTA) in Korea, we set up an example with six COTS software products. The
initial data of the examples is organized and indexed in Table 2. To make it simple and
clear, two types of COTS software are drawn from Table 1. That is, two characteristic
vectors, CV; representing “Application Software” and CV, representing “N/W & Com-
munication” become the basis of dividing the overall types of COTS software.

In Table 2, the external software quality metrics are specified in the parentheses fol-
lowing the symbol for the COTS software products. Those previous records of metrics
application are very important and crucial for utilizing the existing data of past cases.
Such fundamental data must be converted into normalized format first in order to be used.
The normalized format used in this paper is the prior or conditional probability distribu-
tion of BBN.

In the BBN, the joint post probability must be calculated in order to forecast the
posterior probability of an event occurrence regarding each node of the BBN. Many
software tools for a BBN are normally used since manual calculation is very difficult. Fig.
3 shows the network of BBN nodes expressing the dependency relationships. The child
nodes are the metrics having relationships which are shown as arcs in Fig. 3. The CV
nodes are parent nodes representing the characteristic vectors. For example, the M,y node,
which is the metric, “Interface standard compliance,” has two arcs coming from CV;; and
CV,4 because M,y was applied for the quality evaluation of a COTS software product
corresponding to CVy, and CVy,. Likewise, other metrics nodes have arcs coming from

2 http://www.tta.or.kr/English.
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Table 2. An example of correspondence among prior data.

CVi, CVyy CVy, CVy CVoy
Py (My, M3, My) °
Py (M, My») °
Py (Ms, Myy) .
Py (M), M) *
Ps (Mg, My) °
Ps (Mo, Mo) * *

* P ~ Pg: COTS software products certified previously
* M| ~ M\,: external software quality metrics used for prior certification
M;: Functional adequacy

M,: Functional implementation completeness

M;: Functional implementation coverage

M,: Functional specification stability

Ms: Computational accuracy

Ms: Data exchangeability

M7: Access controllability

Mjg: Access auditability

My: Functional compliance

M,: Interface standard compliance

M, : Failure resolution

M,,: Incorrect operation avoidance

Fig. 3. A Bayesian belief network of characteristic vectors (CV) and metrics (M).

the parent CV nodes according to the past evaluation data. With this BBN, proper met-
rics can be estimated for a new COTS software product by adjusting the conditional
probability distribution.

4.2 Constructing a Bayesian Belief Network

Besides the dependency relationships, a node of a BBN should have a conditional
probability table that describes the possible status of parent nodes which are used to
make a joint probability distribution table for actual inference. In this work, there are two
possible statuses of parent nodes: “True” or “False.” If a child node has two parent nodes,
there would be four possible statuses of the joint probability by the various combinations.
Table 3 shows an example of a conditional probability table for the M, node which is the
metric, “Interface standard compliance,” as depicted in Fig. 3.
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Table 3. The conditional probability distribution of M.

Parent Nodes (True = 1, False = 0) Node: Mg
CVr CVoy Probability of Being True
True True 1.0
False 0.5
True 0.5
Fal
se False 0.0

M, is influenced by its two parents, CV;; and CVy,, which are the characteristic
vector components, “Office Management” and “Security.” Each of the two parent nodes
has two states, “True” or “False.” From this table, there are only four possible parent
node states. Table 3 enumerates these possible four states as the prior probabilities of the
BBN. If CVy,and CV>4 are both true, Mj, will have a probability of one of being true. If
CV1and CVyy4 are both false, then M, has a probability of zero of being true. Otherwise,
if only either one of the parent nodes becomes true, the probability is 0.5 for M.

After setting up the prior probability distribution, the BBN is ready to infer from
various evidence of external events. Let us assume there is a new COTS software that
needs to be evaluated. The software certifier wishes to know which metrics are suitable
for the evaluation. The state of the characteristic vector of the new COTS product is as
follows.

(CVyy = True, CVy4 = True) 4)

This vector means every node is false except CV;;and CV4 in the BBN. The values of
this vector setting are applied as the evidence to evaluate the joint post probability dis-
tribution. From Fig. 3, the child nodes, My, Ms, M7, My, M), and M), are influenced by
the parent nodes, CV}; and CVp,. Considering the prior probabilities of the immediate
parent nodes, the posterior probabilities of metric nodes can be expressed by:

P (M, =True | CVy,=True)=0.0 (5)
P (My=True | CVy = True)=0.0

P (M5 =True | CVy, = True)=0.0

P (My=True | CVyy=True)=1.0

P (Ms=True | CVyy = True)=1.0

P (Mg=True | CVy = True)=0.0

P (M;="True | CVyy=True)=1.0

P (Mg=True | CVy, = True)=0.0

P (My=True | CVyy = True, CVyy = True) = 1.0
P (Mo = True | CVyy = True, CVyy = True) = 1.0
P (My, = True | CVy, = True, CV4 = False) = 0.5
P (M, =True | CVi4=True) = 0.0.

M, is noticeable since each parent node has a different evidence value. Furthermore,
as half of the parent nodes are true, the posterior probability of M, is set as 0.5. If one-
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third of the parent nodes is true, the posterior probability would be 0.33. In this case, the
metrics showing a higher posterior probability, such as My, M5, M;, My, and M;,, would
be selected rather than other metrics for quality evaluation.

The crucial point of this simplified example is to describe the inference mechanism
of our approach using a BBN in its key details. First of all, a BBN representing the rela-
tionships between the software characteristics and metrics must be constructed referring
to the cases or reports of previous software quality evaluations. If there is a case showing
that a software product having the “Security” characteristic was inspected by evaluation
criteria of the “Access auditability” metric, the BBN node of “Access auditability” will
be designated to have an arc coming from the node, “Security.” That means that “Access
auditability” is under the influence of “Security.” Likewise, if there is another case show-
ing that another software product of a “Monitoring” characteristic was inspected by the
“Access auditability” metric, the BBN node, “Access auditability” will have the second
arc coming from the node, “Monitoring.”

The BBN nodes connection is simple: a BBN node is connected by referring to the
influencing factors. A node can be influenced by multiple parent nodes. In Fig. 3, we can
see clearly that the connections between My, Ms, M7, My, M1y, CVyy, and CV,4 show that
My, Ms, M7, My, and M, are under the influence of CVy; and CV,4. However, estimating
the degree of influence is not that simple. Let us look at the nodes, My and M), The
nodes are both under the influence of characteristic vectors, “Office Management” and
“Security,” simultaneously. If only one of the two characteristic vectors is emphasized
for metrics selection, My and M, will have the outcome of 50% as the degree of impor-
tance. Likewise, if both characteristic vectors are designated together for metrics selec-
tion, My and M, will have a 100% degree of importance. Although this example is sim-
ple, handling and calculating the degree of importance is difficult for nodes of a BBN
connected in a complicated manner. The automated BBN tools are necessary for actual
operation.

Let us also take a look at the scenario of utilizing the inference result. The degree of
importance is just the probability referred by the quality evaluators. Having the reposi-
tory of a BBN representing the complex connection of nodes based on prior cases of
quality evaluation, the quality evaluator adjusts the state of each of the characteristic
vector nodes according to the evidence of external events. After such adjustments, the
BBN shows the posterior probabilities, which are the importance degree of each metric,
by updating the belief probability with the joint probability formula. From the example
above, the quality evaluators must have test cases regarding the metrics, ‘“Functional
compliance” and “Interface standard compliance” if the outcome of inference shows that
M, and M, have a 100% degree of importance. Likewise, the quality evaluators need not
have the test cases regarding the metric, “Functional compliance” if My has only a 50%
degree of importance. After utilizing the BBN, the operator of the BBN should pay atten-
tion to the results of the evaluation and use the new evaluation data to update the reposi-
tory of the BBN.

5. DISCUSSION

In this section, we describe the reasons for using a Bayesian Belief Network and
comparisons to other approaches.
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5.1 The Reasons for using a Bayesian Belief Network

In this study, the BBN was selected because of the following reasons [23]: First, the
lack of the past cases or training data does not pose a critical problem since the depend-
ency relationship network can make inferences from other prior data. For example, an
evaluator of software quality could miss setting up some of the nodes that are necessary
to represent a specific type of COTS software product due to unclear and insufficient
prior cases of evaluation. Despite the incomplete setting of nodes, BBN can infer the
software type which is similar to the intended type if there are any dependency relation-
ships between the node of the unclear software type and other nodes representing specific
software types. Similarly, the problem, which is the unclear and inconsistent allocation of
metrics existing in past cases, could be overcome by utilizing the learning and inferring
capability of the BBN.

Second, the dependency relationship network conducts searches on a large area of
software faults detection increasing the possibility of catching hard-to-find errors. Gen-
erally, quality evaluators apply metrics for the single domain of a specific application,
ignoring other metrics belonging to other software domains. When inferring metrics with
the BBN, quality evaluators can see the priority ranks of metrics in one big figure re-
gardless of narrow domains. As a result, the chances of detecting the faults that are nor-
mally ignored are increased. For example, a BBN may designate and add the metric of
data-overflow inspection for the COTS software which is assigned with specific metrics
already whenever there is any change in the characteristic vectors showing a broader
range of data processing.

Third, it is easy to integrate prior knowledge and newly learned experiences or data
since the models of BBNs represent causality and probabilistic semantics. In the case of
the approach utilizing past cases of software quality evaluation, setting the prior prob-
ability distribution of each node in the BBN might be regarded as the same as utilizing
prior knowledge. Combining many instances of such prior knowledge, new data which is
skipped or normally ignored, such as newly changed ranking of metrics priority in re-
verse order, can be obtained in the style of data-mining. Such newly obtained knowledge
can be added to the existing BBN since operators of the BBN could alter or modify the
structure of the nodes network easily.

In the prior approach [10], constructing a system of hierarchical software classifica-
tion is required as the preceding work of metrics classification. Such a classification sys-
tem is designed mainly by human evaluators, not based on formalized methodologies.
Although the method proposed in this paper requires also the graph structure of a nodes
network in a BBN as the preceding work, the nodes network is created naturally in a
BBN, not by the intentions of human evaluators. Basically, the nodes of the BBN are
connected to each other according to proper dependency relationships referring to past
cases to bind related variables from the sample data. In this paper, the nodes of charac-
teristic vectors, which are parent nodes representing the types of COTS software, influ-
ence the metrics nodes which are child nodes. Under such a structure of relationships,
when the prior probability distribution of parent nodes changes according to the type of
COTS software being evaluated, the joint post probability distribution of child nodes is
calculated. Such a value of joint post probability can be regarded as representing the de-
gree of importance for each child node to the metrics.
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In software development processes and products, uncertainty, such as accuracy of
requirements or completeness of testing, is inherent and inevitable [24]. Likewise, there
is also the uncertainty regarding COTS software evaluation. To overcome the uncertainty,
we have chosen the BBN because the existing past evaluation data is available and the
dependency relationships can be extracted from the data. Moreover, the BBN incurs a
lesser burden on software certifiers who are primarily interested in an actual field appli-
cation rather than pure theory since the BBN only requires a small amount of knowledge
of basic dependency relationships with respect to the specific software domains [25].

5.2 Comparing with Previous Studies

Although the theory of Bayesian probability, based on the BBN, has a long history.
The BBN has been popular and recently has been adopted in many diverse fields as a
result of improvements in algorithms and many software tools [26]. Many methodologies,
such as genetic algorithms, artificial neural networks, or fuzzy algorithms, have some
obstacles for handling complex models. For example, a model depicted in a BBN might
not be expressed easily with the structure of neural networks since the basic architecture
of neural networks should adhere to a canonical format. Thus, in a situation where spe-
cialized and non-canonical networking paths exist among the nodes, such as a case of
characteristic vectors, must be kept, the BBN can be used to construct a network of nodes
intuitively and visually.

As compared to previous studies [9, 13, 14], the clarified domains of quality metrics
should be an advantage over these previous studies. In addition, with respect to devel-
opment processes, the focus has been given to classifying metrics under the subjective
view of certifiers without clearly specifying the types of COTS software. Therefore,
when the approach, proposed in this paper, is applied to black-box testing, this approach
takes the role of a decision making system.

Actually, whether a framework of software quality evaluation is performed for white-
box testing or black-box testing, our approach can be applied and adapted for that frame-
work to aid in deciding the coverable range of quality metrics. The main reason for as-
suming black-box testing is because COTS software products do not normally provide
source code. Since our original research focused on COTS software products, we as-
sumed basically that black-box testing would be the fundamental approach. The purpose
of our approach is to provide guidelines for quality inspection based on a behavioral per-
spective of the software rather than to provide strictly enforced rules. Our approach is not
concerned with the actual testing of COTS software products as it is just a referential
guide. Quality certifiers can consult the inferred metrics of our approach to economically
reduce the number of test cases. That is why our approach can be regarded as a kind of
computer aided decision making.

Hence, a primary goal is to construct the network of characteristic vectors and met-
rics nodes corresponding to the specific domains of software classification regardless of
having source code or development processes. The quality certifiers can also reflect their
opinions and at the same time refer to the result of the joint post probability by easily
adjusting the connection status of nodes and conditional probabilities. Such adjustment
can make the result of inference react sensitively to the changes of sample data, which in
turn enhances accuracy in decision-making.
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Table 4. Comparisons among the approaches.

Characteristic
1 14

Vectors 9] [13] [14]
Reﬂe;tlon of a quality evaluator’s Easy Hard Hard Hard
intention
Visual r.epresentatlon of nodes Easy Possible Hard Possible
connection
Method of software quality evaluation | Black-box White-box | White-box | White-box
Domain range of software classification]  Narrow Broad Broad Broad
Training of intelligent mechanism Unnecessary Needed Necessary | Necessary
Support of domain experts Unnecessary | Necessary Necessary | Necessary

Table 4 shows a summarized comparison among other approaches, explored as re-
lated work and cited as reference, and our proposed approach shown as “Characteristic
Vectors.” “Reflection of a quality evaluator’s intention” means the flexibility of chang-
ing the structure of intelligent mechanism such as the structure of network nodes connec-
tion. From Table 4, we see that it is hard to change the structure of the intelligent mecha-
nisms except with our approach based on the BBN. “Visual representation of nodes con-
nection” means easy manipulation of nodes consisting of the intelligent mechanism with
automated software tools. Although there are many tools for the domain of genetic algo-
rithms, neural networks, and fuzzy algorithms, the tools of the BBN provide the inter-
faces for handling each node that are easier than the tools for other approaches.

“Method of software quality evaluation” means whether the approach is based on
black-box testing or white-box testing. Since our approach intends to be applied to COTS
software products, black-box testing is appropriate. Other approaches are based on white-
box testing because of the policy of inspecting source code. “Domain range of software
classification” means whether the software classification policy is based on a narrow
range or broad range. Since our approach requires detailed classification of software char-
acteristics, the domain range must be narrow in contrast to the other approaches assum-
ing a loose classification.

“Training of intelligent mechanism” means whether each approach requires a long
time in training the intelligent mechanism or not. Unlike the other approaches, such as
neural networks, requiring a separate and dedicated time for training, the structure of
nodes connection in the BBN can be operated immediately after construction. Finally,
“Support of domain experts” means whether each approach requires the support of ex-
perts or not in constructing the structure of the intelligent mechanism. In our approach, if
there are enough prior cases of quality evaluations, we can construct the structure of the
nodes connections referring to the previous cases of software characteristics and metrics.
With other approaches, there should be an expert’s intervention to preserve the regular
format of the intelligent mechanism.

On the other hand, there is a weakness of the BBN which should be considered re-
garding our approach. Each node of the BBN must have a conditional probability table
according to the states of the parent nodes. The prior probabilities determining the possi-
ble outcomes of a node can be settled by the intention of the operator, not by strict rules.
For example, an operator can settle the expected posterior probability of a node to be
50% when one of its two parents is set as “True” while another operator can set the ex-
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pected posterior probability to be 70%. The operators of the BBN should have rules to
overcome the inconsistencies.

6. CASE STUDY

When an actual field application is required, there must be accumulated prior ex-
periences to enhance operation efficiency. As an experiment in preparation for an actual
application, we constructed a BBN, depicted in Fig. 4, to experiment with the possibility
of classifying test metrics based on past cases of COTS software evaluation which were
performed in TTA. For the initial classification of COTS software, the new characteristic
vectors which are extended from Table 1 are shown in Table 5. As mentioned earlier, the

| Groupwar

7

CVL-HW Security_ o CUL-HW

CYL-ISDH_Utilizatio vl
2 o

CVL-Internet_Utiliz ’ o

(e}

CVL-HW _and_System |

O

CUL-HW or_Syste

m_Internal Control| | m_External_Contro

CVL-HW or_Syste

CVL-05_and Syste

Fig. 4. The BBN for analyzing test metrics of prior evaluations.
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Table 5. An extended example of characteristic vectors.

Vector Components

CVL OS and System Support (CVy,)

CV_HW _and_System_Related | CVL_HW _or_System_Internal Control (CV,)

(CVy) CVL HW or System External Control (CV13)

CVL HW and System Security Support (CV14)

CVL Internet Utilization (CV5;)

CVL ISDN _Utilization (CVay)

CV_NW and Communication

) CVL NW Resource Management (CVp3)

CVL NW Security Support (CV>y)

CVL NW Groupware (CVps)

CVL APP Official Business Support (CV3;)

CVL APP Banking Support (CV3,)

Applicati -
CV_Application_SW CVL APP Manufacturing Support (CV33)

(€7 CVL APP Education Support (CV34)
CVL APP Security Support (CV3s)
CV_DB CVL DB Query Processing (CVy;)
(CVy) CVL DB Data Warehousing Support (CVy,)

CVL Computer Program Compile and or Translation (CVs;)

CV_Development Tool CVL Test Support (CVs,)

(CVs) CVL CASE Tool (CVs3)
CVL WEB Development (CVsy4)
CV etc (CVy) Not Defined

characteristic vectors can be extended and mapped into any prior format for software
classification freely and flexibly.

For the experiment, thirty records from past evaluations were used. Among the re-
cords, twenty evaluation records of COTS software were analyzed with a public software
tool, called “GeNle 2.0°,” to construct the BBN for the case study. The remaining evalua-
tion records were used to validate the BBN of case study.

Table 6 shows the names of previously certified products and the software charac-
teristics of each product in the form of characteristic vectors. For example, the product,
“PK1_Ar” has the state of a characteristic vector: CV3; = (1, 0, 0, 0, 0). This state means
the component of “CV_Application SW,” “CVL_APP_Official Business_Support” is set
as true. Thus, it can be known that “PK1_Ar” is related to the field of business manage-
ment. Meanwhile, in Table 6, any characteristic vector that does not always have specific
components becomes true for the prior probability when applied to construct the BBN.

The overall architecture of the BBN can be described: The number of all of the
nodes was about three hundred. The number of arcs connecting each node was about six
hundred. The status of arcs connection must be preserved after analyzing the past cases
when identifying the test metrics for the evaluations of new COTS software. The thick-
ness of arc represented the strength of influences from the parent nodes to child nodes.
The thicker arc meant a stronger influence. The nodes where the arrow head of arcs con-
tacts are the child nodes.

? http://genie.sis.pitt.edu.
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Table 6. Product names of COTS software certified previously.

1621

Product name State of CV Product name State of CV
_ CcV,=(1,0,0,0,1).
PK1_Ar Ccr3=(1,0,0,0,0). PK16 Web CV3=(1.0.0.0.0).
. Ccri=(1,0,0,0). _
PK2 Be Project CV,=(0,0, 1,0,0). PK17 RESORT CVs=(1,1,1,0).
_ CV,=(0,1).
PK3 C cr,=(0,0,0,1,0). PK18 Tower CVe=(0.0,0, 1).
PK4 H gf =(1,0.0,0.0. | b 19 One CV,=(0,0,0,1,0).
2.
_ Ccr,=(0,0,1,0).
PK5 N g? (1,0,0,0,0). PK20 MANTIS CV3=(0,0,1,0,0).
x CVy=(0,1).
CVZ:(Oa 09 13190) =
PK6 S CVa=(0.0.0.0.1) PK21 SAFE CV;=(0,0,0,0, 1).
PK7 AL CV;=(1,0,1,0,0). | PK22 Gallery CVs=(0,0,0, 1).
Ccr3=(0,1,0,0,0). _
PK8 CL cr,=(1,1,0,0,0). PK23 Card C7s B (1,0,0,0,0).
CVy=(0,1).
cv,.
PK9 NA Ccr3=(0,0,0,1,0). PK24 Calc CV3=(1,0,0,0,0).
. cr1=(0,1,0,0). _
PK10_Si CVy=(1.0.0.0, 0). PK25 SuS Ccr,=(1,0,0,0).
CcV3=(0,0,0,1,0). . _
PKI11 B CV,=(1.0,0.0,0). PK26 Professional Cr=(1,0,0,0).
cr,=(1,0,0,0,0). _
PK12 Na CV3=(0.0,0.1.0). PK27 Stream Ccr,=(1,1,0,0,0).
PK13 Class Ccr3=(0,0,0,1,0). PK28 Pa Ccr,=(1,0,0,0).
PK14 TOS CcV,=(0,0,0,1,1). PK29 Blue CVs=(1,1,1,0).
. CV3=(1,0,0,0,0). CV,=(0,0,0,0,1).
PK15_Nomix CV,=(1.0.0.0,0). PK30_Flow CV3=(1.0.0.0.0).

In the BBN of case study, each node belonged to one of the three node groups. In
Fig. 4, the nodes located in the upper position belonged to the group of characteristic
vectors. The nodes located under the characteristic vectors represented each product of
the COTS software evaluated previously. The nodes located at the bottom belonged to
the group of metrics.

The nodes network of characteristic vectors was designed to represent the hierarchy
of characteristic vectors under the architecture of parent and child relationship. The
components consisting of each sub-vector influenced the higher vectors as parent nodes.
For example, in Fig. 4, we can see that the node, “CV-HW _and_System_Related,” under
the influence of four parent nodes: “CVL-OS and System Support,” “CVL-HW or
System_Internal Control,” “CVL-HW or System_ External Control,” and “CVL-HW _
and_System_Security Support.” The posterior probability of the higher vector, “CV-
HW _and System Related,” shall be set to be “True” if the evidence value of any parent
node gets to be “True,” according to the conditional probability table of the BBN repre-
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senting the architecture of characteristic vectors.

From the node of characteristic vector located at the top, such as “CV-HW _and_
System_Related,” we could trace the influencing flow coming down from the node. Let
us take another look at the other characteristic vector, “CV-NW_and Communication,”
in Fig. 4. From the node of the characteristic vector, two directed arcs coming down to
make contacts with the nodes of previously certified products of COTS software,
“PK4-H” and “PK5-N.” That kind of directed connection the COTS software products
had the characteristics of network and communication. Because there also other parent
nodes having different values of external evidence, the nodes, “PK4-H” and ‘“PK5-N”
50% posterior probability to be true.

From the two nodes, “PK4-H” and “PK5-N,” there also directed arcs coming down
to make contacts with the nodes of metrics such as “M-Functional Implementation
Coverage,” “M-Computational accuracy,” and “M-Data_Exchangeability Data Format
Based.” This that those three metrics were applied to the product, “PK4-H” and “PKS5-
N.” The current status of BBN, shown in Fig. 4, that a new product of COTS software
having the characteristics of network and communication is about to be tested seeking
adequate metrics for the criteria for a quality evaluation.

Having the evidence showing the characteristics of new software fed into the BBN,
the node, “M-Data_Exchangeability Data Format Based,” the highest posterior prob-
ability, 52% to be true, among the three nodes of metrics after calculating the joint prob-
ability function of many other different parent nodes. Highest posterior probability the
metric of the node was frequently used for the certification of products corresponding to
the parent nodes. However, the final decision of metric selection up to the quality certi-
fier.

= ful
] CV-DB

[True 0%
[False 100% =

o

o CVL-DB_Query_Pro o CVL-DB_Data_Ware
cessing housing_Support

True 0% True 0%

False 100% = [False100% =]

» Node properties: C¥-DB

General Definition | Observation Cost| Format | Documentation | User properties | Value |

Fotdd Selnsert Fx M e e E [0 =]

CVL-DE_Cuery_Processing Trug | False
CYL-DB_Data_Warehousing_Suppart True I False | True I False |
» | True 1 1 1 1]
False 1] 1] 1] 1

Fig. 5. Setting the conditional probability distribution using the tool.

Concerning the influence flow described above, setting up the conditional probabil-
ity distribution of each node the most crucial point of constructing a BBN. Fig. 5 shows
an example of conditional probability setting using the BBN tool, “GeNle 2.0.” The node
of the characteristic vector, “CV_DB,” under the influence of two parent nodes, which
actually the components of characteristic vectors: “CVL_DB_Query Processing” and
“CVL_DB Data Warehousing_Support.” According to the definition of a characteristic
vector, if at least one of the parent nodes becomes true, the posterior probability of “CV_
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DB” should be 100% to be true. Otherwise, if the parent nodes both become false simul-
taneously, then “CV_DB?” should have a 0% posterior chance to be true. The connection
architecture of the other nodes, such as the nodes of the COTS software and metrics, is
under the mutual influence of the conditional probability distribution.

In the case of nodes of the COTS software which connected as a child with the
nodes of the characteristic vectors according to the prior cases of certification, the node
connections should be regarded as the representations of software types. For example, in
Fig. 4, the node, “PK2-Be Project,” connected with the node, “CVL-OS_and System
Support.” This that the COTS software product, “PK2-Be Project,” hacharacteristics of
supporting operating systems and general systems. In Fig. 4, the “CVL-OS_and_System
Support” node set as “True,” so the posterior probability of “PK2-Be Project” calculated
as 100%, which a strong influence on specific software characteristics.

The nodes located under the nodes of COTS software the metrics nodes. As one of
the metric nodes which under the influence of COTS software nodes, “M-Functional
Adequacy” connected as a child with “PK2-Be Project” by referring to the past cases of
certification. After setting up the prior conditional probabilities and evidence values cor-
responding to a new COTS software product which required selection of test metrics, we
found that the appropriateness of the metric node, “M-Functional Adequacy” calculated
as 60% as shown in Fig. 4.

Up to this point, the simplest description of the connection flow can be shown for
the BBN of this case study: characteristic vectors — COTS software — metrics. We as-
sert that the metrics nodes located at the bottom reflect the result of complex processing
for the evidence of external events which were fed into the network representing the de-
pendency relationships which were realized by the conditional probability distribution.

Although there could be many parent nodes per each node, setting up prior condi-
tional probabilities using a BBN tool is relatively simple. For example, twelve parent
nodes representing the previously certified products of COTS software are applied to
determine the prior conditional probabilities of the metric node, “M-Computational ac-
curacy.” A conditional probability value, such as 0.882353, represents a specific condi-
tion having “True” parent nodes of more than ten nodes which are the COTS software
nodes. The key point is the ratio of parent nodes having the prior probability of being
“True.” In this case, 10/12 nodes are set as true.

The public tool of BBN, GeNle 2.0, has a function called “diagnosis.” The diagno-
sis function shows the ranks of nodes, which are designated as “target,” according to the
size of the joint post probability. In this paper, such ranks can be regarded as the priority
levels of metrics which shall be applied first for the evaluations of new COTS software
products. Fig. 6 shows the sorted ranking of inferred metrics for a new product of COTS
software corresponding to the true nodes of characteristic vectors as follows: CV, = (0, 0,
1,0,0)and CV, = (1, 0, 0, 0), meaning the product is related to the characteristics of net-
work management and operating systems. The inferred metric, such as “M-Mean
Time Between failures MTBF,” listed at a higher rank with a probability of 0.857
(85.7%). Such metrics having high posterior probabilities shall be applied as first priority
for tasks of quality evaluations.

In contrast, “M-Audit Trail Capability” shall be applied selectively upon the deci-
sions of quality evaluators since the metric node has low probability, 0.286 (28.6%). In
brief, the probability ranking list of the BBN tool can be served as a guideline for quality
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Ranked Targets Probability

M-ean_Time Between_failures MTBF:True o7
M-Functional_Compliance: True oo I
M-Data_Exchangeabiity_Users Success Attempt_Based . 0774 [ NG
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M-nterface_Appearance_Customisability: True 0.190

Fig. 6. Joint post probability ranking of the metrics nodes.

evaluation. This could be accomplished under the following principle: the higher poste-
rior probability, the first priority metric.

After constructing this BBN for the case study, a validation was performed with
nine prior cases of COTS software evaluation which were not used for the construction
of the initial BBN. In detail, the validation was accomplished with the two different val-
ues of the posterior probability threshold for the metrics selected by the BBN. At the
50% threshold of posterior probability, the metrics inferred with the BBN were se-
lected according the sorted order of posterior probability ranging from the top 100% to a
50% marginal threshold. Under the 50% marginal threshold, the metrics were considered
irrelevant to the specific characteristics of the COTS software. Likewise, at the 30%
threshold, the metrics inferred with the BBN were selected according the posterior prob-
ability ranging from the top 100% to a 30% marginal threshold.

After inferring the metrics with the BBN, the result was compared with the evalua-
tion records of corresponding COTS software, which were prepared by human experts, to
measure the inferential capability of the BBN. In this validation, the 50% marginal
threshold was meant to test the BBN in a pessimistic situation while the 30% marginal
threshold represented an optimistic situation. Table 7 shows the success ratios of esti-
mating the appropriateness of metrics with the BBN. In Table 7, the success ratio is de-
fined as follows.

n(BNT)
n(BuT)

success ratio =
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where

n(S) is the number of elements in set S,
B represents the set of inferred metrics with 30% or 50% threshold in BBN,
T represents the set of metrics selected by human experts in 774.

Due to the slight differences of preferences settled by the certifiers of TTA selecting
the metrics, and the setting of conditional probability tables in BBN which was done by
our own judgment, the result of Table 7 could fluctuate for different situations. However,
we were certain that the BBN can simulate the mechanism of human intelligence in a
simple way.

Table 7. Success ratio of estimating the appropriateness of metrics.

Product name | PK21 | PK22 | PK23 | PK24 | PK25 | PK26 | PK27 | PK28 | PK29

Success ratio at
30% threshold

Success ratio at
50% threshold

83% | 81% | 72% | 79% | 82% | 70% | 64% | 86% | 90%

79% | 8% | 69% | 79% | 82% | 73% | 64% | 83% | 87%

7. CONCLUSION

This paper proposed the use of a BBN to analyze the existing software quality
evaluation data, based on the idea of inductive inference. The main objective has been to
derive dependency relationships between the software characteristics and metrics in the
BBN. The merit of this method is the probabilistic inference which is suitable for han-
dling vague relationships of sample data. Another advantage is that it is easy to maintain
as a BBN since there are many tools for BBNs available.

It is not easy to say that our approach gives a better, more accurate estimation than
other approaches. If there are plenty of prior cases of quality evaluations, our approach
might produce useful results of metrics estimation since a BBN is constructed with ref-
erence to the data of prior cases. Likewise, other approaches based on the mechanism of
inductive inference could also produce useful results for estimation when their repository
is full of prior cases data. Thus, it is not easy to determine the accuracy of estimation
comparing to others when the exactly same environment is not available for each ap-
proach. If the advantages of our approach are emphasized, “hierarchy” and “flexibility”
should be candidates for prime emphasis. The hierarchy structure forming among the
nodes of characteristic vectors and metrics provides the foundation of an easy extension
for the future data of quality evaluations in a systematic way. Moreover, the simple
mechanism of a nodes network extension can be operated visually by users assuring the
fast growing of BBN and data repository, which means the accuracy of estimation can
get better in the future.

If software evaluation institutions adopt the method proposed in this paper, we can
expect some benefits. A BBN can express the appropriateness of specific metrics in
probabilistic detail for specific software and not just in a form of Yes or No. This would
increase the potential of finding trivial faults since any metrics with probability greater
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than zero would be inspected. The metrics priorities based on joint post probability dis-
tribution could also facilitate establishment of a roadmap for software evaluation or
evaluation plans.

In this paper, the prerequisite of constructing the initial BBN is setting up the prior
conditional probabilities for each node. While there are no clear criteria to settle on such
prior probabilities, there could be vague selections of probabilities by human evaluators.
Such vagueness could be resolved having a consistent method of probabilities settlement
by an accumulating extensive amount of prior evaluation cases gradually. Another alter-
native resolution is publishing a guideline of setting probabilities under cooperation of
domain experts.

In addition, we can consider the possible fluctuation of inferential outcomes pro-
duced by the BBN. A BBN requires a substantial amount of attention for maintenance of
diverse operators for versatile applications. While adding nodes, altering the network, or
modifying the prior conditional probabilities, the outcome of inference can be totally
different from that of a previous application when inferring for the metrics of new COTS
software which is very similar to that of previous software. Despite these possibilities of
fluctuation of inference that can cause confusion, the BBN has the capability of coping
with noisy data. If the operators let BBN evolve itself to handle such difficult situations,
the impacts of problems could be minimally reduced.

In the future, we plan to define varied rules for setting up the prior probabilities. At
this time, the prior probabilities of each node are set up by merely referring to the aver-
age number of its parent nodes. An experiment with large scale field data could be very
fruitful. The public data of software reviews which are available on the Internet can be
used to set up the BBN since the software evaluation institutions do not tend to disclose
their software evaluation records to the general public. The outcome of Bayesian infer-
ence will be compared to that of human software evaluation experts to examine the vari-
ous possible capabilities of the BBN.
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