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The intrinsic standardized property of an XML document provides a convenient
way to carry out data exchanges between heterogeneous platforms among organizations
via the Internet. The Internet is a public network, and traditionally there has been little
protection against unauthorized access to sensitive information, and attacks. Although
the W3C proposed the XQuery language [3], which is designed to be broadly applicable
across all types of XML data sources, this language does not provide a security mecha-
nism in its query expressions. In this paper, we propose a new XML query language,
called the secure XML Query (sXQuery) language. sXQuery is derived from XQuery,
and reinforced with a security mechanism; sXQuery combines the specification ability of
both the XQuery language and the document security language which is designed to
specify the scope and encryption details of XML [9, 11]. The user can specify the query
and corresponding encryption details at the same time, that is, in the same sXQuery
document. We have designed an sXQuery editor which enables users to generate
sXQuery documents without having to write sXQuery source codes directly. Also, we
present a scheme to implement an sXQuery engine by using the existing XQuery engine.
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1. INTRODUCTION

XML (extensible markup language) [1] is a markup meta-language that was stan-
dardized by the World Wide Web Consortium (W3C, http://www.w3.org). While HTML
(hypertext markup language) was defined using only a small and basic part of the stan-
dard generalized markup language (ISO-8879 SGML) [2], XML is a sophisticated subset
of SGML. It was designed to describe data using arbitrary tags and has emerged as the
most relevant standardization effort in the area of document representation through
markup languages in Web-based information systems.
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The W3C proposed the XQuery language [3], which is designed to be broadly ap-
plicable across all types of XML data sources. The mission of XQuery is to provide
flexible query facilities to extract data from real and virtual documents on the Web,
therefore finally providing the needed interaction between Web and database worlds.
However, XQuery does not provide any security mechanism in its query expressions. As
the intrinsic standardized property of an XML document, it allows a convenient way to
carry out data exchanges between heterogeneous platforms among organizations via the
Internet. The Internet is a public network, and traditionally there has been little protection
against unauthorized access to sensitive information, and attacks. The objective of in-
formation security is to protect valuable information, and there is a strong need for estab-
lishing a standard for information security within XML.

A trivial way to secure an XML document is to employ existing cryptography tech-
niques to encrypt an XML document as a whole. The receiver of an encrypted XML
document then decrypts it with the appropriate key and algorithm [4-6]. However, some
researchers considered that encrypting an entire XML document without dividing it up
limits its usage. They therefore proposed the element-wise encryption of XML docu-
ments [7-15]. Based on some work on XML element-wise encryption, the W3C delivered
a recommendation specification for XML encryption [15]. The document specifies a
process for encrypting data and representing the result in XML. The data may be arbi-
trary data, an XML element, or the content of an XML element. The encryption and sig-
nature standards proposed by W3C set up the format for the secured XML documents.
However, they do not include the ability for the programmer to specify how to encrypt
and sign his or her XML documents. To overcome this problem, we proposed an opera-
tional model which is with a way for the programmer to specify the security detail of
XML documents. Do achieve this, we defined a language called document security lan-
guage (DSL) [9, 11]. A DSL document defines the transformation description for en-
crypting, decrypting, embedding and verifying signatures. It offers a security mechanism
that integrates element-wise encryption and temporal-based element-wise digital signa-
tures. Also, because the syntax of the element EncryptedData in the XML encryption
standard makes it impossible to extend it to handle attribute encryption, the DSL sup-
ports a type of element-wise encryption that is more general: the scope of encryption (or
encryption granularity) could be a whole element, some of the attributes of an element,
or the content of an element; an attribute has two possible types of encryption: one is to
only encrypt the value of it and the other is to encrypt both its name and value. The se-
cured document produced by the DSL securing tool can be compatible with the XML
encryption and digital signature standard in case that the attribute encryption is not applied.

Fig. 1 illustrates the relationship between XML, DSL, and the DSL securing tool.
Fig. 1 (a) shows the process of encrypting and embedding digital signatures. The encryp-
tion and digital signature details are stored in a DSL document comprising Dp, D, and
Dsig. Dp is the security pattern definition that specifies the combination of security algo-
rithms and encryption and decryption keys, the transformation description definition Dy
specifies the actual data transformation of the element-wise encryption, and Ds;, specifies
how to embed digital signatures in the resulting XML document. The target XML docu-
ment that is ready to be encrypted and signatured (or signed) is X. The DSL securing tool
reads, parses, and analyzes Dp, Dr, Ds;,, and X, and then generates X;, and Dp.. X; is still an
XML document, but some of its elements contain ciphertexts which are translated by the
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Fig. 1. XML, DSL, DSL securing tool, and transformation.

DSL securing tool according to the encryption details recorded in Dp and Dr. In addition
to the encrypted elements, X also contains signatures that are embedded by the DSL se-
curing tool. Each signature signs a portion of the data in X. It should be noted that both
Dp and Dp may actually contain different information: Dp holds information describing
how to encrypt X, whereas Dp should include details of how to decrypt X;. In addition,
we have developed a DSL editor with a friendly graphic user interface to make it easier
for users to generate DSL documents [11].

XQuery does not include a security mechanism in its query expressions, but we can
employ DSL to achieve this (see Fig. 2 (a)). It takes two steps to obtain secured (or en-
crypted) XML documents from a database:

XQuery Q DSL D,
(Step 1) (Step 2)

(a) Using XQuery to get data from DB and encrypt by DSL.

sXQuery O,

Database |:>

(b) Using sXQuery to get encrypted data from DB directly.
Fig. 2. XQuery and sXQuery.

Step 1: The query details are specified by an XQuery document, Q. Assume that we ob-
tain an XML document X from the database transaction Q.

Step 2: A DSL securing tool transforms X to X; according to a DSL document, D,, which
describes the element-wise encryption details corresponding to X.

It can be easily seen that this two-step process has some drawbacks. First, X will be
discarded after step 2 since our goal is to obtain X;, and this is associated with at least
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two overheads: (1) writing X out and reading it back in, and (2) an additional pass over X.
Second, X is no longer secured or under the protection of the database server, which de-
creases the security of the query transaction. If step 2 is executed in a machine other than
the database server, X must be transferred to that machine to perform step 2 and it is ob-
vious that X is unprotected during this transfer. Third, the XQuery document Q and DSL
document D, are two separate files, which causes difficulties in writing them. There is
good evidence to show that the programmer should attempt to coordinate codes in O and
D.. Moreover, elements that do not need to appear in X; may need to be stored in X in
order to obtain a specific security requirement. For instance, some of the elements in X
are only used to locate the elements which should be encrypted and stored in X;. We use
an example to illustrate this situation in chapter 5 of [16].

In this paper, we propose a new XML query language, denoted as the secure XML
Query (sXQuery) language. sXQuery is derived from XQuery, and reinforced with a
security mechanism. First, sXQuery adds some security information manipulation ex-
pressions which do not exist in XQuery. Second, sXQuery extends the data manipulation
expression of XQuery by allowing the addition of an sXQuery transformation descriptor
to the data manipulation expression of XQuery. Actually, sXQuery combines the speci-
fication ability of both XQuery and DSL. The user can specify the query and corre-
sponding encryption details at the same time; i.e., in the same sXQuery document (see
Fig. 2 (b)). The user specifies the query transaction in an sXQuery document, Q. X; is
obtained after only one step. It is obvious that Qs contains information which covers Q
and D.. This means that the three drawbacks existing in the two-step process in Fig. 2 (a)
disappear.

The remainder of the paper is organized as follows. Section 2 presents the syntax of
sXQuery. Section 3 describes the architecture of an sXQuery database and sXQuery edi-
tor. Sections 4 and 5 present our implementation and experimental results. Section 6 con-
cludes the paper.

2. THE SYNTAX OF sXQuery

Because of the drawbacks of the two-step process (Fig. 2 (a)) mentioned in section 1,
we propose an XML query language (denoted sXQuery) in this paper. As also mentioned
in section 1, sXQuery is derived from XQuery and reinforced with security mechanism;
sXQuery combines the specification ability of both the XQuery language and the DSL.
sXQuery is a superset of XQuery with two reinforcements to the syntax:

1. sXQuery adds some security information manipulation expressions which do not exist
in XQuery. It allows the user to define, delete, and query the required keys, algorithms,
security patterns, and transformation templates. The defined keys, algorithms, security
patterns, and transformation templates for encryption and decryption can be stored in
the database. They can also be deleted from the database.

2. sXQuery extends the data manipulation expression of XQuery by allowing the addi-
tion of the sXQuery transformation descriptor to the data manipulation expression of
XQuery. The enhanced data manipulation expression of sXQuery can instruct the da-
tabase to process a data query and encryption in a single transaction.



A SECURE QUERY LANGUAGE FOR XML DOCUMENTS 1905

We present the security information manipulation expression in section 2.1. The
syntax of sXQuery transformation descriptor and its usage are given in section 2.2.

2.1 Security Information Manipulation Expression of sXQuery

The basis of the security information manipulation expression of sXQuery is the
ability to define keys, algorithms, security patterns, and transformation templates corre-
sponding to the encryption and decryption method. sXQuery adopts the syntax of the key,
algorithm, and security pattern definitions of DSL [9, 11]. The security information ma-
nipulation expression of sXQuery can be classified into four categories. The first type is
the add operation, which adds some key, algorithm, security pattern, and transformation
template definitions to the database for future use. We show it in BNF form' in Syntax 1.
The Key Definition, Algorithm Definition, and Security Pattern Definition are BNF
nonterminal symbols, and defined in [11]. The Key Definition represents the syntax of
key definition which will be referenced in the security pattern definition. Algorithm
Definition gives the syntax of the algorithm definition which will also be referenced in
security pattern definition. According to the requirements of element-wise encryption,
each encrypted section may have different security patterns. The Security Pattern Defi-
nition contains the encryption or decryption key, algorithm, and other related informa-
tion. The Transformation Template Definition” specifies the way to match XML ele-
ments, and the related security patterns to transform the matched XML elements.

Syntax 1: The add operations of the sXQuery security information manipulation expres-
sion.

Add Key Statement—
$sXQuery_ADD Key Definition
Add Algorithm Statement—
$sXQuery_ADD Algorithm Definition
Add Security Pattern Statement—
$sXQuery_ADD Security Pattern Definition
Add Transformation Template Statement—
$sXQuery_ADD
Transformation Template Definition
Transformation Template Definitions—
<sXQuery:template name="Transformation Template Name" match="xpath">
<sXQuery:value-of-encrypted-node
scope="Scope Description{,Scope Description}"
pattern="Security Pattern Name{,Security Pattern Name}"/>
</sXQuery:template>

The syntax of the transformation template definition of sXQuery is different from
the transformation template of DSL. Because DSL is designed to be compatible to the
syntax of XSLT [17], it must include some XSLT elements such as “apply-templates.”
Since sXQuery is designed to conform to XQuery, it does not have to involve XSLT ele-
ments. For example, see the sXQuery statements shown in Example 1: the key “ghhwang.
pub” and “ghhwang.prv” are first defined, then algorithms “http://www.w3.0rg/2001/04/
xmlencttripledes-cbc” and “http://www.w3.0rg/2001/04/xmlenc#rsa-1_5" are defined,

! See [23] for more information about the BNF representation.
2 The definition of this BNF nonterminal is shown in [11].
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and finally a security pattern “P1” is defined. It must be noted that the “P1” use “en-
crypted_format="DSL"” to apply the syntax of encrypted XML document defined in [11]
and use “encrypted_format="W3C"” to apply XML encryption syntax and processing
proposed by W3C [15].

Example 1: Some ADD operations of sXQuery.

$sXQuery_ADD
<key_definition key_link="enc-ghhwang">
<key_name>ghhwang.pub</key_name>
</key_definition>
$sXQuery_ADD
<key_definition key_link="dec-ghhwang">
<key_name>ghhwang.prv</key_name>
</key_definition>
$sXQuery_ADD
<algorithm_definition algorithm_link="agltripledes-cbc" use="SECURITY">
<algorithm_id>
http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc
</algorithm_id>
</algorithm_definition>
$sXQuery_ADD
<algorithm_definition algorithm_link="aglrsa-v15" use="SECURITY">
<algorithm_id>
http://www.w3.0rg/2001/04/xmlenc#rsa-1_5
</algorithm_id>
</algorithm_definition>
$sXQuery_ADD
<security_pattern name="P1" encrypted_format="W3C">
<key_infomation>
<encryption_key>
<key_definition key_link="enc-ghhwang"/>
</encryption_key>
<decryption_key>
<key_definition key_link="dec-ghhwang"/>
</decryption_key>
</key_infomation>
<security_algorithm using_key_encryption="YES">
<algorithm_definition algorithm_link="agltripledes-cbc"/>
<key_encryption_algorithm>
<algorithm_definition algorithm_link="aglrsa-v15"/>
</key_encryption_algorithm>
</security_algorithm>
</security_pattern>

We show an example of the transformation template definition in Example 2. The
first transformation template applies to the elements of a queried XML document with
pathname “*/name”. In each matched element, the value of attribute “rank” is encrypted
with security pattern “P1,” and the content of the element is also encrypted with security
pattern “P1.” In the second transformation template, each element with pathname “*/
product” will be matched. The first and the third attributes will be all encrypted with se-
curity patterns “P1”. Note that the value and the name of the attributes are encrypted as a
whole. In the third transformation template, the subtrees rooted in elements with path-
name “*/cardinfo” are extracted and encrypted with security pattern “P1.”
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Example 2: Three transformation template definitions of sXQuery.

$sXQuery_ADD
<sXQuery:template name="TName" match="name">
<sXQuery:value-of-encrypted-node
scope="attribute_name=rank, content" pattern="P1,P1"/>
</sXQuery:template>
$sXQuery_ADD
<sXQuery:template name="TProduct" match="product">
<sXQuery:value-of-encrypted-node
scope="attribute_index=1,attribute_index=3" pattern="P1,P1"/>
</sXQuery:template>
$sXQuery_ADD
<sXQuery:template name="TCardinfo" match="cardinfo">
<sXQuery:value-of-encrypted-node scope="element" pattern="P1"/>
</sXQuery:template>

The second type of sXQuery security information manipulation expression is the
delete operation. It is used to remove the key, algorithm, or security pattern definition
from the database.

Syntax 2: The delete operations of the security information manipulation expression of
sXQuery.

Delete Key Statement—
$sXQuery_Delete_Key
Key Select Expression
[Delete_Related_Security_Patterns]
Key Select Expression—Where Key Select{Boolean Key Select Expression}
Key Select— Key_Link="Key Link" | Key_Name="Name of Key"
Boolean— And | Or
Delete Algorithm Statement—
$sXQuery_Delete_Algorithm
Algorithm Select Expression
[Delete_Related_Security_Patterns]
Algorithm Select Expression— Where Algorithm Select {Boolean Algorithm Select Expression}
Algorithm Select —
Algorithm_Link="Algorithm Link"| Algorithm_Name="Name of Algorithm"
Delete Security Pattern Statement—
$sXQuery_Delete_Security Pattern
Security Pattern Select Expression
[Delete_Related_Keys]
[Delete_Related_Algorithms]
Security Pattern Select Expression—Where Security Pattern Select
{Boolean Security Pattern Select Expression}
Security Pattern Select— Security_Pattern_Name="Security Pattern Name"
Delete Transformation Template Statement—
$sXQuery_Delete_Transformation_Template
Transformation Template Select Expression
[Delete_Related_Keys]
[Delete_Related_Algorithms]
[Delete_Related_Security Pattern]
Transformation Template Select Expression—
Where Transformation Template Select
{Boolean Transformation Template Select Expression}
Transformation Template Select—
Transformation_Template_Name="Transformation Template Name"

The following sXQuery statement deletes the security pattern “P1” from the data-
base. It also instructs the database to remove the used keys which are defined in “P1.”
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Example 3: Delete statements.

$sXQuery_Delete_Security_Pattern
Where Security_Pattern_Name="P1"
Delete_Related_Keys

The third type of sXQuery security information manipulation expression is the se-
lect operation. It is designed to allow the user to look up the stored key, algorithm, and
security pattern in the database. The syntax is shown in Syntax 3.

Syntax 3: The select operations of the security information manipulation expression.

Select Key Statement—
$sXQuery_Select_Key
Key Select Expression
Select Algorithm Statement—
$sXQuery_Select_Algorithm
Algorithm Select Expression
Select Security Pattern—
$sXQuery_Select_Security_Pattern
Security Pattern Select Expression
Select Transformation Template—
$sXQuery_Select_Transformation_Template
Transformation Template Select Expression

2.2 Transformation Descriptor of sXQuery

The principal forms of XQuery expressions include the path expression, element
constructor, FLWOR expression, expressions involving operators and functions, condi-
tional expression, quantified expression, and expressions that test or modify data types
[3]. The sXQuery extends the syntax of XQuery by allowing the addition of sXQuery
transformation descriptors to the XQuery expression to specify the way to match and
transform (or encrypt) XML elements.

With the sXQuery transformation template definition shown in Syntax 1, we define
the syntax of sXQuery transformation descriptor. Its BNF form is shown in Syntax 4.

Syntax 4: sXQuery transformation descriptor.

sXQuery Transformation Descriptor—
$sXQuery_Secure
{Transformation Template Name {Transformation Template Name}}

The first form of the extension of XQuery in sXQuery is to append the sXQuery
transformation descriptor to the path expression of XQuery. The path expression of
XQuery is based on the syntax of [18], which is a notation for navigating along “paths”
in an XML document.

Consider the following XML document:

XML Document 1  “transactions.xml”
<?xml version="1.0"?>
<transactions>
<transaction>
<name rank="boss" sex="M">tonyyao</name>
<product type1="p01" type2="p02" type3="p03">computer</product>
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<price>499.00</price>
<cardinfo>
<cardtype>visa</cardtype>
<cardlevel>g</cardlevel>
<cardno>1234-5678-8765-4321</cardno>
<cardowner>
<name>tony yao</name>
<id>m123456789</id>
</cardowner>
</cardinfo>
</transaction>
</transactions>

The user can use the following XQuery statement to retrieve data from “transactions.xml”
in the XML Document 1:

doc("transactions.xml")//*/transaction

The sXQuery statement that adds a transformation descriptor is shown below. The
sXQuery transformation descriptors are underlined.

doc("transactions.xml")//*/transaction $sXQuery Secure{TCardinfo}
doc("transactions.xml")//*/transaction $sXQuery_Secure{TName TProduct}

Note that TCardinfo, TName, and TProduct are transformation template definitions de-
fined in Example 2. The query result of the above sXQuery statements are shown in
chapter 5.1.2 [16].

The second form of extension is applied to the element constructor of XQuery.
Similar to the extension of the path expression, this extension appends the sXQuery
transformation descriptor to the element constructor of XQuery (see the following exam-
ple). The transformation descriptor $sXQuery_Secure{Tname} specifies the way to
transform (or to encrypt) the element constructor of “emp”:

<emp empid="12345">
<name>John Smith</name>
<job>Anthropologist</job>

</emp> &sXQuery Secure{TName}

The third form of extension is applied to the FLWOR expression of XQuery. A
FLWOR expression binds values to one or more variables and then uses these variables
to construct a result. A FLWOR expression may include the path expression or element
constructor.

We show two examples. In the first example, the sXQuery transformation descriptor
is appended to the path expression of an FLWOR expression:

FOR $b IN doc("bin.xml")//book

WHERE $b/publisher="Morgan Kaufmann"
AND $b/year="1998"

RETURN $b $sXQuery Secure{TID BName}

For the second example, we show to append the sXQuery transformation descriptor
to the element constructor of an FLWOR expression.
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FOR $p IN distinct(doc("bib.xml")//publisher)
Let $a := avg(doc("bib.xml")//book[publisher=$p/price])
RETURN
<publisher>
<name>{$p/text()} </name>
<avgprice>{$a}</avgprice>
</publisher>$sXQuery Secure{Tprice TID}

Other kinds of extension are applied to the conditional and quantified expression of
XQuery. The extension is very similar to that of the FLWOR expression, since condi-
tional and quantified expressions employ the path expression and element constructor to
generate query results. The transformation descriptor is appended to the path expression
or the element constructor. We show how to append the sXQuery transformation de-
scriptor to the element constructor of a conditional expression in following sXQuery
statement:

FOR $h IN //holding
RETURN
<holding>
{$hriitle,
IF ($h/@type="Journal")
THEN $h/editor
ELSE $h/author

}
</holding>$sXQuery Secure{Teditor Tauthor}

The following example shows the extension of sXQuery to quantified expressions:

FOR $b IN //book
WHERE EVERY $p IN $b/para SATISFIES contains($p, "sailing")
RETURN $b/title $sXQuery Secure{TID}

2.3 To Decrypt XML Documents Secured by sXQuery Database

XML documents that are secured (or encrypted) by sXQuery database are decrypted
by following the transformation protocol of DSL [11]. According to the encryption rule
of DSL, all the encrypted XML elements are transformed to become XML elements with
a tag named encrypted-element. The corresponding security patterns and scopes are
stored in the attributes of this tag. This means that the secured XML documents obtained
from an sXQuery database can be decrypted by the DSL securing tool, or by any other
tool that understands the transformation protocol of DSL. See [11] for details of the
transformation protocol.

As we have mentioned in section 1, the secured document produced by the DSL se-
curing tool can be compatible with the XML encryption and digital signature standard in
case that the attribute encryption is not applied. The XML document secured by sXQuery
database can conform to the form defined in [15].

3. THE ARCHITECTURE OF sXQuery DATABASE AND sXQuery EDITOR

Fig. 3 (a) shows the architecture of the sXQuery database. The query transaction
made by the user is first sent to the sXQuery parser. The sXQuery parser analyzes the
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(f) sXQuery editor: writing and submitting

sXQuery statements and retrieves XML elements from the XML files in the database.
The queried XML elements and the associated security definitions are then delivered to
the DSL parser. Subsequently, the DSL parser encrypts some of the received XML ele-
ments according the transformation descriptors in the sXQuery statements.

As the sXQuery statement is prepared, the user simply sends it to the sXQuery da-
tabase via the network, and then an XML document with some secured XML elements is
returned automatically. However, coding an sXQuery document is quite tedious since
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each element and attribute may have different security patterns; i.e., with different key
and algorithm specifications. Also, different XML elements can have different transfor-
mation templates. We therefore designed an sXQuery editor to help the user to write
sXQuery documents. Generally speaking, the sXQuery editor is very similar to the DSL
editor we presented in [9, 11]. However, in addition to including the DSL editor’s basic
function of editing security definitions-including key, algorithm, security pattern, and
transformation template definitions-the sXQuery editor is able to (1) obtain security defi-
nitions from the specified sXQuery database, (2) send security definitions to the database,
and (3) delete security definitions from the database.

Figs. 3 (b)-(f) illustrate the work performed by our sXQuery editor. The end goal of
XML, XSLT, DSL, and sXQuery editors is the same: to provide a convenient tool for the
user. However, the operation and the structure of an sXQuery editor is more complicated
than the other types of editor. Figs. 3 (b)-(e) show how to use the sXQuery editor to edit
the key, algorithm, security pattern, and transformation template definitions, respectively.
The user can also submit these definitions to database. After the user has defined the re-
quired transformation templates, he or she can easily write sXQuery query expressions

(see Fig. 3 (f)).

4. IMPLEMENTATION

Our goal is to construct a prototype to demonstrate the feasibility of the sXQuery
rather than implement a high-performance sXQuery engine, which we achieve by reusing
the existing XQuery engine, of which there are many implementations [19-21]. The op-
eration of the implemented sXQuery engine involves the generation of some intermediate
documents and some extra passes over these documents. However, the reuse of the ex-
isting XQuery engine results in a quick implementation for conducting the experiments.

sXQuery Engine

sXQuery
K— w@ Translator; O,

Existing
XQuery

Engine Securing | |Result XML
— XML X, Tool | e——- X
»
XML X, J

Fig. 4. The data flow of our implementation of sXQuery engine.

Fig. 4 depicts the details of our implementation of the sXQuery engine. First, the
translator parses the sXQuery document Qs and translates it into an XQuery document Q.
All the sXQuery transformation descriptors in Qs are translated into XML elements that
have a tag named “sXQuery_Secure”. This transforms Q into an XQuery document. Q is
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then sent to the existing XQuery engine® which generates an intermediary XML docu-
ment X,;. The “sXQuery_Secure” elements in Q are carefully arranged so that each ele-
ment that should be encrypted in the XML document X, is followed by an element
named “sXQuery_Secure”. Figs. 5-7 illustrate an example that demonstrates the imple-
mentation.

In the next step, we translate X;; into X,,. Each element that should be encrypted
have a new attribute named “sXQuery_Secure_Template”, the value of which corre-
sponds to the name of the transformation template for the encryption (see Fig. 8). Finally,
the securing tool parses X, to encrypt elements according to the security information
described in the values of the “sXQuery_Secure_Template” attributes.

<trarzsact|ons>

for $b in doc("example.xml")/transactions/transaction
where $b/payor = "tony yao"

return
$b/payor &sXQuery_Secure{TPayor}
<emp empid="12345">
<name>John Smith</name>
/<job>Accountant</job> &sXQuery_Secure{TJob}
</emp>

</tra%1sactions>

Fig. 5. An sXQuery code (Q; in Fig. 4).

<trar;sact|ons>

for $b in doc("example.xml")/transactions/transaction
wfgere $b/payor = "tony yao"
return

$b/payor , <sXQuery_Secure template="TPayor"/>

<emp empid="12345">
<name>John Smith</name>
/<job>Accountant</job> , <sXQuery_Secure template="TJob"/>
</emp>

</tra%1sactions>

Fig. 6. An XQuery code (Q in Fig. 4).

<transactions>
<ptayor id="m123456789" sex="M">
on

ao
</payory? <sXQuery_ Secure template="TPayor"/>
<payor id="m987654321" sex="M">

tony yao
</payor> <,sXQue12' Secure template="TPayor"/>
<emp empid="12345">

<name>John Smith</name>

<job >Accountant</job> <sXQuery_Secure template="TJob"/>

</emP>
</transactions>

Fig. 7. An intermediary XML document (X;; in Fig. 4).

<fransactions>
<ptayor id="m123456789" sex="M" sXQuery_Secure_Template="TPayor">
ony yao
</payor>
<ptayor id="m987654321" sex="M" sXQuery_Secure_Template="TPayor">
ony yao
</payor>
<emp empid="12345"> .
<name sXQuery_Secure_Template="TJob">John Smith</name>
<job >Accountani</job>
</emp>
</transactions>

Fig. 8. An intermediary XML document (X, in Fig. 4).

® We use the XQEngine [19] as the XQuery engine.
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5. EXPERIMENTS

We conducted experiments on the two security models shown in Fig. 2. The two-
step encryption technique uses the existing XQuery implementation and a DSL securing
tool (that can be found in [11]) to secure the XML document. The implementation of the
sXQuery engine is described in section 4.

The resulting XML document queried from the query engine had 101 elements: a
tree with one root node and its 100 child element nodes, in which each child node was
associated with a text node which in turn comprised either 100 or 500 bytes. Since the
encryption is performed on some of the child elements of the root element, the number of
elements involved in template matching is always 101. Table 1 lists the times required
for the two implementations to produce encrypted XML documents. All the experiments
were performed on a PC with a 2.4-GHz Pentium 4 processor, 256 MB of RAM, the MS
Windows 2000 operating system, and Java Development Kit 1.4 [22]. As shown in Fig. 4,
we use the existing implementation of an XQuery engine, XQEngine, to execute sXQuery
programs. Two intermediary XML files must be generated. This makes the performance
of our implementation worse than that of the two-step process. In case we can integrate
the XQuery engine and DSL securing tool into a single software component, we can
avoid the unnecessary generation and parsing of the intermediary XML files.

Table 1. The times required to get encrypted data using the implementation of two-step
process in Fig. 2 (a) and sXQuery in section 4.

Number of Average time (in seconds)
Total Number elements on Number of = -
elements in of XSL which template encrypted 100 bytes 500 bytes
XML file templates Iggﬁ(},llili (115 elements Two-Step |sXQuery| Two-Step| sXQuery
101 10 101 0 0.1364 |0.0560 | 0.1291 | 0.0780
101 10 101 10 0.5406 |0.6906 | 0.4667 | 0.7051
101 10 101 20 0.8135 |1.1219| 0.7865 | 1.1739
101 10 101 30 0.9739 |1.4687| 1.1083 | 1.6270
101 10 101 40 1.2614 | 1.8114 | 1.3687 | 1.9937
101 10 101 50 1.5062 |2.1562| 1.6124 | 2.3812
101 10 101 60 1.6593 |2.4572 | 1.8926 | 2.7874
101 10 101 70 1.9197 |2.7156 | 2.0666 | 3.1363
101 10 101 80 2.0333 [2.9615| 2.2823 | 3.3333
101 10 101 90 2.0469 |3.1562 | 2.4593 | 3.6583
101 10 101 100 2.0958 |3.2937| 2.6249 | 3.8646

* Number of bytes to be encrypted in an element (Run-time without key and algorithm download.)

6. CONCLUSION

We have presented an extension to the XQuery language proposed by the W3C.
This new language, called sXQuery, combines the specification ability of the XQuery
language and the DSL, thereby enabling the scope and encryption details to be embedded
within a single sXQuery document. We have also provided an example of an sXQuery
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editor that enables users to generate sXQuery documents without having to write sXQuery
source codes directly. The implementation demonstrates that the feasibility of sXQuery.
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