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A randomized c-secure CRT (Chinese Remainder Theorem) fingerprinting code 

was proposed to avoid the illegal copying problem in digital content distribution systems. 
The tracing algorithm can detect a collusive member from the fingerprinting code gener-
ated by a coalition of c malicious users. However, the collusion attack and random errors 
increase the tracing error rate. In this paper, we improve the algorithm to achieve a more 
reliable tracing.   
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1. INTRODUCTION 
 

In digital content distribution systems, the first concern is how to reliably distribute 
large, rich content to a vast number of heterogeneous receivers via noisy channels. Some 
error correcting approaches were used to achieve the efficient transmissions, and this is 
called as a digital fountain [1, 2]. The second is how to avoid illegal copying, i.e., to 
make such distributions work securely. Therefore, for digital content distribution sys-
tems, we care not only the reliability but also the security (the problem of illegal redis-
tributions). Recently, Peer-to-peer network systems, such as BT and their ilk, make it 
easier to share files, and thus the illegal copying of redistribution on the internet becomes 
an important issue. If the protected content could be reliably identified as they stream 
through the cybersphere, then it would be possible to prevent the illegal use. 

The fingerprinting code technique is a good solution to address the above piracy 
problem. We may embed a fingerprinting code of user ID into the digital content. When 
the content is a pirate copy, the publisher could trace the source of the illegal redistribu-
tion by detecting the embedded ID. However, collusion attack would compromise the 
tracing and obtain an incorrect ID. In a collusion attack, malicious users collude and 
compare the embedded content, and then attempt to modify the content to lead to a trac-
ing error. 

Nowadays several effective fingerprinting codes [3-7] had been proposed to resist 
this collusion attack. A c-secure code with ε-error and its corresponding algorithm that 
can detect at most “c” collusive members with a probability greater than 1 − ε from an 
illegal fingerprinting code was first proposed in [3]. A lower bound of its code length 
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satisfying ε was proposed in [8] and further improved by Tardos [9]. The length of Tar-
dos’ code will be optimal when satisfying the conditions of Theorem 4 in [9]. However, 
these theoretical lower bounds of code length were still huge. Therefore, a new such fin-
gerprinting code and evaluation of its “real” code length still deserve studying. 

A c-secure code using CRT (Chinese Remainder Theorem) and its variants are de-
scribed as follows. In [4], the authors used a set of integers which are the residues of 
CRT to embed the user ID. However, when the random errors are induced, the tracing 
algorithm results in an incorrect result with a high probability. So it is necessary to dis-
tinguish between the random errors and the collusive modifications, and thus a threshold 
method was proposed in [10]. Subsequently, Watanabe and Kitagawa designed a ran-
domized c-secure CRT code against a new threshold based collusion attack [11]. Their 
idea is to randomly permute the residues to break the relation between the adjacent IDs 
and their inner codes. In the Watanabe-Kitagawa algorithm, the backward tracing traces 
until the value is the same as the residue that the forward tracing did. At this time, a for-
ward tracing error will result in a wrong backward tracing. In this paper, we propose an 
improved algorithm by processing the forward tracing and backward tracing independ-
ently to improve the tracing correctness. 

The rest of this paper is organized as follows. In section 2 we describe the random-
ized c-secure CRT code and the Watanabe-Kitagawa tracing algorithm. In section 3, we 
design the improved algorithm. Simulation and comparison are given in section 4, and 
we draw our conclusions in section 5. 

2. PRELIMINARIES 

2.1 Randomized c-Secure CRT Code 
 

Let n be the number of participants with user ID u ∈ Zn which is expressed by a set 
of residues of CRT. Residues are randomly permutated and then encoded to the inner 
codes. The randomized c-Secure CRT code is then constructed by concatenating these 
inner codes. 
 
Modulus: Let k, k′ and l be three positive integers satisfying ⎣2k′/c⎦ = (k + l) where c is 
the number of collusive members and l is the threshold value chosen as the same condi-
tion in [4, 10, 11]. Let p0, …, pk′-1 be positive integers which are pairwise relatively prime  

where p0 < …< pk′-1 and 
1
0 ( ).k

ii p n k k−
=

′≥ <∏  These integers are called moduli and  

their average value is ( )1
0 .k

iip p k′−
=

′= ∑  
 
Residue: Let u ∈ Zn be a user ID. A residue ri ∈ Zpi is ri ≡ u (mod pi). If k or more resi-
dues are given, the u can be uniquely recovered by CRT. 
 
Random Permutation: Let Pi(ri) ∈ Zpi be a random permutations of ri for 0 ≤ i ≤ k′ − 1. 
These k′ permutation tables are stored secretly in the server for embedding and tracing. 
 
Inner Code: The inner code wi

(p
i
(r

i
)) for the residue ri ≡ u (mod pi) is constructed by Pi(ri) 
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t-bit “0” blocks and pi − (Pi(ri)) − 1 t-bit “1” blocks, shown as follows, where t bit string  
is a block in the inner code and 

1
2

12log (1 (1 ) )kt ε ′≥ − − −  (one can refer the detail in [11]). 
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Outer Code: The randomized c-secure CRT code W(u) is a concatenation of k′ inner codes 
shown with the code length 

1
0 .k

iiL p t pk t′−
=

′=∑  
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2.2 The Watanabe-Kitagawa Tracing Algorithm 
 

A tracing algorithm is used to obtain the user ID of the malicious redistributors. We 
first trace two possible boundaries between “0” and “1” from left and right, respectively; 
subsequently count the number of residues for every ID, and then output the traced user 
ID when its count number reaches a threshold. The first tracing algorithm [4] only 
checked the Hamming weight, and any random errors would result in a tracing mistake. 
The authors in [10] used a threshold wth in t-bit block and adth adjacent blocks to reduce 
the effect of random errors but it will be compromised by the threshold based attack. The 
randomized c-secure CRT code in [11] based on the randomly permutes the residues to 
overcome this threshold attack.   
 
The Watanabe-Kitagawa Tracing Algorithm 
Step 1: Extract the embedded outer code ˆ.x  
Step 2: Splits x̂  into k′ inner codes: 

10 1

0 1 1
( 1)bit( 1)bit ( 1)bit

ˆ ˆ ˆ ˆ|| || ||
k

k
t pt p t p

x x x x
′−

′−
−− −

= . 

Step 3: For each ˆ ,ix  apply the following procedures: 
for (min = 0; min < (pi − 1); min ++) 
if ˆ(( ( )min iH x  > wth) ∧ 1 ˆ( ( )min iH x+  > wth) ∧ … ∧ 

th 1 ˆ( ( )min ad iH x+ −  > wth)) 
break; 
for (max = (pi − 1); max > min; max −−) 
if 1 ˆ(( ( )max iH x− < (t − wth)) ∧ 2 ˆ( ( )max iH x− < (t − wth)) ∧ … ∧ 

th
ˆ( ( )max ad iH x− < (t − wth))) 

break; 
output min and max; 

 
(Note: ˆ( )min iH x  is the Hamming weight of the min-th block of ˆ ,ix  where min ∈ Zpi-1. 
The threshold value wth is decided according the random error rate. The adth denotes the 
number of the successive blocks with Hamming weight greater than wth. The outputs min 
and max are represented as ri

(−) and ri
(+), respectively, where ri

(−) ≤ ri
(+). We call this pair 

{ri
(−), ri

(+)} a residue pair for the inner code ˆ .)ix  
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Step 4: Count the value D(u) for all u ∈ Zn. D(u) is the number satisfying D(u) = |{i ∈ 
Zk′ | (u ≡ Pi

−1(ri
(−)) mod pi) ∨ (u ≡ Pi

−1(ri
(+)) mod pi)}|, where Pi

−1 is the inverse permuta-
tion of Pi. D(u) is called as a degree of the residue pairs for u. 
 
Step 5: If D(u) ≥ Dth, outputs u as a collusive member where Dth = ⎣2k′/c⎦ is a threshold 
degree defined in [11]. 
 
Example 1: An inner code xi with pi = 14, t = 3 and the residue ri = 7 is xi = (000|000| 
000|000|000|000|000|111|111|111|111|111|111). Suppose that the tampered inner code ˆix  
is (000|001|010|110|100|000|100|111|001|110|101|111|100). The following shows the trac-
ing process. 
 

Let ˆiy  be the decoded vector for the inner code ˆ ,ix  using a threshold wth for decod-
ing, i.e., regard the binary t-tuple as “0” for the Hamming weight is at most wth and as 
“1” otherwise. When choosing wth = 1 and adth = 3, the inner code ˆix  is first decoded into 
ˆiy  = (0001000101110). By step 3, we obtain ri

(−) = 9 and ri
(+) = 9. The tracing error oc-

curs since the correct residue is 7. Finally, trace the residues for all inner codes and count 
D(u).                                                                   

3. IMPROVED TRACING ALGORITHM 

There are two major differences between the improved tracing algorithm and the 
Watanabe-Kitagawa tracing algorithm. The first is that the backward tracing (from the 
right to the left) will not stop at the value which the forward tracing (from the left to the 
right) did, but trace until the possible value occurs. The second is that we redefine D(u) 
in the Watanabe-Kitagawa tracing algorithm. 

3.1 Basic Concept 

In the Watanabe-Kitagawa tracing algorithm, the adth successive blocks with Ham-
ming weight greater than wth are used to find the boundary between “0” and “1” in the 
forward tracing. In the backward tracing, it checks the boundary position with the adth 
successive blocks which Hamming weight is less than (t − wth) until the position ri

(−). 
However, if the combination of random errors and tampering noises occur in a burst type 
and are located in the 1-block area, the traced position ri

(−) may be at the right side of the 
correct residue. So, the traced result ri

(+) will be not correct. To overcome this weakness, 
we loosen the restriction that searching for the adth successive blocks in the backward 
tracing stops at the position ri

(−). The following example shows the situation. 

Example 2: Consider Example 1, and apply the backward tracing until the condition of 
successive adth blocks is met. 

In the forward tracing, if there are 3 successive 1-blocks then it stops until (pi − 1) 
blocks. In the backward tracing, if there are 3 successive 0-blocks then stops until 0. The 
forward tracing and backward tracing are shown in Fig. 1. The traced residue pair {ri

(−), 
ri

(+)} is {9, 7}. However, the residue pair in Example 1 is {9, 9}. Note that the correct  
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(000100010|1111) 

(adth = 3) (adth = 3) 

(0001000|101111)

Backward tracingForward tracing

 
Fig. 1. The forward tracing and backward tracing. 

 
residue “7” is now included in the residue pair {9, 7}. The reason is that the backward 
tracing would trace the position through all the inner code.                        

In the new backward tracing, if the residue pair {ri
(−), ri

(+)} is same, we have high 
confidence on that the inner code is error-free. However, in the Watanabe-Kitagawa al-
gorithm, D(u) counts only once when ri

(−) = ri
(+). So, it is reasonable to give a weighting 

(count twice) for the most possible residue to improve the tracing correctness. Therefore, 
D(u) needs to be counted for (u ≡ Pi

−1(ri
(−)) mod pi) and (u ≡ Pi

−1(ri
(+)) mod pi) independ-

ently. For example, in the new backward tracing, we find u ≡ 7 (mod 14) and u ≡ 9 (mod 
14), while we have {ri

(−), ri
(+)} = {7, 7} without random error and tampering error. In the 

latter case, we should fairly count D(u) twice . 

3.2 Algorithm 

The improved algorithm modifies steps 3 and 4 in the Watanabe-Kitagawa tracing 
algorithm.  

The Improved Tracing Algorithm 
Step 3′: For each ˆ ,ix  apply the following procedures: 

/* forward tracing */ 
for (min = 0; min < pi − 1; min ++) 
if ((Hmin(xi) > wth) ∧ (Hmin+1(xi) > wth) ∧ … ∧ (Hmin+adth-1(xi) > wth)) 
break; 
/* backward tracing */ 
for (max = pi − 1; max > 0; max −−)  /* “max > min” is replaced by “max > 0” */ 
if ((Hmax-1(xi) < (t − wth)) ∧ (Hmax-2(xi) < (t − wth)) ∧ … ∧ (Hmax-adth

(xi) < (t − wth))) 
break; 
output min and max; 

 
Step 4′-1: Count D(u) ∈ Z2k′+1 for all IDs u ∈ Zn where D(u) is the number of congruent 
equations which u satisfies D(u) = |{i ∈ Zk′ | (u ≡ Pi

−1(ri
(−)) mod pi)}|. 

Step 4′-2: Count D(u), where D(u) = |{i ∈ Zk′ | (u ≡ Pi
−1(ri

(+)) mod pi)}|. 
 
Example 3: Consider a fingerprinting code scheme with c = 2, k′ = 3 and k = 2. Choose 
the primes p1 = 14, p2 = 17 and p3 = 19. Then the number of users n is p1 × p2 = 238 and 
the threshold degree Dth= ⎣2k′/c⎦ = 3. For a user ID = 72, the residues are r1 = 2, r2 = 4 
and r3 = 15, respectively. Let the permutations be P1(2) = 7, P2(4) = 8 and P3(15) = 6. 
Suppose that the tampered ˆix  is first decoded into ˆiy  by checking the Hamming weight 
wth, and the decoded 1 2ˆ ˆ,y y  and 3ŷ  are 1ŷ  = (0001000101111), 2ŷ  = (001010001111 
1011) and 3ŷ  = (000000110110111111). 
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(00101000|11111011) 

Backward tracing
(adth = 3) 

(00101000|11111011)

Forward tracing 
(adth = 3) 

          

Forward tracing 

(00101000|11111011)

Backward tracing 
(adth=3) 

(00101000|11111011) 

(adth=3) 

 
(a) Improved algorithm.         (b) Watanabe-Kitagawa algorithm.  

Fig. 2. The tracing process for 2ˆ .y                

(000000|110110111111) 

Backward tracing 
(adth = 3) 

(000000110110|111111) 

Forward tracing 
(adth = 3) 

          (000000110110|111111)

Backward tracing 
(adth = 3) 

(000000110110|111111) 

Forward tracing 
(adth = 3) 

 
(a) Improved algorithm.          (b) Watanabe-Kitagawa algorithm. 

Fig. 3. The tracing process for 3ˆ .y  
 

Table 1. The residue pairs. 

The Improved algorithm The Watanabe-Kitagawa algorithm 
 

{ri
(−), ri

(+)} {Pi
−1(ri

(−)), Pi
−1(ri

(+))} {ri
(−), ri

(+)} {Pi
−1(ri

(−)), Pi
−1(ri

(+))} 
1ŷ  {9, 7} {11, 2} {9, 9} {11, 11} 
2ŷ  {8, 8} {4, 4} {8, 8} {4, 4} 
3ŷ  {12, 6} {10, 15} {12, 12} {10, 10} 

 

Table 2. The list of D(u). 

The Improved algorithm The Watanabe-Kitagawa algorithm 
{Pi

−1(ri
(−)), Pi

−1(ri
(+))} D(u) {Pi

−1(ri
(−)), Pi

−1(ri
(+))} D(u) 

{11, 2} 11, 25, 39, 53, 67, 81, … for 11 
2, 16, 30, 44, 58, 72, … for 2 

{11, 11} 11, 25, 39, 53, 67, 81, … for 11 

{4, 4} 4, 21, 38, 55, 72, 89, … for 4 
4, 21, 38, 55, 72, 89, … for 4 

{4, 4} 4, 21, 38, 55, 72, 89, … for 4 

{10, 15} 10, 29, 48, 67, 86, 105, … for 10
15, 34, 53, 72, 91, 110, … for 15

{10, 10} 10, 29, 48, 67, 86, 105, … for 10 

The tracings for 1ŷ  by the Watanabe-Kitagawa algorithm and our improved algo-
rithm are shown in Examples 1 and 2, respectively. Figs. 2 and 3 show the tracing proc-
esses for 2ŷ  and 3ˆ .y  Suppose the inverse permutations are P1

−1(9) = 11, P1
−1(7) = 2, 

P2
−1(8) = 4, P3

−1(12) = 10 and P3
−1(6) = 15. Table 1 lists the residue pairs, and Table 2 

summarizes the values D(u). In the improved algorithm, D(72) = 4 is greater than the 
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threshold degree Dth. However, the Watanabe-Kitagawa algorithm results in an unde-
tectable tracing for this case, i.e. no ID reached the threshold Dth.                   
 
3.3 Discussion 
 

Although we cannot know whether the improved algorithm has the better tracing 
correctness or not from a couple of examples, we can ensure the correctness of our algo-
rithm. The reason is that we only loosen the searching condition of the backward tracing, 
and other processes are completely same to the Watanabe-Kitagawa algorithm. In section 
4, simulations reveal that our improved algorithm really has better effectiveness than the 
Watanabe-Kitagawa algorithm. Next, we give a formal analysis to show why the im-
proved algorithm has the better tracing results. 

Suppose that a collusion inner code by two colluders A and B is 00...0**...*11...1.
a b

 
When the random errors and attacked noise are induced, let the tracing results for the 
improved algorithm be (a′, b′) where a′ ∈ [0, pi − 1] and b ∈ [0, pi − 1]. There are two 
cases for the possible values of a residue pair (a′, b′): (Case 1) a′ ≤ b′ (Case 2) a′ > b′. 
For Case (1) the improved algorithm is same as the Watanabe-Kitagawa algorithm. Table 
3 shows all situations of Case (2). Notations, ,  and , denote the corrected residue, 
the erroneous residue and probably correct residue. In Case (2) the improved algorithm 
performs better than the Watanabe-Kitagawa algorithm for situations (2-2)-(2-5), and has 
the same performance for situation (2-1). Finally, Case (1) and Case (2) conclude that the 
improved algorithm has the better tracing results. 
 

Table 3. Detailed classifications for Case (2). 

The residue {ri
(−), ri

(+)} 
Classification a′ is sectioned in the 

range [0, pi − 1] Improved algorithm Wat.-Kit. algorithm 
(2-1) a′ ∈ [0, a) { , } { , } 
(2-2) a′ = a { , } { , } 
(2-3) a′ ∈ (a, b) { , } { , } 
(2-4) a′ = b { , } { , } 

(2-5) a′ ∈ (b, pi − 1] { , } { , } 

4. EXPERIMENTAL RESULTS 

There are two major collusion attacks. The first collusion attack is the uniform se-
lection attack [3]. The attacker can only change the detected bits by replacing 0 or 1 with 
equal probability, but he cannot change other places without affecting the fingerprint-
ing code. An uniform selection attack was introduced in [10] that replaces 0 and 1 with 
the probability p and 1 − p, respectively, to increase the tracing error. The second is the 
threshold based attack [11]. In this paper, we use the uniform selection attack and the 
threshold based attack to test our new tracing algorithm. In these simulations, we test 
1000 collusion attacks where the parameters of the randomized CRT code are listed in 
Table 4. Also, NTC represents the number of tracing the correct colluding IDs. NTU repre-
sents the number of undetectable tracing, i.e., no ID reaches the threshold degree Dth, and 
NTE is the number of tracing errors. Notice that (NTC + NTU + NTE) = 1000. Fig. 4 (a) 
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Table 4. Parameters of the randomized CRT code. 
c Max number of colluders 15 

k′, k, l Parameters (see Modulus) 53, 2, 5 
t Block length (see Inner Code) 25 

p0, p1 The smallest number 100 
n Number of participant users 1.0 × 104 

adth Number of successive blocks 3 

wth 
Hamming weight threshold chosen 
according random error rate 12 

   
(a) NTC.                                   (b) NTU. 

 
(c) NTE. 

Fig. 4. NTC, NTU and NTE using threshold based collusion attack.  

 
shows that our improved algorithm enhances the tracing correctness when considering 
the threshold based collusion attack. This improvement is owing to solving the undetect-
able situations shown in Fig. 4 (b) where the reason can be found in Example 3. At this 
time the tracing error is almost same as the Watanabe-Kitagawa algorithm (see Fig. 4 (c)). 
Fig. 4 implies that it is more difficult to fake an inner code to pass the improved tracing 
algorithm. Fig. 5 shows that both two algorithms have the same resistance to the uniform 
selection attack. Our improved algorithm resists not only the simple attack (the uniform 
selection collusion attack) but also the powerful attack (the threshold based attack). 
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(a) NTC.                                   (b) NTU.  

 
(c) NTE. 

Fig. 5. NTC, NTU and NTE using uniform selection collusion attack. 

5. CONCLUSIONS 

The randomized c-secure CRT code is a good fingerprinting code due to its short 
code length and can be used to address the illegal copying. By the detail observation of 
the Watanabe-Kitagawa algorithm, we modified the algorithm in a more reasonable way 
by applying two strategies: one is the new backward tracing and the other is to redefine 
D(u). Experimental results show that our improved algorithm traces more correctly. Be-
sides, our improved algorithm makes a small modification and does not increase the 
complexity. 
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