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This paper presents a framework to analyze the security of data transmission proto-

cols in wireless sensor network. This framework defines three attack models in terms of 
the adversary’s attacking ability, and provides an ideal model to verify whether a given 
protocol is secure or not under these three different attack models. Furthermore, we give 
a formal security definition under different attack models for data transmission protocols. 
A security checking model is also presented, which describes the detailed steps of how 
to use the security definition to weigh the security level of a given protocol in the ideal 
model. A “secure” directed diffusion protocol is analyzed to demonstrate the effective-
ness of the security checking model. This is the first time that the notion of provable se-
curity is applied in wireless sensor networks.   
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1. INTRODUCTION 
 

An enormous increase has been seen in the development and use of wireless sensor 
networks (WSNs) in large scale systems in the past two decades. A basic task in these 
sensor network systems is to interactively distribute commands to or gather data from a 
subset of the sensor nodes. Therefore, one of the primary challenges in the designing of 
these effective sensor network systems is how to guarantee the data transmission proto-
cols, which may run in hostile or unattended environments, robust and secure. Some se-
cure data transmission protocols for sensor networks have been proposed, e.g. [5, 8, 14], 
but their security have been discussed informally and incompletely. Thus, when these 
protocols are put into applications, they are likely to result in unexpected damages and 
the protocol need to be amended. Next time, when another error happens, the amending 
process needs to be repeated. As a result, protocols without any complete an formal 
proofs of security lead one to question the level of trust in the correctness in such proto-
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cols. Therefore, a great challenge in WSNs is how to prove the security of data transmis-
sion protocols? 

To meet this challenge, we present a simulation-based formal framework to prove 
the security of the data transmission protocols in WSNs. This framework defines three 
attack models in terms of the adversaries’ attacking abilities, and constructs an ideal 
model to simulate a protocol’s operation and analyze its security. Moreover, the frame-
work defines what secure data transmission means under different attack models in terms 
of their correctness criteria. At last, a “secure” protocol SDD [8] is analyzed to prove if it 
satisfies those security definitions. In this paper, our attack models and simulation-based 
approach just focus on provable security of data transmission protocols; they also can be 
used to address security of other kinds of sensor network protocols. The notion of “prov-
able security” and the simulation approach we used in our framework are following the 
idea of [1, 10, 11], which has been successfully used to prove the security of cryptographic 
algorithms [1] and ad hoc routing protocols [10, 11]. “Provable security” in our paper means 
that a given protocol is formally and completely proved to be secure under a certain level 
of attacker model. A summarized version of this paper is introduced in [9], which leaves 
out some details that we contain here. In this paper, we extend the models and security 
definitions and demonstrate the whole security checking process by analyzing SDD. 

The remainder of this paper is organized as follows. Section 2 provides the related 
works and in section 3, we address the framework of our approach, including attack 
model and communication model etc. We present our formal security definition and se-
curity checking process in section 4. In section 5, we demonstrate the usage of our ap-
proach by analyzing the security of SDD. Finally, we conclude our paper in section 6. 

2. RELATED WORK 

A large body of literatures dealing with verification of protocols’ security has been 
proposed. And two main computer security protocol analysis techniques are known to 
people for their wide applications: the theorem proving [6] approach and model checking 
[2] approach. 

Verification systems typically address well-defined properties (the properties may 
be different for different protocols), such as confidentiality, authentication, integrity, 
freshness in data transmission protocols, and aim to detect violations of these properties. 
Theorem proving systems define a set of axioms and relations to prove these properties 
mathematically. However, the number of axioms and relations grows with the complex-
ity of the protocol. These systems are believed to be even more complex and intractable 
for data transmission protocols. Moreover these systems work with abstract specifica-
tions, and they are not intended for data transmission protocols in WSNs and, thus, it is 
hard to abstract the wireless nature and various dynamic changes in WSNs. 

Model checking systems [2] check the satisfiability of the properties described in 
their system by manipulating the data variables symbolically, and exploring the control 
transmission paths explicitly. Consequently, only a finite number of control paths can be 
checked. If this approach is used to verify the data transmission protocols in WSNs, one 
of the main obstacles is the undesirability and intractability problems since the control 
paths includes all the infinite possible sequences of topology changes which result in a 
state explosion. 
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Except for the above two techniques, there is another approach to verify protocols 
which is subjecting them to automatically generated fault oriented tests [3, 4]. The pro-
tocols are modeled as finite state machines and rather than checking the entire state space 
for violations of the correctness criteria, one only checks states reachable from faults. 
Once incorrect states reachable from faults are identified, a backwards search is per-
formed from the fault to determine if it is reachable. This search is performed for each 
type of fault and each message of the system and yields a set of tests that lead to error 
states. The idea of restricting the search to faults helps to mitigate the effect of state 
space explosion in blind searches of the protocol state space. This paper places emphasis 
on simulation of the system using the test sequences leading to realistic examples of pro-
tocol errors. 

3. THE FRAMEWORK OF OUR APPROACH  

3.1 Network Model 
 
Define the wireless sensor network as an undirected labeled graph struc = (V, E, Cv, 

Ce) where V is the set of vertices, which represents the identities of the participating sen-
sors. E is the set of edges, which represents the radio links between each pair of sensors. 
And we assume the radio links are symmetric. Cv is the cost value of sensors, Ce is the 
cost value of the edges. And Cv, Ce can be used as path selection metric based on applica-
tion requirements. i.e. the assignment Cv = 1 for all v ∈ V and Ce = 0 for all e ∈ E equals 
to the hop count metric in WSNs. In addition, we assume that the adversary is static dur-
ing the operation of the system, which means it can’t corrupt more nodes during running 
of the protocol. The network model has the cryptographic algorithms as components, and 
we assume all cryptographic algorithms used in the protocol are secure. All of the attacks 
pointing to the weakness of the cryptographic algorithms themselves are out of the scope 
of our model. 

 
3.2 Attack Model 

 
In sensor networks, there are two types of adversaries: the passive adversary and the 

adaptive adversary. The passive adversary has little attacking ability. It only eavesdrops 
the communication and can’t do anything else. Its attacking case can be included in the 
outsider attack model, so it is not considered as an individual attack model here. The 
adaptive adversaries are generally be categorized first from their physical abilities as: 
node-class adversaries and Laptop-class adversaries [13]. The former is further catego-
rized into: Outside adversary and inside adversary (e.g. compromised sensor nodes). 

The attack models are classified according to the adversaries’ attacking abilities. 
The corresponding attacks in each attack model are stored in the attack tables. Note that, 
in our model we could not consider the physical attacks which totally destroy nodes per-
manently because the only method to defend it is to have nodes equipped with tamper 
resistant hardware [5]. We leave this case in further research. And also we require that 
the adversary is running in polynomial time. 
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(1) The first attack model: Outsider attack 
In this level the attacker can send request to the normal sensor network to ask for 

joining, if the protocol has not any authentication or authorization mechanisms, the at-
tacker will succeed. This means that an adversary can read and alter those messages that 
are transmitted by neighboring nodes. If the outsider can’t joint the network it is also able 
to hear the message packets and replay messages that are generated by legitimate parties 
within his broadcast range. The known attacks include eavesdropping, altering, or re-
playing attacks etc. 
 
(2) The second attack model: Insider attack 

A malicious insider can perform all the attacks that an outsider can. The malicious 
insiders can attack the network by spoofing or injecting bogus information. Additionally, 
if the communication messages need to be authenticated by keys, a malicious insider has 
the keys necessary to generate authentic messages for his own identity. If malicious in-
siders cooperate and share their keys, each insider may generate any message appearing 
to originate from any of the compromised nodes. Also the malicious insider can send 
fake messages to any protocol participant or send observations about the monitored area 
to a malicious user. So it prevents the networks from functioning as expected. The 
known attacks include selective forwarding attacks, acknowledgement spoofing, Sybil 
attack, sinkhole attack etc. 
 
(3) The third attack model: Laptop-class attack 

A laptop-class adversary with a powerful transmitter can actually provide a high 
quality route by transmitting with enough power to reach the base station in a single hop, 
or by broadcasting routing or other information with large enough transmission power 
could convince every node in the network that the adversary is its neighbor. This manner 
causes a large number of nodes to attempt to send their packets to it, but those nodes suf-
ficiently far away from the adversary would be sending packets into oblivion. A lap-
top-class adversary also can inject false messages that give incorrect information about 
the environment to the user. Such messages will consume the scarce energy resources of 
the nodes or jam the lower layers of communication. The known attacks include sinkhole 
attacks, wormhole attack, HELLO flood attack and denial of service attack etc. 

 
3.3 Communication Model 

 
The main idea of the simulation paradigm we used is to construct two models: a real 

model that describes an instance of the protocol in real environment, and an ideal model 
that captures the defined specification of the protocol under different attack models. In 
both models, there is an adversary, whose behavior is not constrained. This allows us to 
consider any feasible attacks, and makes the approach very general. Later we will prove 
the ideal model can completely simulate the real model in the statistical sense. 

 
3.3.1 The real model 

 
A real model is corresponding to the configuration of confreal = (stru = (V, E, Cv, Ce), 

A), and the system Sysreal,A is described as a real system running in this model. A repre- 
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Fig. 1. The communication model of the system. 

 
sents the adversary in the network. We define the whole network communication model 
for data transmission as Fig. 1. The sinks can either pass messages through intermediate 
nodes or directly to the source nodes. {D, v1, …, vl, S} is a set of interactively communi-
cating probabilistic state machines, connected via buffered channels. Each machine can 
be initialized with some initial states, such as session keys etc. The machines operate in a 
reactive manner, which means that when a machine is activated, it reads the content of its 
input channels, processes the received data, updates its internal state, and writes some 
output in its output channels. Each channel is considered as an output channel for the 
machine before it and an input channel for another machine behind it, and it is also able 
to determine the target of the message and to which channel it belongs. Machine D 
represents the sink. Machine v1, …, vl, are the intermediate nodes and machine S is the 
source nodes. Ini is the input channel of the machine i. repi is a response to the request Ini. 
Each machine has one more input and output buffered channels, which means our model 
allows several parallel runs of the protocol. 

There are four types of delivery pairs in Fig. 1: sink ↔ sensor node, sensor node ↔ 
sensor node, sensor node ↔ source node, sink ↔ source node. We define the two entities 
of each pair as Sender and Receiver. We describe the communication between each pair 
in the real model as Fig. 2. The machine T is triggered by the information in InT from the 
previous node. Machine R communicates with machine T through its channel InR and 
repR. The adversary A may try to disturb the normal communication, it may tamper the 
messages in InR or repR. 

      
Fig. 2. The pair of sender and receiver in 

real model. 
Fig. 3. The pair of sender and receiver in ideal 

model. 
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We describe the operation of the machines in more detail as following. 
 
Machine D represents the honest sink, and it also may represent the higher layer proto-
cols. It is triggered by the interest x from its higher manager or its own need. D can proc-
ess the interest x in terms of the pre-deployed protocol specifications or application re-
quirements. And it can initiate a data delivery process by sending the processed interest 
to its output channel Inv1. A response to this interest may be returned via channel repv1. 
 
Machine vi represents the intermediate node of the network. The operation of vi is de-
fined by the data transmission algorithms. When data arrives at its input channel, vi is 
activated and it start to read the contents in its input channel and processes them in the 
light of initiated instructions, then it writes the results on its output channel. Both chan-
nels can buffer messages and states produced in the communication, latter judgments and 
verifications can refer to that information. 
 
Machine S represents the source nodes whose task is monitoring the environments and 
diffuse the relevant readings. When new messages arrive, it first processes the contents in 
the input channel InS and determines the task orders. Then it executes in this order and 
responds via repS. 
 
Machine A represents the adversary. Regarding its communication capabilities, A is 
identical to any machine T or machine R. However, it may not follow the protocol speci-
fication honestly, so it may try to disturb the normal communication between the other 
machines and tamper the messages in the buffered channels. 

 
In the pair of Sender and Receiver model in Fig. 2, the machine T and machine R 

will be either of the model of machine D, vi or S. The whole communication ends when 
reaches one of its final states. This happens when the time is out or the needed data re-
sponding to the interest arrives at the sink. We denote the output of the Sysreal,A as Out-
real,A (x) where x is the initiated interest. Outreal,A(x) includes the results buffered in each 
output channel. 

 
3.3.2 The ideal model 
 

The ideal model is corresponding to the configuration confideal = (stru = (V, E, Cv, 
Ce), A′), and the system Sysideal,A′ is described as an ideal system running in this model. 
The whole network communication model for data transmission is same to Fig. 1. The 
main difference lies in each pair of Sender and Receiver: machine R is replaced by a new 
machine R′ and machine A is replaced by a new machine A′ as described in Fig. 3. Their 
operation is similar to that in the real model. Therefore we do not detail it here, and we 
just focus on the new machine R′ and A′. 

 
Machine R′ is initiated with the verification rules (which is set by the protocol specifica-
tion), errors and attack tables (which contain the possible errors and attacks). When the 
messages arrive at its input channel InR′ it can do the message verification while process-
ing the contents. Thus, it can detect the system errors. Once an error is found, R′ records 
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this error in its error-recording tables and the communication continues as if nothing 
wrong had happened. The details of this message verification process are described in 
section 4.3. Machine A′ operates similar to machine A in the real model. We denote the 
output of the Sysideal,A′ as Outideal,A′(x). Where x is the initiated interest. Outideal,A′(x) in-
cludes the results buffered in each output channel. 

 
Similar to the real model, the whole communication ends when it reaches one of its 

final states. 
 

3.4 Unification of the Real Model and the Ideal Model 
 
The goal of this section is to prove that the real model can be completely simulated 

by the ideal model in the statistical sense. 
 
Theorem 1 (statistically security)  Let Sysreal,A and Sysideal,A′ be systems running in the 
real model and the ideal model for the same protocol. We say that Sysideal,A′ is statistically 
as secure as Sysreal,A for the honest users with the same initial interest x, if two systems 
get the same outputs, with the statistical difference of at most ε, written as:  
 

ε = Δsta(Outideal,A(x), Outideal,A′(x)) 
 

ε is the negligible probability. 
In other words, we demand that for whatever any adversary A in the real model can 

do to the real system Sysreal,A, there exists an ideal-model adversary A′ that can achieve 
the same effects to the ideal system Sysideal,A′, with the statistical difference of at most ε. 
The detailed meaning of the “statistical difference” could reference [12]. 
 
Proof: From the construction of our models and systems, we can see that the steps of the 
Sysreal,A and the Sysideal,A′ are exactly the same (for the same interest x). If no errors are 
found in the error-recording tables of the ideal system Sysideal,A′, not only the steps, but 
also the output of the two systems will be the same, namely, Outideal,A(x) = Outideal,A′(x). 
So the ideal system is as secure as the real system. On the other hand, if there an error 
Malice is found in the ideal system Sysideal,A′, search backward in the simulation paradigm, 
there must exist an adversary A′, which launches an attack Adv ∈ Atab and leads Malice 
∈ Ertab appear. Apparently, by using this adversary A′ to construct A = A′, the adversary 
A can do the same attack to Sysreal,A. And thus Outideal,A(x) = Outideal,A′(x). Whereas, if ad-
versary A in real system can launch an attack Adv′ ∈ Atab and lead Malice′ ∈ Ertab ap-
pear in Sysreal,A. 

There may be two possible cases in the ideal system. One is the Malice′ ∈ Ertab 
will also be arrived by the same attack Adv′ ∈ Atab in the ideal system, then by following 
the same specifications, Outideal,A(x) = Outideal,A′(x). The other one is Outideal,A(x) ≠ 
Outideal,A′ (x). This case is possible only for the following two reasons: 
 
1. Some of the messages during the communication are lost. As a result, the output of 

some channels in the two systems is different. 
2. The attacks aiming at the cryptographic algorithms themselves (e.g. find a collision or 
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pre-image of the hash function) are launched, which are not considered in the ideal 
model, so the states caused by these attacks can’t be found in the channels of the ideal 
systems. 

For reason 1, it happens only due to the nature of wireless communication, some 
errors appears in the real system can’t be repeated in the ideal system (Because wireless 
communication in the ideal model is assumed to be benign). But for the same interest x, 
these failures due to the nature of wireless communication occur only with negligible 
probability, and it would rather be viewed as a tolerable imperfection of the real system 
than a flaw of the ideal system. 

For reason 2, we has assumed in section 3.1 that the attacks aiming at the crypto-
graphic algorithms themselves are not considered in our model. To say the least, if an 
attack is launched to break the cryptographic algorithm (e.g. hash function SHA − 1), it 
will succeed only with negligible probability within polynomial time. Hence from the 
sense of statistics, Outideal,A(x) ≡ εOutideal,A′(x). Thereby, the ideal system is statistically as 
secure as the real system. Which shows the Sysideal,A′ is a simulator for Sysideal,A. 

 
Lemma 2  If the statistical difference between the outputs of the ideal system and the 
real system is a (small) error ε. We say the ideal model can completely simulate the real 
model in the statistical sense.  

Proof: This lemma can be deduced from Theorem 1. 

This property guarantees that once a protocol is proved to be secure in the ideal 
model, one can ensure that it is statistically secure in the real model under the same at-
tack scenario. Hereafter, before a protocol applying to practice the user only needs to 
analyze its security in this ideal model, avoiding amending the protocol in iterative proc-
ess when errors are found in applications. 

4. CORRECTNESS AND SECURITY DEFINITION  

The correctness and security definition here are aiming at the data transmission pro-
tocols. Sensor network data transmission protocols can be classified into two categories 
according to the service policy they follow: Push-based data transmission protocols and 
pull-based data transmission protocols. This paper just focuses on the pull-based data 
transmission protocol, which is the most important representative of the data transmis-
sion protocols. Directed diffusion protocol [7] is a widely used pull-based data transmis-
sion protocol. The advanced one SDD [8] will be analyzed in section 5. 

 
4.1 Correctness  

 
We assume the correctness definition of a protocol is given by its applications. Gen-

erally, a perfect data transmission protocol should be able to securely transmit data in the 
presence of any number of attackers. There are four criteria that define the secure data 
delivery through the network expressed as: data confidentiality, data authentication, data 
integrity and data freshness. 
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For data confidentiality, the network should not leak sensor readings to the adver-
sary. In many applications (e.g. confidential message in battle or martial fields) nodes 
communicate highly sensitive data. The standard approach for keeping sensitive data 
secret is to encrypt the data with a secret key that only intended receivers possess, hence 
achieving confidentiality. 

For data authentication, the receiver needs to make sure that the data originates 
from the correct source. Especially for many administrative tasks, authentication is nec-
essary. At the same time, an adversary will inject messages, so the receiver needs to ver-
ify that the data used in any decision-making process originates from the authorized 
source. Often, a message authentication code (MAC) of the communicated data is used to 
provide the authentication. 

For data integrity, the receiver wants to ensure that the received data be not altered 
in transit by an adversary. This goal is always achieved by the data authentication. 

For data freshness, even if confidentiality and data integrity are assured, we also 
need to ensure the freshness of each message. That means the data is new, and no old 
messages have been replayed. 

Usually, errors are defined in conjunction with the correctness criteria. In our case, 
the corresponding errors we address are message leakage, message loss, message modi-
fication, and message duplication, which are stored in the possible error table. These er-
rors may manifest themselves in the ways as described in section 3.2. 

 
4.2 Security Definition 

 
Now, we are ready to introduce the definition of secure data delivery according to 

our attack models and correctness criteria.  
 
Definition 3 (First Attack Model Security, FAMS)  A data transmission protocol is 
said to be (statistically) secure in the first attack model if, for configuration confideal and 
any outside node-class adversary A′, the protocol still satisfies the correctness criteria of 
its application or none of the protocol errors is found. 

 
In fact, Definition 1 describes the standard requirement we have on protocols in 

terms of security. However, some protocols may satisfy the following stronger defini-
tions: 
 
Definition 4 (Second Attack Model Security, SAMS)  A data transmission protocol is 
said to be (statistically) secure in the second attack model if, for configuration confideal 
and any inside node-class adversary A′, the protocol still satisfies the correctness criteria 
of its application or none of the protocol errors is found. 
 
Definition 5 (Third Attack Model Security, TAMS)  A data transmission protocol is 
said to be (statistically) secure in the third attack model if, for configuration confideal and 
any Laptop-class adversary A′, the protocol still satisfies the correctness criteria of its 
application or none of the protocol errors is found. 

 
Synchronizing to the conclusion in section 3.4, the meaning of “statistically secure” 
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in the above definitions is that once a protocol is proved to be secure in the ideal model, 
it is statistically secure in the real model. Note that, since the lap-top class adversary has 
far stronger physical abilities than the sensor nodes, depending only on the soft defense in 
protocol specification is difficult to ensure the correctness of the protocol. Therefore, it is 
commonly accepted that the protocol satisfying the security Definition 2 is “acknowl-
edgedly secure”. We define the protocol satisfying the Definition 3 is “perfectly secure”. 

 
4.3 Security Checking in the Ideal Model 
 

The security checking in ideal model includes two steps. Firstly, during the data de-
livery process, the message verification is done at each machine R′ in Fig. 3. This process 
is beginning from the first attack model, if it fails, an error will be found and recorded in 
the error-recording table ExerI, the verification in this pair of delivery will terminate; if 
succeeds, goes on checking in the second attack model, similarly if fails, an error will be 
recorded in the error-recording table ExerII, and the verification in this pair of delivery 
will terminate; if succeeds, goes on checking in the third attack model. Now, if the veri-
fication fails also the error will be recorded in the error-recording table ExerIII, but if 
succeeds, it does nothing and goes on the verification in the next pair of delivery. Sec-
ondly, when the communication ends, back searches the three error-recording tables to 
see if there are some errors and determines the security level of the protocols. The Algo-
rithm 1 describes the whole process. 
 
Algorithm 1  Security checking 
Ertab: A table contains the possible error states in data transmission protocol. 
AtabI, AtabII, AtabIII: Tables contain possible attacks in three attack models. 
ExerI, ExerII, ExerIII: Tables contain the errors found in three attack models. 
Adv:is an attack. 
Mal: is an error. 

Security checking   // the procedure end when reach one of its terminal state. 
{For each (pair of delivery) 

{Message sending; 
Message verification:   // verification for each pair 

If exists a Adv ∈ AtabI leads to a Mal ∈ Ertab is foud then 
Record the error Mal in ExerI; 

Else if exists a Adv ∈ AtabII leads to a Mal ∈ Ertab is found then 
Record the error Mal in ExerII; 

Else if exists a Adv ∈ AtabIII leads to a Mal ∈ Ertab is found then 
Record the error Mal in ExerIII; } 

Determine the security level 
{ IF exists a Mal ∈ ExerI, Output that ” The protocol is insecure!”; 

Else if exists a Mal ∈ ExerII, Output that ” The protocol satisfies FAMS !”; 
Else if exists a Mal ∈ ExerIII, Output that” The protocol satisfies SAMS !”; 
Else Output that ” The protocol satisfies TAMS !” ; 

} 
} 
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5. SECURITY LEVEL OF SDD 

In this section, we demonstrate the usefulness of our approach. In particular, we 
simulate the operation of SDD in our ideal model and discover several attacks against the 
data delivery. And we show that, SDD is insecure in the confidential applications, but it 
is secure in the first attack model in non-confidential applications. 

 
5.1 Operation of SDD 

 
SDD includes four phases, interest propagation, low-rate data propagation and se-

cure routing setup phase, path selection and reinforcement propagation, data propagation. 
In the first interest propagation phase, the TESLA protocol [14] is used to ensure 

that the interest is from sink D. The one-way chain is generated as ki = F(ki+1) (0 ≤ l ≤ n − 
1), and use reveal. This one-way chain is pre-deployed in the sink and the first element k0 
of this one-way chain is pre-deployed to all sensor nodes. The interest is flooded in the 
form as: 

 
{H(INTEREST1) | MAC(k1, H(INTEREST1))}. 

 
After time d, the sink floods another packet {INTEREST1 | k1}. The nodes verify if it 

is from sink by checking if F(k1) = k0. Then it uses k1 to verify H(INTEREST1) by 
MAC(k1, H(INTEREST1)), and authenticates the INTEREST1 by H(INTEREST1). Here H 
and F are hash functions, and MAC represents Message Authentication Code. 

In routing setup phase, first, source node S floods the packet in the following form 
to let the sink know its first key kS

0.  
 
{H(DATA1) | MAC(kS

1, H(DATA1)) | [ kS
0]KS | S} 

 
Where DATA1 is the data S wants to send. kS

0, kS
1, …, kS

n is the source node S ′ one 
way chain used as keys. KS is the shared key between node S and the sink D. The sink let 
all other sensor nodes know kS

0 in the similar form as in the interest propagation. Then, 
source node S begins to send exploring data to establish the gradient as following: 

 
{DATA1 | kS

1
 | nonce1 | {S} | [nonce1]KS}. 

 
Where {S} is the node list of the path. Assume this packet will go through node E 

and L as in Fig. 4. The freshness symbol nonce1 will be encrypted by their shared keys 
with the sink successively, and the node list of the path will include the nodes this packet 
passed by. When this packet arrives at the sink, it is in the form of {DATA1 | kS

1
 | nonce1 | 

{S, E, L} | [[[nonce1]KS]KE]KL}. The sink checks the integrity of this packet by decrypting 
the encrypted symbol [[[nonce1]KS]KE]KL using the shared keys in turn. Then it obtains the 
path {S, E, L}. 

In next phase the sink chooses a path probabilistically. If it chooses the path {S, E, 
L}, it floods {H (REINFORCEMENT1 | {S, E, L}) | MAC(k3, H(REINFORCEMENT1 {S, E, 
L})).And later it floods {REINFORCEMENT1 | {S, E, L} | k3}. The intermediate nodes 
verify them as in the first phase. Now the path is selected. 
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At last, when source node S wants to send data, it sends the following packets to all 
the intermediate nodes along its selected path. 

 
{H(DATA2) | MAC(kS

2, H(DATA2))} 
 
And later sends {DATA2 | kS

2}. The sensor nodes authenticate them similar to the 
first phase. 

 
5.2 Analysis of SDD in Our Ideal Model 

 
From the above we can see that SDD uses the hop count as path metric. Thus, we 

set the cost assignment as: Cv(vi) = 1 for all vi ∈ V, and Ce(ei) = 0 for all ei ∈ E. As de-
scribed in section 4.3, a data transmission protocol is analyzed in the ideal model to see 
whether there are errors reachable from the attack models. In order to be compliant with 
our framework, each phase of the SDD will be considered as the communication between 
the pair of Sender and Receiver in our ideal model as Fig. 3. The process of our security 
analysis is performed strictly according to the security checking in Algorithm 1. 

First, consider the interest propagation between the sink and sensor nodes. Since the 
sensors are all pre-deployed a shared key with the sink, any outside adversary can’t join 
them. And with the help of the MAC authentication, any modification will be detected. 
Also any duplication of the interest can be discarded because of its failure in freshness 
checking. But the adversary can hear the {INTEREST1 | k1} exposed in plaintext later. 
Thus, the attack 1 may be launched. 
 
Attack1: The outsider can eavesdrop the packet {INTEREST1 | k1} and knows what the 
network is processing about. So the data confidentiality is not holding now. 

For the confidential applications, this data leakage is the error of the protocol, so 
they will record this error and end message verification at this phase. But for the 
non-con-  fidential applications this data leakage can not make against their systems. 

And they will go on checking in the second attack model. For any inside adversary 
in interest propagation, if it pretends to be the sink and sends false interest to other nodes 
with its own keys kA

1, it can’t pass the checking, for F(kA
1) ≠ k0. So the Sybil attack fails. 

If it selectively forwards the packets, other nodes will not be influenced because the in-
terest packet is flooded to other nodes. For a laptop-class adversary, it only can do the 
HELLO flood attack, but it has not the sink’s one way keys, so the HELLO flood packets 
will be discarded for F(kA

1) ≠ k0. 

      
Fig. 4. The routing setup in SDD.        Fig. 5. An attack in the routing setup of SDD. 
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Second, consider the second phase that the outside adversary can do no harm except 
the data leakage for the same reasons said in the first phase. For the confidential applica-
tions, this data leakage is also the error of the protocol, so they will record this error in 
their error-recording table and end message verification at this phase. But for the non- 
confidential applications, they will go on checking. Now, for an inside adversary, it has 
the legitimate shared key and its own one-way keys, when the routing setup packets pass 
through it, it can modify the packets as it wants. Thus, the attack 2 may be launched. 
 
Attack2: For example, if there is a path {S, E, L} to the sink, but among them, E and L 
are inside adversaries, they could know each other’s key and act as a single. Therefore, 
they can modify the packet {DATA1 | kS

1
 | nonce1 | {S, E, L} | [[[nonce1]KS]KE]KL} to be 

{DATA1 | kS
1

 | nonce1 | {S, L} | [[nonce1] KS]KL} as in Fig. 5, and let the path appear shorter 
and competitive and tempt the sink to choose this one. Furthermore leads the data in the 
fourth phase to be sent into oblivion and causes data loss. This is the known Sinkhole 
attack, and if they can make a tunnel, that will be the wormhole attack. Though the prob-
abilistic path selection can defend them in certain extent, they still will succeed with 
non-negligible probability. Thus, for the non-confidential applications this attack will 
lead the error of data loss and it will record this error in its error-recording table and end 
message verification at this phase. 

Next, consider the third phase, the analysis are same as that in the second phase. 
The reinforcement packet {REINFORCEMENT1 | {S, E, L} | k3} also will be changed by 
the inside adversary to be {REINFORCEMENT1 | {S, L} | k3}. Consequently, the Attack 2 
will succeed. 

Finally, consider the fourth phase, the analysis are as same as that in the first phase. 
But we must note that {DATA2 | kS

2} in this phase still will be send later in plaintext, this 
will result in data leakage and the adversary can eavesdrop like Attack 1. 

And this error will be recorded in the error-recording table of the confidential ap-
plications, and there are no errors for non-confidential applications in this phase. 

At the end of the above analysis, we can see that, if SDD is used in confidential ap-
plications, it is insecure in confidential applications because it will lead to data leakage 
from its flaw. If SDD is used in non-confidential applications, though it said in [8] the 
probabilistic path selection can defend Attack 2 in certain extent, but Attack 2 still will 
succeed with non-negligible probability. It does not satisfy the proper security definition 
4 in our paper. We have to say that it only satisfies FAMS, which means it is statistically 
secure in the first attack model in non-confidential applications. From the view of our 
ideal model, to make SDD acknowledged secure in the first application, the encryption 
mechanism should be changed; to make SDD acknowledged secure in the second appli-
cation, the best solution is to base the routing setup on the location of the nodes or their 
distances, in which wormholes and sinkholes are meaningless. Our approach is the first 
one to check the security of the sensor network protocol by combining the attack model 
and application requirements.  

6. CONCLUSION 

The main contribution of this paper is that it provides a simulation based ideal 
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model to prove the security of a protocol. In which the protocol is analyzed according to 
the defined three attack models and its efficiency is demonstrated by analyzing the “se-
cure” directed diffusion protocol SDD [8].  

The significance of this approach is that it can not only help the user to select proper 
protocols in applications, but also aid the protocol designers in mitigating their effects or 
reducing the potential pitfalls there. Furthermore, it can even assist the researcher to es-
tablish a new model theory for sensor networks in formal method. Another important 
thing is that it is useful to introduce the sound techniques and notions known in the cryp-
tographic articles and ad hoc networks, and put them to use in the context of sensor net-
work through adaptation. To the best of our knowledge, we are the first who applied the 
notions of provable security and the simulation paradigm to the sensor networks proto-
cols. 

Meanwhile, our current ideal model needs further improvement. We will extend the 
ideal model by considering the aspects of energy cost and communication overhead in 
our on-going work. Besides, we will automate the process of the security analysis of the 
protocols in the ideal model, and relative tools are planed to be developed. 
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