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Electronic voting is an important cryptographic application. Groth presented some
efficient non-interactive zero-knowledge (N1ZK) arguments based on homomorphic in-
teger commitments for voting. He investigated four types of e-voting schemes: limited
vote, approval vote, divisible vote and Borda vote. Receipt-freeness means that a voter is
unable to construct a receipt to convince others she has voted for a particular candidate. It
is a security property to protect the election against vote buying and coercion. Groth’s
schemes do not satisfy receipt-freeness for a voter can exploit the randomness she chooses
in encryptions or commitments to construct a receipt. In this paper a receipt-free variant
of the limited vote election protocol is constructed. A third party called “randomizer” is
employed to re-encrypt the votes and to mask the commitments made by the voters while
preserving the validity of the votes. The construction is generic and can be easily modi-
fied to introduce receipt-freeness into other types of Groth’s e-voting schemes.

Keywords: electronic voting, receipt-freeness, homomorphic threshold encryption, desig-
nated-verifier proof

1. INTRODUCTION

Electronic voting has been researched for many years. There are four basic ap-
proaches: voting based on secret sharing [1, 2], voting based on mix-net [3], voting based
on blind signature [4] and voting based on homomorphic encryption [5-7]. E-voting
schemes based on homomorphic encryption do not need the complicated construction of
the anonymous communication channels so they attract more concerns.

A practical electronic voting scheme should satisfy the following requirements:

1. Eligibility: only eligible voters can participate in the election.

2. Privacy: the content of the individual ballot is kept private. Only the final result is
made public.

3. Verifiability: The tally process can be verified. The voting schemes based on blind
signature only guarantee that the voter can verify her own vote is counted. Universal
verifiability is preferred. Universal verifiability means that anyone including an inde-
pendent third party can verify the tally.

4. Robustness: The voting system can tolerate a certain number of faulty participants,
even if some voters or voting authorities cheat.

5. Fairness: No partial results are made public prior to the end of the ballot casting phase,
as it may affect the voting result in some way.
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Additional security properties may be required in some cases. For instance, the re-
ceipt-freeness is a security property to thwart vote buying and coercion. This concept
was first introduced by Benaloh and Tuinstra [8]. In a receipt-free election, a voter is
unable to construct a verifiable receipt of her vote, so she cannot convince others that she
casts a vote for a particular candidate. Sako and Kilian [9] presented a receipt-free mix-
type voting scheme. But the scheme is inefficient for a cut-and-choose zero-knowledge
proof is used. Lee and Kim [10] proposed a receipt-free election scheme based on homo-
morphic encryption by introducing a trusted third party called “honest verifier” (HV). A
voter encrypts her vote, then HV re-randomizes the encryption to construct the final vote.
However, Hirt found the voting protocols in [8] and [10] did not satisfy receipt-freeness.
In [11] he showed how to construct receipts for the two protocols, and pointed out two
basic ideas on how to construct a receipt-free electronic voting scheme: ballots shuffle
by multiple authorities and ballot re-encryption by a randomizer. In the voting protocol
[12] based on ballots shuffle, multiple authorities act like a mix-net. In order to hide the
permutation of votes for different candidates, authorities in turn shuffle the encryptions
of each valid ballot for a voter. In the voting protocol based on ballot re-encryption, an
honest third party called “randomizer” re-randomizes the encrypted ballot for the voter,
and proves to her that the final ballot is correctly re-encrypted in a designated-verifier
manner. The employment of a randomizer can considerably improve the efficiency so it
seems to be a better choice.

The availability of the untappable channel between the voter and the authority or
between the voter and the randomizer is the weakest assumption for the currently known
receipt-free election schemes. Some schemes assume the existence of two-way untappa-
ble channels but in essence a one-way untappable channel is enough. A direction of a
one-way untappable channel can be turned around effectively to construct two-way un-
tappable channels. By utilizing a one-time padding sent in the channel’s untappable
direction, subsequent messages transferred in the other direction can be unconditionally
and deniably encrypted. Note that the untappable channel implies the adversary cannot
watch voter’s behavior at the very moment of voting. Otherwise there is no way to
achieve receipt-freeness. With the development of hardware techniques, the tamper-
resistant device, such adsmart cards, can play the role of the randomizer. The channel
through which the voter interacts with the smart card can be regarded as an internal
channel so it is hard to tap for eavesdroppers. Lee and Kim [13] proposed a receipt-free
electronic voting scheme with a tamper-resistant randomizer, but there was vote infor-
mation leakage in their proofs.

Groth [14] presented efficient non-interactive zero-knowledge (NI1ZK) arguments
for voting schemes based on homomorphic encryption. He investigated four types of
elections: limited vote, approval vote, divisible vote and Borda vote. His voting schemes
are not receipt-free for a voter can exploit the randomness in encryptions or commit-
ments to construct a receipt. In this paper we present the first receipt-free variant of his
limited vote election scheme by introducing a randomizer to re-randomize the voter’s
encryptions and commitments. We give the design of the designated-verifier commit-
ment masking proof and the joint proof between the voter and the randomizer. Along the
similar line our method can be modified to introduce receipt-freeness into other types of
Groth’s e-voting schemes.
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2. PRELIMINARIES
2.1 Homomorphic Threshold Encryption and Homomorphic Integer Commitment

A probabilistic public-key encryption function: E: P x R — C is homomaorphic if for
all xq, X, € P, ry, r; € R it holds that E(x; r1) x| E(X2; o) = E(Xy + Xo; 11 @ 1,), where P is
a group which is the plaintext space, R is a group which is the randomness space, and C
is a group which is the ciphertext space. The group operations in P, in R and in C are
denoted by +, @, and |x| respectively. When the adversary generates a ciphertext C, an
opening M, R and e = 0, so that C* = E(M; R) in a homomorphic cryptosystem, if we
can find g, psothat M =ep, R = ezand C = E(y; p), we call the homomorphic crypto-
system satisfying the root extraction property. Two instances of the homomorphic en-
cryption schemes are “additive EIGamal” [5] and Paillier encryption [15]. Both of them
are semantically secure, have the root extraction property and have threshold variants [7,
16, 17].

Some homomorphic integer commitment schemes [18-20] have been proposed. In
this paper we use the same multi-exponentiation variant as that in [14]. We choose a
modulus n as a product of two safe primes and random generators gs, ..., gk, h of QR,.
To commit to integers my, ..., M, using randomness r € Z, we compute ¢ = com(my, ...,
mg; r) = glml...glinkhr mod n. To open the commitment we reveal my, ..., my, r. When the
adversary comes up with a commitment ¢, an opening d;, ..., d, and e # 0, so that ¢® =
com(dy, ..., di; r) in a homomorphic commitment scheme, if we can compute g4, ..., t,
p S0 that ¢ = com(ya, ..., t; p) and d; = e, i =1, ..., k, we call the homomorphic com-
mitment scheme satisfying the root extraction property. The commitment we described
above has the root extraction property.

2.2 Zero-Knowledge Proof

In e-voting schemes based on homomorphic encryption, when a voter submits an
encrypted ballot she must prove her ballot is correctly formed. She should give a zero-
knowledge proof to ensure the validity of her vote while preserving the secrecy of it. In
such schemes a three-move honest verifier zero-knowledge proof, also called the X -
protocol [21], is usually employed. Assume we have a binary relation R consisting of
pairs (x, w), where we think of x as a public instance of a problem and w as a witness, a
solution to the instance. Assume also that we have a three-move proof of knowledge of R:
this protocol gets a string x as a common input for the prover and the verifier, whereas
the prover gets w as a private input such that (x, w) € R. Conversations in the protocol
are of the form (a, e, z), where the prover sends a, the verifier chooses e at random, the
prover sends z, and the verifier decides whether to accept the claim that x € L where L is
the language specified by the relation R. Such a protocol is said to be a >, — protocol if it
satisfies the following criteria:

— The protocol is complete: if the prover gets w as a private input such that (x, w) € R,
the verifier always accepts.

— The protocol is special honest verifier zero-knowledge: from a challenge e, one can
efficiently generate a conversation (a, e, z), with probability distribution equal to that
of conversation between the honest prover and verifier where e occurs as a challenge.
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— The protocol is special soundness: from the common input x and any pair of accepting
conversations (a, e, z), (a, €', ') where e = €', one can compute w efficiently such that
(x,w) € R.

Using Fiat-Shamir heuristics [22] > — protocols can be transformed into the
non-interactive form by employing a cryptographic hash function Hash and letting the
challenge be created as e = Hash(x||a). The symbol “||” denotes concatenation. The non-
interactive proof is secure in the random oracle model [23]. The Y. — proofs can be com-
bined in the “AND” or “OR” fashion in an efficient manner. More details can be found
in [11].

2.3 Designated-Verifier Re-encryption Proof

The notion of designated-verifier proof was first introduced in [24]. How to use the
designated-verifier re-encryption proof in the receipt-free voting schemes has been thor-
oughly discussed [11-13]. Here we review it for the completeness of the paper. A desig-
nated-verifier proof is a proof that is only convincing for the designated verifier, but it is
completely useless when it is transferred to any other entity. The key idea is to prove the
knowledge of whether the witness in question, or the secret key of the designated verifier.
When the witness is the verifier’s secret key, the prover does not know it so the proof is
convincing for the verifier, whereas, the fact that the verifier knows her secret key can
enable her to simulate a proof indistinguishable from a proof indeed made by the prover.

In essence, designated-verifier re-encryption 2. — proofs can be constructed from the
OR-combination of two 2, — proofs. One of the X — proofs is the identification scheme
for the verifier. We select the Schnorr’s identification protocol [25] in this paper for it
has a concise form. The parameters are as follows: let P be a prime, g a prime divisor in
P — 1, and g an element of order g in Z*p. We suppose the verifier has chosen sy in Z, at
random as her private key and has published Zy = g™ mod P as her public key. The other
is a 2. — proof for the re-encryption. For a homomorphic encryption function E and a
ciphertext e, we call e* is a re-encryption of e if e* = e [x| E(0; &) holds for a random in-
teger £ € R where R is the randomness space. Indeed the >, — proof for the re-encryption
is the 2. — proof that e* E e contains the plaintext 0 and the randomness & The notation
E denotes the inverse operation of . The designated-verifier re-encryption proof is de-
picted in Fig. 1. The non-interactive proof can be made by using the Fiat-Shamir heuris-
tic. If EIGamal encryption is used, totally 12 modular exponentiations are needed for the
re-encryption and the proof.

The proof in Fig. 1 comprises two proof conversations: (e, ¢1, £) and (t;, Ca, Sp).
The conversation (t,, C,, S,) is a simulated Schnorr’s identification >, — protocol by the
prover. It has exactly the same probability distribution as a real conversation. We will
prove (e, ¢y, B) is a real 2. — proof conversation: (i) The wintenss is & It is easy to see
we have completeness. (ii) Regarding special honest zero-knowledge: let e, denote e* E
e. Given a random c;, if we choose g at random, the conversation (E(0; ) Q (e4)%, ¢4, E(O;
) is an accepting conversation. (iii) Regarding special soundness: assume we have two
accepting conversations with the same first move: (¢',c, ™) and (¢',c?, ) with

@ (2) F g ; .oy c® ' . A2y —
¢ #¢”. From the two verifying equations E(O; AY) =(e,) x| e" and E(0; A% =

(e4) [ e’ we have (e) " = E(0; 42) [ E(0; AY). By the root extraction property
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Prover Verifier
knows e, & e* =e X E(0; &), Zy knows e, e*, Zy
aerR,e'=EQ0; )
€2 €r Zyy S2 €r Zg, 1 = %232 mod p et
(Z, is the challenge space)

‘ C C erZy
€1 =C; — C, (mod u) C £ ¢y + ¢, (mod u)
p=cié+ C1, G2 52 EQO: A 2 (e He e
- g% Z t,Z2 mod p

Fig. 1. Designated-verifier re-encryption proof.

of the hommomorphic cryptosystem we can extract a witness z so E(0; x) = e,. Now we
can conclude that the proof in Fig. 1 is the OR combination of two X — proof conversa-
tions (€', c1, ) and (ty, Cy, S).

Next we show the verifier can generate the re-encryption proof for any (e, €*) using
her knowledge of the secret key sy such that Zy = g* mod P. The verifier selects /3, ¢, and
r at random, and computes & = E(0; A)[=](e*[+k)%, €, = c—¢ (modu), f, = g" mod P,
and §, =c,s, + Fmod q. The verifier sets (€', ,, ¢, &, €,, 5, §,) as the proof. It is easy
to see that this proof can pass the verification. The verifier can make the proof by herself
so the designated-verifier re-encryption proof cannot be transferred to others.

2.4 Designated-Verifier Commitment Masking Proof

Consider the homomorphic integer commitment scheme ¢=com(my, ..., My, r) =
g ... glf‘k h" mod n, we call ¢* is a commitment masking of ¢ if ¢c* = ¢ x| com(0, ..., 0; &
holds. Here in the commitment scheme we use the same operation notation |x| as above
just for notational convenience. The commitment masking is different from the re-en-
cryption because the masked commitment ¢* can no longer be opened by the original
committer. ¢* can only be jointly opened by the committer and the party who performs
the masking operation. But the re-encryption can be decrypted by the holder of the pri-
vate key alone without the help of the party who re-encrypts the ciphertext. This is the
reason why we call it commitment masking instead of re-commitment. Luckily, it is un-
necessary to open the commitments in Groth’s zero-knowledge arguments for voting.

The X — proof for the commitment masking is the 2. — proof that c* E c is a commit-
ment to 0. For the commitment scheme c¢=com(my, ..., mg r)=g;*...gg*h" mod n,

the prover indeed proves her knowledge of the secret exponentiation & of h® mod n. The
designated-verifier commitment masking proof is depicted in Fig. 2. Totally 8 modular
exponentiations are needed for the commitment masking and the proof.

By using the similar techniques in the previous sub-section, it can be easily derived
that the proof in Fig. 2 is the OR combination of two X — proof conversations (¢’ c;, )
and (t,, c,, ;). Due to lack of space the complete proof is not given here. Note that the
root extraction property of the commitment scheme is crucial to argue the special sound-
ness. It can also be proved that the verifier is able to generate the commitment masking
proof for any (c, ¢c*) using her knowledge of the secret key sy.
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Prover Verifier
knows ¢, & ¢ =c x| com(0, ..., 0; &), Zy knows ¢, ¢”, Zy
aegR,c’'=com(0, ..., 0; )
Cr €rZy, Sy €R Zq, L= gsZZ;CZ mod P c,t
€1 =C—C, (mod u) c Ceriy
p=cié+a
€1, Cu B S2 cLc+c (mod u)
com(0, .. Z (e* B e)% I e’

?

g2 X tZZ mod p

Fig. 2. Designated-verifier commitment masking proof.

3. ARECEIPT-FREE ELECTRONIC VOTING SCHEME
3.1 A Review on Groth’s Election Schemes

In voting based on threshold homomorphic encryption, the voter must prove the
ballot is correctly formed. In the early literature [5, 7, 11] the proofs followed the line of
proving the encryption of the cast ballot is in the set of all valid ballots encryption. Such
proofs can be made by the OR-combination of X — protocols. The OR combination is
witness indistinguishable [26], so the prover can prove the validity of her vote while pre-
serving the secrecy. But the overhead of this kind of proofs is rather high. Lipmaa et al.
[27] proposed the first practical zero-knowledge argument based on homomorphic inte-
ger commitments. Using integer commitments they took advantage of special integer
properties such as unique prime factorization. Damgard et al. [28] improved the scheme
and presented a zero-knowledge argument for the limited vote election. Groth [14] gen-
eralized the NIZK arguments in [28] and constructed NIZK arguments for four types of
electronic voting schemes: limited vote, approval vote, divisible vote and Borda vote.

We give a brief description on the Groth’s NIZK argument for the limited vote elec-
tion. The argument is shown in Fig. 3. The limited vote means that the voter can choose
N distinct candidates from the fixed list including L candidates. We denote by M the
strict upper bound on the number of votes that any candidate can receive. We select M =
p? where p is a prime. The L candidates are represented with numbers 0, ..., L—1and a

vote for N candidates iy, ..., iy iS encoded as V = ZLM ij, After a voter chooses the
candidates, she encrypts her encoded vote and posts the encryption and the NIZK argu-
ment on the bulletin board. By the homomorphlc property of the cryptosystem we can
multiply all encrypted ballots E(z M') to get the encrypted form of the final result
E(ZL lv M'), where v; is the number of votes on candidate i. The final result can be
computed by threshold decryption.

We define the following parameters: We use a cryptographic hash function which
has an l.-bit output. The message space of the homomorphic encryption cryptosystem is
Z, for a suitable n > M", and we require n does not have prime factors smaller than 2".

We assume ly is the maximal bit-length of a vote. The randomizer spaces of the crypto-
system and the integer commitment are represented as an lz-bit number and an I-bit
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Zero-Knowledge Argument for Correctness of a Limited Vote

Common input: Ciphertext C and public keys.
Prover’s input 0<ij<..<iy<LandR e {0, 1} such that C = E(z M :R).
Let an., = p-. We prove correctness of the vote by producing

N
SPK[(v, p, a1, ..., o, Py ---, By): C = E(v; p) and v:zj:laj, A = pa; ;.
j=1

Argument: Let v = ZNle i choose Ry« {0, 1}""'*s Rg« {0, 1}'**'*s and set Cg = E(Ry; Rg).

Leta;= pY, b; = p17i where iy, = L. Let Fay.qy = 0and choose ry . Tay, Toy, ..., Toy < {0,
1YVI2*etls 1 f0, 13'r1es, 1 {0, 13'r1e*ls, Let A, = payli; + Pbyra - raﬁ1 and A=23"" ajr, -R,.

]

Set ¢ = com(ay, by, Ay, ..., @y, by, A, A; 1). Set ¢, = com(ra,, Moy, Pragloy, -5 Fays Prayfoys Z . a 1)

Compute the challenge as e < hash(C | Cg Il ¢ Il ¢, [l aux), aux is the prover’s identity.

Set[V]=ev +R, =eZ,-=1M i +R, and R =eR + Rg.

Setjay = €aj + Iy = epii +ry, [0 = ebj + 1y, = epim"rl +ry, and r=er +r,

The argument is (Cg, ¢, Cy, M @ , , , , E[)

Verification: Compute e as above. Let ay., = ep" and set [A] = plajb] - el and [A]= z .

Verify that C°Cg = E(V}; [R) and cc, = com(ag, ], [Ad, -... lad, bond, [ [} ).

Fig. 3. Groth’s NI1ZK argument for the limited vote.

number respectively. | is a security parameter such that for any value a we have a + r,
and r, are indistinguishable where r, is a random |a| + ls-bit number.

In Groth’s argument for the limited vote when a voter selects candldates i1, ..., Iy,
she computes: a; = p'1 a, = p? = pajby, ..., ay = p" = pan.1bn., anes = p = panby. She

encodes her vote as V = Z i j . If a limited vote is computed in the right form, the veri-

fication equation ctc, = com(ad, bd, [Ad, ... fad b, [, [A} I will hold with overwhelming
probability over the random choice on e. On the contrary, if the limited vote is encoded
in the wrong form, the verification equation will hold with negligible probability. The
verification equation C°Cg = E(M; [R) is used to check whether the voter has knowledge of
the plaintext V in the encryption C. This check can prevent a dishonest voter from dupli-
cating another voter’s encrypted ballot as her vote. In essence, Groth’s NIZK argument
for the limited vote election scheme is the ADD-combination of X — proof for the inter-
nal arithmetic structure of the ballot and X° — proof for plaintext knowledge.

3.2 Our Receipt-free VVoting Scheme for the Limited Vote Election

We propose a receipt-free voting scheme for the limited vote election. The voting
system consists of one registration authority and M talliers Ty, ..., Ty. A threshold t de-
notes the least number of authorities that must remain honest and here we require t > M/2.
Voters can choose N distinct candidates from a list including L candidates. A bulletin
board is used to post data related to voting. The bulletin board is publicly accessible.
Only the eligible participant can append messages in her own section but nothing can be
deleted. There is certain authentication mechanism to control the access to the bulletin
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board, such as digital signatures. Each voter can have access to a reliable third party
called “randomizer”. The randomizer may be a server in the network, or the certified
tamper resistant device such as a smart card. The smart card implementation is preferred
since the computation can be distributed to each voter’s card and the card can be reused
for many times. When the card is manufactured, the card owner’s identification informa-
tion, such as the public key of the Schnorr’s identification scheme, should be fixed into
the smart card. The randomizer has a signature key pair, of which the verification key is
certified by the registration authority. We assume the existence of two-way untappable
channels between the randomizer and the voter.

Stage 1: System Setup

M talliers Ty, ..., Ty execute the key generation algorithm and publish the security
parameters of the threshold (t, M) homomorphic cryptosystem and the homomorphic
integer commitment scheme, such as public keys, on the bulletin board.

Stage 2: Registration

Each voter goes to the registration authority to register her identification informa-
tion such as her name, public key, etc. The registration authority registers and certifies
the signature verification key of the randomizer, and publishes the verification key on the
bulletin board. If the randomizer is implemented with a smart card, the registration au-
thority fixes the voter’s public key into the card, and issues the smart card to the voter. If
the randomizer is implemented with a server in the network, the registration authority
transfers the voters’ identification information to the randomizer through secure commu-
nication channels.

Stage 3: Voting
In this stage voter V; and her randomizer jointly generate the encrypted ballot and
the proof of the vote validity as follows:

1. V; chooses N candidates from the list including L candidates. According to the Groth’s
argument, she computes V = ZLM ' C=E(V, R), Cr = E(Ry, Rr), ¢ = com(ay, by, Ay,
veey @, Dy Ay A; 1), C = COM(Fay, Toyy Praylogs «eer Fags Tog PPagloy: ZL razj ; ). She sends
C, Cx, ¢, ¢, to the randomizer with her signature through the untappable channels.

2. The randomizer verifies the signature, if correct, the randomizer re-encrypts C, Cy as
C* = C Y E(0; R'), C = Crlxl E(0; R}). Then the randomizer masks the commitments
¢, ¢ to get ¢* = c[x com(0, ..., 0; '), ¢ = cr com(0, ...,0; r/). The randomizer com-
putes the designated-verifier re-encryption proofs and the designated-verifier com-
mitment masking proofs for the voter V;. The randomizer sends (C*, Cg,c”, c;) and
all the proofs to V; through the untappable channels.

. V; verifies the proofs sent by the randomizer.

4. 1f (C* Cg,c”, c;) is generated correctly, V; and the randomizer jointly compute the
proof of the validity of the final vote. The process of the joint computation is depicted
in Fig. 4. The fact that an honest randomizer will re-randomize the voter’s first mes-
sages randomly will make the output of the hash function into a random value. So in
the computation of the hash function the prover’s identity does not need to be in-
cluded.

w
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Voter Randomizer
computes C, Cg, ¢, ¢, C,CrCC  C*=C[XE(0;R),Cy =Cg[x[E(O;RY)
—® o =dxkom(, ...,0; ), ¢ =¢,[xkom(0, ...,0;1)
C* Cg,c* cf
e=Hash(C*||Cx [le*[ley).

computes [V, R ), boJ. [1

(=12 ..Nyintesame MEBIBIH  e=Hashcrics e,
—> (— ’ [~ r r

way as the Groth’ argument =eR+Rg+eR' +Rg' =R +eR" + Ry,

M =er+r +er+r/ =[+er+r/

The argument is (Cg, c*,c;, M @’,1 : ’ ')

Verification: Compute e = Hash(C*| Cy || c*||c;), Verify that (C*)° { C" 2 E(V} [R) and

(©Hc’ 2 coma] b) A] ... ) b ) )

Fig. 4. The joint proof of the vote validity.

In Fig. 4 the randomizer plays the role of the verifier in the interaction between the
voter and the randomizer, where the X — proof is the same as the interactive proof ver-
sion of Groth’s NIZK argument in Fig. 3. With knowledge of the witness the voter can
correctly answer the challenge given by the randomizer if she constructs a valid en-
crypted ballot. In order to construct a non-interactive >, — proof for the vote validity, the
randomizer re-randomizes the initial message of the interactive >, — proof conversation
between the voter and the randomizer. Next, although the randomizer does not know the
witness of the voter, it can use the voter as an oracle. Basing on the answer of the voter
and its own randomness introduced into the initial message, the randomizer can compute
a correct answer in the non-interactive > — proof. In the part of verification we have

(C*)2xl C = (CeCR)(E(0; R)EE(0; Rg)) = (CeCg)E(0; eR'+Ry), and
(c*)elxl ¢y = (cec,)(com(O, ..., 0;r")ecom(O, ..., 0; r;)) = (cec,)com(0, ..., 0; er'+r;).

If the voter is honest the equations: C°Cs = E(V; R) and cc, = com(ag, by, [A], ... [, o
[, [A]; [ will hold. We will have

(C*)° K Cr" = E(M; [R)E(0; eR’" + Ry) = E(M; RI) and
)M " = comal o], [Ad ..., [, b, (A, [ [D)com(a, ..., 0; er + 1)
= com(ag, bl ] ... [ o [, [A) ).

In this proof, if the randomizer does not correctly perform the re-randomization or
compute the final answer message, the voter can detect the failure by verifying the des-
ignated-verifier proofs or the joint proof. The voter can ask the registration authority to
allocate another randomizer for her. The randomizer does not need to verify the third
message of the voter because the voter’s final vote will not be valid if the voter sends a
bad third message. The voter can gain no information of the randomness R’, Rg, r’, r/ for
she can only derive the value of eR’ + Rg and er’ + ry. In the non-interactive proof gener-
ated by the randomizer we use Hash(C*||Cg ||c” || c;) as the challenge because the zero-
knowledge of proof is only honest verifier zero-knowledge. If we allow the randomizer
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to ask any challenge, it may be possible for the randomizer to gain some information of
the vote. The use of hash function ensures that the proof is zero-knowledge in the ran-
dom oracle model.

The randomizer sends the final ballot C* and the argument (Cy,c* ¢, M, R, lj,

by, ... [ad b, [1) and its signature to the voter.

5. The voter V; verifies the argument and the signature. If they are correct, V; posts C”

and the final argument (C%,c* ¢, M, R, [ad by, ..., ), [on, [ and the signature of

the randomizer on the bulletin board.

Stage 4: Tallying

When the deadline of the election is reached, the registration authority collects all
valid encrypted ballots, computes the product of them and posts the product on the bulle-
tin board. A majority of talliers (such as t talliers or more) corporately decrypt the prod-
uct, publish the final result and give a proof of the validity of the decryption on the bul-
letin board. Note that the secret key of the threshold homomorphic encryption crypto-
system is never reconstructed in the decryption process.

3.3 Security Analysis
The proposed electronic voting scheme satisfies the security requirements below:

Eligibility: The voter must register if she wants to participate in the election. Only le-
gitimate voters can post messages on the bulletin board. The randomizer’s signature veri-
fication key is registered and certified by the registration authority, so no other party can
impersonate the randomizer.

Privacy: The vote is encrypted and the arguments are zero-knowledge in the random
oracle model. If no less than t talliers remain honest, the single vote is never decrypted so
the privacy of the individual vote is preserved. The randomizer can gain no information
from the voter’s proof.

Universal Verifiability: The final ballot and its related arguments are posted on the bulle-
tin board. The validity of each ballot, the tally process and the joint decryption are pub-
licly verifiable.

Robustness: The voter must prove her vote is in the right form, and (t, M) threshold en-
cryption can tolerate the failure of maximum M — t talliers.

Fairness: The partial result of the election will remain unknown because we have as-
sumed that the number of honest talliers is no less than the threshold during the whole
protocol execution.

Receipt-freeness: The designated-verifier re-encryption proof and the designated-verifier
commitment masking proof made by the randomizer are sent to the voter through the
untappable channels. These proofs cannot be transferred to others so the voter cannot
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prove any relation between her first ballot and the final ballot. The voter cannot obtain
the randomizer’s internal randomness. In fact the voter has the ability to equivocate on
her vote. We give a sketch for it:

Assume that (C%, €, ¢®, cM)is the voter’s first ballot, and (C", Cy, ¢, ¢) is the
final ballot jointly constructed by the voter and the randomizer. The voter can “fake”
another valid ballot (C®, C, ¢®, ¢®) for other candidates, and she can easily make the
following equations hold by selecting proper random numbers:

=eV(1)+ (l):eV(2)+R\§2),|E:eR(1)+R§}):eR(2)+R§f)
PO ) R € RN ) B ) —eoh® L @D _ap@ 4 @ 5 _
H—eaj +raj =ea; +raj ,—ebj +rbj = ebj +er_ ,J=42,...,N,

=er® 4 r® —er® ;1@

At that time the voter can claim that the randomizer uses C* ] C@, Cx[+] @) to re-
encrypt her ciphertexts and uses c* E c®, C:E c¢!? to mask her commitments. In fact
cx[c®, cilz1c®, cxHc®and ¢ c® are used by the randomizer. The designate-
verifier proofs can be simulated by the voter alone. Due to the semantic security of the
homomorphic encryption, the hiding property of the commitment, the simulation prop-
erty of the zero-knowledge proof and the untappability of the channels, the faked ballot
(€@, ¥, ¢®, c?) is indistinguishable from the ballot (C%, C$, ¢®, c) to any third
party including the vote-buyer or the coercer. So the scheme is receipt-free.

3.4 Efficiency Analysis

Compared with Groth’s limited vote election scheme, the increased overhead of the
voter results from the verification of the designated-verifier zero-knowledge proofs. The
most increased overhead is distributed to the randomizer. The randomizer re-encrypts the
ciphertexts C and Cg, masks the commitments ¢ and c,, and executes respective desig-
nated-verifier proofs. About 40 modular exponentiations in total are increased in the re-
ceipt-free voting scheme compared to the original limited vote election scheme if ElGa-
mal encryption and the multi-exponentiation commitment are used. If the randomizer
is implemented with tamper resistant device, the voter can interact with the random-
izer without any network communication. This implementation is more convenient and
practical.

4. CONCLUSION

Electronic voting will replace the ordinary paper based voting in the near future.
The basic security properties and some additional properties, such as receipt-freeness,
should be satisfied in order to put the e-voting into practice and gain people’s confidence.
Groth presented efficient NIZK arguments for voting and investigated four types of vot-
ing schemes. We propose a method to introduce receipt-freeness into his limited vote
election scheme. A randomizer re-randomizes the voter’s ballot and proves that the
re-randomization is in the right form in a designated-verifier manner. The final ballot and
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its

proof are jointly generated by the voter and the randomizer. The similar ideas can be

used to introduce receipt-freeness into other two types of Groth’s voting schemes: ap-
proval voting and divisible voting. In Borda voting a shuffle argument is used. If the
shuffle argument can be made divertible, our method is also applicable to Borda voting.
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