JOURNAL OF INFORMATION SCIENCE AND ENGINEERING 25, 619-631 (2009)

Short Paper

Cryptanalysis and Improvement on a Threshold Proxy
Signature Scheme”

ZU0-WEN TAN"2 AND ZHUO-JUN LIU?
YCollege of Information Management
Jiangxi University of Finance and Economics
Nanchang, Jiangxi Province 330013, P.R. China
®State Key Laboratory of Information Security
Institute of Software of CAS
Beijing 100190, P.R. China
SKLMM, AMSS of Chinese Academy of Sciences
Beijing 100190, P.R. China

In a (¢, n) threshold proxy signature scheme, an original signer can delegate the sig-
nature authority to a proxy group of » member such that 7 or more than ¢ proxy signers
can cooperatively sign messages on behalf of the original signer, but  — 1 or fewer proxy
signers cannot generate a valid proxy signature. In this paper, we review the security of C.
L. Hsu et al.’s threshold proxy signature schemes with known signers. We show that the
threshold proxy signature scheme is insecure against forgery attack. C. L. Hsu ef al.’s
threshold proxy signature scheme is universally forgeable. A new improvement scheme
is proposed. The new scheme remedies its weakness. Our proposed threshold proxy sig-
nature is secure against chosen message attacks and chosen warrant attacks in the random
oracle model under DL assumption.

Keywords: proxy signature, threshold signature, forgery attack, universally forgeable,
random oracle model, DL assumption

1. INTRODUCTION

The concept of proxy signature was first introduced by Mambo, Usuda and Okamoto
[1]. A proxy signature scheme allows an entity, called the original signer, to delegate
another entity, called a proxy signer to sign the message on behalf of the original signer.
When the verifier validates a proxy signature, he or she is convinced of that the signature
is signed by the proxy signer who is authorized by the original signer. For a secure proxy
signature, only the proxy signer can create a valid proxy signature and anyone else, even
the original signer, can not generate a valid proxy signature. Thus, for a valid proxy sig-
nature, the actual proxy signer cannot deny that he/she has signed the message and the
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original signer cannot deny that he/she has delegated the signing authority to the actual
proxy signer. Proxy signatures have found various practical applications, particularly in
the distributed environment, such as e-cash systems [2], global distribution network [3],
grid computing [4] and mobile agent applications [5].

In order to make the proxy signature scheme applicable in the group environment,
Zhang et al. and Kim et al. proposed the first threshold proxy signature schemes [6, 7].
In a (¢, n) threshold proxy signature scheme, the original signer can delegate the signing
power to n proxy signers such that any ¢ or more proxy signers can cooperatively sign
messages on behalf of the original signer, but # — 1 or fewer proxy signers cannot gener-
ate a valid proxy signature. Since then, many threshold proxy signature schemes are pro-
posed. A secure (¢, n) threshold proxy signature scheme should hold the security proper-
ties: secrecy, proxy protection, unforgeability, nonrepudiation, time constraint and known
signers [8].

In 1999, Sun first proposed a nonrepudiable threshold proxy signature scheme with
known signers [9] based on Zhang’s threshold proxy signature scheme [6]. Sun’s scheme
eliminates Kim ez al.’s scheme’s disadvantage that the verifier is unable to determine
whether the proxy group key is generated by the legal proxy group. However, C. L. Hsu
et al. showed that in Sun’s signature scheme, the proxy signers might change the thresh-
old value [10]. In order to defeat the weakness, C. L. Hsu et al. proposed an improved
threshold proxy signature scheme. Unfortunately, Tan et al. pointed out that their modi-
fied scheme is also insecure [11].

Recently, Hwang et al. propose a nonrepudiable threshold proxy signature scheme
with known signers [12]. C. L. Hsu and T. S. Wu showed Hwang et al.’s threshold proxy
signature scheme is still vulnerable by the collusion attack [13]. Any t or fewer than ¢
malicious proxy signers can still collusively forge valid proxy signatures. Furthermore, C.
L. Hsu and T. S. Wu proposed an efficient nonrepudiable threshold proxy signature
scheme against the collusion attack [13]. Though C. L. Hsu and T. S. Wu claimed that
the proposed scheme improved the security of Hwang et al.’s threshold proxy signature
scheme and achieved the nonrepudiation requirement, our analysis indicates that the
scheme can not resist the universal forgery. For simplicity, we call their proxy signature
scheme the HW scheme hereafter. Finally, we propose a new improvement on the HW
scheme. The proposed threshold proxy signature is secure against chosen message at-
tacks and chosen warrant attacks in the random oracle model.

The rest of this paper is organized as follows. In section 2, we briefly review the
HW scheme. In section 3, we present our cryptanalysis on the HW scheme. The im-
provement on the HW scheme is given in section 4. In section 5, some discussion and
analysis will be made. Finally, section 6 is dedicated to our conclusion.

2. BRIEF REVIEWS OF HW SCHEME

In this section, we briefly review the HW Scheme [13]. The scheme can be divided
into four phases: the initialization phase, the proxy share phase, the proxy signature gen-
eration phase and the proxy signature verification phase.
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2.1 Initialization Phase

Let p be a large prime, ¢ a large prime divisor of p — 1, g an element with order ¢ in
GFp and H() a secure hash function. These parameters p, g, g are public. Suppose that O
be the original signer and G the proxy group which contains n proxy signers {Ps, P, ...,
P.}. By ID, and ID;, we denote the identifiers of the original signer O and the proxy
signer P; (i =1, 2, ..., n) respectively, where IDy € Z,and ID; € Z, (i =1, 2, ..., n). The
original signer O posses its public/private key pair (v,, x,), here y, = g"> mod p, x, € Z,
Each signer P; owns its private key x; € Z, and public key y; = g mod p. All the keys are
certified by the CA. Let m,, be a warrant which specifies the identities ID,, of the original
signer O and ID; of the proxy signers P; in the proxy group G, the threshold value ¢ and
the delegation time, etc.

2.2 Proxy Share Phase
The proxy share phase is subdivided into three stages.

o Proxy Sharing

All the proxy signers in the group G cooperately generate their secret shares by ap-
plying Pedersen’s verifiable secret sharing scheme [14]. First, the proxy signer P; ran-
domly chooses a (¢ — 1)-degree polynomial

-1

fi(x)=>"ayx" +(ID; +a;) mod g, (1)
=1

where q;; € Z,and [ =0, 1, 2, ..., t — 1. P, makes the value 4; = g"“rmod p public and
sends fi(ID;) to all the other proxy signers P; in the proxy group G via a secure channel.
P; determines the validity of the shared value f£(ID;) by checking whether the following
equality holds:

t-1
(ID; !
g = ([147")y; modp. @)
1=0

When n — 1 shared values f(ID;) are valid, the proxy signer P; computes the public value
A;for1=0,1,2,...,¢t—1and the secret share y;:

4 =qu, mod p, 7, =Z;fj(lDi) mod g. (3)
= =

o Proxy Signature Key Generation
The original signer O randomly chooses an integer £ € Z, and computes the public
value K and the proxy signature key o

K =g'mod p, o=k + x,H (m,|| K) mod g. 4
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o Proxy Share Generation
The original signer O shares proxy signature key o in the proxy signer group G by
performing the following steps. O randomly chooses a (¢ — 1)-degree polynomial as

f,v) = til:ijj + o0 mod ¢, (5)
=

where b; € Z,andj = 1, 2, ..., t — 1. Next, the original signer O delivers g; = f,(v;) mod ¢
to each P; in the proxy group G via a secure channel and broadcasts m,, K, B; € g% mod
p to the proxy group.

Each P; in the proxy group validates the proxy share values o; by checking whether
the following equality holds:

t-1 )
g7 =y, IOKTT B, mod p. (6)
=

When the proxy share value o; is valid, the proxy signer P; computes the proxy signature
key:

0; =0;+7;H(m, || K) mod g. ()
2.3 Proxy Signature Generation Phase

For convenience, let D = {Py, P,, ..., P;} be the actual proxy group to sign a message
m, ASID the collection of identities of all proxy signers in the actual proxy group D. In
order to generate the proxy signature on message m, the actual proxy group D performs
the following steps.

o Proxy Sub-signature Generation

Each P; in the group D randomly chooses ; € Z,, computes and broadcasts r; € gk
mod p in the proxy signer group D. After receivingr, e gv (j=1,2, ...,t—1,j #i), P;
computes

t t
R=[]r;modp, L= [] (~ID,)UD,-ID;)™" mod g, (8)
=1 J=L '
s; =kR+(Lio; +x;)H (4 || R|| ASID || m) mod g, ©)

and then sends the proxy sub-signature s, to a designated clerk.

e Proxy Signature Generation
The clerk first computes

1

n -1 -1
J J

v=[]», modp, 4=T14"", B=]]8"". (10)
j=1 j=1 J=1
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Next, the clerk validates the proxy sub-signature s; by checking whether the equality holds:
g =" (Y4, 4" Ky ) T mod p. (12)

3
If all the equations hold, the clerk calculates S = Zsj mod q.
j=1
Then, (R, S, K, 4,, m, ASID) is the threshold proxy signature of message m.

2.4 Proxy Signature Verification Phase

On receiving the proxy signature (R, S, K, 4,, m,, ASID), the verifier can identify
the original signer and the proxy group from the warrant m, and identify the actual proxy
t

signers from ASID. The verifier computes Y, = Hy,. and validates the proxy signature
by checking if i=1

gS — RR (KY, (yOYAO)H(%IIK))H(AUIIRIIASIDIIM) mod p. (12)

3. CRYPTANALYSIS OF HW SCHEME

The HW scheme is more secure than Hwang et al.’s nonrepudiable threshold proxy
signature scheme with known signers [12]. Hsu et al. [13] claimed that their scheme is
secure against some potential compromising, forgery, and collusion attacks based on the
well known one-way hash function [15] and the discrete logarithm problem crypto-
graphic assumptions [16]. In this section, we would like to show that the HW scheme
cannot resist forgery attack which demonstrates that the HW scheme cannot satisfy the
security requirements of unforgeability.

First, we review a detailed analysis of the scheme’s security against the forgery at-
tack in [13]. Hsu er al. analyze the security of the threshold proxy signature through the

proxy signature verification Eq. (12). Let ¥ = K(y,¥4,)" "X Under the DL and

OWHF assumptions, although (m', ASID’, Ay, V") is given, the adversary cannot deter-
mine (R’, S") which satisfy the proxy signature verification equation. In the same way,
when (m', ASID', Ay, V') is given, the adversary cannot determine (V', m,/, K') which
passes the signature verification equation. Nevertheless, we will show that the HW
scheme can not resist universal forgery attack.

In the following, we show a kind of attack against the scheme. The attacker can
forge a valid proxy signature of any message m' by performing the steps. The adversary
randomly chooses a warrant m,, at will. The adversary can determine the content of the
warrant, such as a new threshold value ¢ and the time constraint, etc. The adversary
could frame any proxy subgroup with # or more members as the actual proxy signature
group. Without loss of generality, assume that the adversary wants to frame D’ = {Dy,
D, ..., D/} in the proxy group G. Let ASID' be the collection of identities of all the ac-
tual proxy group D'.

In order to generate a (¢, n) threshold proxy signature on message m’, the adversary
computes 4, = (Yy,)™ mod p, chooses two random integers a, b € Z, and computes
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,
R=g'modp, K'=g"([]y)™" modp, (13)
i=1

S'=R'+(GH(m, || K')+a)H (4 | R || ASID' || m') mod g. (14)

Therefore, (R', S', K', 4,', m,/, ASID") is a valid threshold proxy signature of any
message m'. This is because it can pass the signature verification equation.

gS’ — g(R'+(bH(m;IIK')+a)H(A6IIR'IIASID'IIm'))
— R'R’(ng(m,'ullK’) ,ga)H(AéllR'IIASID'IIM'))

- R'® (K'Y, (yaYA('))H(m(',,llK'))H(AO'IIR'IIASID'IIM') mod p (15)

Thus, any verifier will identify O as the original signer, ASID’ as the identity infor-
mation of the actual proxy signers from the signature. In essence, the original signer O
and the actual proxy group 4SID’ have never participated in any proxy signature stage on
message m’'. In other words, any attacker can successfully forge a valid proxy signature
with known signers on any message, any warrant and any actual proxy signer group.
Therefore, the HW scheme does not hold the security properties of unforgeability.

4. NEW IMPROVEMENT

Based on the HW scheme, we propose our improved scheme. As we have discussed
above, the reason our attack succeeds is the fact that the malicious attacker can choose
two random shared integers R’ and K’ by avoiding the DL and OWHF assumptions, then
further determine the partial signature value S. In our proposed scheme, we will take
some countermeasures so that the adversary has to be faced with the DL and OWHF as-
sumptions when the malicious attacker can choose the shared integers R’ or K. The new
improvement can also be divided into four phases: the initialization phase, the proxy
share phase, the proxy signature generation phase and the proxy signature verification
phase.

4.1 Initialization Phase

The system parameters are almost the same as those in the HW scheme. The only
difference is that in our improvement we use two hash functions Hi(-), Ha(:).

4.2 Proxy Share Phase
The proxy share phase is also subdivided into three stages.
e Proxy Sharing:

The proxy signer group G perform a (¢, n)-VSS scheme to generate their secret
shares. First, the proxy signer P, randomly chooses a (# — 1)-degree polynomial over Z,



CRYPTANALYSIS AND IMPROVEMENT ON A THRESHOLD PROXY SIGNATURE SCHEME 625

"
f:(x)=") ap' +(ID; +a;4,) mod g, (16)

1
/=1

where a;; € Z,and /=0, 1, 2, ..., ¢t — 1. Then, each proxy signer P; in the proxy group G
obtains the secret share y as in subsection 2.2.

o Proxy Signature Key Generation;
The original signer O randomly chooses an integer k& € Z, and computes the public
value K = ¢" mod p and the proxy signature key

o =kK +x,H,(m, || K) mod g. @an

o Proxy Share Generation:

The original signer O performs a (¢, n)-VSS scheme to share its proxy signature key
oin the proxy signer group G as in section 2.2.

Each P; in the proxy group validates the proxy share values o; by checking whether
the following equality holds:

t-1 .
g% =y, WK KT B, mod p, (18)
j=1

4.3 Proxy Signature Generation Phase

Without loss of generality, let D = {Py, Py, ..., P} is the actual proxy group who
want to cooperatively sign message m.

o Proxy Sub-signature Generation

Each P; in the group D randomly chooses an integer k; € Z,, computes and broad-
casts »; = g mod p in the proxy signer group D.

After receiving r, = ¢" (=1, 2, ..., t— 1, j # i), P, computes

t t

R= Hrj modp,L; = [] (~ID,)UD,~1ID;)™ mod g, (19)
j=1 J=L
s; = kiR+ (Lio] + x;Hy(m,, || K))H 5 (4 || K || R|| ASID || m) mod g. (20)

Then P; sends the proxy sub-signature s, to a designated clerk.

¢ Proxy Signature Generation
The clerk computes

n t-1 . -1 .
Y= Hy] mod J22 A= I—{A_/IDY  B= qleDk . (21)
j=1 = J=

Next, the clerk validates the proxy sub-signature s; by checking whether the equality
holds:
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g = ,,.R (v, Y4, 4, A)Hl(mw”K)KKB)Li )HZ(Au”KllR”AS[D”m) mod p. (22)

t
If all the proxy sub-signatures s;’s are valid, the clerk calculates S = Zs.

; mod gq.

Therefore, (R, S, K, 4,, m,, ASID) is the threshold proxy signature of mess e m.
4.4 Proxy Signature Verification Phase

On receiving the proxy signature (R, S, K, 4,, m,, ASID), the verifier computes Y =

Hyi. The verifier validates the proxy signature (R, S, K, 4,, m., ASID) by checking
i=1

S _ RpR (KKYD (ngAoAO )Hl(m(u”K))HZ(AallKllRllASIDllm) mod p. (23)

5. CRYPTANALYSIS OF OUR SCHEME

Now, we first explain that the improved proxy signature scheme removes the weak-
ness of the HW scheme and is secure against the forgery attack mentioned in section 3. If
an adversary makes use of the attack technique in section 3, it has to forge a new proxy
signature (R, S, K, A,, m,, ASID) to pass the signature verification Eq. (23). If the adver-
sary first fixes (R, K, A4,), then it is impossible to obtain .S from Eq. (23) since the prob-
lem is equivalent to solving the discrete logarithm problem. If the adversary first fixes .S
and two of the three integers (R, K, 4,), then it is impossible to obtain the other of of the
three integers (R, K, 4,) from Eq. (23). This is because the adversary will be faced with a
problem to which no feasible solution is known [17].

In the following, we will first review the security model of signature schemes. Then
we show that our improved scheme is secure against existential forgery under chosen
message attacks (CMA) and chosen warrant attacks (CWA\) in the random oracle model.
The security of our scheme is based on the discrete logarithm assumption. For the secu-
rity of the proxy signature, it is not enough to only consider the chosen message attack.
We must still consider the security of the proxy signature under chosen warrant attacks
[18].

Definition 1 Existential CMA and CWA security of a threshold proxy signature: A
probabilistic algorithm 4 (¢, qu, g, €)-breaks a (¢, n) threshold proxy signature with non-
negligible probability if A4 can fulfill one of the two targets: (1) After 4 corrupts the original
signer and at most ¢ — 1 proxy signers, makes queries to the hash function oracles and
requests threshold proxy signatures on adaptively chosen messages, 4 outputs a new
forged signature (7, o) on some message m with non-negligible probability, where the
probability is taken over the coins of 4 and the proxy signature algorithm and the hash
function oracles. (2) After 4 corrupts proxy signers, makes queries to the hash function
oracles requests delegations from the original signer on adaptively chosen warrants and
proxy signatures on adaptively chosen messages, 4 outputs a new forged warrant with
non-negligible probability, where the probability is taken over the coins of 4 and the
proxy signature algorithm and the hash function oracles. A (¢, n) threshold proxy signa-
ture is said to be (¢, gu q.i, €)-secure if no forger can (¢, qu, g, )-breaks it.
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Definition 2 DL assumption: A probabilistic algorithm D is said to (¢, £)-break DL
problems in a group GF,,, if D runs in at most ¢ steps and computes the discrete loga-
rithm DL(g”) = a given input (g, p, g) and g with probability at least & where is taken
over the coins of D and a chosen uniformly from Z,. The group GF,, is said to be a (z,
&-DL group, if no algorithm can (¢, &)-break DL problems in the group GF,,.

In fact, in the proposed scheme, both the proxy signature key and the proxy signa-
ture are produced by a variant of the Schnorr signature scheme [19]. Now, we use the
technique of Pointcheval and Stern [20] to discuss the security of our scheme. First, let
us review the forking lemma.

Lemma 1 (The Forking lemma) Let 4 be a probabilistic polynomial time Turing ma-
chine whose input only consists of public data. Assume that, within a time bound T, 4
produces a valid signature (m, o1, h, o) with non-negligible probability. If the triple (m,
o1, h) can be simulated without knowing the secret key, without an indistinguishable
distribution probability, then there is another machine which has control over the ma-
chine that can be obtained from A by replacing the interaction with the signer by a simu-
lation and which produces two valid signature (m, o1, A, ») and (m, o1, #', o) such that
h#h (where h=H(m| o1), ' = H(m || 01)).

In the threshold situation, assume that the adversary can corrupt at most ¢ — 1 proxy
signers. Now, we demonstrate the relation between the security of threshold proxy partial
signature and the security of proxy sub-signature.

Lemma 2 In our threshold proxy signature scheme, the security of threshold proxy
partial signature S is equivalent to the security of proxy sub-signature s;.

Proof: Without loss of generality, assume that the actual proxy signers are {Py, P>, ...,

P}. The adversary A chooses P; the target proxy signer of attack. 4 can corrupt the proxy

signers {P1, P, ..., P;}. A can obtain their proxy sub-signatures on message m straightly

from {Py, P, ..., P} or can generate those proxy sub-signaturess; (j = 1, 2, ..., #) since 4

even can have their private keys and their proxy signature keys. On one hand, if the proxy

sub-signatures s; can be forged, then the signature S can be forged. It is obviously right
t

since S = Zsf mod ¢. On the other hand, given ¢ — 1 proxy signatures (7;, s;, K, 4,, M,
j=1

ASID) (=1, 2, ..., £), A can generate a valid threshold proxy signature (R, S, K, Ay, M 4

ASID) on message m. Then 4 can compute a valid proxy sub-signatures s;’s of the proxy

P;. A computes

R !
=— mod p, sl-zS—ZSj mod q.
I |rj Jj=1
J=L i

Then (r;, s;, K, 4,, ma, ASID) is a valid sub-signature of proxy signer P;. This is because
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t

S— 2sj

gs, =g =L j# mOdp

t
RE (KT i, ¥4, ) eIy 2 Ao KIRI A

= =l mod p

1
| A R R LR
Jj i\Jo %0
j=1 =i

— ,,iR (O, ((y()YA()AG A)Hl(mm”K)KKB)Li )Hz (4, [IK|RI| ASID||m) mod p. (24)
Thus, we have proved the Lemma 2.

Theorem 1 Let GF, be a (¢, &)-DL group. The proposed threshold proxy signature is
(1, g1, qsigr €)-SECUIE.

Proof: First, assume that an adversary 4 can break our proposed threshold proxy signa-
ture scheme by chosen message attack, then through the forking lemma, it can obtain
valid proxy signatures (R, S1, K, 4,, m,, ASID) and (R, S, K, A, m, ASID).

Si= 3 (kR +(Lyoy+x,Hy(m,, | K)H,(4, | K || R || ASID||m) mod g.

i€ ASID
= D kR+(o+ Y xHi(m, | K))hymodg, (25)
i€ ASID i€ ASID
S, = D, (kR+(L0]+x.H(m, || K))Hj(4, | K || R|| ASID || m) mod g.
i€ ASID
= Zk,.R +(o+ le-Hl(mw | K))h,, mod g. (26)
i€ ASID i€ ASID
Thus, we get
Sy=Sy=(o+ D x;Hy(m, || K))(z, — hyy) mod g. 27)

i€ ASID

Then it is easy to compute

D %= So =51 =0 ~hn) 1o, 28)
i€ ASID Hy(m,, || K)(hyy — hy)

It is feasible since under the chosen message attack, the adversary 4 can corrupt the
original signer and at most # — 1 proxy signers. So o can be obtained. Let P; be the only
uncorrupted proxy signers in D. Now by the adversary A4, the secret key of P; can be
computed as follows,
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- Sy =Sy —0(hy —hy) ij mod g. (29)
Hy(m,, | K)(hyy = hyy) e dSID, ji

Note that y, = ¢ mod p. Therefore, we can solve the DL problem.

Secondly, assume that an adversary A can break our proposed threshold proxy sig-
nature scheme by chosen warrant attacks, then through the forking lemma, it can get two
valid proxy signatures (R, S1, K, 4,, m,, ASID) and (R, S, K, A,, m, ASID).

Si= 2, (kR+(L;o]+x;H(m, || K)Hy(4, || K || R|| ASID || m) mod g
i€ ASID

> kR+(o+ > xh)H(4, I|K || R|| ASID | mymod g.

i€ ASID i€ ASID
Sy = 2, (GR+(L,o/+x,H{(m, | K))H,(4, | K| R|| ASID|lm)mod g (30)
i€ ASID
= D kR+(o+ Y xhy)Hy(4, | K| RI| ASID || m) mod g. (31)
i€ ASID i€ ASID

Then, we have

Sy=Si=" Y xH,(4, | K || R|| ASID || m)(hy, — ;) mod g, (32)
i€ ASID

od g. (33)

Z Y = >2 5 m
ieASID T Hy (A, || K || R|| ASID || m)(hyy — fyy)

In a similar way, we can compute the secret key o of the uncorrupted proxy signer
P; and solve the DL problem.

6. CONCLUSION

In this paper, we show that the HW scheme is not secure against the universal for-
gery attack. In the HW scheme, one adversary can frame the original signer and any ac-
tual proxy group to forge (¢, n) threshold proxy signature on any message m. To thwart
the attack, we propose an improvement on the HW scheme only with minimal extra
computation. Our proposed threshold proxy signature is secure against chosen message
attack and chosen warrant attack in the random oracle model.
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