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This is the first paper that studies the feasibility of e-will systems on the internet
and designs secure e-will protocols. Traditionally, such wills usually come in the form of
a paper document that has to be signed with a lawful witness and can be consigned to an
attorney for safety and security. However, this traditional process with an attorney in-
volved means a fee the general public can probably not afford. The contributions of this
paper are the feasibility study of e-will system complying with the civil laws, identifying
the security requirements of secure e-will protocols, and the proposed efficient solutions
for e-will system.
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1. INTRODUCTION

Without a clue, the weather can sometimes change before you know it, and so can
happiness turn into mishap in an instant. Our lives are so vulnerable and erratic, full of
sudden changes for which we never seem to have time to get ourselves ready. Whether
they come as big and unusual as the 911 terrorist attack in New York, U.S.A., and the
921 earthquake here in Taiwan, or as common as car crashes and fire accidents, the same
thing that goes for every single accident is that none of the victims knows by any means
what is going to happen until it does. However, full of life a person may appear at this
moment, death can easily seize him/her at the next. Though this may seem like an alarm-
ist story, if one does not write down something in advance when it is not the right time to
say it now, maybe there will never be a chance for the words to get across to their due
receiver(s). Indeed, preparing a will in advance is probably the only way for the deceased
(or a testator) to pass his/her last messages to those who are close and dear after his/her
death. By taking thorough considerations as to what valuables (real estates, antiques,
bank accounts and PIN codes, for example) should be inherited, who should inherit them,
how the valuables should be shared or distributed and putting all the results of the con-
siderations down in the form of a living will, one can avoid the possible regrets over not
getting ready for it when Death decides it’s his/her turn now, and at the same time one
can feel comfortable not letting anybody know in advance what treasures they will get
until they lawfully inherit them. This way, hopefully there will not be disputes among
family members as to what they are supposed to inherit, and cases where the government
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takes it all when there is neither a lawful living will ordering how the valuables left be-
hind should be distributed nor any eligible heir to naturally claim the heritage.

According to the R.O.C. Civil Laws [6], there are five kinds of prepared wills —
holographic will, attested will, sealed will, ghostwritten will, and nuncupative will — and
all wills take into effect upon the death of the testator. A will can be holographic or
ghostwritten (that means a will can be written by the testator himself/herself or written
by a ghostwriter), or can be either sealed or un-sealed. The traditional living wills are
usually in the form of a paper document, which has to be signed and witnessed to con-
firm its validity. The will can be consigned to an attorney for safety and security. A
sealed will can only be opened on occasions where the family gathers or in the courtroom.
There are several disadvantages to this conventional approach. Firstly, of course the costs
for gathering the witnesses and for hiring the attorney are so high that the general public
cannot seem to afford. Secondly, even though the testator can decide to keep the will at
hand and revise it at his/her convenience, it is technically extremely difficult to stop peo-
ple from beating around the bush and to keep the will from being interpolated or even
destroyed due to natural or human factors. As a result, there has never been a trend to-
wards preparing a living will among the general public.

Nowadays, thanks to the advancement of computer technologies and the develop-
ment of the internet, document management and data processing have become much eas-
ier and extremely cost-saving. Furthermore, digital signature systems and encryption
mechanisms have matured and become widely standardized. It is now an era when eve-
rything gets online, and there is absolutely no reason at all why wills should be any ex-
ception. However, wills are such documents of significance and importance that perfect
security should be ensured with the opening of the will happening only when the pre-de-
fined conditions are satisfied. Based on the advancement of identity-based (ID-based)
cryptosystems from bilinear pairings [2], this paper offers two e-will protocols, the holo-
graphic e-will protocol and the sealed will protocol, enabling users conveniently, se-
curely and efficiently prepare holographic wills and sealed wills. The holographic will
protocol gets the will document digitally signed by the testator and securely stores it in
the system, which plays the role of a trusted third party (in practice, the court can play
this role). The advantage of convenient revisions of holographic wills is retained, and the
wills stored in the system can stay securely away from malicious modifications. As for
the sealed will protocol, on the other hand, we delicately apply the digital signature
scheme, symmetric encryption, and ID-based encryption from pairings [2-5] such that the
sealed will can be securely maintained and can only be opened by the trusted third party
under the pre-defined conditions. In addition to the security, the e-will systems also help
save time and trouble for getting the testator, notary, and witnesses involved, and at the
same time the fee for hiring an attorney to do the safekeeping of the will can be spared.
With advantages including convenience, security, and low cost, this research expects to
encourage the public to prepare living wills online.

1.1 Related Works
To our best knowledge, this paper is the first research that studies the feasibility and

the security of e-will systems, and designs secure e-will protocols that conform to the
Civil laws. Even though there are some related services on the Internet; however, these
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services only provide very limited functions, and do not conform to the Civil laws. A
preliminary of this study is published in [14].

The Electronic Time-Stamping service [9] provides one-line time stamping on digi-
tal documents such that the stamping can be used as evidences of the time-lines of the
stamped documents. E-wills can be one kind of the documents to be stamped. Compared
to this time stamp only service, our scheme provides complete functions covering all the
security requirements of e-will system. The Prepare Life Service [10] provides storage
for encrypted digital will documents, but it provides no non-repudiation and the clients
have to securely maintain the secret key by themselves. The scheme does not consider
the Civil Laws issues. Both the RC Internet Law Center [11], Your E Will [12] and Hong
Kong e-law [16] provide consultant services of preparing wills, but no e-will services are
provided. Taiwan Creative E-integrated service project has included the e-will service,
but only the attested will (the attested will is one kind of wills that the will is attested by
a trusty third party; we will introduce different kinds of will in section 2.1) is considered
in the project [17].

The symmetric encryptions and the asymmetric encryptions/signatures are directly
related to our works. But, naive application of these cryptographic mechanisms does not
satisfy all the security requirements of sealed e-will systems. The digital envelopes [13]
that combine the techniques of symmetric encryption and asymmetric encryption can
encrypt documents such that only the designated receiver can decrypt them. However,
the designated receiver who owns the only private key can decrypt all documents at any
time on his/her own wish. On the contrary, our e-will design facilitates each client a dis-
tinct public key to encrypt his/her will such that the corresponding private key can only
be generated by trusted parties upon the death of the client. This design not only en-
hances the security but also facilitates the separation of the authorities among several
parties when the system is implemented.

The rest of this paper is organized as follows. Section 2 reviews the five types of
wills stipulated by the R.O.C. Civil Laws and introduces the cryptographic primitives of
our schemes. Our e-will schemes are to be presented in section 3, and section 4 is responsi-
ble for the security analysis and performance. Finally, section 5 will be the conclusion part.

2. BACKGROUND REVIEW

2.1 Five Types of Living Will Stipulated by the Civil Laws

According to the R.O.C. Civil Laws [6], citizens above the age of 16 and not under
any legal interdiction can establish a “living will” at normal times, and the will is legiti-
mate. Living wills can be classified into five types in terms of the method by which the
will is prepared and the conditions and properties the will is supposed to follow or pro-
vide. Any will that belongs into any of the five types is considered a legal will and will
take effect upon the death of the testator.

1. Holographic will: the testator writes the will without the assistance of any other. After
the will is written, it is dated and signed. The signature cannot be replaced with any
seal or any fingerprint seal. No witness is required. Any addition to, reduction from,
or modification of the content should be noted with the number of modified words
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2.

3.

and should be signed.

Attested will: the testator should dictate the content of his/her will to the attestator and
2 or more witnesses that are appointed by the testator. After the attestator records,
reads, and explains the will, with the confirmation of the testator, the will is dated and
signed by the attestator, witnesses, and the testator. If the testator is unable to sign the
will, the reason shall be clearly noted by the attestator and the signature can be re-
placed by the testator’s fingerprint seal. The role of the attestator can be played by a
court secretariat in places where attestators are unavailable. For overseas nationals to
establish a will in the place where there is an R.O.C. consulate, the consul can play
the role of the attestator.

Sealed will: the will is self-written by the testator, dated, signed, and finally sealed
with a signature. To validate the will, the testator has to propose the application to the
attestator and appoints two or more than two witnesses to state his/her application. If
the will is not holographic, the name and address of the ghostwriter should be stated.
The attestator notes the date of the application and jointly signs with the testator and
witnesses. A sealed will, unless in a formal meeting of the testator’s relatives or in the
office of attestation in a courtroom, cannot be opened and revealed. When a sealed
will is opened and revealed, the process should be recorded, and it should be noted
whether or not the seal is intact before the opening or any other special event. The re-
cord should be signed by all the people involved.

4. Ghostwritten will: more than three witnesses appointed by the testator are required for

5.

validating a ghostwritten will. In dictating the intent of the will, one of the witnesses
should record, read, and explain the content. After approved by the testator, the will is
dated, signed by the ghostwriter, and jointly signed by all the witnesses and the testa-
tor. If the testator is unable to sign the will, a fingerprint seal may apply.

Nuncupative will: when the testator is a case of pending death or in another special
situation, a nuncupative will can be established in accordance with the following
stipulations: (1) one of more than two witnesses records the intent of the will, and
dates the record, and all the witnesses jointly sign the will and the record; (2) more
than 2 witnesses dictate the will and audiotape the process. The tape is sealed on site,
dated, and jointly signed on the seal. A nuncupative will is invalidated three months
after the testator is able to establish a will in a different way. Within 3 months after
the death of the testator, one of the witnesses or interest parties can propose to hold a
formal family meeting to authenticate the will. Should there be any dissidence, the
case may be brought to a courtroom for legal judgment.

Because the attested will, the nuncupative will, and the ghostwritten will require the

testator to dictate his/her will to the attestator and the witnesses on the spot, online ap-
plications of such wills do not seem likely now. We, therefore, choose to design our
e-will systems applicable to the establishment of the holographic will and the sealed will.

2.2 Bilinear Pairing

This paper, based on ID-based cryptosystems from pairings [1-5], describes our

e-willing protocols. However, any other ID-based cryptosystem can be used as building
blocks in our e-will systems. The concept of ID-based cryptosystem was first proposed
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by Shamir in 1984 [7]. Here, in this paper, we delicately apply the ID-based cryptosys-
tems such that the public key for some one’s death can be easily derived off-line without
any ambiguity and the corresponding private key will be generated by a trusted third
party only when upon the death of him/her. This arrangement not only enhances the se-
curity and but also provides more convenience to the testator. Before presenting our
e-will systems, let’s review the concept of bilinear pairing and the framework of an
ID-based cryptosystem here.

The basics of bilinear pairings are as follows. Let G| and G, denote two groups of
prime order ¢, where G is an additive group that consists of points on an elliptic curve,
and G, is a multiplicative group of a finite field. A bilinear pairing is a computable bilin-
ear map between two groups. In this paper, we use this notation e to mean a general bi-
linear map; i.e., we have e: G| x G; = G,, which can be either the modified Weil pairing
[2] or the modified Tate pairing [8] and has the following three properties:

(1) Bilinear: If P, O,R € Gyand a € Z; ,e(P+Q,R)=e(P, R)e(Q, R), e(P, O+ R)=e(P,
Q)e(P, R), and e(aP, Q) = e(P, aQ) = e(P, O)".

(2) Non-degenerate: There exists P, Q € G, such that e(P, Q) # 1.

(3) Computable: There exist efficient algorithms to compute e(P, Q) for all P, O € G;.
Several commonly believed hard problems from pairings are introduced as follows.

Definition 1 The computational Diffie-Hellman problem (CDHP) is defined as follows:
Given P, aP, bP € G,, where a and b are random numbers form Z;, compute abP € G,.

It is commonly believed that there is no polynomial time algorithm to solve the
CDHP problem with non-negligible probability. For other related hard problems like
BDHP problem and DBDH problem, please refer to [1-5].

2.3 ID-based Cryptosystems from Pairings

Our e-will schemes use the ID-based encryption scheme and the ID-based signature
scheme as basic building blocks. Any secure ID-based scheme can be used in our schemes;
here, for reader’s convenience, we take Boneh-Franklin’s ID-based encryption scheme [2]
and Hess’s ID-based signature scheme [4] as examples. In an ID-based scheme from
pairings, a user’s entity is transformed into a point on the Elliptic Curves, and the point is
taken as the user’s public key. The trusted authority generates a private key for the user
by multiplying the point by a secret scalar value.

Suppose G, and G, are two groups of prime order g, where G, is a group on the el-
liptic curve E. Let P be a generator of Gy, and the MapToPoint function H; [2] encodes
the identity of the user to a point in the group G;. Assume an entity with identity /D,
then the output point Q; = H;(ID)) is taken as the entity’s public key. Then, let’s define
this cryptographic hash function Hy: G, —{0, 1}’. As defined above, e is a bilinear pair-
ing. ID-based public key infrastructure involves a Trusted Authority (74) and users. The
basic operations include “Set Up” and “Private Key Extraction”.

Set Up: The T4 selects the system parameters {E, q, G, Gy, e, H;, H, P}, chooses a ran-
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dom secret s;, €5 Z, ; as its secret key, computes its public key Pry = s74 - P and finally
publishes {E, g, G\, G,, e, H,, Hy, P, Pry}.

Private Key Extraction: For each registered user U; with his/her identity ID;, the public
key is O; = H\(ID;) and the private key is S; = sz4 - O;, which is sent from the 74 to the
user via a secure channel.

2.3.1 ID-based encryption scheme

ID-based encryption schemes [2, 4, 5] allow the private key holder to decrypt a mes-
sage sent to him/her under his/her public key (the public identity), where the Boneh-
Franklin scheme [2] is not adaptive chosen ciphertext secure and the techniques [3-5]
could be applied to enhance the security to be adaptive chosen-ciphertext secure. To sim-
ply our presentation, we only review the Boneh-Franklin ID-based encryption scheme [2]
here, and the techniques from [3-5] could be applied to enhance the security if the adap-
tive chosen-ciphertext security is required.

Let U, denote an encryptor and Uy denote a decryptor. M € {0, 1} denotes the mess-
age to be encrypted.

(1) Encryption: U, chooses a random number 7 € Z; ,computes R=r-Pand V=M@
Hy(e(Pry, Op)), and sends {R, V} as a ciphertext to Us.

(2) Decryption: After receiving the message {R, V}, Up computes V @ H,(e(R, Sp)) =V
® Hy(e(rP, s74 - Op)) = V© Hy(e(Pr4, Op)) = M.

2.3.2 ID-based digital signature scheme

Any secure signature scheme can be used in our scheme, and Hess’s scheme [1],
which we shall review here, is a good example since it has been proven secure in a for-
mal model and is efficient. After registering as a valid user, U; can use S; to sign any
message M. In the following, we assume Uy to be the signer and Up any verifier.

(1) Signature generation: U, randomly chooses an integer k, computes r = e(P, P)\, v =
Hy(M, r) and u = vS, + kP. Then, the signature is (v, u).

(2) Signature verification: After receiving the signature {M, (v, u)}, Uz checks whether
the equation v £ hy(M, e(u, P)e(Q4, — Pyu)’) holds. If so, he accepts the signature. To
check the correctness of the equation, please refer to [4].

Please notice that, for fixed signers, the values e(P, P) and e(Q,, — Pp.) can be pre-
computed, and then the computational cost for signature is one modular exponentiation
and two scalar multiplication in G, and the verification cost is 1 modular exponentiation
and one pairing operation.

3. DESIGN OF E-WILL SYSTEM

Because the attested will, the nuncupative will, and the ghostwritten will require the
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testator to dictate his/her will to the attestator and the witnesses on the spot, online ap-
plications of the establishment of such wills do not seem likely now. We, therefore,
choose to design our e-will systems applicable to the establishment of the holographic
will and the sealed will. The Electronic Time-Stamping service [9] would be applied in
our scheme, but, to simplify the presentation, we omit the time stamping presentation in
our protocol.

3.1 Entities and Notations
Entities: There are three entities involved in our e-will system:

e Trusted Authority (74): Mainly responsible for issuing private keys to users, main-
taining the wills for the testators, and managing applications for creating living wills.
In practice, these functions can be shared among multiple 74s, but in our simulations
one T4 did all these jobs. This role is suitable for the court or an attestator to play in real life.

o Hospital (H): Responsible for providing the certificate of death of the deceased and
issuing the certificate of death to the relatives. A certificate of death is a certificate that
formally specifies name, sex, date of birth, blood type, date of death, cause, etc. of the
deceased. This e-document should be signed by the doctors and the hospital.

o Witnesses (Uy and Uy): Witnesses are appointed by the testator, and their function is to
provide proof to the establishment of the will by the testator. Infant, interdicted person,
heir, heir’s spouse, heir’s lineal relatives by blood, devisee, devisee’s spouse, devisee’s
lineal relatives by blood, the attestator (or the deputy), the attestator’s co-habitant, the
attestator’s assistant, the attestator’s employees must not be a witness to the will.

e Testator (U,): The party who establishes a living will.

o Relatives: Relatives to the testator by blood.

Notations: In section 2.3, we have introduced the ID-based encryption function and the
ID-based signature function. Now we define the following notations to represent these
functions and to simplify the presentation of our protocols.

® (R, V) < IBEy(M) denotes the ID-based encryption of the message M under the de-
cryptor’s public key Q..

e {Mor L} < IBDs(R, V) denotes the ID-based decryption of the ciphertext {R, V} us-
ing the decryptor’s private key S;, which corresponds to the public key Q..

¢ S < IBSs(M) denotes the ID-based digital signature of the message M using the signer’s
private key S..

o {success or failure} < IBSV (S, M) denotes the ID-based verification of the signature
(S, M). The verifier uses the signer’s public key Q; to verify the signature, and the re-
sult is either “success” or “failure”. If we implement the digital signature using Chen’s
scheme as introduced in section 2.3, then the signature S would consist of two values
of the form {D, h}.

o Ei(M) denotes the symmetric encryption of the message M under the key £.

e 0,4/S,: entity A’s general public key/private key. The private key S, will be generated
and securely distributed to 4 when entity 4 registers at the authority. Q4 = H (ID,),
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where /D, = (Name || the social security number || Date of Birth || Sex), and U,’s pri-
vate key is SA =874 QA-

e 0, . entity A’s public key of death. Any entity 4 can generate the public key any
time without the help of the authority. However, the authority will generate the corre-
sponding private key only when the authority has received the certificate of death of 4.
That is, the private key will be generated only when the entity has past away. The
Household Registration office in Taiwan has plan the implementation of issuing the
e-certificate of death [17]. Q,, . = H\(ID,,, ), where the identity /D, = (4’s Name ||
A’s social security number || gender || Date of Birth || the Court Name || “Death’) speci-
fies A’s death and the format is pre-defined and published by the court.

3.2 The Protocol of the Holographic E-Will System

Traditional holographic wills usually come to existence in the form of a paper
document. Such wills are not sealed, so the testators can revise them whenever it is con-
venient. However, this convenience also makes traditional holographic wills vulnerable
to modifications or even destructions against the testator’s will due to natural or human
factors. To make a difference, we have designed our Holographic E-Will System on the
basis of the Internet framework and information security technologies. With our system,
the testator can make sure that the testament is kept in safety and security by the trusted
third party, and the merit of easy modification by the authenticated testator is still re-
tained. All the transmissions on the Internet are protected via the Secure Socket Layer
(SSL) channel, which is denoted as 5 The security requirements of the holo-
graphic
e-will system include the following properties: (1) Authenticity/non-repudiation- only
the genuine testator can create/modify his/her will, and no one can deny the contents of
the will; (2) Integrity- no one except the testator can modify the content of a will. Here,
we ignore the implementation issue of availability; that is, the system is robust to the
denial-of-service (DOS) attack. Therefore, we define the security of the holographic
e-will protocol in Definition 2.

Definition 2 Secure holographic e-will protocol: A holographic e-will protocol is se-
cure if it satisfies the following property.

1. Authenticity and non-repudiation: Since non-repudiation also implies authenticity here,
we require the e-will to be existentially un-forgeable under chosen message attack [3-5].
2. Integrity of e-will: Here non-repudiation also implies integrity.

The procedures of our holographic e-will system are shown in Fig. 1. Each step is
detailed as follows.

1. System construction phase: 74 sets up the system parameters {E, g, G, G,, e, H;, Hy,
P, P74}, which are the same as those in the “set up” part in section 2.3. Then T4
chooses a random integer sy, € Z; as TA’s private key and computes the system’s
public key Pry =s74 - P.
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Court
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Fig. 1. The operation procedure of the holographic will system.

2. Registration phase: Each entity involved should register with 74 to acquire his/her
private key. The testator U,’s public key is Q4 = Hi(ID,); where ID, = (Name || the
social security number || Date of Birth || Sex), and U,’s private key is Sy = s74 - Q4. In
addition, the court (C), the doctor (D), and the hospital (H) all have to register with
TA to acquire their private keys, respectively Sc = s74 - Oc/Sp = 514 - Op/Sy = S14 * On,
as well as their public keys Oc = H, (Court Name)/Qp = H, (Doctor’s Name || Certifi-
cate Number)/Qy = H, (Hospital Number || Hospital Address). In practice, the role of
the court and the trusted authority can be played by the same entity.

3. Creating a living will: Testator A fills out an application form and submits it to 74
(which is assumed to be the role played by the court). After the will is established and
dated, testator A is required to sign on both the will and the application form. Finally,
A submits the will and the application form to 74, and TA verifies the validity of the
signed will and the signed application form. If the verifications turn out positive, 74
will sign the application form and return a missive to the testator to confirm the appli-
cation. The procedure of creating a living will is detailed as follows:

()4 ——> TA:L', S, M, L.

The testator 4 writes an application letter L and a will M. The application letter L
includes information such as name of the recipient, date of application, name of the
applicant, social security number of the applicant, date of birth, gender, email,
phone number, current address, registered residence address, lineal relatives by
blood one generation up and down, and efc. The letter is linked to the plaintext will
M. The will M includes the testament, date, and the digital signature of the testator.
After the testator completes the application letter L and the will M, A signs on the
application letter L and the will M, and obtains S = IBSg (M) and L' = IBSg (L), re-
spectively. Meanwhile, the correlation between the application letter and the will is
shown in Fig. 2. Finally, the testator 4 submits L', S, M and L to the court.
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Fig. 2. The correlation between the application letter and the will.

Plaintext : M

(2) TA— > 4: L
When the court receives the request for establishing a living will, it will apply the
testator 4’s public key O, to verify the signatures. The verification formulas are
IBSVy ({L'}, (L)) and IBSVy (1S}, (M)) If the signatures are valid, the court will
sign the application letter L” = IBSs (L, L") and return a missive L" to the testator to

confirm the application.

(3) When the testator A receives the reply from the court, he/she uses the court’s public
key QOc to verify whether it has been legally endorsed. The verification formula is
IBSVo ({L"}, (L, L")). This confirms the acceptance of the application by the court.

The testator can, after authentication, modify the will at any time on the Internet and
repeat procedures (1)-(3) to establish a legal will.

4. The hospital issues the certificate of death: After the testator passes away, the doctor
diagnoses the cause of death and issues a digital death certificate (DC) to the relatives.
The certificate includes the doctor’s signature S° = IBSs, (DC) and the hospital’s seal
St = IBSs (DC, sP ).Then, DC, SP and S are transmitted to 4’s lineal relatives by
blood within one generation’s distance.

5. Relatives submit the DC: Relatives of the deceased submit the certificate of death
{DC, 5°, ™} to the court and request for revelation of the will.

6. The court authenticates the DC: The court verifies whether the certificate contains the
doctor’s digital signature and the hospital’s digital seal. The verification formulas are
IBSV,, (18"}, (DC)) and IBSV, ({S"}, (DC, SP)), respectively. If the certificate is legal,
the court proceeds to step 7.

7. The court reveals the Will: The court delivers the will established by the deceased to
his/her relatives.

3.3 The Protocol of the Sealed Will System

A conventional sealed will has to be signed, sealed, and signed again on the seal.
The sealed will system we have designed takes advantage of both the Internet and infor-
mation security technologies. In the system, the testator has to go through a digital sig-
nature and encryption process and appoint 2 or more than 2 witnesses to endorse the va-
lidity of the encrypted will. Please notice that the responsibility of the witnesses is to en-
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dorse the establishment of the will but they are not allowed to read the content of the will.
The will can be submitted to a court for attestation to acquire legitimacy. The e-will can
be open only when the testator deceases and the hospital issues the certificate of death.
Therefore, we define a secure sealed e-will protocol as follows.

Definition 3 Secure sealed e-will protocol: A sealed e-will protocol is secure if it satis-
fies the following property.

1. Authenticity and non-repudiation: Since non-repudiation also implies authenticity
here, we require the e-will to be existentially un-forgeable under chosen message at-
tack [1, 2].

2. Integrity of e-will: Here non-repudiation also implies integrity.

3. Privacy of the sealed will: Since, for performance reason, it is reasonable to encrypt
the will using a symmetric encryption scheme and protecting the encrypting key using
asymmetric encryption scheme, we can define this property to both the security of the
symmetric encryption and the security of the asymmetric encryption.

4. Punctual decryption: For a sealed will, no one can decrypt a sealed will and know the
contents until the testator pass away and the authority has got the corresponding cer-
tificate of death. A certificate of death is a formal certificate that specifies one’s death,
date and cause, and the certificate should be signed by the corresponding authorities.

We use digital signatures, symmetric encryptions, and ID-based encryptions to se-
cure the will. All the transmissions are done over the Secure Socket Layer (SSL) channel,
denoted as —5 Unlike the holographic e-will system, every user in the sealed e-will
system owns two sets of public keys- the ordinary public key and the public key for death.
The set of ordinary public key is used for ordinary signature generation/verification while
the public key for death is only used for encrypting the symmetric keys that are used to
seal the content of the wills. The main idea is that the testator off-line selects a symmetric
key to encrypt the wills, and uses the public key for death to encrypt the symmetric keys
such that the 74 will generates the corresponding private key only upon the death of the
testator. Unless the specified conditions are satisfied (the testator deceases and the hos-
pital issues the certificate of death), none of the witnesses, the court, the relatives nor any
malicious attacker can open the content of the will.

The operation procedures of the sealed will system are shown in Fig. 3. Each step is
detailed as follows.

1. System construction phase: This phase is basically the same as the first phase of the
holographic will system. The trusted authority (74) chooses a random integer s;, € Z;
as TA’s private key and computes the system’s public key Pry=sz4 - P.

2. Registration phase: It is the same as the registration phase in the holographic will sys-
tem. The testator U,’s ordinary public key is Q4 = H,(ID,), where ID, = (Name || social
security number || Date of Birth || Sex), and U, registers with 74 to acquire a private
key Sy = s74 - Q4. In addition, the court (C), doctor (D), and hospital (H) respectively
register with the trusted authority to acquire a private key Sc = s74 - Oc/Sp = s74 - Op/
Sy = s14 - On, as well as a public key Q¢ = H|(Court Name)/Qp = Hj(Doctor’s Name
|| Certificate Number)/Qy = H,(Hospital Number || Hospital Address).
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1.

6.
Trusted Authority (TA)

Testator (A) ~ Court ~ Attestetor Relatives
R
M ‘

et 5 7.
3.2.
4.
3.1. .
A\»\( j

|
g a Hospital (H)

Witnesses (X,Y)

Fig. 3. The operation procedures of the sealed will system.

3.0 Creating a living will: Testator A4 fills out an application form and uses a symmetric

key k to encrypt the content of the will. After that, what testator 4 has in hand is now
a sealed will. The symmetric key & is further encrypted using asymmetric key en-
cryption algorithm under the public key for his/her death. Then, 4 signs both the ap-
plication form and the sealed will, and submits the encrypted will, the encrypted
symmetric key and the application form to the court. Besides the testator him-/herself,
more than two witnesses appointed by the testator have to sign on the sealed will and
the application form too. Upon receiving the sealed will and the application form
both properly signed by the testator and the witnesses, the court validates the signa-
tures on the sealed will and the application. The procedures of creating a living will
are shown as follows:

() A—g—>TA:L, L', C, IBEy (k).

The testator 4 writes an application letter L and a will M, where the application
letter L includes such information as name of the recipient, date of application,
name of the applicant, social security number, date of birth, gender, email, phone
number, current address, registered residence address, lineal relatives by blood no
remoter than one generation away, witness’ names, witness’ social security num-
bers, witness’ dates of birth, gender(s), emails, and efc. The letter is linked to the
sealed will and the encrypted symmetric key IBEp, (k). The will M = (m || S)
includes a statement (m), date, and the digital signature (S) of the testator. After
the testator completes an application letter and the will, he/she signs the will m
and obtains S = IBSs (m). The testator chooses a random number k € Z, as a
symmetric key and uses the key to encrypt the signed will and get the sealed will
C = Ei(M). Then, the testator 4 follows the court’s pre-defined format and com-
putes the public key for death as O, . = Hi(ID4p,,,), where the identity /D, =
(4’s Name || 4’s social security number || gender || Date of Birth || the Court Name
|| “Death) specifies A’s death and the format is pre-defined and published by the
court. The private key S, , corresponding to the public key of 4’s death, O, ,
will be generated only when the testator 4 dies and the court receives the certifi-
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cate of death from the hospital. Please notice that such a design allows the testator
to access his/her public key of death Q,, . and use this key to encrypt data at any
time, but the corresponding private key for the purpose of decryption can only be
generated by TA after the death of the testator. Finally, 4 signs the application
letter L to get L' = IBSg (L). Meanwhile, the correlation between the application
letter and the will is shown in Fig 4. Now the testator 4 submits L, L', C and
IBEy, (k) to the court. The plaintext will is not transmitted to the court.

: Signed Application Letter

: Unsigned - ]
Testator: Court: ‘\ Sig
Sig Ciphertext : C

Witnesses 1 Witnesses 2

Will

Testatoq

IBE,, (k)

Sig Sig

LY
Fig. 4. The correlation between the application letter and the will.

@) TA—g—> X, YL, L, C.
When the court receives the application, it first verifies whether the signatures on
the application letter and the sealed will are valid by checking out IBSV, ({L'}, (L,
()). And then, the court delivers the application letter and related data to the ap-
pointed witnesses (X and Y).

The witnesses sign the sealed will: upon receiving the request from the court, the

witnesses first verify their personal data and 4’s signature of the sealed will, and then

they use their private keys to sign the application to get §* = IBSg (L' || L || C) and s*

=IBSs (L' || L || C). Finally, they return their signatures §*and S" to the court.

3.2 The court informs the testator that the application has been accepted. In this stage, the
court verifies the witnesses’ signatures $* and S”. If the signatures are valid, the court
signs the application letter (already signed by the testator and the witnesses) to get L”
= IBSs (L, L', C, S5, SY) and returns a missive L” to the testator to confirm the
application. When A receives the missive L”, he/she verifies the court’s endorsement
(signature) by checking out IBSV, ({L"}, (L, L', C, s*, 8").

After authentication, the testator can update the will at any time on the Internet by
repeating procedures 3.0 through 3.2.

4. The hospital issues the certificate of death: after the testator passes away, the doctor
diagnoses the cause of death and issues a digital death certificate (DC) to the relatives.
The certificate includes the doctor’s signature S” = IBSs, (DC) and the hospital’s seal

St = IBSs, (DC, SD). DC, SP, and S™ are transmitted to A’s lineal relatives by blood one
generation away.

5. The relatives submit DC: the relatives of the deceased submit the certificate of A’s
death {DC, S”, §"} to the court and request the revelation of the will.

3.

—_—
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6. The court verifies the DC: the court validates the certificate after checking the doc-
tor’s digital signature and the hospital’s digital seal, namely IBSVQD({SD }, (DC)) and
IBSVQH({SH}, (DC, SP)), respectively. If the certificate is legal, the court proceeds to
step 7.

7. The court reveals the will: when the DC is verified by the court, 74 generates the pri-
vate key Sy, , = st - Ou,,,» Where Oy, = H(ID,, )is A’s public key of death. The
court (T4) uses the private key S, , to decrypt the encrypted symmetric key £ by
computing k = IBDSADM,I(IBDQADM(k)). Afterwards, the symmetric key & will be used

to disclose the sealed will C, and the plaintext will and the signature M = (m || S) are
delivered to the testator’s relatives.

Even though it seems more efficient for the testator to sign only on the application
letter which contains the hash value of the will, it pays extra cost and in-convenience
when it comes to the time for the relatives to verify the will but not the application letter.
Second, the arrangement of distinct signatures on the will and on the application letter is
required to comply with the legal obligations and liabilities in real life.

4. SECURITY ANALYSIS, PROOFS AND PERFORMANCE EVALUATION
4.1 Security Analysis and Proofs

To begin with, all the transmissions are performed over SSL channels and are there-
fore under proper protection. No attackers can derive any information from the transmis-
sions. The security of our holographic e-will system and sealed e-will system are sum-
marized as follows.

Theorem 1 The proposed holographic e-will system is secure (it satisfies Definition 2)
if the underlying digital signature scheme is existentially un-forgeable under chosen mes-
sage attack.

Proof: In our scheme, the testator should sign on the will M and the application letter L,
where the application letter is tightly bound to the will, and the application letter is also
endorsed by the 7A4. Therefore, the authenticity and the non-repudiation of the will are en-
sured (being existentially un-forgeable under chosen message attack). a

Theorem 2 The proposed sealed e-will system is secure (it satisfies Definition 3) if the
off-line 74 is trusted, the underlying digital signature is existentially un-forgeable under
chosen message attack, the symmetric encryption is indistinguishablly secure against
chosen plaintext attack, the underlying ID-based encryption is indistinguishablly secure
against adaptively chosen cipher text attack, and the CDHP is hard.

Proof:

1. Authenticity, non-repudiation and integrity. The proposed scheme satisfies these prop-
erties since the underlying digital signature scheme is existentially un-forgeable under
chosen message attack.
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2. Privacy of the sealed will. Since the underlying symmetric encryption is indistin-
guishable under chosen plaintext attack and the underlying asymmetric encryption is
indistinguishable under adaptive chosen cipher-text attack, the proposed scheme satis-
fies this property.

3. Punctual decryption. If the off-line 74 is trusted, then the corresponding private key
for death is generated by the 74 under the authorized conditions- the 74 has received
the certificate of death of the testator. Therefore, to compute the corresponding private
key for death, one should face the CDHP problem (given P, Pry = sg4 - P, Qg4,,, =
H\(ID,,, ), to compute Sy, . = 874 - Oy, , is a CDHP problem).

Table 1. Functional comparison of related works.

a

the prop(.)sed. the proposed on-line will e-integrated | prepare life
holographic will sealed will consultant service [17] [10]
system system [11, 16]
authenticity,
security agthentl‘cuy, lntegrle,' only consultant only the only provide a
. ntegrity, non-repudiation, . . storage ser-
properties . services attested will ;
non-repudiation punctual vice
decryption
comply with . 1
civil Taws yes yes not applicable | unknown no

! According to the civil laws, the attested will requires that the testator should dictate the content of his/her will
to the attestator and two more witnesses on the spot, and the attestator should record, read and explain the will,
with the confirmation of the testator. We, therefore, doubt the attested will project [17] would comply with
the civil laws.

4.2 Performance Evaluation

The functional comparisons among related works are summarized in Table 1. The
e-will services like [11, 12, 16] only provide on-line consultant service, and the Prepare
Life scheme [10] only provide a storage maintenance service for users to store their wills.
These schemes are not e-will systems. The Taiwan Creative E-integrated services project
initiated by Taiwan Research Development and Evaluation Commission Executive Yuan
has covered the design of the attested e-will service [17]; however, the system is not yet
implemented and no designed protocol is published. Table 2 summarizes the computa-
tional cost and the communication cost of the proposed schemes. Here T, denotes the
computational cost for one signature operation, T, denotes that for one signature verifi-
cation, Tgyc/Tpgc denotes that for one symmetric encryption/decryption, and Tjz/Tisp
respectively denotes that for one identity-based encryption/identity-based decryption.
Likewise, L,,, denotes the length of one application letter, L,,; denotes that of one e-will,
Ly, denotes that for one signature, Lpc denotes that for one death certificate, and Lg, de-
notes the length of presentation of one point in G;. If we adopt Hess’s signature scheme,
then T, require one modular exponentiation and 2 scalar multiplications in the G, field,
T.r requires one modular exponentiation and one pairing, and L, takes one point in G,
and one hash. If we adopt Boneh-Franklin identity-based encryption scheme, then Tjzp
requires one scalar multiplication in G, one symmetric encryption and one pairing, and
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Typp requires one pairing and one hash. From Table 2, we can see that our proposed
schemes are efficient, because the schemes fully comply with the process in the real life
and only require the necessary operations that are regulated by the civil laws.

Table 2. Computational complexity and communication cost of the proposed schemes.

holographic e-will system

the sealed e-will system

Comput. Cost/comm. cost of
testator in the e-will creation
phase

2Ty + 1T,

sig

1Lpp+ 1Ly + 2L,

2Tsig +1 Tver + (Lwi[[/Lkey) TENC +1 TIBE

1Lapp + leill + leig + lLkey + ILG]

Comput. Cost/comm. cost of

.+ 2T, ot )
trusted authority in the e-will }g‘"g 2rer ;?’g 3Tver
creation phase e e
phase 1LDC + ZLSig 1LDC + 2Lsig
Comput. Cost of trusted
authority in the e-will open 2T er 2T e+ 1Tppc+ 1Ti5p

phase

5. CONCLUSIONS

In this research, we have studied the living will preparation methods ratified in the
R.O.C. Civil Laws and have pointed out the inconvenience and high costs involved in the
preparation of conventional wills in the form of paper documents. In order to make the
establishment of a living will cheaper, securer and more convenient, we have proposed
two e-will schemes — the holographic e-will system and the sealed e-will system. The
security of the schemes is based on the primitives, namely SSL, ID-based signature,
ID-based encryption and secure symmetric encryption. With these advantages, this re-
search is expected to encourage more people to prepare a living will online, shortening
the time and reducing the cost for the arrangement of the valuables left behind after death,
saving trouble for both the family and the government. A prototype system based the
library from NUI Maynooth Crypto Group [15] is now under development.
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