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In 1998, Mu and Varadharajan proposed an anonymous e-voting scheme to be ap-
plied in both small-scale and large-scale elections. They claimed that it protects the ano-
nymity of voters and prevents double voting. They also mentioned that if a malicious
voter votes more than once, his identity will be discovered by the election authority. In
2003, Lin et al. demonstrated that the scheme fails to resist double voting and further
proposed an enhanced scheme to overcome the weakness. Their scheme has received a
much of interest by Yang et al. (2004), Hwang et al. (2005), and Rodriguez-Henriquez et
al. (2007). They have improved Lin et al.’s scheme to prevent their proposed weaknesses.
This paper indicates that in these anonymous e-voting schemes (started from Lin et al.’s
scheme), a valid voter in cooperation with another valid voter can successfully vote more
than once. It is also demonstrated that the scheme is unable to recognize a malicious voter
who has double voted.
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1. INTRODUCTION

An electronic voting (e-voting) system enables voters to perform voting over com-
puter networks. It can be realized in a way that is more convenient, faster and cheaper
than a conventional voting.

Security and privacy are always the crucial factors in e-voting systems. A secure
e-voting scheme should fulfill several requirements [8, 10, 13] such as: only eligible vot-
ers are permitted to vote (eligibility), the privacy of voters is protected (anonymity), each
voter can only vote once (so-called “double voting” prevention), and no receipt is pro-
vided which may be used for purchasing votes (receipt-freeness). A number of research
publications have addressed this problem proposing secure e-voting systems [1, 8-11].

In 1998, Mu and Varadharajan [1] started a research track in this area by proposing
two secure e-voting systems. Their schemes are based on ElGamal digital signature [12],
and Chaum blind signature [2]. They claimed that, besides satisfying the other require-
ments, they can identify the malicious voter who makes double voting. In one of their
schemes, it is assumed that the election authority includes a trusted authentication server
which would not illegally vote on behalf of a voter. The other scheme assumes that there
is no such a trusted entity, therefore it is more practical and we will focus on it.

In 2003, Lin et al. [4] pointed out that Mu and Varadharajan’s scheme cannot pre-
vent double voting and proposed an enhanced scheme to solve this problem. Yang et al.
[5], 2004, proposed another improvement to Mu and Varadharajan’ scheme, but it cannot
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find out the identity of a malicious double voter. In 2005, Hwang et al. [6] mentioned
that Lin et al.’s scheme suffers from another weakness inherited from the original as re-
ported by [3]; in Lin et al.’s scheme the authority has the ability to identify the owner of
a cast ticket, so the anonymity of voters is not provided. Hwang et al. further proposed an
improved scheme to satisfy the anonymity requirement. Recently (2007), Rodriguez-
Henriquez et al. [7] find that Lin et al.’s scheme suffers from an attack by a corrupted
authentication server (however Hwang et al. solved it), and also from unfeasibility of
signing a vote in some circumstances. They further make changes to Lin et al.’s scheme
to prevent such weaknesses.

In this paper, we illustrate that in anonymous e-voting schemes which are based on
Lin et al.”s scheme, a valid voter in cooperation with another valid voter can vote more
than once while this multiple voting is not discovered. We also demonstrate that they fail
to reveal the identity of a vicious voter who has voted twice even if double voting is de-
tected. For the sake of brevity, we just describe these problems and a solution on Hwang
et al.’s scheme. Similarly our descriptions can be adapted to the others.

The rest of this paper is organized as follows. In the following section we review the
Hwang et al.’s approach. Section 3 describes how a legal voter is able to deceive the
election authority and perform multiple voting, followed by a clue to solve this problem.
Section 4 indicates the failure of the scheme in identifying a double voter. Finally, a con-
cluding remark is given in section 5.

The cryptographic notations used throughout this paper are listed in Table 1.

Table 1. Notations used throughout this paper.

Symbols Definition
(e, Ny), dy Public/Private key pair of participant x.
p A large prime number, which is public.
g, h g, h € Z,* are two public parameters of the system where g = h.
[l The concatenation operation.

2. HWANG ET AL.’S SCHEME
Hwang et al.’s e-voting system involves the following parties:

o A Certificate Authority (CA) that issues long term digital certificates to be used for a
number of elections.

o \Voters (V).

¢ An Authentication Server (AS) which authenticates voters and grants voting tickets.

e Some Voting Servers (VS) that are responsible for collecting tickets from voters.

o A Ticket Counting Server (TCS).

Hwang et al.’s e-voting scheme works in three phases: the voting ticket obtaining
phase, the voting and tickets collecting phase, and the tickets counting phase. These
phases are described as follows (summarized in Fig. 1).
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{V.AS, Certy . t, wy, H'; ,Wa, H'.:,,

(wy || wh || we || wh || €)Y mod ny}
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Phase |
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< 5

TCS
Fig. 1. Three phases of Hwang et al.’s scheme.

2.1 The Voting Ticket Obtaining Phase

In this phase, each voter registers for the election and obtains a valid voting ticket
from AS:

1. The voter V chooses two blind factors b; and b, as well as two random numbers k; and
r. Then, V computes wy, W'y, W,, and w', through the following equations:

Wl = grbleAs mOd nAS,
w, =h"b®s modn,g,
w, = g"h,% modn,g,

wj = h*b,®s modn .

Next, V sends a voting request {V, AS, Certy, t, Wy, W5, Wa, Wa, (Wy || Wi || W || wh, || )%
mod ny} to AS, where V and AS respectively denote the identities of V and AS, Certy
represents the digital certificate of V signed by CA, and t is the current timestamp.

2. Upon receipt of the request, AS checks the validity of t and legitimacy of Certy, next it
uses the public key of V (ey, ny) extracted from Certy to verify the signature (wy || w}
[| W || W5, || £)° mod ny. Then, a unique random number k; is chosen and finally, ws
(as encrypted ky), ws, Ws, W and w7 (as blind signatures) are generated:

ws = (k, )% modn,,
w, = (W, x AS)%s mod n g

= (a; x AS)®*s x by modn,,
Wy = (W) x AS)%s mod n,xg

= (a, x AS)®*s x by modn,,
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Ws = (W, x g*2 x AS)™s mod n g
= (y; x AS)%s xb, modn,g,

W, = ((W))? xh*2 x AS)%s modn 5
= (y, x AS)®s xh,2 mod n s,

where it is assumed that a; = g", a, = h", y; = g“** and y, = h**_AS delivers the mes-
sage

{AS,V, wy, (W, || ws [| we [| w; [|£)* modn, }

to V. The unique k, along with V’s identity is also recorded in the database of AS.

3. Using the private key dy, V decrypts w; to obtain k,. Then V calculates y; and y,, the
public keys of the EIGamal cryptosystems by utilizing g, h, k; and k,. Furthermore, it
removes the blind factors to compute the signatures s;, S,, S3 and s, as:

s, =W, xb " = (3, x AS)*s modn,g,
s, =Wy x by = (3, x AS)?* modn,g,
S5 = W xb, ™t = (y; x AS)?s modn,,

S, =W, xby 2 = (y, x AS)™s modn,g.

4. Constructing a voting ticket, V selects the candidate(s) to whom he wishes to vote for.
Suppose the ballot m is created in a standard format followed by all voters. V applies

the EIGamal digital signature scheme to generate two signatures (as, Ss) and (a,, Sg) of
the voting content m:

S5 =% *(ma, —r)ymod p -1,

Sg = X, '(ma, —rymod p —1.

Here, x; = Kk; + ky and X, = 2k; + k, stand for the private keys of the EIGamal cryptosys-
tem. The voting ticket T is now constructed as:

T={silIs; IsslIssllssllsllasllallypllys [l m}.
2.2 The Voting and Tickets Collecting Phase

In this phase, every registered voter can vote by sending his ticket to a voting server
(VS) over a public network. Validating the authenticity of the received tickets, VS stores

acceptable tickets in its database. Finally, the collected tickets will be sent to the ticket
counting server (TCS), when the time of election is expired. The details are as:
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1. V sends the voting ticket T to VS.
2. Upon receipt, VS verifies the validity of a;, a,, y; and y, by checking the equations:

?

AS x a; =5, mod n g,
?

AS xa, =5, modn g,
?

AS x y; =S, mod n g,

?
AS x Y, =5, mod n,g.

If all of the validations succeed, VS examines the signatures (a;, ss) and (a,, Sg) of m
through the EIGamal verification scheme:

2
g™ =y,% xa, mod p,

?
h™2 =y,% xa, mod p.

If above equations hold, T is stored as a genuine voting ticket in the database of VS.

3. At the end of this phase, when the election time expires, VS sends all the collected
tickets to TCS.

2.3 The Tickets Counting Phase

In this phase the received tickets form VSs are counted by TCS in order to announce
the results of the election.

Upon receiving all tickets, TCS checks for double voting and detects the tickets
which have been used twice or more. For this purpose, the parameters (yy, Y, a1, a,) of
every ticket are examined to see whether they have been repeatedly used. If these pa-
rameters appear in more that one ticket, a double voting is discovered. Otherwise, the
content m of the balloted ticket is counted in favor of the corresponding candidate(s).

If double voting occurs and a voter uses the same parameters (y1, Y, a1, ) to sign
two different voting contents m and m’, TCS and AS collaborate to identify the malicious
voter. In this regard, TCS can calculate the EIGamal private keys (xi, X,) and subse-
quently retrieve the k, parameter of this voter as:

!
_ m'a; —may

X : mod p -1,
S5 — S5
m'a, —ma
X, =——2——=2mod p-1,
S6 — Se

Ky =X, =% = (2k +k;) — (kg +ky),
Ky, =X — k.
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TCS sends the revealed k, to AS. AS searches its database and finds out the associ-
ated voter of the unique number k.

3. THE POSSIBILITY OF DOUBLE VOTING

The first subsection proposes an attack scenario to illustrate how a valid voter can
vote more than once by utilizing the signed values of another valid voter. We shall prove
that such double voting is not detected in Hwang et al.’s scheme until the number of
counted tickets exceeds the number of all registered voters at the end of election.

The second subsection brings a clue to eliminate such a double voting weakness.

3.1 Proposed Attack

Theorem 2 of Mu and Varadharajan’s e-voting scheme indicates that if two voters
use the same value of g and different values of r, they can double vote by exchanging the
signed values [1]. To remedy this problem, they have included another signature in each
voting ticket that makes a link between all signed values in the ticket to be sure that these
values have to be used all together at the same time.

In Hwang et al.’s scheme, the parameters g and h, playing the same role as g in Mu
and Varadharajan’s scheme, are common among all voting tickets. On the other hand,
there is not any linking parameter in each ticket to connect the signed values. Thus dou-
ble voting attack can be realized in their scheme. The attack scenario is described as fol-
lows (depicted in Fig. 2):

T={s1| szl sallsalssllsellalasly |yl m}

T" = {s} Il s5 || s5 I 5 |l s5 Il 56 [| @y Il a3 || 1 || 93 || m'}

Voter

Ty ={sy Il s2 |l s3 [l sa ||

o

sd || s6 || ay | a2 || y1 |l ya || m}

AS x a; = 8 mod nag
AS x ap = 55" mod nas
AS %y = 85" mod nas
AS x ys = s mod nayg
mai _ %54 5 g' mod p g
g =y xdymodp | g
R = Y5t % ag mod p

Fig. 2. Double voting attack on Hwang et al.’s scheme.

1. Suppose that voter V has voted with a valid ticket:

T={silIsylIssllsqllsslsgllagllayllysllys [l m}
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where a; = ¢g" mod p. Also suppose that voter V' has voted with a valid ticket:
T ={slIszlIssllsz llssllsgllagllaz |l yrll yz [Im}
where a; =g" mod p.
2.V borrows r’, a5 and s} from voter V'.
3. Then V computes ssq as:
Ssq = X “(ma; —r'ymod p—1.
4. Finally he sends the following ticket T4 to VS:
Ta ={si sz IIsslIs4 115 II'Sg llasllaz Il yall'yz I m}.

5. In the voting and tickets collecting phase and upon receiving ticket T4 from V, VS vali-
dates this ticket through the following equations:

?

AS xa; = (5{)*s modn,g, 1)

AS x a, isze% modn s, )

AS xy, isgeAS mod n,g, (3)

ASx Y, is‘fAs mod N s - (4)
and

g <y, x 3 mod (5)

h™M ;yzsﬁ xa, mod p. (6)

These validations succeed because:

¢ Eq. (1) was validated when ticket T’ was checked by VS.
¢ Egs. (2)-(4) and (6) also passed the VS’s checking when it validated the ticket T.
o At last, Eq. (5) can be verified due to the tricky way we chose Ssg.

6. In the tickets counting phase, TCS examines (y;, Y., a1, @,) parameters of T4 to detect
double voting. But since that for T we have (yi, Y», a1, a) and for T’ we have (Y1, Y5,
a1, a%, no duplication is discovered. Therefore, Ty is considered as a valid ticket and
is successfully counted by TCS.

In a similar way, two valid voters can exchange their a, parameter (with or without
exchanging a;) and still be able to vote. Accordingly by using this attack, a valid voter
can vote more than once while the illegal votes are not detected as forged tickets.

3.2 Clue to a Solution

As mentioned before, the success of the double voting attack against Hwang et al.’s
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scheme is due to the fact that there is no logical connection among the signed values of a
voting ticket. It causes that someone could change one of the signatures needless to re-
place the other ones. In order to overcome the described attack, the linking term H, =
Hash(a; || a2) can be introduced. (Hash is a one-way hash function.) We suggest inte-
grating H,.x into the signed values sy, S,, Sz and s4 in such a way that they (together with
y1 and y,) all depend to a; and a,. Thus, none of these values can be altered separately. In
the following, we more focus on our changes to Hwang et al.’s scheme, since our scheme
is quite similar to theirs, and then prove that why H,, can provide the functionality of
resisting against double voting.

In our improvement for Hwang et al.’s scheme, V chooses another blind factor b,
and computes w, through the following equation during the voting ticket obtaining phase:

Hyn = Hash(g" [|h") = Hash(a, || a,),
Wy = H 0™ modn .
Wi, Wi, W, and wh, are generated the same as before. V sends the modified voting request
{V, AS, Certy, t, Wo, Wy, W3, Wa, W, (Wo || Wy || W || Wz || W || ©)% mod ny} to AS.
AS employs the received wy in generation of the blind signatures (wp instead of that
static value AS in Hwang et al.’s scheme):
W, = (W x W) mod n
= (8 x Hyp )% x by xby mod n g,
Wy = (W] x Wy)® mod n
= (ay x Hypy )% x by by mod n g,
Ws = (W, x g2 x Wy )™ mod n s
= (Y1 x Hige ) b, x by mod ns,
W, = ((Wh)2 xh* xwy)®s modn s
= (Y, x Hyp ) xby? x by mod n .
W is as before. In this way, H, will be blindly integrated into signed values by AS.

After receiving the message from AS and doing some checking by V, it removes the
blind factors (bg, by, b,) and computes the signatures:

s, =W, xby 7 xby ™ = (3 x Hyp )™ mod g,
s, =Wy x byt xby ™t = (a, x Hyy ) modng,
53 =Wg xb, by ™ = (yy x Hipy ) modn,g,
S, =W, xby 2 xby ™ = (y, x Hyp )% modn .
S5 and sg will be generated through the same formula of Hwang et al.’s scheme.

Validating the signatures during the voting and tickets collecting phase, VS first
computes H,x = Hash(a; || a,), then verifies the integrity of a;, a,, y; and y, by checking:
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2

Hink < 8 =5, modn,g,
?

Hink % 8 =5, mod ng,
?

Hik > Y1 =537 modn,g,
?

Hink % Yo =5, mod n .

Validity of the signatures (a;, Ss) and (ay, Sg) of m also are checked by VS similar to
what is done in the base scheme. In the last phase, TCS examines the parameters (a;, a,,
Y1, ¥2) of every ticket to find out if they have been repeatedly used.

Theorem 1 By integrating H,« = Hash(a; || a,) in all of the signed values sy, S, s; and
sS4, Voters can not vote more than once by exchanging their parameters (as, a, Y1, Y2).

Proof: Assume that voter V has voted with ticket T = {s1 || S2 || S3 || Sa || S5 || Ss || @1 || a2
Il y1 1l Y2 || m} and voter V' has voted with ticket T' = {s"y || S2 || S's || S'4 || S's || S's || @'1 |
aL || y'd Il y'2 |l m'}. Now, V and V' are going to cast another vote by exchanging their
parameter(s) from the sets (ay, a,, Y1, ¥2) and (@', %, Y1, Y-), respectively.

1.1f V' borrows a; from V:
So he must also pick up sy, S,, S3 and s, from V’s ticket, since Hy = Hash(a; || a,) is
involved in the formula of these signed values. Subsequently, he has to borrow a, (be-
cause of Hy and all of the signed values), y; (because of s3) and y, (because of s;)
from V, too. It can be concluded that V' can not do anything just replacing all of his
parameters with all of the V’s parameters; in this way, we see that these parameters are
the same as the parameters used by the voter V, so TCS simply detects this forged
ticket in the tickets counting phase. Likewise, if he borrows a, from V.

2.1f V' borrows y; from V:
So he has to replace his own s3 with s, since y; has been participated in the generation
of s3. By doing so, due to the Hy,, he must also exchange a; and a, parameters. Thus,
we arrive again at the point that V' borrows a; and leads to nothing. The same argu-
ment can be made for y,.

Therefore, a voter can not vote again without being detected by exchanging his pa-
rameters with another voter. In other words, the proposed attack won’t succeed anymore. U

4. UNRECOGNIZABLE DOUBLE VOTER

Hwang et al. have claimed that whenever a double voting is detected in the tickets
counting phase, TCS in cooperation with AS can discover the voter who has double voted.
In this section we demonstrate that their scheme fails to provide this capability.

Assume that a malicious voter V,, votes twice with the voting tickets:

T={slIs2 I3 llSar lISslISer llasllazllyallyzs [},
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T ={si sz [Is3lIsas 15 lI'Ss¢ 1@ llaz [l yollyz¢ [Im7-

It means that V,, applies the same parameters (y1, Yof, a1, ay) to sign two different
voting contents m and m’, which is illegal.

In order to create the forged parameters (Sa, Sef, Yof, S6f), Vi performs the following
steps during the voting ticket obtaining phase, while the other parameters are computed
in the same way as described in section 2.1:

1. V,, uses a new random number k; in generating the parameter wb:
W) = h*b,%s modn.
2. The blind signature w- is generated by AS through the equation:
W, = ((W5)? x h* x AS)%s modn,g
= (W™ AS)d% b2 mod g

= (Yo x AS)? xh,> mod n,yg.

3. Upon receipt of the response from AS, V,, removes the blind factors, specially the
one’s for wy to compute the signature sy as the forged s,:

Spr =Wy xby 2 = (Y, x AS)%s modn .
4. V,, also calculates the forged y, and x, as:

2k,

Vi =h® ™ mod p,

X2f = 2kf +k2.

5. Generating the EIGamal digital signatures of two distinct voting contents m and m’, V,
employs X, through the equations:

S5t = Xor (May, —rymod p-1

Sgr = %o “(M'a, —r)mod p—1.

Following the above instructions, V,, constructs the mentioned voting tickets T and
T’, and sends them to a VS during the voting and tickets collecting phase. In this phase,

VS successfully validates the forged signatures (s, Ser, Ster) as well as the unchanged ones,
and stores the tickets in its database, because:

AS x Y, ¢ =S4 modn,g,
hma2 — yzfsef ><a2 mod p,

h™2 =y, .* xa, mod p.
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Since the tickets T and T’ share the same (yi, Y, a1, @,) parameters, TCS can detect the
occurrence of double voting in the tickets counting phase, but according to the way that
Vi, makes use of the random number k; (which is unknown to TCS), it is impossible to
discover the unique number k; as indicated by the following equations:

m’a, —ma,
¥ =————2mod p-1=k +kj,
S5 —Sg
m'a, —ma
Xp; =——2——=2mod p-1=2k; +k,,
Set — Sef
Ky # Xp1 — Xy,
ky = % —kg

Without the knowledge of k,, TCS and AS cannot identify V,,, so the claimed capability
of Hwang et al.’s scheme for detection of the malicious double voter fails in this case.

5. CONCLUSION

In this paper, we have reviewed the improved e-voting scheme of Hwang et al. Then,
we have pointed out that Hwang et al.’s scheme cannot prevent double/multiple voting of
the legitimate registered voters. A clue to solve this weakness has been suggested which
employs Hy as a link between signed values, and guarantees that these values have to be
used all together at the same time. We have further proved that Hwang et al.’s scheme is
unable to satisfy the claimed capability of identifying the double voters. Scenarios of
illustrating the potential double voting as well as unrecognizable double voters have been
presented.

Accordingly, Hwang et al.’s e-voting scheme and of course the other anonymous
e-voting schemes based on Lin et al.’s not only cannot resist the double/multiple voting
of valid voters, but also disables the ability of Mu and Varadharajan’s scheme in discov-
ering malicious double voters.
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