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In many sensor network applications, sensor nodes are deployed in unattended en-
vironments, and hence are vulnerable to physical attacks, potentially compromising the
node’s cryptographic keys. False sensing reports can be injected through compromised
nodes, which can lead to not only false alarms but also the depletion of limited energy
resources in battery powered networks. Ye et al. [4] proposed the statistical en-route fil-
tering scheme to detect and drop such false reports during the forwarding process. Since
each node in this scheme has a limited amount of information for verification, the detec-
tion power is largely affected by the choice of routing paths. In this paper, a path selec-
tion method is proposed, to improve the detection power of the statistical filtering. Each
node evaluates the detection power of each incoming path from the base station and
chooses the most secure path for data delivery against false data injection attacks. The
effectiveness of the proposed method against false data injection attacks is shown via
simulation results.
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1. INTRODUCTION

Recent advances in MEMS (micro-electro-mechanical-systems) and low power
highly integrated digital electronics have enabled the development of low-cost sensor
networks [1, 2] consisting of small nodes with sensing, computation and wireless com-
munications capabilities [3]. Sensor networks are expected to interact with the physical
world at an unprecedented level of universality, and enable a variety of new applications
[4, 5]. In many applications, the sensor nodes are deployed in open environments, and
hence are vulnerable to physical attacks, potentially compromising the node’s crypto-
graphic keys [6, 7]. False sensing reports can be injected through compromised nodes,
which can lead to not only false alarms but also the unwanted consumption of limited
energy resources in the battery powered networks (Fig. 1) [4, 8]. To minimize damage,
false reports should be dropped en-route as early as possible, and the few eluded ones
should be further rejected at the base station [9].

Ye et al. [4] proposed the statistical en-route filtering scheme (SEF) to filter out
forged reports during the forwarding process. In the SEF, multiple sensing nodes col-
laboratively generate a sensing report that contains multiple message authentication
codes (MACs) so that each MAC is generated by a node using one of its symmetric keys,
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Fig. 1. False data injection.

and represents its agreement on the report [10]. As a report is forwarded towards the base
station over multiple hops, each forwarding node verifies the MACs carried in the report,
checking if it has any of the keys used to generate those MAC:s. If it does not have any of
those keys, the report is forwarded without verification. Therefore, the detection power
of the SEF is largely affected by the choice of routing path.

In this paper, a path selection method is proposed, to improve the detection power
of the SEF where each message to establish the routing paths contains additional infor-
mation about the keys of the visited nodes. By using this information, each node evalu-
ates the detection power of each incoming path from the base station. Thus, it can choose
the most secure path against false data injection attacks, which can lead to early detection
of false reports and thus save energy. The proposed method is basically designed for the
SEF scheme but it can be applied to other filtering schemes which exploit a global key
pool approach. For example, to increase the early-detection power of false reports, the
proposed method can be applied to the dynamic en-route filtering scheme (DEF) [12],
the probabilistic voting-based filtering scheme (PVFS) [10], the multipath en-route fil-
tering scheme (MEF) [15], and the fuzzy-based en-route filtering scheme (FEF) [16].

The remainder of this paper is organized as follows: Section 2 gives a brief descrip-
tion of SEF and section 3 explains the new proposed method. Section 4 presented and
reviews the simulation results. Finally, the conclusions, and future work, are discussed in
section 5.

2. BACKGROUND AND MOTIVATION

2.1 Statistical En-route Filtering

SEF is the first scheme that addresses false data injection attacks in the presence of
compromised nodes and it focuses on the detection of false event reports, which are
known as false positive attacks, injected by compromised nodes. In SEF, the base station
maintains a global key pool, which is divided into multiple partitions and every node
loads a small number of keys from a randomly selected partition in the global key pool
before it is deployed. Fig. 2 shows an example of the global key pool.



A PATH SELECTION METHOD FOR IMPROVING THE DETECTION POWER 1165

Global Key Pool
r A}
1 | 2 | 3 | 4 5
AN J
il RS - N\ e
l’/ ,I - :\1’_/‘ -
’, ’l L \\ S-<a

o

Node

Fig. 2. Global key pool.

(a) Report generation. (b) En-route filtering.
Fig. 3. Report generation and en-route filtering.

When real events occur, one of the detecting nodes is elected as the center-of-stimu-
lus (CoS) node to generate a sensing report. The surrounding nodes, which detect the
same event, produce MACs for the event, using their stored keys, and sends them to the
CoS which generates a sensing report using the collected MACs. This set of multiple
MAC:s acts as the proof that a report is legitimate [4] after which points the CoS forwards
the report toward the base station (BS) over multi hops. Each forwarding node verifies
the correctness of the MACs carried in the report by using its keys. When the BS re-
ceives a report, it can verify all the MACs carried in the report because it has complete
knowledge of the global key pool [4]. Fig. 3 shows an example of the (a) report genera-
tion, and (b) en-route filtering in the SEF scheme.

An adversary can inject a forged report with incorrect MACs through a compro-
mised node, as shown in Fig. 4 (a). However, the forged report may be dropped since
each forwarding node verifies the correctness of the MACs carried in the report with a
certain probability (Fig. 4 (b)). The probability of detecting incorrect MACs increases
with the number of hops the report travels so the SEF can detect false reports forged by
an adversary with a fixed number of compromised partitions.
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g Forged Report

(a) Report generation. (b) En-route filtering.
Fig. 4. Forged report filtering.

2.2 Motivation

In SEF, the detection power of false reports is largely affected by the choice of the
routing paths. In the worst case, forwarding nodes may not have any of the keys used in
report generation so these forwarding nodes cannot verify any false reports. Of course,
the reports will not cause any false alarms since the base station can (and will) detect and
reject them. However, transmitting the false reports drains the finite energy resources of
the forwarding nodes so that it results in reducing the lifetime of the network. On the
other hand, paths cannot be selected with the only consideration being the security issue
and detour paths, chosen based on just the detection power, may reduce energy con-
sumption for the false traffic. However, they may consume more energy in forwarding
legitimate reports. Therefore, there is a requirement to choose the routing paths that can
provide both the sufficient detection power needed for identifying false reports and
over-all energy saving.

3. PATH SELECTION METHOD
3.1 Assumption

A sensor network is considered, composed of a large number of small sensor nodes.
The network is static (i.e., the topology of the network does not change), and it is as-
sumed that the routing paths are established by flooding with a control message. This
fashion is commonly used in most routing protocols (e.g., directed diffusion [17] and
minimum cost forwarding algorithms [18]) at the initial establishment of the paths. It is
also assumed that the network uses a single-path routing protocol. To simplify the prob-
lem, it is further assumed that each node chooses a routing path based on the distance
from the BS in the hop count, and the security level against false data injection attacks.
After suitable paths have been established, every node forwards packets sent by its
downstream (toward source nodes) nodes along the paths and packets sent by others are
discarded immediately. An adversary can launch false positive attacks using compro-
mised nodes but it is assumed that the adversary cannot compromise while the routing
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paths are being set up. The adversary should launch false positive attacks only after the
paths have been already-established, since every node accepts only packets forwarded by
its own downstream nodes. That is, a false report should be sent to the most upstream
(toward the BS) node of the compromised node. Otherwise the report will be dropped by
a receiver at once. The issues of other security attacks, such as false negative attacks, are
out of the scope of this paper.

3.2 Overview

In the proposed method, every control message contains additional information
about the partition IDs of visited nodes. The information is used to evaluate the security
level of a path. As a control message is flooded through the network over multiple hops,
each forwarding node updates the partition ID information of the message. A routing
path is chosen by the node, using a qualification evaluation function, which considers the
distance travelled and the security level. By varying a given security weighting factor,
the user can give more priority to the security aspects or to saving energy.

3.3 Path Selection Method

In the proposed method, the BS maintains a global key pool divided into multiple
partitions and each partition has a unique identification number. Each node has some
keys from a randomly selected partition in the key pool before it is deployed. These keys
are used to generate or verify the MACs. After node deployment, routing paths are estab-
lished by flooding with a control message, which the BS broadcasts.

In most routing protocols, a control message contains the sender’s ID and the num-
ber of hops that have taken place from the BS. In the proposed method, an array of bits is
additionally attached into each control message and this array is used to mark the parti-
tion IDs of the visited nodes. An example form of a control message is shown in Fig. 5
(a), when the number of partitions in a global key pool is n. When a node receives a con-
trol message, it stores the sender’s ID, the hop count from the BS, and the partition ID
array attached in the message. The stored information is used to evaluate the detection
power of the incoming paths. If the received message is the first instance of the control
message, it sets the partition ID of its keys in the partition array of the message, and in-
creases the hop count in the message. Then, it forwards the updated control message and
Fig. 5 (b) shows how a partition ID array can be updated when a global key pool is di-
vided into five partitions. Nodes 2, 17, and 1 have some keys loaded from partition 1, 2,
and 4, respectively. When node 2 receives a control message, shown in Fig. 5 (b), it
stores the information attached in the message. If the received message is the first in-
stance of the message, it sets the first bit of the partition ID array in the message (since it
loads some keys from partition 1). Then, the node increases the hop count of the message
and forwards the updated message. When node 17 receives the message, it stores the
information. If the message is the first instance, the node sets the two bits of the array,
increases the hop count and forwards the updated message. Node 1 also stores the infor-
mation and forwards the updated message if necessary.
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Fig. 5. Format of the control message & flooding with the control message.
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Fig. 6. Updating of partition ID array.

After the flooding using the control message, every node evaluates the detection
power of each incoming path, based on the stored partition ID array. If all the bits in the
array of a path are set, the path will detect the majority of false reports. That is, the path
is most secure against false data injection attacks. If a very small number (or none) of
bits are set, the majority of reports will not be verified by the forwarding nodes. The
node may be vulnerable to false data injection attacks. Note that there is a trade-off be-
tween detection power and overhead. For a legitimate report, the former path may con-
sume more energy than the latter path because computational overhead is incurred when
a node verifies a received report. As seen in Fig. 6, the lower path may be the most se-
cure against false data injection attacks since all the bits in the array are set. However, it
may consume more energy than the upper path in report forwarding. On the other hand,
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the upper path is more vulnerable than the lower but it may be more energy efficient than
the lower path in report delivering.

A path is chosen by an evaluation function that decides the qualification regarding
the path that is both most secure and yet energy conserving, based on the detection power
and hop count of the path. An evaluation function can take the following form:

O(P)=D(p) + - P(p). Q)

Where p is a path, D(p) is the distance of p in the hop count, @ is a security weight factor
determined by the user, and P(p) is the number of unset bits in the partition ID array re-
ceived from p. Note that a smaller O(p) is more qualifiable than a larger one.

The security weighting factor, @, can be between 0 and 1, as that as @ increases,
each node would choose a more secure but less energy-efficient, path. On the other hand,
the network does not consider the detection power if w is 0; each node would choose the
shortest path as its routing path. Suppose for example, as shown in Fig. 7, node 1 can
choose one of the two paths, P, and P, as its routing path. If @ is 0.25, the qualification
of the Py, Q(Py), is 9 + (0.25 - 5) = 10.25 and the qualification of the P,, Q(P»), is 10 +
(0.25 - 3) =10.75. Thus, node 1 would select Py, the energy-efficient but less secure path,
as its routing path. On the other hand, if w is 0.75, the qualification of P;, Q(P;), is 9 +
(0.75 - 5) = 14 and the qualification of P, Q(P,), is 10 + (0.75 - 3) = 13. Thus, node 1
would select P,, which has more detection power but is less energy-efficient than Py, as
its routing path.

Pu={D(p,), P(p,)}

w=0.25 +0.5 w=0.75

Fig. 7. Path selection in compliance with a security weighting factor.

4. SIMULATION RESULTS

To show the effectiveness of the proposed method, the original SEF scheme is com-
pared with the new path selection method (represented by PSM) through simulation stud-
ies. The sensor network in the simulation environment consists of 2,000 nodes over a
field size is 140 x 110m” The nodes are assumed to be randomly distributed in the field
and the base station is located at the end of the field. Each node takes 16.564J/12.54] to
transmit/receive a byte, and each MAC generation consumes 15z [4]. The size of a
MAC is 1 byte, and the report size is 12 bytes. There are 1,000 keys in the global key
pool, which is divided into 20 partitions. Every node evaluates the qualification of a path
using Eq. (1).
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In Fig. 8 shows the ratio of the filtered false reports, according to the @ value, when
the number of forged MACs in a report is 1, 4, 10 and 16. As shown in the figure, the
proposed method (@ = 0.50, 0.75 and 1.00), which means the average of @, can filter out
a larger number of false reports, during the forwarding process, than the original SEF (@
= 0.00) since a routing path in the proposed method is chosen based on not only the dis-
tance but also the detection power.
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Fig. 8. Ratio of filtered false reports according to the value of ®.
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Fig. 9 shows the average number of hops that a filtered report traveled when the
number of forged MACs per report is 1, 4, 10 and 16. As shown in the figure, the pro-
posed method can detect false reports earlier than the original SEF approach, since rout-
ing paths are chosen with consideration of the detection power in the proposed method.
When o= 1.00, the result is seen to be close to that of = 0.50.
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Fig. 10 shows the average energy consumption, caused by a false report, when the
number of forged MACs per report is 1, 4, 10 and 16. As shown in the figure, the pro-
posed method (@ = 0.5) can conserve more energy than the original SEF approach since
it can detect and drop false reports earlier than SEF, before they consume a significant
amount of energy. When @ = 1.00, the result closes to that of @ = 0.50.
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Fig. 11 shows the average energy consumption per legitimate report. The proposed
method is less efficient than the original SEF (@ = 0.00). However, the difference be-
tween them is very small. For a legitimate report, the choice of @ does not greatly affect
the energy consumption characteristics. On the other hand, as o increases, more energy
can be saved from false data injection (Fig. 10). That is, the proposed method can con-
serve energy better than the original SEF scheme (@ = 0.00).
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5. RELATED WORK

During the past years, the architecture and design of sensor networks and hardware
have progressed significantly [14]. Recently, the security of sensor networks has become
an important research issue and several techniques have been proposed to address report
authentication and fabricated report filtering with symmetric cryptography-based security
solutions in wireless sensor networks. The research most related to the current work can
be found in [4, 7, 9, 11, 12] as well as good overviews on the existing schemes for filter-
ing false reports, and how the proposed scheme can take advantage of other filtering
schemes as well as the SEF.

Yu et al. [12] proposed a dynamic en-route filtering scheme based on the SEF
scheme where the filtering of the false data injection pre-distributes the symmetric keys
in such a way that the keys are associated with the sensor location. This scheme can bet-
ter deal with a dynamic topology of senor networks, and outperform them in terms of
energy efficiency in comparison to existing schemes. This scheme is more resilient than
SEF because it is hard to compromise a number of sensor nodes in the same area to make
false reports. Zhu et al. [7] proposed an interleaved hop-by-hop authentication (IHA)
scheme to verify reports with a pair-wise symmetric keys in a deterministic and hop-by-
hop fashion using a cluster-based organization so that the scheme guarantees that the
false data will be detected at the base station when no more than a certain number ¢ of
nodes are compromised. Yang and Lu [11] presented a commutative cipher based
en-route filtering (CCEF) scheme [9] which can verify the false reports through an en-
crypted session key, and un-encrypted witness key in the Query message. In a similar
way as the IHA scheme, the CCEF requires a static topology of sensor networks, at least
during the requesting and responding processes. Lee and Cho [13] proposed a key in-
heritance-based false data filtering (KIF) scheme as an enhanced interleaved authentica-
tion solution that prevents forwarding of false data. In the proposed method, an interme-
diate node shares some keys with all of its upstream nodes within a certain number ¢ of
hops. This guarantees that false data will be detected within ¢ hops. Li et al. [10] pro-
posed a probabilistic voting-based filtering scheme (PVFS) to detect a false negative
attack. In the proposed method, injected false data attacks and injected false data on le-
gitimate reports attack use a combination of cluster-based organization, probabilistic key
assignment, and voting.

6. CONCLUSION

A path selection method for improving the detection power of the SEF scheme is
presented. By using the partition ID arrays received from the incoming paths, each node
can choose the safest path against false data injection attacks. A simple function to evalu-
ate the qualification of the paths can be provided. The effectiveness of the proposed
method is shown using simulation results. As stated in section 3.3, the choice of the rout-
ing path represents a trade-off between the desired security level and the overhead in-
curred. In the proposed method, the partition ID array does not completely reflect the
possession of forwarding nodes since each node does not have all keys in a partition.
Therefore, other approaches, or factors that represent such possession better, should be
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considered. Future work will also study the selection of the routing paths by considering
other factors such as the remaining energy of the nodes or the false traffic proportion.
There can be other security attacks on sensor networks. For example, compromised de-
tecting nodes may launch false negative attacks [4] in which these nodes insert false
MAC:s into legitimate reports. These reports may be regarded as false ones, and thus be
dropped by forwarding nodes. However, this is a different problem from false positive
attacks that SEF and the proposed method address. The research of countermeasures
against such attacks remains for future work. PSM assumes that the network is safe from
node compromise during the routing path set-up phase. However, in dynamic networks,
routing paths may change upon a change of the network topology or a user’s request.
Thus, some nodes may be compromised while a control message is flooding the network
and this issue will be also studied further in future work.
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