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Follow the all-pervading of Web Services on consequence of the Quality of Service
(QoS) for Web Services becomes one of the most important issues progressively. Net-
work service which is a dynamic system has all sorts of unpredictable factors. Those as
we mentioned above are crucial to the QoS of Web Services, such as availability, reli-
ability and security. In the paper the issue of effective service monitoring for the sake of
improving the QoS of Web Services is considered. A policy-based web services moni-
toring system comprising a service monitor control center and a plurality of service
monitors is proposed in the paper to achieve the requirements of service requesters,
where the service monitor control center collects and monitors the status of service
monitors. Policies can be setup in terms of Service Level Agreement (SLA) and states of
service monitors. For load balancing, monitoring tasks are assigned to the service moni-
tors in the light of SLA and policies for effectively monitoring QoS of web services.
Accordingly, the novel policy-based web services monitoring system is implemented,
and its superiority and feasibility are demonstrated.

Keywords: web services, quality of service, service monitor, policy-based, service level
agreement

1. INTRODUCTION

The Web Services technology had comprehensively applied to many areas in recent
years [1]. Web Services is a kind of software component, which is based on existed net-
work protocols and related standards, such as eXtensible Markup Language (XML),
Simple Object Access Protocol (SOAP) [2], and Web Services Description Language
(WSDL) [3] and so forth. By using above standards, the Web Services technology can be
used to serve the other applications, such as Service Oriented Architecture (SOA) [4],
network management [5], employment Services [6], or bioinformatics [7]. It is shown
that the Web Services technology is open-standard and interpretable across platforms and
languages. So the Web Services can be integrated dynamically, loading balanced, and
ease of units upgrade, like a distributed system. Moreover, the heterogeneous system can
easily communicate and integrated with each other.

There are unpredictable factors that will affect the service because of the Web Ser-
vice is a dynamic system [8]. Thus, the service providers are hardly able to guarantee the
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real-time Quality of Service (QoS) in the best-effort network environment, such as wire-
less networks, heterogeneous networks [9, 10], and optical networks [11]. In order to
improve the QoS [12], the provider and requester have first to monitor QoS parameters.
And the QoS parameters for the network traffic, such as reliability, availability, security,
and performance, affect quality greatly. Besides, if requesters hope the QoS to be guar-
anteed, there must be a mechanism to define QoS. So the concept of Service Level
Agreement (SLA) has become an important issue. The SLA is a contract which defines
the criterion of QoS, and the QoS for requester can be protected by concluding the SLA.
The main capabilities of SLA are to estimate whether the service provider achieves their
QoS, understand the part of service needed to be improved, and provide related solutions
to convince the requesters.

In order to confirm QoS of the Web Services exactly, there must be a mechanism to
monitor the activities between providers and requester [13]. Except to an agent-based
management for Web Service, reference [14] and reference [15] presented an agent-
based management mechanism and a scheduling mechanism for Web services, respec-
tively. The policy-based management system also provides a mechanism to monitor.
There is an important role called the Service Monitor (SM). The SM have first to register
its information in the Universal Description Discover Integration (UDDI) server and the
SM can extract and collect data of QoS in the activates between providers and requesters.
Furthermore, the SM will analyze the data and response to the data collection center, like
UDDI server. The service provider can provide the requesters for preferred quality [16].

If there is no enough capability for SM to monitor activities, there is no accuracy for
the monitoring result [17]. So, in addition to monitoring providers and requesters, the SM
also requires the management of performance for itself. In order to manage the perform-
ance of SM, we proposed and implemented a policy-based Service Management Center
(SMC) for Web Services. The performance of SM depends on many factors, such as the
clock rate of Central Processing Unit (CPU), the size of memory, the access time of stor-
age media, and the amount of service being monitored. So the management of perform-
ance for SM is necessary. In this paper, we proposed an architecture including the moni-
toring of CPU loading, system performance and the amount of service to being moni-
tored. The architecture is centralized and policy-based so as to adapt the SLA, that is to
say, the administrators can establish policies according to the requirements of SLA. And
then the administrators dispatch the monitoring jobs to SM [18]. This paper is focused on
improvement efficiency of monitoring mechanism.

There would be a common performance issue of centralized architectures. While the
loading is increased, the centralized service management center might a bottleneck. The
problem has been addressed and solved by a feasible solution in [19] by using clusters.
Also, the traffic scheduler is solution to solve the problem of bottleneck [20]. Thus, this
research focuses on the feasibility of policy-based management system. And we would
discuss effectiveness of the architecture of centralized monitoring system.

This paper is organized as follows. In section 2, we describe the related work of
monitoring mechanism. Next, the architecture of policy-based monitoring systems will
be explained in section 3. The implementation and experimental results are discussed in
section 4. Finally, conclusions are given in the last section.
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2. RELATED WORK
2.1 Related Researches of Web Services QoS

The Web Services is widely adapted to integrated enterprises resources by more and
more enterprises. Thus, the Web Services is growing and growing so that the QoS be-
comes an important issue for the service providers and requesters. However, the Web
Services is characterized by ease to vary and unpredictable. Due to these reasons, main-
taining the QoS between service providers and requester is a difficult issue.

Besides, there were different QoS for Web Services requirements in various Web
Services. The QoS parameters and the selection of QoS parameters were described and
proposed and in [21]. The comprehension of QoS must be clarified and defined. In this
section, the QoS for Web Services requirements in [21] was introduced.

Performance
The performance of Web Services was defined as how fast a service request could
be completed. It could be measured in terms of the followings parameters:

e Throughput: The amount of Web Services request can be served successfully in a pe-
riod of time.

o Process Time: The length of time taken by a Web Services finish its sequence of activi-
ties.

e Latency: The round-trip delay (RTD) between sending a request and receiving the re-
sponse.

e Response Time: The time required to complete a Web Services request.

And Response Time impacted the QoS most, and it was rather important than the
others. When service requesters request services, service requesters take care the waiting
time most [22, 23].

Reliability

Web services should be provided with high reliability. Reliability here represented
the ability of Web Services to perform its required functions under stated conditions for a
specified time interval. The reliability was the overall measure of Web Services to
maintain its service quality. The overall measure of Web Services was related to the
number of failures per day, week, month, or year. Reliability is also related to the assured
and ordered delivery for messages being transmitted and received by service requestors
and service providers.

Scalability

Web Services should be provided with high scalability. Scalability represented the
capability of increasing the computing capacity of service provider's computer system
and system’s ability to process more users’ requests, operations or transactions in a given
time interval.
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Capacity

Web Services should be provided with the required capacity. Capacity was the limit
of the number of simultaneous requests which should be provided with guaranteed per-
formance.

Robustness

Web Services should be provided with high robustness. Robustness here represents
the degree to which Web Services could function correctly even in the presence of inva-
lid, incomplete or conflicting inputs.

Exception Handling

Web Services should be provided with the functionality of exception handling.
Since it was not possible for the service designer to specify all the possible outcomes and
alternatives (especially with various special cases and unanticipated possibilities), excep-
tions should be handled properly.

Availability
Web services should be provided with high accuracy. Accuracy here was defined as
the error rate generated by the Web Services.

2.2 Service Monitors

It’s mentioned in [24], the service monitors could be separated by two parts. One
was to probe the QoS, and the other was QoS broker. If the service requesters send a re-
quest for the QoS probing, QoS probing is to measure the QoS and record the data in
QoS broker while the requesters had requested a service. QoS Broker would integrate the
data and stored the data into the database. And the broker would generate a report about
the QoS monitoring. In the database, the administrators could update the database peri-
odically [16].

Besides, while the service requesters did not request the Web Services, QoS probing
could pretend as service requesters to measure QoS by simulating the traffic. This was a
mechanism to control the QoS Monitoring, and it could even add new classes of QoS
based on the existed QoS classes.

The service must be published onto the Internet using the WSDL format in advance
or discovered by service matchmaker [25]. If the service requester discovered the service,
for the convenience of commit a SLA between service provider and requester, the service
monitor would test the service by using URI in the WSDL of service. And the service
providers and requesters could understand the QoS by the data provided by service
monitor [26].

2.3 Policies for Service Monitors

In [27], management of a system had to involve some activities, such as monitoring
the actions of system, managing the administrative policies, or modifying the behaviors
of the system. For the convenience of administrators, the system had to handle the poli-
cies. In [27], policies also would affect the behavior pattern of the system. A policy was
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not an action, but it was a sequence of objects needed to be finished or set of actions. If
administrators affirmed some actions which only need to be carried out once, they did
not need to establish a policy for this act. In [27], the six levels within a policy hierarchy
were mentioned as follows:

o Societal policy (principles) such as ethics or laws [28];

e Directional policies (goals) such as organizational or corporate goals;

¢ Organizational policy (practices) such as contractual agreements or quality programs;

o Functional policy (targets) such as workload targets or quality measures [29];

e Process policy (guidelines) such as automated quality tracking, which may be partly
encoded in computer programs [30];

o Procedural policy (rules) which are fully encoded in an executable computer language.

Because the performance of Service Monitor was affected by CPU resource and
memory usage, the basic idea of policies for Service Monitor will be proposed as CPU-
based, Memory-based, and CPU-Memory-based. Administrators could predefine polices
for those resources and dispatch the monitoring jobs to different Service Monitors ac-
cording to predefined polices [31].

3. ARCHITECTURE OF POLICY-BASED MONITORING SYSTEM FOR
WEB SERVICES

In the paper, we design a policy-based monitoring system for Web Services, which
is called Service Management Center (SMC), and it can manage the service monitors in
the Web Services environment. As shown in Fig. 1, while a service requester wants to
know the QoS of its processing services, QoS parameters can be monitored by the third
party service monitor. However, single service monitor cannot measure all demanding
QoS parameters for requesters in the meantime due to its limited capability. It is feasible
to share the monitoring jobs between multiple service monitors. Thus, the SMC can as-
sign jobs to multiple service monitors by using policies and inform service monitors to
monitor QoS parameters. Besides, the SMC can collect the QoS parameters of other ser-
vice monitors.

As shown in Fig. 2, a flow chart is given under the scenario with two service re-
questers, three service monitors, two services, and the SMC. Firstly, Service Requester 1
issues a QoS monitoring request to the SMC for the response time of a specific service.
Then the SMC queries Service Monitor A about the response time of the specific service.
Subsequently, Service Monitor A starts to monitor response time of the specific service.
After response time of the specific service is recorded by Service Monitor A, and then
the SMC starts to collect response time of the specific service from Service Monitor A.
Finally, Service Requester 1 can acquire demanding QoS for the specific service from the
SMC. In case of Service Requester 2, it issues a QoS monitoring request to the SMC for
the response time and availability of a specific service. And Service Requester 2 simi-
larly follows the procedure of Service Requester 1 to acquire the response time and
availability of the specific service.
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Fig. 2. The flow chart of the QoS query from service requester to SMC.

3.1 Policies Administration for Service Monitors

In order to manage service monitor’s status, SMC has to customize the policies to
manage criterions of assigning monitoring jobs. Administrators of SMC can determine
policies they like and apply them to service monitors effectively. The design of policies
considers factors influence the status of service monitors, and the policies define the
threshold of influence by factors. It is determined the service level of service requester by
the upper bound and lower bound, for example: The policy is defined as when the CPU
usage of the system exceeds 60%, the priority of service monitor is set as low. If SMC
assign the monitoring job next time, SMC will not assign the monitoring job to this
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Fig. 3. The example of assigning jobs by SMC.

low-priority service monitor. As shown in Fig. 3, it is assumed that jobs 1 through 3 are
assigned to Service Monitor A, Service Monitor B, and Service Monitor C. And jobs 4
through 6 are ready to be assigned. While Because CPU usage of the service monitor B
reaches 70%, the job 4 is assigned to service monitor A and job 5 is assigned to service
monitor C.

In addition, SMC also considers the multi-policies situation through an AssignValue
table. In Table 1, AssignValue is defined by a method of exhaustion of the all combina-
tions of the set {{CPU Usage, Memory Usage, Monitor Task Number}, {high, normal,
low}}. CPU usage, memory usage, and monitor task number are factors considered for
monitoring jobs assignment. And high, normal, and low are the level of these factors.
And the assumption is made that the high level of CPU Usage degrades service monitors
more than high level of Memory Usage, and high level of Memory Usage degrades ser-
vice monitors more than high level of Monitor Task Number. There would be 27 possible
combinations in Table 1. The design of AssignValue has two stages. In the first stage,
high level, normal level and low level are assigned by a value, 3, 2 and 1, respectively.
And LevelValue is used to group combinations of level of factors. LevelValue is calcu-
lated by summing up each value of factors. For example, if all the level of three factors is
low, the LevelValue would be 3 in Table 1. In the second stage, AssignValue is obviously
assigned 27 to combination whose LevelValue is 9. However, if LevelValue is equal, As-
signValue is assigned incrementally according to the assumption. For an instance, Level-
Value of the combination of {{CPU Usage, high}, {Memory Usage, high}, {Monitor
Task Number, normal} }, {{CPU Usage, high}, {Memory Usage, normal}, {Monitor Task
Number, high}} and {{CPU Usage, normal}, {Memory Usage, high}, {Monitor Task
Number, high}} are both 8. Because CPU Usage of combination {{CPU Usage, normal},
{Memory Usage, high}, {Monitor Task Number, high}} is normal, and the others are high.
So AssignValue is assign 24 to the combination. And then Memory Usage of {{CPU
Usage, high}, {Memory Usage, normal}, {Monitor Task Number, high}} is normal, and
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Memory Usage of {{CPU Usage, high}, {Memory Usage, high}, {Monitor Task Number,
normal}} is high, so AssignValue is assigned 25 to the combination {{CPU Usage, high},
{Memory Usage, normal}, {Monitor Task Number, high}}. Thus, AssignValue is as-
signed 26 to {{CPU Usage, high}, {Memory Usage, high}, {Monitor Task Number, nor-
mal}}. And so forth, AssignValue of the other combinations of level of factor are as-
signed in Table 1.

Table 1. AssignValue table.
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Fig. 4. Sequence diagram of monitoring management by SMC.

The sequence of monitoring management by SMC is shown in Fig. 4. Firstly, the
administrator of SMC would set policies to manage service monitors. And the second
step, a query for QoS parameters, such as availability or response time, was sent to SMC
from the service requester. Then SMC would assign jobs to the corresponding service
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monitors according to the policies in the third and forth steps. Thus, from the fifth step to
eighth step, the service monitors would monitor the service provider and return the que-
ried QoS parameters to SMC. In case of Fig. 4, Service monitor A was responsible to
monitor response time, and service monitor B was responsible to monitor availability.
And then they both returned the monitoring result to SMC. In the ninth step, SMC would
return the collected QoS parameters to the service requester.

3.2 Status for Service Monitors

Using service monitors efficiently to monitor service is one of the main functions of
SMC, and the function is to determine the status of service monitors. The status for ser-
vice monitors, such as the CPU utilization, memory usage, and number of monitoring
jobs for a service monitor, can be monitored by SMC.

The number of monitoring jobs for a service monitor can be divided into two parts,
that is, one is the real-time current number, and another is the real-time maximum num-
ber. This type will be defined by the deadline of Service Level Agreement (SLA), and
service providers and service requesters have to make a deal before the deadline of SLA.
There is another long-term number of monitoring jobs, including the LongTermMax-
Number which is the maximum number of monitoring jobs to be executed, and the Long-
TermCurrentNumber which is the maximum number of jobs being executed. Through the
three above factors, SMC will determine whether the service monitor is busy. If the ser-
vice monitor is busy now, the monitoring job won’t be assigned to service monitor next
turn.

4. IMPLEMENTATION OF POLICY-BASED MONITORING SYSTEMS
FOR WEB SERVICES

In this paper, the implementation is to build the architecture which aims to monitor
status of service monitors and customize related policies to assign monitoring jobs. In
Fig. 5, the panel of SM Management reveals status of all the service monitors and the
structure arranged as a tree. And the descriptions for each row of SM Status Table in
order are: index of SM, CPU utilization, memory usage, LongTermMonitorMaxNumber,
RealTimeMaxNumber, LongTermMonitorCurrentNumber and RealTimeCurrentNumber.
Besides, this implementation shows CPU utilization, memory usage, and Monitoring-
Load by chart. In Fig. 6, the administrator can customize the policies to manage service
monitors and determine how to assign monitoring jobs according the policies. The part
been fenced in by purple circle can be used to add or edit contents of a new or existed
policy. After submitting a new policy, the policy you edited will be appear in the part
been fenced in by blue circle and the Policy Storage area. Also, the administrators can
select the policy they want in Policy Storage, and then the selected policies will appear in
the Policy Cache (The part fenced in by red circle). Furthermore, the content of the pol-
icy will be presented in XML form.

In Fig. 8, the administrator select the Policy 3, which means if the memory usage of
service monitors exceeds 70%, the priority of the service monitor is set as low. We as-
sume QoWSME as a service requester, and it requests SMC to assign jobs to service
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monitors for its service. In Fig. 9, each record in Request List includes the TaskID, the
service name be monitored, its domain and the time needed to be monitored.

In Fig. 10, when a monitoring job is assigned, the status of service monitor will be
examined with the policies. When the status exceeds the defined threshold, for example,
the policy 3 restricts the memory usage not to exceed 70%; otherwise the priority of ser-
vice monitor will be set as low. Certainly if policy and monitoring jobs are getting more
and more, the AssignValue of service monitor may arrive 8 quickly. So the Task 69 in
Fig. 8 is first assign to service monitor 2 not to service monitor 1. Furthermore, SMC has
to response the services it monitored when service requesters request.
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In order to verify the effectiveness of the SMC, the experiment of using a specific
management policy has been made. The policy of memory usage will be set, and then
memory usage is monitored whether the actual usage of system memory exceeds the
threshold defined in policies. In Fig. 7, the Policy 3 is selected, which means if the mem-
ory usage of service monitors exceeds 70%, the priority of the service monitor is set as
low. In Fig. 8, it is observed that when the memory usage of service monitor 1 exceeds
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Fig. 9. The monitoring event of service requesters.
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Fig. 10. The job assignment according to the policy.

the defined threshold, the priority of service monitor will be set as low and the usage of
system memory will go down. The monitoring job is distributed to service monitor 2
because the priority of service monitor is still normal. Thus, it is found that the memory
usage of service monitor 1 is bound within 70%. Otherwise, the memory usage of service
monitor 1 will not go down even though the memory usage of service monitor 1 exceeds
70%. If the memory usage of service monitor 1 reaches 100%, performance of service
monitor 1 will degrade greatly. Thus, the SMC has prevented this situation from carried
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out. It shows that the memory usage of both service monitors can be utilized efficiently
by the SMC.

5. CONCLUSIONS

In this paper, we implemented a policy-based monitoring system for Web Services.
This system can be used to handle the monitoring jobs and the QoS service monitors
monitored. Furthermore, the policy-based management is conducted to improve the per-
formance of service monitors. Through the customized policies, the monitoring jobs can
be assigned to service monitors more efficiently. And the loading of Service Monitors is
reduced and distributed by predefined CPU-based and Memory-based policies. This pa-
per provided administrators the interfaces to manage status of service monitors and
monitoring jobs. Furthermore, we will examine the efficiency and effectiveness of our
system using the benchmarking devices, such as SmartBits.
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