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Using the concept of reciprocal polynomial, this paper shows that a field multiplica-
tion over GF(2™) can be implemented by extended Stein’s algorithm, one of the algo-
rithms used to accomplish division. In this way, a field multiplier can be efficiently em-
bedded into a divider with very little hardware overhead for operand selection based on a
fundamental change at the algorithmic level. When applying the developed combined
multiplication and division (CMD) algorithm to Elliptic Curve Cryptography (ECC) us-
ing affine coordinates, we achieve about 13.8% reduction on the area requirement with
almost no performance degradation compared to the one implemented with two distinct
components. Experimental results also demonstrate that not only our CMD circuit has the
area advantage (up to 12.7%) in comparison with other low-cost design but also the re-
sulting area-efficient design of ECC system exhibits considerable improvement on the
area-time (AT) complexity of previous work.
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1. INTRODUCTION

The Elliptic Curve Cryptography (ECC), proposed independently by Koblitz and
Miller in 1985, has received increasing acceptance in practical applications [1-4]. As
stated in [5, 6], ECC offers the most security per bit compared with other public key
cryptosystems such as RSA cryptosystem, making it suitable for applications with con-
strained resources. For example, in some wireless applications, they demand a secured
data communication but the devices have limited resources to offer such an option. For
security consideration, the key length should be long enough to defend attack; therefore
an area-efficient feature would be desirable in hardware implementation of ECC system.
In this paper, based on the inherent data dependence in performing multiplication and
division, the primitive operations required in ECC using affine coordinates, we show
how to increase the hardware utilization of ECC over GF(2") by efficiently combining
the multiplication and division into a unified unit. Applying the combined multiplier and
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divider (CMD) design to ECC over GF(2™) can achieve obvious improvement on area
requirement with almost no performance degradation compared to the one implemented
with two distinct components.

In ECC, there are two different types of coordinates that can be used for point rep-
resentation: affine and projective. Conventionally, the projective coordinates are pre-
ferred [7-12] because of the relatively poor performance of division compared with the
multiplication. The price paid is the increased number of multiplications, temporary reg-
isters, and more complicated algorithms. In contrast, for ECC using affine coordinates it
requires one division and two multiplications for each full addition operation; therefore
the efficiency of divider will dominate the resulting ECC performance. Some researchers
replaced the inversion with a series of multiplications by employing Fermat’s theorem,
which takes at least seven multiplications in GF(2") if m > 128 [13]. From this viewpoint,
we can acquire the speed advantage for such a replacement if the computation time of the
employed inversion is less than seven times that of the multiplication.

In this paper, we focus on the design of low-cost ECC systems over GF(2™) using
affine coordinates in which a full addition takes one division and two multiplications, and
the two types of operations are executed sequentially. Assume that the division and mul-
tiplication over GF(2™) converge in 2m and m iterations, respectively [14-18]. The re-
sulting hardware utilization of ECC systems would be only 50% if we implement the
multiplication and division modules separately. To increase hardware utilization, Kim [19]
proposed a compact finite processor over GF(2™) in which the multiplication and division
share the same datapath. In addition to the area overhead for operation mode control, the
design needs one more m-bit register to store the temporary value because the underlying
multiplication algorithm starts its computation from the least significant bit (LSB).

In fact, most division algorithms such as the extended Stein’s algorithms are possi-
ble to implement the multiplication because they possess the basic operations of multi-
plication. The difficulty comes from the different shift direction in the course of iterative
operation. In this paper, we consider a fundamental change at the algorithmic level and
show that the field multiplication can be implemented based on Stein’s algorithm and
completed in m iterations using the concept of reciprocal polynomial. With a unified
shift direction, the modified multiplication algorithm can then be effectively merged into
extended Stein’s algorithm to get a combined multiplication and division (CMD) algo-
rithm. By the proposed CMD algorithm, the multiplier and divider can then be efficiently
combined. Note that the modified multiplication algorithm can also be combined with
the variant Euclidean division algorithm [15] in a similar way.

Experimental results show that about 27.2% hardware area is saved when we employ
the CMD design instead of implementing the divider and multiplier separately. The area
reduction of our CMD design can improve up to 12.7% compared with the low-cost de-
sign in [19]. When applying the CMD design to ECC systems using affine coordinates,
we achieve about 13.8% improvement in area requirement. Furthermore, our area-effi-
cient design of ECC system exhibits considerable improvement (at least 23.9% improve-
ment) on the area-time (AT) complexity of previous work [8, 11, 20]. To demonstrate the
effectiveness of our development, we also analyze the required computation time to ac-
complish the point multiplication and show that the ECC employing our CMD in affine
coordinates can outperform that implemented in projective coordinates.

The rest of this paper is organized as follows. In section 2, we briefly review the re-
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lated finite field arithmetic in GF(2") and the ECC using affine coordinates. Section 3
presents the proposed CMD algorithm and section 4 shows the corresponding architec-
ture design and complexity evaluation. Then, in section 5 we apply the developed CMD
technique to realize the ECC systems using affine coordinates and show area and time
complexity analysis. Section 6 shows our CMD and ECC implementation results and
comparison with existing work. Finally, section 7 concludes this work.

2. BACKGROUND AND NOTATION
2.1 Finite Field Arithmetic in GF(2™)

Point computation in elliptic curve is defined over finite fields GF(p) or GF(2™). In
this paper, we only consider the arithmetic in GF(2™) in which an m-bit vector of binary
information corresponds to an element in GF(2"). Let g(x) be an irreducible polynomial
expressed as

g = g, W)
i=0

where go=g,=1and g; € {0, 1}, fori =1, ..., m — 1, or an equivalent vector form g =
(gms -.-» 1, 80)- Any element a € GF(2™) can then be uniquely represented as a vector a
= (a1, ---, a1, ag) Or in the polynomial form:

a(x) = mz_:lal-xi, (2)
i=0

where g; € {0, 1}, fori =0, ..., m — 1.

For the basic arithmetic operations in GF(2™), the addition is simply a bit-wise ex-
clusive (XOR) operation, and the multiplication can be performed efficiently based on
Horner’s rule [18]. The modular division operation however is relatively complicated
and deserves special design efforts. Assume a(x) and b(x) are two elements in GF(2").
We review the division algorithm [14] to obtain (a(x)/b(x)), based on extended Stein’s
algorithm in section 2.2, and the general multiplication algorithm to obtain (a(x)b(x)), in
section 2.3, where the notation (c(x)), denotes the operation c(x) mod g(x).

2.2 Extended Stein’s Division Algorithm

In [14], we extended Stein’s algorithm for computing v(x) = (a(x)/b(x)), over GF(2")
based on polynomial basis. The division algorithm is shown below.

In Algorithm D4, (1) k is used to count the number of iterations, which implies that
the division algorithm converges in 2m — 1 iterations; (2) r, denotes the LSB of polyno-
mial 7(x); (3) o represents the difference of upper bounds on deg(r) and deg(s), where
deg(c) denotes the degree of c(x); (4) »(x)/x denotes the right shift operation, »/x = (0,
Fm-1, -+, 71), Which decreases the degree of polynomial »(x) by one; and (5) the operation
u(x) < (u(x)/x), can be undertaken as follows [14]:
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Division algorithm, DA,
Initialization:  (r(x), s(x), u(x), v(x), 8) < (b(x), g(x), a(x), 0, — 1)

Result: v(x) = (a(x)/b(x))q
Algorithm: lfork=1:2m-1{
2. ifro=1{
3 if 5<0{
4. (r(x), s(x), u(x), v(x)) < (r(x) +5(x), 7(x), u(x) + v(x), u(x))
5. 6-90
6 }
7 else {
8. (r(x), u(x)) < (r(x) + 5(x), u(x) + v(x))
9.
10. }
11. (r(x), u(x)) < (r(x)/x, (u(x)/x),)
12. 5« 56-1
13.}
Uy =UgEy = Up (3)
Uj=ujq+upg i, 0<j<m—2. 4)

2.3 Multiplication Algorithm

In general, the field multiplication operation, #(x) = (a(x)b(x)),, can be expressed as

1(x) = (a(x)b(x)),

= (a(x)(bmilxmfl + bm—me72 .ot blx + bO))g (5)
= (((C--(((@()bu-1x)g + a(x)bi-2)x)g + ... )x)g + alx)b1)x), + a(x)bo.

Depending on the coefficients of b(x), the repeated operations involve multiplying a(x)
by x and then taking mod g(x). The recursive equation can be expressed as follows [17]:

1x) = (t(x) - xX)g + by - alx), k=1,2, ..., m (6)

where £ is the number of iterations. The following gives a field multiplication algorithm,
algorithm MA_1, for performing the operation u(x) = (a(x) - b(x)), over GF(2").

Multiplication algorithm, MA_1.
Initialization: (r(x), v(x), u(x)) < (b(x), a(x), 0)
Result: u(x) = (a(x) - b(x)),
Algorithm:  1.fork=1:m{
2. u(x) < (u(x) - x)g
ifr,1=1{
u(x) < u(x) + v(x)
}

r(x) < r(x) - x

N o ok w

}
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In Algorithm MA_1, (1) r,_, is the MSB (most significant bit) of polynomial »(x); (2)
it converges in m iterations; (3) (x) - x denotes a left shift operation, » - x = (v,,._5, ..., 70,
0), which increases the degree of polynomial »(x) by one; and (4) the operation u(x) <
(u(x) - x), can be rewritten as

Ug =Up 180 =Up1 (7)

wj =, tu, g, 1<j<m-1 (8)

2.4 Elliptic Curve Scalar Multiplication

The ECC scheme requires the point or scalar multiplication, which represents re-
peated addition of the same point defined as follows:

O=kP=P+P+...+P ©)
k

where P denotes a point on an elliptic curve E and £ is a random integer with 1<k <or-
der(P) ~ 2" — 1. The well-known double-and-add algorithm [1] below, also referred to as
the binary method, is commonly used to compute P.

Double-and-add algorithm, DAA.

Initialization: Q= 0, k= (ky_1, ks, ..., ko); k: € {0, 1}
Result: Q=kP
Algorithm: lLfori=m-1:0{

2. 0=0+0Q

3. ifl=1{

4. Q=Q+P

5. }

6.}

7. return Q

In Algorithm DAA, the initial value Q is assigned an infinite point denoted by the
symbol O, and m = [log,k | denotes the number of bits of k. Since the point addition is
executed only when £; is 1; therefore computing a scalar multiplication requires 0.5m (m)
point additions and m (m) point doubles in the average (worst) case. To reduce the non-
zero coefficients of %, the non-adjacent form (NAF) is commonly applied to achieve an
expected value of m/3 [22]. The NAF representation of £ means that all its nonzero digits,
e.g, 1 or — 1, are never adjacent to each other. Note that this work is independent of
string encoding methods such as NAF method for making a fair comparison with related
work. The full addition formulas for point addition (Q + P) and point double (Q + Q) in
affine coordinates are defined as follows.

Assume that elliptic curve E is defined as E: y* + xy = x> + ax? + b where ¢ and b are
elements in GF(2™) with b = 0 and P = (x1, y1) and Q = (x, y») are two points on the curve.
When Q = — P or equivalently (x,, y,) # (x1, x1 + y1), the full addition P + Q = (x3, y3) can
then be derived as given below:
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Point Addition (P = Q) Point Double (P = Q)
l:7y1+y2 /1=X:l+&

X, +X, X1
g = A2+ A+x+x, +a xy=A*+A+a
Ve =A(x +X3)+ X5+ 1, Y3 = A(xy +x3) + x5+ p;

Since the field division and field multiplication are much more complicated than the field
addition, the field addition could be ignored in complexity analysis. From the full addi-
tion formulas above, we observe that the full addition requires one division to obtain A4
and two multiplications to compute A% and A(x; + x3) for x3 and ys, respectively. Due to
the data dependency existing in the full addition formulas, a possible schedule of point
addition/double operations is drawn in Fig. 1. In this figure, the abbreviations div and
mul denote the field division and multiplication operations, respectively. The numbers on
top are to emulate the advance of time expressed in terms of the multiplication time as-
suming that the division and multiplication converge in 2m and m iterations as stated
previously. The resulting hardware utilization would be only 50% if we adopt two dis-
tinct division and multiplication components to implement the ECC systems. In addition,
completing one point addition/double takes 4m iterations. The required number of itera-
tions for the scalar multiplication is thus about 6m? (= 0.5m x 4m + m x 4m) in average
case and 8m? (= m x 4m + m x 4m) in worst case.

l—  full addition —>fe— full addition —sle— full addition

1 2 3 4 5 6 7 8 9

div mul mul div mul mul div

Fig. 1. Schedule of point multiplication operations.

3. OUR COMBINED MULTIPLICATION AND DIVISION ALGORITHM

This section addresses how to modify the traditional multiplication algorithm (MA4_
1) so that the multiplication operation can be effectively embedded into extended Stein’s
division algorithm (DA). From our modification, a combined multiplier/divider (CMD)
design can then be achieved with negligible speed degradation when used to design area-
efficient ECC systems. Note that our CMD design cannot be extended to prime field be-
cause this work is based on the extended Stein’s algorithm [14], which can only operate
over binary extension field.

3.1 Modified Multiplication Algorithm

From Algorithms DA and MA_1, we observe that the DA includes the basic opera-
tions of MA_1 and the main difference between them is the opposite shift direction. To
overcome the problem of different shift direction, we apply the concept of reciprocal
polynomial to Algorithm MA_1 and derive a variant of the multiplication algorithm de-
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noted as MA_2. In finite fields, the reciprocal polynomial w"(x) of a polynomial w(x) of
degree 7 is defined as w'(x) = x" x w(1/x) [21]. Let w(x) = wpx™ 7+ ... + wix + wp and
w ) = X" ™) = wed™ ™ + w2 + ... + w,_1. We summarize the analogy between
w(x) and w’(x) in Table 1.

Table 1. Analogy between w(x) and w’(x).

w(x) w (x)
w= (W1, ..., Wi, Wo) w'= (Wo, Wi, ... Wpt)
(W x)=Wna, ..., w1, wg, 0) (w*/x) = (0, wo, W1, -y Wp2)
(W ' x)g: (Wm72 + Wi-18m-1s --s Wo F (W*/x)g* = (Wmflx Wo + Wy181, ooy Wiz T
Wi 181 Win1) Wii-18m-1)

Note that g"(x) = x"g(x ) = gox™ + g™  + ... + guax + 1.

Based on Table 1, our multiplication algorithm, Algorithm MA_2, is presented be-
low. To match the division algorithm DA, we move u(x) < (u(x)/x), to the end of each
iteration; thereby the initial value of v(x) becomes (a"(x) - x),. To reduce the design com-
plexity, we set v(x) to be an (m + 1)-bit vector; thus the initial value of v(x) can be sim-
plified as " (x) - x. Since Algorithm M4 _2 has the same shift direction as Algorithm DA,
we can easily merge the arithmetic operations on variables » and u in two different algo-
rithms by the following rules: If 7o is 1, (x) = r(x)/x and u(x) = ((u(x) + v(x))/x),; other-
wise r(x) = r(x)/x and u(x) = (u(x)/x),.

Multiplication algorithm, MA_2.

Initialization: (r(x), v(x), u(x), p(x)) < (0" (x), (@"(x) “X)g 0, 2 )
Result: u'(x) = (a(x) - b(x)),
Algorithm: 1.fork=1:m{

2. ifro=14

3. u(x) < u(x) + v(x)

4.}

5. r(x) < r(x)/x

6. u(x) < (u(x)/x),

7.}

3.2 The Developed CMD Algorithm

We merge Algorithms DA and MA 2 to yield a combined multiplication/division
algorithm expressed as follows.

Note that the result of multiplication, «"(x) = (a(x) - b(x)),, is obtained after m itera-
tions and the division, v(x) = (a(x)/b(x)),, is accomplished in 2m — 1 iterations. Since the
division and multiplication take a different number of iterations, a new variable p is in-
troduced to specify the iteration. A few comments are given for the multiplication opera-
tion in Algorithm CMD; (1) Since the condition &> 0 holds at each iteration, the multi-
plication terminates when &= 0; (2) The variable s(x) remains zero (s(x) = 0) at each itera-
tion; thus s(x) does not affect the variable (x); (3) The value of v(x) is fixed during the
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Combined multiplication/division algorithm, CMD.

mul: (r(x), s(x), u(@), v(x), p(x), 6, p) < (b"(x), 0,0, (" (x) - X}, & (x), m, m)

RN giv: (0, s(x), o), V), P2, 6 ) < (b, £(a), ), 0, o), ~ 1, 2m ~ 1)

mul: u”(x) = (a(x) - b(x))e

Result: div: V()C) = (a(x)/b(x))g

Algorithm: lfork=1: p{

2. ifro=1{

3 if 6<0{

4 (r(x), s(x), u(x), v(x)) <= (r(x) + 5(x), r(x), u(x) + v(x), u(x))
5. 0«—-0

6. }

7 else {

8 (r(x), u(x)) < (r(x) + 5(x), u(x) + v(x))
9. }

10. }

11 (r(x), u(x)) < (r()/x, (u(x)/x),)

12. S« o-1

13.}

Note: mul and div denote multiplication and division, respectively.

multiplication process. Note that except for different initial values required for perform-
ing either multiplication or division, the main parts of algorithms CMD and DA are the
same. This implies that the multiplier can be combined with the divider using little mul-
tiplexing for operand selection. In summary, when the algorithm performs multiplication,
the required initial values are given as follows: (1) » and p, respectively, become b™ = (by,
by, ..., b,_1) and g* = (g0, g1, -+ En); (2) v(x) is initialized to a*(x) - x, Le., v=(ag ay, ...,
an-1, 0); and (3) Jis set to m since there is no need to exchange the variables during the
multiplication process.

3.3 Examples

Consider the modular division and multiplication over GF(2%). Let g(x) = x* + x + 1,
a(x) =x*+ x>+ 1, and b(x) =x* + x + 1, i.e,, g = (10011), @ = (1101) and b = (0111).
Then we have g* = (11001), b" = (1110), and ¢” - x = (10110) because & = (1011). As
shown in Table 2, Algorithm CMD takes seven steps to find the solution v = (a/b), =
(1000), corresponding to v(x) = x*, and four steps to yield «"(x) = (a - b), = (0101) = x* +
1 since u(x) = (1010). Note that £ = O presents the initial values.

4. CMD DESIGN AND COMPLEXITY EVALUATION
4.1 Circuit Design
Since the developed CMD algorithm stems from extended Stein’s algorithm, the re-

sulting circuit design can be derived from that based on Stein’s algorithm. The remaining
task is to deal with the different initial values required for performing either multiplication
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Table 2. Iterations of algorithm CMD.

k| s | r | s | u | v
Division
0 -1 0111 10011 1101 00000
1 0 1010 00111 1111 01101
2 -1 0101 00111 1110 01101
3 0 0001 00101 1000 01110
4 -1 0010 00101 0011 01110
5 -2 0001 00101 1000 01110
6 1 0010 00001 0011 01000
7 0 0001 00001 1000 01000
Multiplication

0 4 1110 0 0000 0000 10110
1 3 0111 0 0000 0000 10110
2 2 0011 0 0000 1011 10110
3 1 0001 0 0000 0010 10110
4 0 0000 0 0000 1010 10110

or division. Let g(x) be the irreducible polynomial over GF(2™) and a(x), b(x), f{x), e(x)
be four elements in GF(2™). To obtain (a(x)/b(x)), and (f(x)e(x)),, the initial inputs can be
represented as follows:

r(x) = Ctri5-b(x) + Ctri5- € (), (10)
s(x) = Ctri5- g(x), (11)
u(x) = Ctri5-a(x), (12)
v(x) = Cori5- (7 (x)- ), (13)
p(x) = Ctri5- g(x) +Ciri5- g (x), (14)

where the control signal Ct/5 = 0 (1) denotes the multiplication (division).

As examples, the CMD architectures of obtaining ¢(x) = (f{x)e(x)), and d(x) = (a(x)
1b(x)), in GF(2™) with m = 5 and m = 6 are depicted in Figs. 2 (a) and (b), respectively.
According to these figures, the CMD circuit consists of m + 1 cells, including one G,-cell,
L(m - 1)/2] Gg-cells, [ (m — 1)/2'] H-cells, and one Hc-cell. In Fig. 2 (b), the Gp-cell for
= ml2 is removed since m — m/2 = m/2. Thus we just keep the Hp-cell for m/2. The sym-
bol x in Fig. 2 (b), which denotes a don’t-care signal, exists because the port of the
Hjg-cell is originally used to bypass a signal from the output of Gp-cell. Figs. 3-6 describe
the implementation details of the four basic cells (G4, Gy, Hp, and H¢), where the small
black rectangular represents a one-cycle delay element (flip-flop) for storing intermediate
results to be used in the next iteration. In these figures, ¢ and d;” represent the ith output
of multiplication and division, respectively. The index j is used to denote the jth cell and
the index # is defined as the value of m —j. To facilitate the bit stream reverse for imple-
menting the reciprocal polynomial, the jth and (m — j)th cells are allocated in the same
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column. For convenience, the Gp-cell is used to denote the design of the jth cell for j <
L(m — 1)/2] and Hz-cell for j > | (m — 1)/2.|. Except the bypass signals, the design of G;-cell
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and Hj-cell is identical so that the architecture is regular and suitable for VVLSI design.

In essence, the functions of 4-cell (Fig. 3 (b)), B-cell (Fig. 4 (b) and Fig. 5 (b)), and
C-cell (Fig. 6 (b)) are the same as our previous work [14], except for the gray-colored mul-
tiplexers (mux) used to select the input data. Specifically, the control signal CzI1 is used
to control the gray-colored multiplexers for receiving input data (Ct/1 = 0) in the first cy-
cle, or iteration, and for latching intermediate results (Cz/1 = 1) in the remaining cycles.
The CMD array in Fig. 2 can output one multiplication (or division) result per m (or 2m
— 1) clock cycles. In the following, we describe the base cell designs of our CMD archi-

tecture.

(5] bzaggzggfgegfg[lgbg e3 b|a|g|g4ﬁe|ﬁa4b4 €y boaooeofb

vy

!
d %5 d’ ¢ d Sy dy % &
(@) m =5.

f:} g3(13b3 es baaag7g4f4e7ﬁa4b4 ey b|a|g1g<f;e|fa;b; es boaooeoﬁ)

Crrll ~ Ctrl4

b

=

v

\}HHHH ?mwu gww ,
IrlS
Crrll

v
< %3 d% % d°264d°4 % d“lc d“5
(b) m = 6.
Fig. 2. Dependence graph of Algorithm CMD.

Vo [

Crrll [log, (m+1)]+1

u'y
ay 0 eo‘ﬁ) Uy
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~
LA <« Ctrl5

@ r“

7

) & 0 Cwrld . |
=] W
o ~ v
€y e

H—< Ciril
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9
y,

Ctri3

Fig. 3. (a) G-cell; (b) A-cell.
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A-cell: As depicted in Fig. 3 (b), 4-cell is responsible for updating the LSB of v(vo)
and S. Moreover, A-cell generates the controlling signals: Ctri2 = ry, Ctrl3 = ug + 1y -
vo, and Ctrid = (ry = 1) & (6 < 0) in each iteration. From algorithm CMD, we have the
following observations. First, if 7y is 1, #(x) = (#(x) + s(x))/x and u(x) = ((u(x) + v(x))/
x); otherwise r(x) = r(x)/x and u(x) = (u(x)/x),. Second, if 7, = 1 and ¢ <0, then s(x) =
r(x), v(x) = u(x), and 6=— 6— 1; otherwise s(x) = s(x), v(x) = v(x) and 6 = §— 1. Ctri3
is the basic signal for computing (u(x)/x), in Egs. (3) and (4). We have v'o = ctrl4 - vy
+ ctrl4 - uy. A-cell does not compute the LSBs of s(x) and »(x) since s, is always 1 and
ro is shifted out. The 2’s complement counter &, which is embedded into A-cell, has

(log,(m + 1) 1+ 1) bits and is updated as follows.
S« Ctrld- (5-1)+Ctrld - (-5 - 1). (15)
When Ctrid=1, - 6—1= (5 +1) —1= 6. Thus, 5" = Ctrld - (5 1) + Ctrld - 5.

Note that determining the sign of §is equivalent to checking MSB of 6, i.e., its sign
bit. Thus Ctrld = (rp = 1) & (Syss = 1).

. B-cell and C-cell: According to Fig. 4 (b) and Fig. 5 (b), the B-cell is designed to per-

form the necessary arithmetic operations on variables ', V', #, and s’ based on the
control signals generated by A4-cell. Taking into account the bit stream reverse for im-
plementing the reciprocal polynomial, the design of B-cell in Fig. 5 (b) is a mirror
image of that in Fig. 4 (b). The following equations can represent the updating of »(x),

s(x), u(x), v(x).
(r,u) « ((r +Ctr12-s5) I x, (u+Ctrl2-v) %) ), (16)
(s,v) « (Ctrld - s+ Ctrid - v, Ctrld - v+ Ctrld- u), a7
in Eq. (16), the value of #(x) is shifted right: #/;_,= r; + CtrI2 - s; and u(x) is updated
based on Ct7/3 and Eqgs. (3) and (4): u';1 = (u;+ Ctri2 - v)) + Ctrl3 - p;for 1 <j<m — 1.

The C-cell, depicted in Fig. 6 (b), is a simplified B-cell that computes the most sig-
nificant bits ',y = Ctri3 + Ctri2 - vy, ¥y = Ctri2 - s, and 8, = Ctrid - s,,,.

5 P Y

Ctrl5 [«

- bj aj & &n f;l €j f a b l ¢ P
Y A : ! ‘ coil
i LT, , s JL\TA
T - -
‘ ‘I —»f Ul
‘ ™ ri
\ MUX / MUX Q w cntz
— . Crl3
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[N rj u; Sj Dj v u!l.”l lUE
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> . > ot
B-cell in Gg Fi
| cri3 . '
o ° | cori2 Cirld Curi4
Cnl Dj &’ DS
Ctrl4 s » v,
J
A Yy YYYY
& fi &n & anby S » P
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Fig. 4. (a) Gp-cell; (b) B-cell in Gp.
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Fig. 6. (a) Hc-cell; (b) C-cell.

4.2 Complexity Analysis of CMD Circuit

Compared with the divider design in [14], the hardware overhead of our CMD de-
sign contains 2m 2-input multiplexers and 3m 2-input AND gates. That is, the hardware
overhead is estimated as 3m x A ypz + 2m x Ay, Where the notations A yp, and Ay
denote the area of 2-input AND gate and 2-input multiplexer, respectively. From [14],
when m is large enough, the area of divider is approximated to 4., = 3m x A ypz + 3m x
Axoro + Tm x Ayuxe + 5m x Aprp, Where Ay denotes the area of flip-flop, and we use two
2-input XOR gates to represent one 3-input XOR gate. From [17], the area of multiplier
IS Ay = 2m x Aynpo + 2m x Axors + 3m X Ayuxo + 3m x Apr. Define the area reduction
ratio (ARR) of our CMD design as

(Adiv + Amul) B (Adiv + 4 Amul B Anvé”’ , (18)

Adiv + Amul Adiv + mul

over ) _

where 4,,.. denotes the resulting hardware overhead of our CMD design. By the UMC
0.18 um technology, we have A,yp, ~ 13.30 wm?, Ayors ~ 26.61 um?, Ayuxe = 29.94 um®,
and Ay~ 79.83 um?. Using the information, we compute A, ~ 728.4m pum?, A ~ 409.1m
,um2 and 4,,., = 99.8m ,umz; therefore the resulting area reduction ratio is about 27.2%.
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5. COMPLEXITY ANALYSIS FOR DIFFERENT ECC APPLICATIONS
5.1 Area Complexity of ECC Systems Using CMD Design

One of the applications of our CMD algorithm is used to compute points in ECC
over GF(2™) using affine coordinates. Because of the inherent data dependency of the
field arithmetic in ECC systems using affine coordinates, the division and multiplication
are sequentially performed, and it is well suited to implement both operations in the same
hardware. In this way, we can increase the hardware utilization as well as decrease the
hardware requirement.

Because the field division and multiplication are much more complicated than the
field addition, the field addition is ignored in our complexity analysis. Furthermore, as
described in section 2.4, we need one divider, one multiplier and six registers to accom-
plish the scalar multiplication for ECC systems using affine coordinates. By Eq. (18), the
ARR of ECC systems employing our CMD design can be defined as

AECCZ — AECCl _ Amul — oner (19)
AECCZ AECCl + (Amul - oner)

where Agccr and Az denote the area of ECC systems using our CMD design and that
employing distinct multiplier and divider, respectively. Our sample design takes Agcci =
1928.1m pm? based on the UMC 0.18 zm technology; therefore the resulting area reduc-
tion ratio is about 13.8%.

5.2 Time Complexity of ECC Systems Using CMD Design

As described in [22], assuming m = 163 and b = 1 for the Kablitz elliptic curve, the
estimated computation time of executing the scalar multiplication &P in two different
coordinates is listed in Table 3. In this table, (1) Add and Double, respectively, denote
the total number of required point addition and point doubling; (2) mul, div, inv and sqr,
respectively, represent the number of multiplication, division, inversion and squaring
operations used to accomplish the scalar multiplication; (3) « is the ratio of critical path
delay of our CMD design to that of the selected multiplier; and (4) N is defined as the
equivalent number of multiplications required to carry out the scalar multiplication as
explained below.

Table 3. Computation time comparison in two different coordinates.

" Point Operation Field Operation N Reduction
Add | Double | mul | div |inv| sqr " ratio
Projective 1 82 162 | 1304| 0 | 1 | 1220 | 2847 -
1.50% | 82 162 244 | 244 | 0 | 244 | 1464 | 48.6%
2.049 | 82 162 244 |244| 0 | 244 | 1991 | 30.1%

(1) The time ratio computed using the polynomial basis MSB-first multiplier.
(2) The time ratio computed using the polynomial basis LSB-first multiplier.

Affine
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From Figs. 3-6, the critical path delay of our CMD design is approximated to Tcyp
= 2T np2 + 3Txor2 + Tyuxe, Which is about 0.849 ns based on UMC 0.18 wum technology.
As for the multipliers, the critical path delays of the polynomial basis MSB-first [17] and
LSB-first [18] multipliers, respectively, are estimated as Tyuusz = 2Txore + Tanp2 +
Tvuxe and Typirse = Txore + Tanpz + Twuxe, Which are about 0.567 ns and 0.416 ns based
on the same technology. Thus, the time ratio « is approximated to 1.50 (= T/ Tu-uiss
= 0.849/0.567) and 2.04 (= Teyp! Tu-rsz = 0.849/0.416) for two different types of cho-
sen multipliers.

In our analysis, we replace division with multiplication and use « = 1 for ECC
systems using projective coordinates assuming that the inversion of a field element is
found by using Fermat’s theorem that requires m — 2 multiplications and m — 1 squaring.
It is further assumed that multiplication and squaring have the same time complexity
because they are generally accomplished by a single multiplier [17, 18], although the
squaring can be optimized for some specific polynomials like a trinomial [23]. Note that
our analysis can be easily extended to deal with the cases which distinguish the squaring
from the multiplication.

Remind that the number of iterations of division is twice than that of multiplication.
Thus, the values of N can be estimated as 1 x (mul + sqr + (m — 2 + m — 1) x inv) =
2847 in projective coordinates and a x (mul + sqr + 2 x div) = 1464 (1991.04) in affine
coordinates using the MSB-first (LSB-first) multiplier. From Table 3, we can see that the
ECC system using affine coordinates and employing our CMD design can save up to
((2847 — 1464)/2847) x 100% = 48.6% of computation time compared with that using
projective coordinates. Note that trade-offs between different types of multiplier and
divider designs may yield different results in both coordinates.

6. IMPLEMENTATION RESULTS AND COMPARISONS
6.1 Implementation Results

An ECC system over GF(2'*!) using the developed CMD design has been success-
fully realized by the Verilog language and synthesized by Synopsys Design-Compiler™
based on the UMC 0.18 um library. The system, verified by IEEE std. 1363 golden pat-
terns, can operate higher than 200 MHz with gate counts of about 36.8k. Note that the
gate counts are computed in terms of the equivalent number of 2-input NAND gates. As
described in section 2.4, the required number of iterations for the scalar multiplication is
approximated to 8m? in the worst case and 6m? in the average case.

6.2 Comparison with Other Low-Cost CMD Design

In Table 4, we compare the area complexity of our CMD design with that of the low-
cost finite field arithmetic design in Kim’s work [19] for m = 64, 128, 160, and 192. Kim
combined the variant Euclidean’s algorithm for division and LSB-first multiplication
algorithm. In fact, the divider based on variant Euclidean’s algorithm involves two different
shift directions for (u(x)/x), and (u(x)x), [15]. Thus the two algorithms can be easily com-
bined since the divider has the datapath that a multiplier requires. However, it implies the
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divider designed based on variant Euclidean’s algorithm has more complex datapath and
control than that based on Stein’s algorithm. Therefore, the latter has both area and time
advantages [14, 24]. As mentioned above, we merge the multiplier into the divider based
on extended Stein’s algorithm with little area overhead for operand selection and almost
no performance degradation. Thus, up to 12.7% of area reduction can be achieved by
using our CMD design as seen from Table 4. Note that because Kim’s results were syn-
thesized with a CMOS 0.35 um library and ours with UMC 0.18 um library, we adopt
the gate counts to make a fair comparison.

Table 4. Comparison of the total gate counts for CMD designs.

Kim et al. [19] Ours Reduction ratio
" (Ry) (R2) (R = Ry)IR,
64 6,011 5,248 12.7%
128 11,638 10,245 12%
160 14,434 12,697 12%
192 16,847 15,174 9.9%

6.3 Comparison with Other ECC Designs in FPGA

In this subsection, we show the experimental results of our ECC design in different
FPGA devices and make a comparison with existing ECC designs over GF(2™) [8, 11,
20]. The ECC systems in [8, 11] achieve high throughput at the price of high area over-
head because the set of ONB (optimized normal basis) multipliers is executed in parallel.
Park [20] implemented an ECC processor using the modified Booth algorithm and poly-
nomial basis for an embedded medical image system that demands fast operation and
low hardware resource. Table 5 compiles the comparisons between our design and the
three works when m = 113 or 163. In this table, (1) the area is computed in terms of the
number of occupied slices — a unit used in Xilinx Virtex series; (2) the time complexity
is the time required to accomplish a scalar multiplication; (3) the “efficiency” is defined
as the executed scalar multiplications per second per slice, i.e. efficiency = 1000/AT,
where AT = Area (slices) x Time (ms); and (4) the AT reduction ratio is expressed as
(AT, — AT,)IAT,, where AT, and AT, denote the 4T complexity of other’s work and ours,
respectively.

In [8], the authors introduced a parallelism factor & to take different multiplier de-
signs into consideration. A k-way multiplier means that the number of cycles required for
accomplishing a multiplication is reduced to | m/k] + 2. As shown in [8], the performance
improves as we increase the parallelism factor £ and then quickly saturates with £ = 14.
For the case of £ = 14, our work still has 24.6% improvement in AT complexity. Finally,
the symbol FM defined in [11] represents the number of employed field multipliers. Note
that Cheung [11] reported the best AT complexity of their ECC without providing related
time and area information for their designs. Thus, we only adopted the best AT complex-
ity of [11] to compare with ours. From the comparisons below, the ECC system using the
proposed CMD circuit yields the best performance.
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Table 5. Comparison between our ECC design and the related work.

m | FPGA devices | Work Avrea (slices) Time (ms) Efficiency | AT reduction
1,410 (k= 1) 43 0.16 73.7%
(8]
XCV1000 2,515 (k=14) 0.84 0.47 24.6%
113 8,753 (k= 113) 0.75 0.15 75.7%
Ours 1,810 0.88 0.63 -
N/A N/A 077 (FM=1) 23.9%
[11] N/A N/A 0.71 (FM=2) 29.8%
XC2V6000 N/A N/A 0.70 (FM = 4) 30.8%
Ours 1,647 0.6 1.01 —
[20] 3,600 3.05 0.09 42.2%
163 XCV1000E Ours 2,490 2.55 0.16 -

7. CONCLUSION

In this paper, we presented a combined multiplication/division (CMD) algorithm
based on extended Stein’s algorithm. From our development, an efficient CMD module
can then be achieved with little multiplexing for operand selection. The resulting circuit
design features modularity, regularity, and concurrency so that it is well suited for VVLSI
implementation. In fact, our CMD design not only is area-efficient but also can be oper-
ated in very high clock rate. Thus, when applying the developed CMD design to ECC
systems using affine coordinates, we can achieve both the area and speed advantages.
The area reduction comes from the improved hardware utilization in the target ECC in
which the multiplication and division operations are sequentially executed. Experimental
results demonstrated the effectiveness of our development in comparison with the previ-
ous work. Finally, our evaluation results also show that the ECC systems using affine
coordinates and our CMD design may outperform those using projective coordinates.
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