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In wireless sensor networks, sensing driven nature of data generation and uneven 

cluster sizes result in unbalanced data traffic load among clusters. Clusters in which the 
event generation rate is high and/or clusters that have more members than others suffer 
from congestion and data loss which negatively affect the accuracy of the collected data. 
In addition, the cluster heads of such clusters exhaust their energy earlier than others, 
thereby reducing the network lifetime. Hence, the data load among clusters must be bal-
anced to preserve the data accuracy and prolog the network lifetime. This paper presents 
Secure Load Balancing (SLB) protocol and introduces pseudo-sinks in order to improve 
data accuracy and bandwidth utilization of wireless sensor networks while still providing 
secure communication. Simulation results show that, in comparison with traditional clus-
ter based networks, SLB protocol improves the data accuracy and increases the data de-
livery rate in the presence of security constraints. 
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1. INTRODUCTION 
 

The emergence of sensor architectures with special capabilities and the develop-
ments in low-power computational components will bring wireless sensor network appli-
cations into reality in either controlled environments (such as office, warehouse, etc.) or 
uncontrolled environments (such as disaster areas, etc.) [1]. In a wireless sensor network, 
data of individual sensor nodes are aggregated by intermediate sensor nodes to eliminate 
redundant data and/or combine unreliable sensor measurements [2]. As many neighbor-
ing sensor nodes often have overlapping sensing ranges and produce correlated data, data 
aggregation is essential for reducing unnecessary data transmissions and prolonging the 
network lifetime. Clustering is one of the key mechanisms for implementing data aggre-
gation protocols in which cluster heads take the responsibility to coordinate their cluster 
sensor nodes and aggregate their data. However, many clustering algorithms, such as 
lowest-id clustering [3, 24], are originally designed for Mobile Ad-Hoc Networks (MAN- 
ETs) and they do not consider the sensing-driven communication nature of wireless sen-
sor networks [25]. Therefore, it is possible that some clusters have more members than 
others in the network. Moreover, due to sensing-driven event generation, some clusters 
may have higher data generation rate than others [25]. Such clusters that have more 
members or have higher data rates compared to other clusters are referred to as congested 
clusters. Sensor nodes in congested clusters have more delay in their data transmission to 
the cluster head. Even in time-division based medium access, which provides bounded 
transmission delay, data in memory of some sensor nodes will be overwritten by new 
 
Received March 17, 2008; revised July 16 & August 29, 2008; accepted November 12, 2008.  
Communicated by Ten-Hwang Lai. 



SUAT OZDEMIR 

 

1692 

 

measurements because of long waiting time for channel access, limited storage and 
transmission capacity. Hence, the accuracy of the collected information, which is vital 
for surveillance networks, is reduced on regions covered by congested clusters because 
not all measurements of sensors are reflected in the aggregated data. In this paper, we 
refer this issue as accuracy problem. 

Security is another key requirement for many wireless sensor network applications. 
The widespread deployment of these networks can be curtailed without proper security 
because a sensor network should not leak sensor readings to outsiders [4]. Hence, like 
any other wireless sensor network protocol, data aggregation protocols must work in 
conjunction with security policies of the network. Preventing unauthorized parties from 
discovering the transmitted data is typically accomplished by setting up an encrypted 
communication channel which requires a shared secret key between communicating par-
ties. Therefore, several random secret key predistribution protocols are proposed for 
wireless sensor networks [5-7, 23] in which sensor nodes are provided a set of keys from 
a key pool before the deployment and expected to have shared keys with their neighbor-
ing nodes. Due to their probabilistic nature, however, random secret key predistribution 
protocols may result in sensor node pairs that do not have a shared key but reside in the 
same cluster. Although there are path key establishment methods [5] for sensor node 
pairs that do not have a shared key, in the presence of compromised sensor nodes path 
key establishment is susceptible to security attacks, such as man in the middle [8]. De-
spite their probabilistic nature, random secret key predistribution protocols are widely 
employed in wireless sensor network research. 

To mitigate the accuracy problem while also providing security and data aggrega-
tion, this paper proposes Secure Load Balancing (SLB) protocol that employs pseudo- 
sinks which are a small number of special, tamper-proof sensor nodes with more compu-
tational, storage, and energy resources. The novel idea behind SLB protocol is to miti-
gate accuracy problem by securely relaying data from congested clusters to nearby free 
clusters or pseudo-sinks. Moreover, data are aggregated at both cluster heads and 
pseudo-sinks to reduce the data transmission overhead and improve the network lifetime. 
In order to securely transmit data and perform data aggregation, the existence of shared 
keys between cluster heads and sensor nodes is required. However, due to the nature of 
random key predistribution protocols, it may not be possible for every sensor node to 
share a secret key with its cluster head. In SLB protocol, in addition to data of congested 
clusters, sensor data that cannot be aggregated due to lack of shared keys are also re-
layed to pseudo-sinks for data aggregation. Thanks to their increased storage capability, 
pseudo-sinks store much more secret keys than ordinary sensor nodes and sensor nodes 
are able to share a key with the pseudo-sink of its deployment group. Therefore, SLB 
protocol not only mitigates the accuracy problem but also improves the security and data 
aggregation efficiency of the network by enabling pseudo-sinks to aggregate sensor data 
that cannot be aggregated at cluster heads due to absence of shared keys. Fig. 1 shows 
the reference network architecture for SLB protocol. Simulation results show that, in 
comparison with traditional cluster based networks, SLB protocol improves the accuracy 
of the information gathered in the network and increases data aggregation efficiency and 
network lifetime in the presence of security constraints.  

Our contribution in this paper is to mitigate the load balancing problem by consid-
ering security and data aggregation requirements of wireless sensor networks. To the best  
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Fig. 1. The reference network architecture for SLB protocol. Cluster 1 is congested and hence sen-

sor nodes S1 and S2 send their data to the pseudo sink PS1 whereas S4 and S5 send their 
data to the cluster head CH2 of a neighboring free cluster (Cluster 2). Moreover, sensor 
node S3 in Cluster 1 does not share a key with its cluster head CH1 and therefore it sends 
its data to PS1. In addition, CH3 sends its aggregated data to PS1 as it is closer to PS1 than 
CH1. Note that some of the clusters are not shown in the figure for the sake of simplicity. 

of our knowledge, this is the first paper that considers security and load balancing con-
cepts together in wireless sensor networks. In addition, our proposed SLB protocol 
achieves longer network lifetime by securely balancing the data load among clusters and 
hierarchically aggregating the balanced data at pseudo-sinks and cluster heads. The rest 
of the paper is organized as follows. Section 2 presents the related work whereas net-
work model and assumptions are given in section 3. SLB protocol is introduced in sec-
tion 4. In section 5, the benefit of hierarchical data aggregation is analyzed. The simula-
tion results and security analysis are given in section 6 and concluding remarks are made 
in section 7. 

2. RELATED WORK 

Heterogeneous sensor networks are already introduced in [9-11]. Actors or actuators 
that perform appropriate actions based on the data collected from sensor nodes are intro-
duced in [9]. The authors explore sensor-actor and actor-actor coordination and describe 
research challenges for coordination and communication problems. The authors of [10] 
evaluate the effect of heterogeneous sensor deployments on sensing coverage and the 
trade-off between initial coverage and the duration of network sensing operations. Intel 
also has some work on heterogeneous sensor network where they overlay an 802.11 mesh 
network over a sensor network to reduce the energy consumption of sensor nodes [11]. 

The concept of relaying has been used in the context of cellular wireless networks 
[12]. In [13], relays can operate using the channels already available for the cell. iCAR 
[14] uses an additional air interface for relaying operation. Improvements due to relaying 
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such as improved coverage, increased capacity due to multiple simultaneous short range 
transmissions also hold for wireless sensor networks. However, there are several key 
differences between relaying in cellular networks and relaying in wireless sensor net-
works considered in this paper, such as mobility and communication pattern. 

The security needs of wireless sensor networks along with data aggregation re-
quirement have led many researchers to study secure data aggregation problem [15-18]. 
The security protocol presented in [15] proposes security mechanisms to detect node mis- 
behaviors such as dropping or forging messages and transmitting false aggregate values. 
In this work, instead of aggregating messages at the immediate next hop, messages are 
forwarded unchanged over the first hop and then aggregated at the second hop. In [16], it 
is assumed that there are certain nodes in the sensor network, called aggregators, that 
aggregate information requested by a query. The main idea of this work is to employ 
sampling mechanisms to detect the injected false data. In [17], an energy efficient secure 
data aggregation protocol that uses small data representatives called data patterns is pro-
posed. Data patterns may not be applicable if high precision is required for aggregated 
data. In [18], a functional reputation based secure and reliable data aggregation protocol 
is proposed. The proposed protocol takes advantage of reputation and trust concepts to 
improve reliability of the aggregated data. 

3. NETWORK MODEL AND ASSUMPTIONS  

We consider a static cluster based wireless sensor network where each sensor node 
is battery powered and composed of a small computation unit, a sensing unit, and a short 
range radio. Data collection is done at a powerful base station which queries the network 
through cluster heads or pseudo-sinks. Pseudo-sinks are special tamper-proof sensor nodes 
that have more memory space, computational power and battery life. Sensor nodes are 
inexpensive nodes such as Mica2 [20]. On the other hand, STARGATE [21] or Imote2 
[20] can be used as pseudo-sinks after being made tamper proof [26]. Since tamper proof 
pseudo-sinks are costly compared to ordinary sensor nodes, the ratio of number of 
pseudo-sinks to regular sensor nodes is usually small, such as 1 to 100. Sensor nodes 
estimate their distance to other nodes based on signal strength [27]. Cluster heads collect 
raw data from sensor nodes and perform data aggregation. Sensor nodes encrypt and 
authenticate the sensed data prior to transmission. Hence, cluster heads must have shared 
keys with the sender of any incoming data to be able to decrypt it for data aggregation.  
 
3.1 Key Distribution 
 

Random key predistribution schemes [5-7, 23] are realistic key distribution schemes 
for wireless sensor networks. However, these schemes may result in neighboring sensor 
node pairs that do not have a shared key [5]. For example, it may not be possible for a 
cluster head to have shared keys with some sensor nodes in its cluster. To increase the 
probability of key sharing between two sensor nodes, the number of key in sensor nodes 
must be increased. However, increasing the number of keys in each sensor node weakens 
the security [5, 6]. Hence, to support secure data transmission for all sensors without 
increasing the number keys stored in sensor nodes, SLB protocol employs pseudo-sinks 
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and a group based key predistribution scheme [23] which requires sensor nodes to be 
deployed in groups. It is shown that group based key predistribution reduces the number 
of keys in each sensor node and increases both the resiliency against node compromise 
attacks and the probability of having a shared key among sensor nodes [7, 23]. As de-
scribed in [23], SLB protocol deploys sensor nodes into the network area as deployment 
groups where each group has a separate key pool. In addition, a pseudo-sink is deployed 
along with each sensor group. The keys stored in a pseudo-sink are selected from the key 
pool of the pseudo sink’s deployment group. Hence, the number of keys stored in a 
pseudo-sink is reduced and the probability of having a shared key between a pseudo-sink 
and sensor nodes is increased. Interested readers are referred to [7] and [23] for group 
based random key predistribution methods. 
 
3.2 Attack Model and Security Goal 
 

We consider a dual operational mode adversary (passive and active) who is inter-
ested in revealing network data secrecy and forging the integrity of transmitted data. In 
our model, we assume that adversaries can compromise sensor nodes. When a sensor 
node is physically compromised, it means that an adversary gained control over the sen-
sor node’s operation, having access to its memory, keys, and resources, and is capable to 
reprogram such a compromised node with malicious code. Therefore, a compromised 
node can always generate and send false data and the proposed protocol cannot prevent 
that. Detecting compromised nodes that inject false data requires intensive monitoring 
mechanisms [28], and therefore it falls out of scope of this paper. In addition to false data 
injection, compromised sensor nodes can perform a wide range of attacks that disrupt the 
regular operation of a wireless sensor network such as denial-of-service attacks, Sybil 
attacks, or underlying routing protocol attacks. However, in this paper, we are only inter-
ested in preventing attacks that aim data confidentiality and authentication. Therefore, in 
SLB protocol a secret key is shared between any communicating party and all messages 
are encrypted and authenticated to provide data confidentiality and integrity, respectively. 

4. SLB PROTOCOL 

SLB protocol enables sensor nodes in congested clusters to relay their data securely 
to neighboring free clusters or pseudo-sinks to mitigate the accuracy problem. Sensor 
data are hierarchically aggregated at pseudo-sinks and cluster heads as much as possible 
to reduce the data transmission overhead of the network. In addition, before the deploy-
ment, an application depended data rate threshold (DataRateThreshold) is defined for sensor 
nodes to balance their data transmission load. If a sensor node’s data rate is below the 
threshold then the sensor node is required to send its data to a pseudo-sink rather than its 
cluster head. Hence, SLB protocol reduces the variance among data rates of sensor nodes, 
thereby ensuring that each node in the sensor network is able to transmit its measurements 
on time. Moreover, SLB protocol improves data aggregation efficiency by aggregating 
the data that cannot be aggregated at cluster heads due to the lack of shared keys. As sen-
sor nodes take turns to be a cluster head to balance the energy consumption among sen-
sor nodes, it may not be possible to have a shared key between every sensor node and 
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cluster head pair. In SLB protocol, such sensor nodes that do not share a secret key with 
the data aggregator send their data to the pseudo-sink of its deployment group. Fig. 2 
presents the pseudo code of SLB protocol. 

 

 
Fig. 2. SLB protocol. 

SLB protocol is implemented in each data transmission session. Cluster heads assign 
time slots to their cluster members for data transmission and each sensor node Si obtains 
the knowledge of its cluster head (CHi) and the cluster size (chsize). Each sensor node Si  
broadcasts a RelayReq packet to its neighbors which includes its identifier (Si), identifier 
of its cluster head (CHi), the cluster size of CHi, and its distance to CHi (|Si, CHi|). Then, 
Si starts waiting for RelayReq packets from other sensor nodes. When, sensor node Si re-
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ceives the Sj.RelayReq packet from Sj, it checks the cluster head identifier in the packet. If 
Si and Sj belong to the same cluster, the request packet is ignored; otherwise the following 
condition is checked (Line 4 of SLB protocol). The size of Si’s cluster should be smaller 
than the cluster size of Sj so that Sj will be able to increase its data rate. If this condition is 
met, Si forwards the request to its cluster head CHi and CHi allocates a new time slot for 
Sj. Information including cluster head identifier of CHi, cluster size, time slot assignment, 
and CHi’s list of secret key identifiers is sent to Sj in a RelayOffer packet.  

To find the cluster head that will provide the best data rate, Si also collects all the re-
lay offers from cluster heads that have a shared key with Si. Then, Si selects the relay 
offer with the minimum cluster size (CHk.RelayOffermin) that will yield the best im-
provement in its data rate (Lines 16-17 of SLB protocol). Si verifies the offer since the 
cluster head CHk can send the same offer to multiple requesting nodes. On relay link 
establishment, Si notifies its previous cluster head CHi to release its resources. Both CHi 
and CHk update their member count and notify their members on current cluster status. 
Once the relay link is established, Si encrypts its data Di using the key that it shares with 
CHk. In addition, Si also computes the Message Authentication Code (MAC) of Di using 
the key that it shares with CHk so that message integrity and source authentication is 
provided. Si appends computed MAC(Di) to encrypted Di and sends this packet to CHk.  

If Si does not have any relay offer that can improve its data rate, then Si first checks 
if its date rate is above the predetermined threshold DataRateThreshold. It also checks 
whether it shares a secret key with its own current cluster head CHi. If both conditions 
are met, Si sends its encrypted Di along with MAC(Di) to CHi for data aggregation (Lines 
22-23 of SLB protocol). However, due to congestion, Si’s data rate may be lower than 
DataRateThreshold. In addition, as sensor nodes take turns to be a cluster head, it may not 
be possible for Si to have a shared key with its current cluster head CHi [5]. Hence, CHi 
cannot decrypt and aggregate the data of Si. In either of these cases, SLB protocol takes 
advantage of pseudo-sinks. If Si’s data rate is below DataRateThreshold or Si does not share 
a key with its current cluster head, it encrypts and authenticates the data using one of the 
keys that it shares with the pseudo-sink of its deployment group (Pseudosinki) and sends 
the encrypted and authenticated data to Pseudosinki (Line 26 of SLB protocol). Note that 
after the network deployment, each pseudo-sink broadcasts its ID and the list of its key 
ID’s to its deployment group. Hence, each sensor node is able to find the pseudo-sink of 
its deployment group and the key that it shares with its pseudo-sink. Pseudosinki de-
crypts the encrypted data and aggregate it. Hence, in addition to mitigating accuracy 
problem, pseudo-sinks improve the data aggregation efficiency of the network as well.  

Pseudo-sinks not only mitigate the accuracy problem but also improve the data ag-
gregation efficiency by hierarchically aggregating cluster heads’ data. As seen from Fig. 
1, after the data collection, data aggregators aggregate the collected data and securely 
send this data to their pseudo-sinks for data aggregation thereby increasing data aggrega-
tion efficiency by hierarchical data aggregation. In the next section, we give a detailed 
analysis on how hierarchical data aggregation reduces the data transmission overhead of 
the network. 

5. ANALYSIS OF HIERARCHICAL DATA AGGREGATION 

In traditional data aggregation schemes, cluster heads aggregate the sensor data and 
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forward it to the base station over long distance communication links. SLB protocol 
reduces energy consumption between cluster heads and base station by employing the 
pseudo-sinks over the network. As pseudo-sinks are able to aggregate the sensor data 
which cannot be aggregated at the cluster heads, the number of data packets from sensor 
nodes to base station is reduced. The efficiency of the pseudo-sinks increases as the re-
dundancy rate of the sensor data increases which results in an increment in energy effi-
ciency and bandwidth utilization of the sensor network. In order to show energy effi-
ciency and bandwidth utilization of SLB, in what follows, we propose an energy model 
for hierarchical data aggregation process in wireless sensor networks. For the sake of 
easiness, we do not consider the data relaying to neighboring clusters and assume that a 
sensor node’s data is always aggregated by its original cluster head. This is a reasonable 
assumption because the relayed data is also aggregated at the neighboring cluster head 
and therefore it does not change the data aggregation efficiency. We also assume that 
data aggregators receive the sensor data which they cannot aggregate due to lack of 
shared keys and forward this data to the pseudo-sink without aggregating it. Hence, all 
data produced in a cluster Cj is forwarded to a pseudo-sink by the cluster head of Cj. 

In wireless sensor networks communication among sensor nodes or cluster heads is 
over multi hop wireless links. Therefore the total data aggregation cost is proportional to 
number of packets that need to be transmitted from source to destination, usually the 
base station. Assuming that the sensor nodes are homogenously distributed over the 
network and packet size is fixed, we can reasonably assume that transmission cost of 
each packet/hop is the same. Suppose that cluster Cj is composed of c sensor nodes and 
each sensor i generates ni packets per second, then X, the total number of packets per 
second received by CHj is 

1

c

i
i

X n
=

= ∑  packets/sec. 

If sensor nodes reach the cluster head over multi hop paths, then we can represent 
the number of hops from a sensor node i to cluster head CHj as Hi, j. In this case, similar 
to the formula in [20], the total energy consumed by the sensor nodes to transmit raw 
data to cluster head would be proportional to 

,
1

c

i i j
i

n H
=
∑  packet-hops/sec. 

After receiving X packets per second, we assume that cluster head can aggregate pX 
(0 ≤ p ≤ 1) packets because it can decrypt them. The remaining data (1 − p)X packets can-
not be decrypted as cluster head does not have decryption keys for them. The data ag-
gregation process is assumed to lead the pX packets to be reduced to rX packets. So, the 
benefit of doing data aggregation is to eliminate the redundant data which is (p − r)X 
packets. Since cluster heads forwards all non-aggregated data (i.e., (1 − p)X packets) and 
the resultant data of data aggregation (i.e., rX packets), cluster head forwards these pack-
ets at a rate: 



SECURE LOAD BALANCING IN HETEROGENEOUS SENSOR NETWORKS 

 

1699 

 

  

1 1
(1 )

c c
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+ −∑ ∑  packets/sec.   

Note that the ratio r/p shows what percentage of those data that can be aggregated 
need to be forwarded by the cluster head. The ratio r/p is referred as the aggregation rate 
in this paper. Let Hj,ps denote the distance between CHj and pseudo-sink PSps, and Hj,BS 
denote the distance between CHj and the base station (BS). Assuming that CHj’s aggre-
gated data is aggregated at each cluster head on the way to the base station. The total 
energy that is consumed by all packets transmitted by CHj is proportional to 

  

, ,

1 1 1
(1 )

j BSH c c
t

i i
t i i

r n p n
= = =

+ −∑ ∑ ∑  packet-hops/sec. 

Similarly, let m denote the aggregation rate of PSps and Hps,BS denote the distance 
between PSps and the base station. If there are s cluster heads sending non-aggregated 
data to the pseudo-sink PSps, then, assuming that PSps’s aggregated data will be aggre-
gated at each cluster head on the way to the base station, the total energy cost of trans-
mitting aggregated data from PSps to the base station can be shown as 

 

,

0 1 1
(1 )

ps BSH s c
t

i
t j i

m p r n
= = =

− ∑ ∑ ∑  packet-hops/sec. 

Since there are s cluster heads sending data to pseudo-sink PSps, the total aggrega-
tion energy cost of PSps would be proportional to 

    

, ,

, ,
1 1 1 1 1 0 1 1

(1 ) (1 )
j BS ps BSH Hs c c c s c

t t
i i j i i j ps i

j i t i i t j i
n H r n p n H m p r n

= = = = = = = =

⎛ ⎞
⎜ ⎟+ + − + −
⎜ ⎟
⎝ ⎠

∑ ∑ ∑ ∑ ∑ ∑ ∑ ∑            

The final formula shows that the energy efficiency of the network is improved by 
pseudo-sinks and the benefit of pseudo-sinks increases as the amount of data that cannot 
be aggregated at cluster heads increases. 

6. SIMULATION RESULTS AND SECURITY ANALYSIS 

We have evaluated SLB protocol in terms of data accuracy, average data rate per 
sensor node, and data aggregation efficiency by generating random network instances 
with 400 nodes and various numbers of pseudo-sinks (2, 4, 6, 8). In the simulations, sen-
sor nodes are assumed to be deployed as 4 deployment groups. A pseudo-sink is de-
ployed along with a deployment group. When 2 pseudo-sinks used, only 2 of the de-
ployment groups have a pseudo-sink. Each deployment group is assigned a key pool of 
size 1000. Each pseudo-sink and sensor node receives 100 and 30 keys from its deploy-
ment group’s key pool, respectively. The key sharing probability of among sensor nodes 
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is defined in [5-7, 23] as follows:  

2(( )!)1
( 2 )! !

S kp
S k S

−
= −

−
 

where p: probability of key sharing, S: key pool size, and k: number of keys in a node. 
Following above formula, in SLB protocol, the probability of key sharing among sensor 
nodes is 61.345% and the probability of key sharing between a sensor node and pseudo 
sink is 98.749%. It should be noted that 98.749% key sharing probability between a sen-
sor node and a pseudo-sink means that for every 100 sensor nodes only 2 sensor nodes 
will not be able to share a key with its pseudo-sink on average. Considering that wireless 
sensor networks are deployed with high node and coverage redundancy, a wireless 
sensor network can correctly perform its task even if 2 nodes out of every 100 nodes 
cannot communicate with its pseudo-sink. QualNet [22], a parsec based commercial 
sensor network simulator, is used for simulations. Lowest-id clustering algorithm is used 
to form the clusters in the network. Each cluster consists of 19 sensor nodes and a cluster 
head. The average neighboring degree of a sensor node is 7. The channel access scheme 
is chosen as TDMA and therefore data rate of nodes depend on the size of the cluster 
they belong to. As the placement of pseudo-sinks in the network is an important issue in 
SLB protocol, simulations are performed for both uniform and random distribution of 
pseudo-sinks over the network. The base station is located at one corner of the network. 
Simulations are performed using SNR of 1.5 dB to adapt the high packet loss rate of 
wireless sensor networks and the packet retransmission limit is set to 3. 

First, the effect of SLB protocol over the sensor node and cluster head data rates is 
measured when 250 Kbps radio with 20 m communication range is used. The results are 
illustrated in Figs. 3 (a) and (b). As seen from Fig. 3 (a), as the number of pseudo-sinks 
increases, SLB protocol decreases the variance of sensor node data rates. Hence, load 
balancing and fairness among sensor nodes are provided. In addition, Fig. 3 (b) shows the 
variance of cluster head data rates. Like sensor node data rates, the variance of cluster 
head data rates reduces as the number of pseudo-sinks increases. The load balancing 
among sensor nodes prevents quick exhaustion of some cluster heads due to excessive 
data transmission and therefore positively affects the lifetime of the network as explained 
later in this section. It can be seen from Figs. 3 (a) and (b) that the initial variance of clus-
ter head data rates is less than the initial variance of sensor node data rates. This is due to 
the sensor nodes in congested clusters that are not able to send their data to cluster heads. 
Also, Figs. 3 (a) and (b) show that uniform distribution of pseudo-sinks always yields 
better load balancing and fairness among sensor nodes. We have also evaluated the effect 
of sensor node communication range on SLB protocol. In the simulation, eight pseudo- 
sinks are uniformly placed in the network and communication range is varied from 15 m 
to 30m. Fig. 3 (c) shows that as the transmission range increases, fairness among sensor 
nodes increases as well. This improvement is due to the increased ability of sensor nodes 
to reach available cluster heads because with higher communication range sensor nodes 
are able to reach more cluster heads. However, it must be noted that increasing the trans- 
mission power significantly increases the energy consumption of sensor nodes [1].  

The performance of SLB protocol in terms of mitigation of the accuracy problem is 
also evaluated and the results are presented in Figs. 4 (a) and (b). In the simulation sce- 



SECURE LOAD BALANCING IN HETEROGENEOUS SENSOR NETWORKS 

 

1701 

 

   
(a)               (b)             (c) 

Fig. 3. (a) Variance of sensor node data rates for various numbers of pseudo-sinks; (b) Variance of 
cluster head data rates for various numbers of pseudo-sinks; (c) Variance of sensor node 
data rates versus communication range sensor nodes. 

   
(a)               (b)             (c) 

Fig. 4. (a) Accuracy of the data collected at the base station (data rate is 250 Kbps); (b) Accuracy 
of the data collected at the base station when sensor node (data rate is 400 Kbps); (c) Data 
aggregation efficiency of SLB protocol. 

 
nario, sensor nodes measure temperature values from the environment; cluster heads 
collect this information and send it to the base station over pseudo-sinks. We measured 
the normalized difference (error) of the average temperature collected by the base station 
and the actual average temperature value of sensor nodes. The data accuracy of the net-
work is defined as [1-Error in the collected data]. Fig. 4 (a) shows the data accuracy of 
the network when sensor nodes transmit data with 250 Kbps data rate. As seen from Fig. 
4 (a), since all sensor nodes are able to send their data to cluster heads and pseudo-sinks, 
SLB protocol reduces the deviation from the correct aggregation results and increases the 
accuracy of the data collected at the base station. Similarly, Fig. 4 (b) shows the data 
accuracy of the network when sensor nodes transmit data with 400 Kbps data rate. It can 
be observed from Fig. 4 (b) that, without SLB protocol, if the sensor node data rate is 
high, the accuracy of the network is low. This is due to the high number of sensor nodes 
that cannot transmit their data because of the congestion in clusters. However, if SLB 
protocol is employed, the accuracy of the network is not affected by the data rate of sen-
sor nodes, because pseudo-sinks balance the data load of cluster heads and all sensor 
nodes are able to send their data. 
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(a)               (b)             (c) 

Fig. 5. (a) Effect of sensor node data rate on data aggregation efficiency; (b) Increment in network 
lifetime when sensor node data rate is 250 Kbps; (c) Increment in network lifetime when 
sensor node data rate is 400 Kbps. 

The data aggregation efficiency of SLB protocol is also evaluated. The data aggre-
gation efficiency of the network is defined as the ratio of the amount of aggregated data 
to the total amount of data that needs to be transmitted. Fig. 4 (c) shows the data aggre-
gation efficiency of the network with respect to various numbers of pseudo-sinks. As 
seen from Fig. 4 (c), SLB protocol achieves high security and data aggregation effi-
ciency together. The reason is that pseudo-sinks are able to decrypt and aggregate the 
data that cannot be aggregated at cluster heads due to non-existence of shared keys. 
Therefore, SLB protocol is suitable for sensor network applications that need both secu-
rity and energy efficiency. In Fig. 5 (a), we show how the data aggregation efficiency of 
SLB protocol is affected by sensor node data rates. 6 pseudo-sinks are used in the simu-
lation. Since pseudo-sinks collect and aggregate the data of sensor nodes that cannot 
transmit their data due to congestion, the data aggregation efficiency of the network is 
not affected by sensor node data rates as shown in Fig. 5 (a). 

Since data aggregation reduces the amount of data transmission in the network [2], 
the energy consumption of sensor nodes is also reduced and lifetime of each sensor node 
is increased. As a result, the lifetime of the network is significantly prolonged due to 
load balancing and improved data aggregation efficiency. In this simulation, we refer the 
network lifetime as the maximum time limit that nodes in the network remain alive until 
one or more nodes drain up their energy. Figs. 5 (b) and (c) shows the increment in life-
time of the network due to SLB protocol. As seen from Fig. 5 (b), SLB protocol im-
proves the network lifetime up to 50% when eight pseudo-sinks are uniformly distributed 
over the network and sensor nodes have 250 Kbps data rate. In Fig. 5 (c), we show the 
results of same simulation scenario with 400 Kbps sensor node data rate. As seen from 
Fig. 5 (c), SLB protocol improve the network life time up to 60% when sensor nodes 
have 400 Kbps data rate. The reason behind this improvement is that as the data rate of 
sensor nodes increases, pseudo-sinks collect and aggregate more data and hence posi-
tively affect the network lifetime. 

The security of SLB protocol against compromised sensor nodes is analyzed to 
show how SLB protocol provides data confidentiality and authentication under the exis-
tence of compromised nodes. The key property of SLB protocol is to ensure that each 
sensor node shares a key with its cluster head and/or pseudo-sink to protect data confi-
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dentiality and authentication. However, due to random key predistribution, each key in 
the network is possessed by more than one sensor node [7]. Therefore, we want to find 
the answer for the following question. Let k be a communication key used by sensor 
nodes A and B which are not compromised, what is the probability that the attacker can 
have the key k in the subset of the keys recovered from the compromised nodes? As-
suming that each sensor node carries x keys in its key ring and there is only one com-
promised node, then the probability that k is not among the compromised node’s key ring 
is 1 − (x/nS) where n is the number of deployment groups and S is the number of keys in 
each group key pool. If there are α compromised nodes, then the probability that k is not 
among the any one of compromised nodes’ key ring is [1 − (x/nS)]α. Since this is the 
probability that k is not in the key rings of the compromised nodes, the expected fraction 
of keys being compromised is calculated as (1 − [1 − (x/nS)]α). As seen from the last 
formula, as the number of keys in each sensor node increases SLB protocol’s resiliency 
against node compromise reduces. However, as shown in [7], due to group deployment 
of sensor nodes and employment of small group key pools, SLB protocol results in better 
resilience against node compromise attacks compared to existing random key predis-
tribution methods. 

7. CONCLUSION  

This paper has presented Secure Load Balancing (SLB) protocol for wireless sensor 
networks that mitigates the accuracy problem due to unbalanced data traffic load among 
clusters and increases the data aggregation efficiency under the security constraints. The 
novelty of SLB protocol comes from considering the load balancing problem along with 
security and data aggregation requirements of wireless sensor networks. To the best of 
our knowledge, there is no existing work that considers security and load balancing con-
cepts together. SLB protocol employs pseudo-sinks to balance sensor data rates securely, 
thereby improving data accuracy. In addition, pseudo-sinks help increase the data aggre-
gation efficiency of the network. The performance analysis and simulation results show 
that SLB protocol ensures the data accuracy and improves the network lifetime by in-
creasing the energy efficiency and bandwidth utilization while still providing secure 
communication. 
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