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This paper presents a blind image watermarking technique based on a novel detec-
tion scheme which contains two detectors aiming at the positive attack and negative at-
tack, respectively. The analysis on signal processing attack indicates that there exist un-
reliable transformed coefficients in the attacked image which result in errors of the ex-
traction of watermark data. The novel detection scheme removes the unreliable trans-
formed coefficients and employs the remaining reliable coefficients for the extraction of
embedded watermark. The experimental results indicate the proposed technique improves
robustness significantly, as compared to the existing single detector scheme.

Keywords: image watermarking, attacks, discrete cosine transform, robustness, dual de-
tector

1. INTRODUCTION

Digital watermarking can prove to be useful to avoid the illegal use of digital media.
Generally, it can be classified into two types: robust watermarking and fragile water-
marking. The requirements for robust watermarking are transparency, robustness, secu-
rity, capacity, universality, and unambiguousness [1]. Among them, transparency and
robustness are most important. Transparency refers to the perceptual quality of the image
being protected. In other words, the watermark should be invisible over the original im-
age. Robustness refers to the ability to detect the watermark after unintentional attack,
i.e., common signal processing operations [2]. The technique presented in this paper be-
longs to the robust type. Depending upon a work domain that watermark is embedded in,
watermarking techniques can be classified into two categories: spatial domain and trans-
form domain [3-15]. Recent efforts are mostly based on transform-domain because it
offers better robustness.

According to whether the host signal is needed or not during the detection, water-
marking technique can be roughly categorized into two types: non-blind and blind [16].
Non-blind method requires the original host in the detection end, whereas blind one does
not. The blind methods are more useful than non-blind because the host image may be
not available in real-world scenarios. Generally, blind methods are often less robust and
also harder to implement than non-blind ones. Many blind image watermarking schemes
[16-22] have been presented recently.
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The existing blind schemes can be roughly classified into three types [16]: (a) cor-
relation-based; (b) based on absolute modulation of individual primary or secondary ele-
ments of an image; (c) based on relative modulation of pair elements. Most of these
schemes focus on embedding strategy. In addition, they do not exploit the characteristics
of the attacks. In this work, we aim at the design of an efficient detection scheme that
takes signal processing attacks into account.

Detection is an inverse process of embedding. Most detection schemes of trans-
form-domain watermarking in the literature use all transformed coefficients of the test
attacked image to extract watermark. In this paper, the analysis on the attacked images
indicates that there are unreliable transformed coefficients which would yield the extrac-
tion error of watermark data. To attack the problem, we develop a new detection scheme
that removes the unreliable transformed coefficients. The new detection contains two
detectors that are based on positive attack (PA) and negative attack (NA), which are ob-
tained through analyses and experiments. The proposed dual-detector scheme is different
from the cocktail watermarking [15] which also employs two detectors. The cocktail
watermarking is a non-blind scheme which embeds two complementary watermarks,
called positive hiding (PH) and negative hiding (NH), into the host image simultaneously.
In detection, two corresponding detectors are used to extract PH and NH watermarks. In
such case, at least one watermark survives when any attacks occurs. Therefore, the
missed detection rate will be reduced and thus improving robustness significantly. How-
ever, if no watermark is embedded into the host image and the image suffers from posi-
tive attack or negative attack, our previous study [23-25] indicate that cocktail method
will introduce high false alarm rate. Unlike the cocktail method, in this work we embed
only one watermark, and design two detectors to raise the detection rate of watermark.
These two detectors are mainly based on characteristics of attacks, which are not directly
related to the embedding scheme like cocktail approach. The other difference between
the cocktail method and this work is the cocktail scheme [15] is a non-blind one.

The remaining sections are organized as follows. The proposed watermarking sys-
tem is described in section 2. A single detector algorithm is first presented. Then a novel
dual detector scheme based on attack characteristics is developed. In section 3, experi-
mental results with a single detector and our dual detector methods are provided. The
conclusions are drawn in section 4.

2. PROPOSED BLIND WATERMARKING

The proposed watermarking system is shown in Fig. 1. The host image is trans-
formed by a full-domain DCT. The DC coefficient is discarded, and the remaining two-
dimensional AC coefficients are converted into one-dimensional coefficient sequence
F(k) via zig-zag scanning. The binary watermark is embedded into the coefficient se-
quence. In the detection end, the received watermarked image is transformed with DCT
as in the embedding end, and the resulting AC coefficients are fed into positive-attack
detector and negative-attack detector simultaneously. The larger response of the two de-
tectors is input to a thresholding device. If it is greater than the detection threshold g, we
claim that the watermark exists; otherwise, the watermark does not exist. The designs of
embedding and detection are performed on the above AC coefficient sequence, and the
design details are described in the following.
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Fig. 1. Proposed blind watermarking system.

2.1 Embedding

We calculate a reference (estimate) sequence from the AC coefficient sequence F(k)
by a slide window of (2m + 1); i.e.

— o . 1 m i
F (k) =sign(F (k) @m D) j;m“:(kﬂ)l- (1)

In this work, the slide window length is 5 (m = 2). The binary watermark W; is embedded
by the following rule:

Fo (k) = F(K)+sign(W;)- a|F (k)| @)

where « is a hiding factor with the value between 0 and 1 (in this work, = 0.5), sign(x)
is a sign function, and F,(K) is the resulting signal with watermark embedded. In Eq. (2),
if the watermark bit to be embedded is 1, F.,(K) is the sum of the reference W and a
positive embedded energy am; otherwise, if the watermark bit is — 1, Fn(k) is the
difference of the reference and a|F (k)|

In detection, the watermark can be easily extracted by

W (i) = sign(F3 (k) - F2 (k). @)
More specifically, if F2 (k) > F_n";‘(k), the extracted watermark bit is 1; otherwise it is — 1.

In the above equation, F2 (k) is the DCT coefficient sequence of the test image which

suffered from attack; F? (k) is its corresponding reference coefficient sequence, which
is calculated using the estimation scheme in Eq. (1). The above detection scheme has
been widely used in most blinding watermarking techniques, which doesn’t consider the
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attack characteristics. It employs one detector only, so we refer to it as single detector for
comparison purpose.

In general, the length of a watermark sequence, By, is much smaller than that of the
media to be embedded (the AC coefficient sequence), M. To increase the security and
prevent interaction between the successive embedded data, we expand randomly the
original binary watermark stream, a sequence of {+ 1, — 1}, into a ternary stream, a se-
quence of {+ 1, — 1, 0}. The coefficients corresponding to the symbol 0 are not embed-
ded with watermark message. The length of the ternary stream, T, is obtained according
to the range of the AC coefficient to be hidden. T, is larger than B, but smaller than M.
Fig. 2 illustrates the pseudo-random expansion using a simple example, in which a wa-
termark sequence with length of 3 bits is mapped into a ternary stream with length of 10
symbols. It is seen that the original watermark bits are permuted in the ternary stream.
Through this manner, a short watermark sequence can be embedded in a long AC coeffi-
cient sequence in a pseudo-random way, which is controlled by a key.

Binary watermark {- 1, + 1} ‘ Wy ‘ W, ‘ W, ‘

Ternarysequennce{o,—l,+1}‘ 0 ‘Wl‘ 0 ‘ 0 ‘ 0 ‘Wo‘ 0 ‘ 0 ‘Wz‘ 0 ‘

Fig. 2. Watermark expansion from binary symbol to ternary symbol.

2.2 Detection

As mentioned earlier, detection is an inverse process of embedding. Thus it does not
consider the characteristics of the attacks. This paper aims to develop a new detection
scheme which takes attacks into account. The attacks can be classified into three catego-
ries: positive attack (PA), negative attack (NA) and hybrid attack (HA) and they are not
image dependent. Note that the hybrid (random) attack can be regarded as a combination
of positive and negative attack. The details of characteristics of these attacks can be
found in our previous works [23-25]. The new scheme categorizes the attacks into posi-
tive attack (PA) and negative attack (NA) and then design two detectors accordingly.
We call the detection scheme as dual detector for convenience. The scheme is designed
mainly based on the analysis of the typical image processing attacks in Table 1. The at-
tacks correspond to the signal processing category (noise and convo filter) of StirMark
benchmark [21]. Here we summarize the characteristics of the attacks in the following,
which are related directly to this work. The details can be found in [24, 25].

Each signal processing attack yields in both positive modulation (PM) and negative
modulation (NM) to the host image [15, 23-25]. PM (NM) denotes that the magnitude of
an AC coefficient of the attacked image is greater (less) than that of the unattacked im-
age. To characterize the attacks, we employed two measures to investigate the character-
istics of the AC coefficient sequence F(k). One is the average coefficient magnitude change
ratio (AMR) before and after attack, and the other is occurrence frequency (OF) before
and after attack. The former measures the average attack energy for a whole image, and
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Table 1. Image processing attacks.

Image Processing Functions and classifications

01- Average (7 x 7) NA | 08- Enhance Edges (75) PA
02- Blur (75) NA | 09- Enhance Focus PA
03- Gaussian Blur (7 x 7) NA | 10- Focus Restoration PA
04- Soften (75) NA | 11- Sharpen (50) PA
05- JPEG compression (75) | NA | 12- Random Noise (+16) HA
06- JPEG compression (25) | NA | 13- Random Noise (+8) HA
07- Enhance Detail PA
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Fig. 3. Results of sharpening operation.
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Fig. 4. Results of JPEG compression.

the later evaluates the number of coefficients attacked (called attack frequency). Fig. 3
shows the two measures when images are suffered from sharpening attack. The figure
compares the two measures for PM and NM, respectively. It is obvious that for the sharp-
ening operation, PM dominates both in attack energy and attack frequency. Therefore, it
is classified as a positive attack. On the contrary, as seen in Fig. 4, for JPEG compres-
sion, NM dominates, thus it is regarded as a negative attack. Using the two measures, all
signal processing attacks can be classified.

Positive attack will move the embedded coefficients away from the reference value.
Thus the attacked signal is more robust to noise than the unattacked one. So positive at-
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tack is helpful for extraction of watermark. On the contrary, negative attack will pull
embedded coefficients such that they are close to the reference value. In this case, even a
small noise may cause the signal jumping from above (or below) reference to below
(above) reference, which yield the error of extraction of watermark. The dynamic range
(the difference between positive reference and negative reference) becomes larger after
positive attack and smaller after negative attack.

Furthermore, for negative attack, when attack energy is high, all the coefficients may
be reduced to approximate zero value. In such case, the detection of watermark would fail.
So, it is reasonable to say that if the value of a coefficient is very small, the coefficient is
probably suffered from a large negative attack. Therefore, it is not reliable and should
not be used for the detection.

As mentioned before, some of the coefficients of the attacked image are not reliable.
The unreliable coefficients should not be included for watermark extraction; otherwise, it
will yield errors of extraction. In this work, we present a novel detection scheme that
removes the unreliable coefficients and uses the remaining reliable coefficients for ex-
traction of watermark. It contains two detectors that exploit the characteristics of positive
attack and negative attacks, respectively.

2.3 Dual Detector

For convenience, we define an attack magnitude deviation ratio as R(k) = (R (k) -

FTﬁ(k) /FT?(k)L If no attack exists, it is easy to obtain R(k) = « from Eq. (2). Therefore, if
R(K) > « we can say that positive attack occurs; otherwise, negative attack occurs when

R(K) < a. The decision rule is suited for the ideal case in which the reference F_n?(k) isa

fixed value. However, our investigation indicates that FZ (k) may fluctuate slightly with
different k and different attacks. To avoid the classification error of attack types, we nar-
row down the PA range by introducing the parameter S which is larger than «. Specifi-
cally, if R(k) > B (8 > «), the attack is regarded as positive. Based on the concept, we
design a detector for extracting the coefficients suffered from positive attack as follows.
Unlike most techniques in the literature, the detectors of our technique are designed ac-
cording to the types of amplitude attacks mentioned above, rather than the corresponding
embedding scheme.

o Positive Attack Detector:
The watermark is extracted by

1, ifR(k) > and sign(F2 (k) — F2(k)) = sign(F2 (k)) > 0

Ws()=1_1 ifR(K)> 4 and sign(F2 (k) - F2 (k)) = sign(F2(k)) < 0 (4)

0, otherwise

The rule in the top line of Eq. (4) is for positive coefficients (the sign of the coefficient is
positive) of the received signal, whereas the rule in the middle line is for negative coeffi-
cients. The extracted watermark bits for unreliable coefficients are set to zero (bottom
line of Eq. (4)) such that they are useless in the calculation of detection response. The
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action is equivalent to removing the unreliable coefficients for detection of watermark.
The extracted watermark bits for the reliable coefficients are + 1 or — 1. It is obvious that
the detector output contains three symbols: + 1, — 1, and 0. This is unlike the conven-
tional detection scheme in which two symbols (+ 1 and — 1) are employed. The detector
response (normalized correlation) between the original watermark stream and extracted
watermark stream under positive attack is defined as

_ W)Wy () |
PNUORIMO]

The denominator is the total number symbols of + 1 and — 1 extracted.

As mentioned before, negative attack may make the R very small, or the reference
value close to zero. In either case, the extraction of watermark is unreliable because it is
sensitive to noise. In order to raise the reliability of watermark extraction, we remove the

unreliable coefficients that satisfy R(k) < & or Eﬁq(k) <o, and thus obtain the negative
attack detector in the following.

pmm,p(vviwpe) (5)

o Negative Attack Detector:
The watermark is extracted by

WE (i) = {sign(Fni(k) -F3(k)), ife<R(k)<pand F%(k) >0 ©6)
0, otherwise

Like the positive attack detector, the bottom line in Eq. (6) is used to remove the unreli-

able coefficients. The detector output also contains three symbols: + 1, — 1, and 0. The

normalized correlation between the original watermark stream and extracted watermark

stream under negative attack is defined as pmmn, USing the same equation as in Eq. (5) but

replacing the positive extraction parameter Ws(i) with W, (i).

The larger of the above two detection responses, max{ommp, Pmmn}, IS Used to judge
whether the watermark is present or absent by comparing it with a predefined detection
threshold (o in Fig. 1). If it is greater than the threshold, the watermark exists; otherwise,
it doesn’t exist.

It is seen from Eq. (4) that if £is set higher, more coefficients would be regarded as
unreliable; consequently, it may reduce false alarm rate, whereas increase missed detec-
tion rate. On the other hand, if g is set lower, fewer coefficients would be regarded as
unreliable, which may increase false alarm rate while reduce missed detection rate. Thus,
the value of gis determined by taking the compromise of false alarm and missed detec-
tion. Similar conclusion is applied for the determination of the values of ¢and o in Eq.
(6). In addition, the values of parameters ¢ and £ depend on the value of «. The relation-
ship is hard to achieve theoretically. Our experience indicates that f > 1.25« and ¢ <
0.75« are good choices. In addition, the threshold o is determined experimentally and o
=20 is also a good choice.
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3. SIMULATIONS

The experiments are conducted on 50 test images with size of 128 x 128 from IM-
AGEMORE Cooperation [22]. A binary watermark length with length of 1024 is obtained
by generating a zero-mean pseudo-random sequence with length of 1024, and then tak-
ing the sign of each data point of the sequence. The binary watermark is expanded into a
ternary stream with length 1024 x 15, and then modulated into the host images. Thirteen
types of image processing attacks (listed in Table 1) including positive (e.g., sharpening),
negative (e.g., blurring) and hybrid attacks, are applied to the test images, respectively,
and thus totally 650 attacked images are obtained. The hiding factor is chosen as « = 0.5,
which yields good embedded picture quality. Fig. 5 demonstrates some typical images
embedded with watermarks. The detection parameters ¢ and g are chosen experimentally
as £¢=0.2 and g = 0.7. Note that the magnitude of an AC coefficient is generally related
to its frequency band. The small coefficient corresponds to higher frequency band and its
effect is at the detail of an image. Although the small coefficient in lower band may
change a relative large value, it is very rare from experiences of our experiments. It is
clear that the small coefficient causes very limited effect on quality of the watermarked
image so that the image quality can be guaranteed.

Fig. 5. Typical images embedded with watermark.

The test images are used to evaluate the single detector and our proposed dual de-
tector scheme. The comparison of the two detection schemes is in terms of false negative
rate (missed detection rate) and false positive rate (false alarm rate). The former corre-
sponds to robustness, and the later to false alarm. The two performances conflict each
other. More specifically, in detection, when the detection threshold (o, in Fig. 1) is set
higher, the false alarm rate can be reduced, but the false negative rate will become higher.
In real applications, a compromise needs to be taken by choosing an appropriate detec-
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tion threshold value. Because the two measures conflict, we use the total error rate (the
sum of the two error rates) as the performance metric. The smaller the total error rate, the
better the system performance. Table 2 lists the total error rates of the two schemes for
various values of detection threshold. It indicates the total error rate of our dual detector
scheme is less than one half of the single detector scheme. The result can be confirmed
from ROC (receiver operating curve) performance comparison in Fig. 6.

Table 2. Performance comparison of single detector and dual detector under various
threshold values.

Methods Criteria Threshold values
0.025 0.05 0.1 0.2 0.3 0.4
Sinale Missed detection rate 0.068 0.114667 | 0.224 | 0.3733 | 0.42933 | 0.48133
De te?:tor False alarm rate 0.21733 0.048 0 0 0 0
Total error rate 0.28533 | 0.162667 | 0.224 | 0.3733 | 0.42933 | 0.48133
Dual Missed detection rate | 0.00667 | 0.00667 | 0.012 | 0.05067 | 0.07067 | 0.12666
Detector False alarm rate 0.62533 | 0.45333 | 0.164 | 0.02533 | 0.00933 | 0.00266
Total error rate 0.63200 0.46 0.176 | 0.07600 | 0.08000 | 0.12932
ROC Curve Single Detector
1 : — 0.16 ; ; ¥ v —t
Single | | Missed Detection
0.9 |——Dual | 0.14! False Alarm
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Fig. 6. The ROC performances of single detector
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Figs. 7 and 8 show the curves of the two error rates under various detection thresh-
old values. The figures provide the cue for the selection of appropriate threshold values
to meet the requirements of users. It is seen from Fig. 8 that if threshold is set in the range
of 0.2 to 0.3, the dual detector gives approximate zero missed detection and false alarm
rates. However, Fig. 8 indicates that the single detector definitely yields errors (either
missed detection or false alarm or both) whatever the threshold values are chosen. Ob-
viously, the dual detector is better than single detector even from the viewpoint of thresh-
old selection.

4. CONCLUSIONS

A blind image watermarking technique based on the characteristics of amplitude at-
tacks has been proposed. In the novel method, two detectors are designed which aim at
extracting reliable transformed coefficients under positive attack and negative attack,
respectively. The removal of unreliable coefficients is very useful to reduce the error of
watermark extraction. The results indicate that our scheme performs much better than the
single detector that uses all the transformed coefficients and does not consider the attack
characteristics.

The system presented here is just for demonstrating the benefit of the novel detec-
tion scheme. It could be applied to other transformations such as discrete wavelet trans-
form [26, 27]. Furthermore, the proposed detection scheme can be applied to any exist-
ing watermarking systems to further improve their performances. The major limitation of
our scheme is that the determination of parameters values is performed experimentally.
An automatic calculation mechanism for the parameters may be worth further investi-
gating in the future.
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