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Abstract

Congestion control mechanisms play a important role in today’s Internet,
since network environments are geting more and more complicated. Besides,
new applications request diverse services delivered by the network. Random
Early Detection (RED) provides an efficient and low-overhead mechanism to
effectively control congestion. Nevertheless, RED would slow down TCP
senders’ reaction to change of network condition, in particular the bottleneck
link with long propagation delay or RED with a smaller weighted factor. Thus,
we proposed a better way to drop/mark packets not just based on queue occu-
pancy. In this paper, an enhancement intending to improve the performance
in terms of delay, delay jitter and packet loss ratio is proposed. The basis idea
is to react quickly to major changes in network conditions so as to shorten

the time it takes for a sender to gather signals, e.g., round-trip time and lost



packets from networks. The simulation results show the enhancement could
effectively raise the performance in terms of delay, delay jitter and packet loss

ratio.

1 Introduction

The Internet has been a useful facility for our daily life. As the increasing of applica-
tions and users on the Internet, the availability and stability of the Internet has been
a major concern to most network operators and researchers. Congestion control is
one of the most important mechanism in keeping the Internet, a huge and hetero-
geneous internetworking, available and stable. Because congestion could highly
degrade the service to users, or even make the service unavailable. Many control
schemes are proposed, though the causes of congestion are diverse and dynamic.
Besides, new network protocols or applications, such as IP telephony or voice over
IP, may raise new challenges for congestion control.

A simple definition of congestion could be, “the sum of demanded resource is
greater than available resource”. In a network, resources includes link bandwidth
and buffer in intermediate nodes, e.g., switches or routers. However, the causes of
congestion varies from situation to situation. In [1], Gevros et al. gives an overview
on issues of congestion control and related topics.

As network traffic is growing so fast, traditional network protocols are also fac-

ing stricter examining and validating. Nowadays, TCP has been the dominating



protocol among the Internet traffic. Although TCP got his own long history in
controlling network congestion, many improvements and enhancements still are in
progress. In [2], Floyd concisely described recent modification and enhancements
to TCP’s congestion control. Nevertheless, early attentions were put on easier de-
ployments and low complexity. Thus the end to end protocol, i. e. TCP itself, is the
focus to control congestion. In fact, they successfully maintain stability of the In-
ternet. But the network condition has become more and more complicated because
of the development of more and more advanced Internet technologies. Several al-
ternatives are studied in literatures.

Traditional network intermediate nodes, such as router, switches or bridges, use
First-In-First-Out(FIFO) queue to store packets and drop-tail (or called First-Come-
First-Serve) discipline to drop incoming packets when the queue is full. However,
drop-tail could make large packets loss whenever the queue is full, which might
cause TCP synchronization phenomenon. Therefore, some researchers put focus on
the design of queueing disciplines on intermediate nodes. Random Early Detection
(RED) [3] was proposed by Jacobson and Floyd in 1993 and then many enhance-
ments or variants were proposed.

As it’s name suggested, RED prevents buffer overflow by early detecting build-
ing up of queue. Once the average queue length exceeds a threshold, it sends signal
back to the sender by means of probabilistically dropping or marking, such as Ex-
plicit Congestion Notification (ECN) [4], packets. The sender then decreases the

sending rate after receiving the signal and thus relieves congestion condition. Fur-



thermore, when RED decides to drops (or marks) packets, it would randomly choose
one instead of the last one, thus, it could keep all flows from synchronization phe-
nomenon,

In [5, 6], May et al. studied RED’s performance based on their theoretical
analysis and questioned the deployment of RED. However, their analysis didn’t
take TCP’s control mechanism into account. However, TCP adjusts its sending
rate by taking packet drop or explicit notification, such as ECN, as its feedback.
Simply modeling input rate pattern as Poisson, Batch Poisson or on-off model does
not reflect the reality. RED has been suggested to be deployed in the Internet [7],
there are already some products implementing RED or it’s variants, e.g., Cisco’s
Weighted Random Early Detection (WRED).

RED uses exponential weighted moving average (EWMA) to maintain an av-
erage queue length (davg) instead of maintaining instantaneous queue length. For
brevity, we also use ‘queue length’ to denote ‘average queue length’. EWMA acts
as a low-pass filter to gather long-term trend without influence of short-term fluctu-
ation. If the average queue length is lower than a minimum threshold (miny,), RED
allows all incoming packets into the queue; if queue length rise over ming, but still
below maximum threshold (max:), RED uses average queue length to calculate the
drop probability and accordingly handles incoming packet with that drop probabil-
ity. If the queue length is higher than max;,, RED would drop any incoming packet
unless the parameter, gentle mode [8], has been set. If gentle mode is on, when

average queue length exceeds maximum threshold, another linear function will be



used to calculate drop probability

Most active queue management mechanisms adopt moving average to keep
queue length. On positive side, it could stabilize the system and provide better
indication of unbalance between input and output links. But it also delay the time to
detect major network condition changes, especially climbing of input rate. As [9]
shown, using smaller wq would make RED more stable, while smaller wq would
delay the convergence of new value. In addition, when bottleneck link with long
propagation delay, the sender would take long time to get the signal of congestion
from the network.

If the intermediate node calculate drop probability not just based on averaging
queue length, but also the rate of changing of averaging queue length. This should
speed up the reaction to network condition changing. In other words, we are inter-
esting in detecting input rate climbing, since that would make queue built up fast.
The change rate of queue length is a function of the difference between input out-
put rate. The output rate is determined by output link capacity, so the input rate
represents the change of queue length as long as the queue is not empty.

Among many enhancements to RED or variants of RED, Random Early Mark-
ing(REM) [10], Adaptive Random Early Detection(ARED) [11] and the new ARED [12]
proposed by Floyd et al. provide much better improvements and aim to improve de-
lay and packet loss ratio. The method proposed in this paper also aims to reduce

delay, delay jitter 1 and packet loss ratio. Since the new ARED are more robust than

IWe adopt “the variance of delay” as the definition of delay jitter.



mance of proposed method is the same as ARED, which we didn’t show on this
paper due to page limit. In addition to improving performance in terms of delay,
delay jitter and packet loss ratio, the method provides network administrators a way
to control the service delivered; i.e. tuning the slope threshold. A lower threshold
could effectively elevate the performance against to high variation of network con-
dition, but it comes with the price of less link utilization and high possibility of
fluctuation.

In the future work, a mechanism to tune slope threshold automatically, based on
the characteristics of link and the dynamics of network condition, would be inves-
tigated. We will also seek the possibility of solving the problem of non-responsible

traffic by this methods.
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Initialization:

g0

tj < current_time()
for each packet arrival:

Qi < Qi1
if (gi+1 exceeds ming) {
if ( 0i+1 — Qi > slopen(currentiime() —ti) ) {
Py — max;
}else {

[* pa use the same formula as in RED */

Pd < Pa

}

t; < current_time()

Variables:

giy1: average queue occupancy (current sample)

gi: average queue occupancy (previous sample)

tj: previous sampling time

current_time(): function which return current time

maxi,: maximum drop probability used in input rate climbing

pq: drop probability used to handle the incoming packet

Figure 1: RARED algorithm
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Figure 2: Simulation Network Topology
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Figure 4: Variance of end-to-end delay
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