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ABSTRACT

Privacy has received much attention but is still largely ignored in the multimedia community. Consider a cloud
computing scenario, where the server is resource-abundant and is capable of finishing the designated tasks, it is
envisioned that secure media retrieval and search with privacy-preserving will be seriously treated. In view of the
fact that scale-invariant feature transform (SIFT) has been widely adopted in various fields, this paper is the first
to address the problem of secure SIFT feature extraction and representation in the encrypted domain. Since all
the operations in SIFT must be moved to the encrypted domain, we propose a homomorphic encryption-based
secure SIFT method for privacy-preserving feature extraction and representation based on Paillier cryptosystem.
In particular, homomorphic comparison is a must for SIFT feature detection but is still a challenging issue for
homomorphic encryption methods. To conquer this problem, we investigate a quantization-like secure comparison
strategy in this paper. Experimental results demonstrate that the proposed homomorphic encryption-based SIF'T
performs comparably to original SIFT on image benchmarks, while preserving privacy additionally. We believe
that this work is an important step toward privacy-preserving multimedia retrieval in an environment, where
privacy is a major concern.
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1. INTRODUCTION

Recently, people are getting used to accessing and querying multimedia data on a server due to the increase
of bandwidth capacity over the Internet. In addition, if the remote server has strong computation/storage
capability with abundant resources, the users can store their data on the server side and exploit the computation
power provided by the server to execute their intended tasks. Under this circumstance, Web not only provides
passive search service but also is equipped with high interactive mechanism. This scenario is analogous to cloud
computing, and is of practical use for multimedia data that demand immense computation and communication.
Under this kind of framework, the transmission of personal data and permission of the server in accessing the
stored data, however, create the privacy issue that is usually ignored in the multimedia community.

Although encryption is a prevalent way in securing the transmitted data, the data in the encryption form
(i.e., ciphertext) will impede the operations that are usually conducted on the plaintexts. In order to further
process ciphertexts and obtain the corresponding results in the plaintext domain, some studies have devoted to
encrypted domain operations on several aspects.

Text document instead of multimedia information retrieval in the encrypted domain has received much
attention in the literature for privacy protection. Song et al.' identified if a query term is in an encrypted text
document or not by using Boolean search. Aiming at returning the documents in the order of their relevance to
the query, Swaminathan et al.? presented a framework for rank-ordered search over encrypted text documents. In
addition, similar privacy protection has also been applied on data mining.® Nevertheless, it is not straightforward
to achieve multimedia retrieval and object recognition over encrypted data. This is mainly due to the reason that
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encrypted data fail to preserve the distance between feature vectors if the employed cryptographic primitives are
not designed especially for intended goals.

Only recently, secure text document search has been extended to secure multimedia data search. Shashank
et al.* claimed to first address the problem of protecting the privacy of the query image when searching over
a public non-encrypted database. The limitation is that encrypted database is not permitted. By properly
describing the query and response during multiple rounds of communications between the user and the server,
the server is made oblivious to the actual search path and is, thus, unaware of the query content. Lu et al.>®
studied content-based multimedia retrieval over encrypted databases, where both the query and database data
are encrypted and their privacy is protected. The major concern of their methods is that the user needs to
provide encrypted image indices to the server. In particular, if the approach for encrypting image indices, largely
depending on applications, is required to be changed, then the user’s overhead will be increased as well. While
the aforementioned studies have been done on content-based multimedia retrieval over either encrypted query,
or both encrypted query and database, the prevailing scale-invariant feature transform (SIFT)7 conducted in the
encrypted domain is still lacking.

SIFT is an algorithm of detecting and describing local features in images and has been widely used® !
due to its powerful attack-resilient feature point detection mechanism. In this paper, we focus on presenting a
homomorphic encryption-based secure SIFT method for privacy-preserving feature extraction and representation.
This core technology will find many applications, including media retrieval, (near-) duplicate detection, and so
on. Particularly, both the query and database are permitted to be encrypted to guarantee privacy-preserving.

The contributions of the proposed approach are summarized as follows.

1. To achieve secure SIFT, the Difference-of-Gaussian (DoG) transform is executed in the encrypted domain.
We investigate how DoG transform can be performed in Paillier cryptosystem.!?

2. Usually, the existing homomorphic cryptosystems only provide additive and multiplicative homomorphism.
We study and present a secure comparison method that can be conducted in the encrypted domain so that
local extrema can be securely detected for SIFT feature point extraction.

3. Our method is able to achieve local extrema extraction, descriptor calculation, and descriptor matching,
all in the encrypted domain, without multiple rounds of communications between the user and server. On
the contrary, only one-round pre-communication is necessary for synchronization of data. To the best of
our knowledge, this work is among the first endeavors on the SIFT algorithm in the encrypted domain and
has promising privacy-preserving multimedia applications.

4. The proposed privacy-preserving secure SIFT method has been evaluated to find its superiority in attaining
both privacy and robustness under benchmark attacks and datasets, when compared with the original STF'T.

The remainder of this paper is organized as follows. We define in Sec. 2 the problem we would like to
solve. In Sec. 3, the operations on the encrypted domain are introduced, which contain our preliminary result
of secure SIFT that motivates the research of this paper and a cryptosystem that is appropriate for the design
of secure SIFT in a privacy-preserving manner. In Sec. 4, the proposed homomorphic encryption-based secure
SIFT method with preservation of privacy is described. Our method is mainly composed of four steps, including
Difference-of-Gaussian transform, feature point extraction, feature descriptor extraction, and descriptor match-
ing, which are all accomplished in the encrypted domain for privacy concern. Experimental results are presented
to verify the proposed method in Sec. 5. Finally, conclusions and future work are given in Sec. 6.

2. PROBLEM DEFINITION

For a multimedia query system with preservation of user’s privacy, as an example shown in Fig. 1, the user
sends the encrypted data as a query to the server, who possesses abundant resources and powerful computation
capability, can use the received encrypted data to finish the intended tasks (e.g., feature extraction and media
retrieval). Since the users will rely on the remote but capable server, his/her data will be encrypted for the
purpose of privacy and sent to the server for storage in advance. The server must learn nothing about either
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the query itself sent by the user or the results derived from the query. In other words, the server is powerful in
finishing the requested tasks and sends the encrypted outputs back to the user but does not know what have
been obtained. When the user receives the encrypted outputs, they can be decrypted back to the plaintext
domain. In this paper, we shall take digital images as the case study to describe the proposed homomorphic
encryption-based secure SIFT method conducted in a privacy-preserving manner.

Encrypted outputs

with
Enerypted
Databases

Encrypted inputs

Figure 1. A query-response model operated in the encrypted domain.

In our model, the user only prepares a homomorphically encrypted copy of the query image as the encrypted
inputs, which are then sent to the server for subsequent processing, while the server is responsible for generating
the SIFT features via the framework of homomorphic encryption. More specifically, in order to finish SIFT
in the encrypted domain, in addition to common homomorphic addition and multiplication we observe that
homomorphic comparison is also required. Nevertheless, the extremely challenging problem, which is a major
concern of this paper, is how to accomplish comparative homomorphism securely. Fig. 2 shows an example of
how to perform SIFT from the encrypted image in Fig. 2(b), which is an encrypted version of Fig. 2(a) using
Paillier cryptosystem.!?

(a) (b)

Figure 2. Plaintext image (a) and its corresponding ciphertext image (b) obtained using Paillier cryptosystem.'?

It should be noted that it is not suitable to employ the framework of secure multiparty computation (SMC)3
to achieve this goal since SMC may need several rounds of interaction between the user and the server. In
addition, the multiple parties in SMC can be said to possess equivalent capability. On the contrary, for the
scenario considered here, the user heavily relies on the capable and powerful server to finish almost all tasks. It will
be clear later that our proposed method only needs one-round pre-communication for necessary synchronization
of data when the query is initiated. Based on the received query image in the form of ciphertexts, the server
carries out DoG transform, SIFT feature point extraction, feature descriptor extraction, and descriptor matching
to accomplish the designated tasks in the encrypted domain, and sends the encrypted outputs to the user, who
will finally get the results in the plaintext domain via decryption.
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3. OPERATIONS IN THE ENCRYPTED DOMAIN

In this section, we will first briefly review our previous work'* that proposes to detect SIFT features from
encrypted images. Then, we will introduce the Paillier cryptosystem,'? which enables to directly operate in the
ciphertext domain but can obtain the equivalent results in the plaintext domain. The goal of this section is to
provide some preliminaries that motivate the study of this paper, and make this paper self-contained.

3.1 SIFT in an Encrypted Domain

In our previous work,'* we present two anti-SIFT attacks that can efficiently remove the feature points retrieved
by conventional SIFT.” The idea comes from the observation that a pixel is decided as a SIFT keypoint if and
only if it is a local extremum in the scale space defined by Difference-of-Gaussian (DoG) functions. As a result,
an original keypoint will not be detected by SIFT if another extremum is maliciously generated nearby. In other
words, there can be at least two equal extrema in a detection region such that the duplicate extremum is enforced
to be at one of the eight neighbors around the true one in the scale space to evade keypoint detection.

In order to tackle this problem, we present a secret key-based transformation process, which is performed on
images before SIFT feature detection, such that the dominant features become recessive. This implies that the
detection of SIFT features will be conducted in the transformed (or encrypted) domain instead of the original
spatial domain, and the goal of secure SIFT can be achieved. Such a secret key-based transformation can be
either linear or non-linear. The proposed strategy is simple and composed of two steps: bit reversing and local
encryption. Basically, the bit reversing step is to make SIFT detection fail and erroneous while local encryption
aims to secure SIFT detection.

The performance has been evaluated by examining the security against anti-SIFT attacks, authentication
capability in locating maliciously tampered regions, and robustness against the benchmark, Stirmark. It has
also been incorporated with sparse representation for secure image copy detection and recognition.'®

Nevertheless, as we have already mentioned in,'* a more sophisticated design regarding secure SIFT is

possible. In this paper, we shall address this issue so that the performance of proposed method can be validated
in a cryptographically secure manner.

3.2 Paillier Cryptosystem

In order to execute SIFT in a ciphertext domain and still obtain results equivalent to those generated in the
corresponding plaintext domain, the prerequisite is to seek a cryptosystem that can provide the required oper-
ations, such as addition, multiplication, and so on. In the original SIFT, in addition to common additive and
multiplicative operations, the comparison operation is a must for finishing feature point detection. Nevertheless,
the design of a cryptosystem that can possess homomorphic comparison is still a challenging issue. Therefore,
our goal is to seek a cryptosystem that can provide additive and multiplicative homomorphism, and develop a
new approach to achieve homomorphic comparison®.

To achieve operations in the ciphertext domain and obtain results equivalent to those in the plaintext domain,
homomorphic encryption'® 7 has been widely investigated. We choose the Paillier cryptosystem'? as the plat-
form for designing our secure SIFT method because Paillier cryptosystem provides additive and multiplicative
homomorphism, achieves provable security based on modular arithmetic, and is computationally comparable to
RSA. In fact, Paillier cryptosystem has been widely adopted in various applications.'® Some recent promis-
ing privacy-preserving applications include secure transform,!? face recognition,?® secure watermark detection,?!
sensor network surveillance,?? and secure distortion computation.??

The operations of Paillier cryptosystem are briefly described as follows. First, a pair of private and public
keys are set. Let p and q be two large primes and let N = pg. Let Zy2 = {0,1,..., N> — 1} and Zy2 C Zne2
denotes the set of non-negative integers that have multiplicative inverses modulo N2. We also select g € Zy2 to
satisfy ged(L(g* mod N?), N) = 1, where A defined as A = lem(p — 1,q — 1) is the private key. The pair of N
and g defines the public keys.

*It should be noted that secure comparison for SIFT feature detection needs to be accomplished alone on one party
(e.g., the server side of Fig. 1). Therefore, secure multiparty computation (SMC)*® does not meet the goal of our paper.
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Second, the encryption phase is operated as follows. Let the message to be encrypted be denoted as m € Zy,
which satisfies m < N. The ciphertext of m € Zy= is derived as:

c=E(m,r) = g™ mod N?, (1)

where r € Z}, denotes the user chosen key and integer numbers modulo is employed.

Third, for decrypting the ciphertext ¢ in the decryption phase, we use the private key A and obtain the
plaintext m as:

mod N, (2)
where L(z) = 2.
The Paillier cryptosystem is said to be homomorphically additive because

C1 X Cp = E(ml,rl) X E(TTLQ,T‘Q)
g™t m2) (p1r0)N mod N2, (3)
After decrypting the above result by D(FE(m1,r1) x E(ma,r3),A), we can get the plaintext m; + ms, which is
generated by executing multiplication in the ciphertext domain, as indicated in Eq. (3). Another form equivalent
to Eq. (3) is expressed as:
caaxg™ = E(my,r)xg™
glmitm2) (r1) mod N?, (4)

which can also be decrypted to get mi + ms.

The Paillier cryptosystem is also homomorphically multiplicative because
D([E(m1,71)]™ mod N?) = (my x msa) mod N. (5)

The plaintext my X ms is equivalent to being generated by executing exponentiation operation in the ciphertext
domain.

4. SECURE SIFT IN HOMOMORPHIC ENCRYPTED DOMAIN

In this section, we describe the proposed secure SIF'T method that is conducted in the homomorphic encryption
domain. The traditional SIFT consists of four major parts: Difference-of-Gaussian (DoG) transform, feature
point (key-point) detection, feature description, and descriptor matching. We will give a particular account of
these four parts, which are all operated on encrypted data.

4.1 Difference of Gaussian in the Encrypted Domain

The first step of the SIFT framework for extracting the feature points is to execute Difference-of-Gaussian
transforms. For this, the image is convolved with Gaussian filters, which are assigned different variances p;’s
(corresponding to scales), and then the differences between two neighboring Gaussian-blurred images are taken.
Feature points are then chosen as local extrema of the DoG images, which occur at multiple scales. Specifically,
a DoG image DoGImg(z,y, pi;) generated at two neighboring scales p; and p; is defined as:

DoGImg(a:, yvpij) - COTLG(Jj,y, Pi) - CO”G(ma yvpj)a (6)

where Cong(z,y, p;) denotes the convolution of the original image I(x,y) with the Gaussian kernel G(x,y, p;)
at the i-th scale, i.e.,

COTLG({L‘,y,pi) = G(x’yvpi) *I({E,y) (7)

To preserve the users’ privacy, the image I(x,y) is encrypted by using homomorphic encryption, as described
in the previous section. The resultant encrypted data is expressed as:

L(z.y) = E(I(z.y),r) = ¢"“r" mod N?, (8)
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where F() denotes Paillier cryptosystem, as indicated in Eq. (1) and r is the user chosen key. For practical
implementation, we present to scale the original Gaussian filter coefficients to be integers with a constant s in
view of the fact that Paillier cryptosystem can only operate in the integer domain. For this, the integer DoG
filter, Gpiss(z,y, pij), is derived as:

GDiff(xv Y, pij) = round(s[G(m, Y, pi) - G(xv Y, pj)])v (9)

where round() is a rounding function and s is a constant used to enlarge Gaussian filter coefficients, G()’s, which
are usually smaller than 1. It is worth noting that the secure SIF'T proposed in this paper only introduces errors
due to the rounding operation in Eq. (9). For the sake of notation simplification, we will simply use p in place
of p;; in the following if there is no confusion. In addition, when Gaussian kernel G() is involved in the following
discussions, its support will also be omitted.

By convolving the image to be encrypted with the DoG filter in the encrypted domain for SIFT, the resultant
encrypted image in the DoG domain can be derived as:
DoGImge(x,y,p) = E(Gpigs(z,y,p)*1(z,y),r)
E(Z Gszf ({I?, Y, p)I(LC7 y)a T)

zy
H E(I(x,y), T)GD'iff(I’y’p) mod N2,
zy

(10)

where the last equation is derived according to homomorphic addition and multiplication of Paillier cryptosystem,
respectively, shown in Eq. (3) and Eq. (5). Note that DoGImg.(z,y, p) is also interpreted as the encrypted
difference between two Gaussian-blurred images at two neighboring scales.

It is worth mentioning here that the above computation of DoG can maintain privacy without significant
information loss except for the rounding errors that are caused due to only integer operations are permitted
within the framework of Paillier cryptosystem.

4.2 SIFT Feature Point Detection: Local Extrema Extraction via Integer Comparison in
Encrypted Domain

The most challenging task of secure SIFT is the local extrema extraction operated in the encrypted domain. As we
have introduced in Sec. 3.2, the Paillier cryptosystem only provides additive and multiplicative homomorphism.
Nevertheless, SIFT feature detection still needs homomorphic comparison. In this section, we investigate a secure
comparison strategy in the Paillier cryptosystem.

4.2.1 Direct Comparison on Single Encrypted Data (One-to-One Mapping)

To achieve the comparison operation in the ciphertext domain, an intuitive way is to directly compare the received
encrypted data. Under this circumstance, the result yielded after comparison can be decrypted to obtain the
corresponding plaintexts. In other words, the one-to-one mapping between pairs of (plaintext, ciphertext) can
be revealed, leading to breach the privacy of plaintexts. This problem cannot be ignored if the encrypted data
are sent to the server for subsequent processing and the server is malicious in that he/she would like to recover
the plaintexts from the received ciphertexts.

More specifically, suppose we design a transformation function, F(), that aims to transform the ciphertexts
into another domain to accomplish comparison. Such a transformation is required since the encrypted data,
basically a random string, cannot be directly used for processing. Let K pairs of plaintexts and ciphertexts
be denoted as (p;, ¢;), where 1 < ¢ < K. Consider the result obtained after comparing F'(c;)’s as F(c1) <
F(c2) < ... < F(ck). After decryption, the relationship among the plaintexts can be revealed. Even worse, the
information about plaintexts can still be revealed via comparing ciphertexts (the sorting list of F(¢;)’s) to know
the order of plaintexts without needing decryption.

TIn the next subsection, Eq. (15) shows an example.
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Recall from the Paillier encryption procedure shown in Eq. (1) that if the user chosen key r is fixed, then the
plaintext and its corresponding ciphertext will form a one-to-one mapping, and the number of possible ciphertexts
is exactly equal to that of plaintexts instead of N2 (note that N is the integer number modulo). It is easy to
reveal the plaintexts if the sorting list regarding the ciphertexts can be obtained, violating the need of privacy
during operations. This is possible because given the public keys, N and g, and the ciphertext ¢, the adversary
can exhaustively choose r € Z% to solve the plaintext m according to Eq. (1). Note that the adversary will
not choose to derive m from Eq. (2) since the secret key A related to the two primes p and ¢ is unknown. Fig.
3 illustrates an example of breaking an encrypted image if a fixed user chosen key in Paillier cryptosystem is
used. We can observe that the visual quality of the recovered image in Fig. 3(b) looks acceptable, despite the
quantization artifacts.

Figure 3. Breaking an encrypted image generated using a fixed user chosen key in Paillier cryptosystem: (a) original
image; (b) image recovered from a Paillier encrypted image.

Let’s also consider this security breach problem from another viewpoint. If for some reasons and applications
it is required to directly compare the encrypted data to obtain the magnitude relations among the plaintexts,
the privacy breach problem described above cannot be ignored. Therefore, it is concluded that if the Paillier
cryptosystem is used, the user chosen key r must be chosen at random or content-dependent.

4.2.2 Direct Comparison on Linear Combination of Encrypted Data (One-to-Many Mapping)

According the above observations, the user chosen key r in Eq. (1) must be variable. Under this circumstance,
given the plaintext m;, the resultant ciphertexts ¢;’s will be different according to the used user keys r;’s, leading
to one-to-many mapping. This exhibits the property of semantic security in the Paillier cryptosystem.

In the two-dimensional case like images considered here, the user chosen key r, ,, dependent on the location
of a pixel, is used. Therefore, a DoG image in the encrypted domain using different r, ,’s can be derived as:

DoGImge(x, Y, P) = E(Glef(xv Y, p) * I(ZII, y)7 T‘$7y)
= E(Z Gszf(%ZJvP)H%?J)J‘xW)

T,y
= HE(I(:z:,y),m,y)GDiff(x’y’p) mod N2.
T,y

(11)

It can be observed that Eq. (11) is generated using homomorphic addition and multiplication. Substituting Eq.
(1) into Eq. (11), we have:

DoGImge(,y, p)
= H E(I(x,y), rgc,y)GDiff(x’y’p) mod N?

T,y
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- Hgf(w,y)GDiff(Iﬁy,p)rﬁyGDiff(”vyvf’) mod N2
T,y

ij I(mvy)GDiff(w:y:P)(H TGDriff(f&%P))N mod N2

T,y

= 9
T,y

Gpifs(m,y,
= E(Zl(xay)GDiff(!L‘,yyp)’HTwyg 55 ( yp))

T,y T,y

= E(DOGImg(xay7p)vRP)v (12)

where a pixel DoGImg(z,y, p) is encrypted using a combined user chosen key R,, which is expressed as:

Ry =] rgr o, (13)
T,y

which is a function of the user chosen key 7, that is dependent on a pixel’s location (z,y). Since the Gaussian
kernel G() is involved in the calculation of R,, we know that R, depends on the support of G() instead of the
image size, as we have mentioned in Sec. 4.1.

Comparing Eq. (11) and Eq. (12), we know that the result obtained from the scenario that the user provides
encrypted data E(I(x,y),7s,y) to the server for executing DoG in the ciphertext domain is equivalent to that
obtained from directly encrypting DoG image using R, at the scale p. Similarly, a unique characteristic is that
the server does not access to r ,’s and their combined ones R,’s.

Homomorphic Comparison Due to one-to-many mapping, the resultant ciphertexts, as indicated in Eq.
(12), will fall into the range between 0 and N? — 1, and the whole range may be completely occupied. In
addition, the ciphertexts are accompanied with R,. Therefore, we propose quantization-like secure comparison
of ciphertexts to equivalently achieve local extrema extraction in the plaintext domain. In our method, a series
of thresholds, which will divide the ciphertext domain located between 0 and N2 — 1 into several (non-uniform)
quantization intervals, in the ciphertext domain are designed.

For this, the user will generate a series of thresholds 7;’s in the plaintext domain, where T; € Zy, and these
thresholds will be encrypted and sent to the remote server for secure comparison. Since comparison will be
conducted in the encrypted domain, these thresholds are encrypted via Paillier encryption using R, at scale p
as:

T;. = E(T;,R,) = "' R} mod N?, (14)

where T;, € Zn2. Note that R, is employed by users to encrypt T;’s because the ciphertexts used for secure
comparisons are also encrypted using R,, as indicated in Eq. (12). In the proposed method, in addition to
the encrypted query data, the additional data needed to be sent to server for subsequent secure processing are
the secure thresholds T;.’s and their order. Note that the calculation of R, needs Gpiss(x,y, p), which will
be sent from the server to the user. Such a pre-computation will only be executed once during the course
of the query system when a user initiates his/her query task. Nevertheless, we also note that some secure
comparison algorithms like?* employ the framework of secure multiparty computation and need a few rounds of
communications.

Now, the strategy for comparison between two elements in DoGImg.(x,y,p) in the encrypted domain
will be described as follows. Basically, our idea is to compare two encrypted data according to their loca-
tions in the intervals separated by the thresholds T;.’s. Given two ciphertexts, E(DoGImg(z1,y1,p), R,) and
E(DoGImg(z2,y2,p), Ry), at scale p and at two different locations, (x1,y1) and (x2, y2), respectively, the goal
is to compare them in the encrypted domain and finally find their magnitude relationship in the plaintext. This
goal can be accomplished by identifying which quantization intervals the two ciphertexts fall into via Paillier
homomorphic addition as:

ar = argmini,.(E(DoGImg(x, Yk, p), R,,)gmC — E(T;, R,)), (15)
—_———

Vi
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where k = 1,2. In Eq. (15), ¢/"¢ appears for additive homomorphism but, in fact, it should be E(Inc,1) =

g'merN mod N? with r = 1 in order not to change the combined r value, as indicated in Eqs. (3) and (4).

Mathematically, Eq. (15) implies that the plaintext DoGImg
(zk, Yk, p) is incrementally increased by Inc in the plaintext domain until it is finally increased to be equal to the
nearest threshold Tj, which corresponds to E(T;, R,) in the ciphertext domain for certain ¢. Here, the increment
Inc is set to 1. By doing so, once two different thresholds E (T}, R,)’s are found in this case for k = 1,2, the
server can determine the magnitude relationship between the two ciphertexts, E(DoGImg(z1,y1,p), R,) and
E(DoGImg(z2,y2, p), Rp), since it receives the order of encrypted thresholds sent from the user.

On the other hand, if E(T1, R,) = E(Ts, R,) is found, then the magnitude relationship between the two cipher-
texts, E(DoGImg(z1,y1,p), Rp) and E(DoGImg(xa,y2, p), R,), can still be determined by checking the magni-
tude relationship between a; and as. For example, if a1 > ag, then E(DoGImg(x1,y1, p), R,) < E(DoGImg(x2,y2,p), Ry)
since E(DoGImg(z1,y1,p), Rp) is more distant from T;, for certain i. Thus, according to this proposed secure
comparison strategy the SIFT feature detection conventionally done in the plaintext domain can now be finished
in the ciphertext domain without revealing the original image data.

Fig. 4 illustrates a result of SIFT feature point extraction with respect to Fig. 2 in the plaintext and
ciphertext domains, respectively. Each circle represents the region where a feature point resides. To show the
consistency of feature point detection between the original SIFT and our proposed HE-SIFT, the regions of
detected features are overlapped, as shown in Fig. 5. Visually, the detected locations (labeled in blue and red
circles) of feature points look similar. More advanced evaluations will be elaborated in Sec. 5.

(a) | (b)

Figure 4. Detection of SIFT features in the plaintext domain (a) and ciphertext domain (b), which correspond to the
pictures in Fig. 2, respectively. (best viewed on a color display)

Please also note that in the proposed scheme the locations of pixels are not encrypted, so that the locations
of SIF'T features are known to the public and the server. Such a characteristic is significantly different from our
previous work,'* which aims to hide the locations of SIFT features in order to escape from being maliciously
tampered with. Nevertheless, for the scenario which is privacy-preserving considered here, the locations of feature
points will not breach the privacy because their corresponding feature descriptors (to be described later) are still
in the encrypted form?.

The Impact of Number of Thresholds 7;’s and Their Pairwise Distances As described in the above
subsection, the quantization-like secure comparison strategy needs a series of thresholds 7;’s. It is interesting

#We have an interesting observation that if the SIFT feature descriptors are not encrypted, the adversary can use
them to query another databases so that the originally encrypted content may be approximately guessed from the search
outputs, leading to privacy breach. This issue, currently not the scope of this paper, is worth further studying if we try
to break the Paillier cryptosystem-based applications.
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Figure 5. The difference of detected feature between original SIFT and proposed HE-SIFT. Red circle represents the
feature of original SIFT and blue circle represents the feature of HE-SIFT. (best viewed on a color display)

to investigate the impact of number of thresholds and their pairwise distances on the accuracy and security of
homomorphic comparison.

First, we note that the different pairwise distances between a pair of thresholds will not affect the accuracy
of comparison since both the magnitude relationship between E (T, R,) and E(T%, R,), and a; and ag can coop-
eratively finish secure comparison. Hence, in the following analyses, we assume the use of uniform quantization
for simplicity.

Second, we examine the impact of number of thresholds upon the speed of computation and security. If the
number of thresholds is large, meaning that the interval size is small, then the computation of homomorphic
comparison indicated in Eq. (15) can be speeded-up since aj can be found fast. Nevertheless, if large number
of thresholds is adopted, then the communication cost spent in transmitting these thresholds from the user to
the server is large. Thus, there exists a tradeoff between communication cost and computation overhead in
homomorphic comparison. If the server is considered to be resource-abundant, it is, however, preferable to use
a limited number of thresholds.

Finally, we discuss the security of secure comparison accomplished using Eq. (15). Given the encrypted data
shown in Eq. (12) and the public key (N, g), the plaintexts cannot be exactly recovered since each combined user
chosen key R,, as shown in Eq. (13), is a combination of location-based user chosen keys 7 ,’s and is unknown
publicly.

4.3 SIFT Feature Point Descriptor in Encrypted Domain

In this section, we first describe how to derive SIFT feature descriptors in the plaintext domain, which is then
extended to the ciphertext domain. First, as done in,” orientation assignment is executed for each detected feature
point. Then, a normalized region of size 16 x 16 expanded from the region covering the derived orientation is
built from which feature descriptors are obtained as follows.

An STFT feature descriptor is established for the 16 x 16 region, which is further divided into sixteen 4 x 4
blocks, around a feature point. In addition, the calculation of feature descriptor is accomplished at the scale,
where the feature is detected. Let the gradient magnitudes be, respectively, denoted as Dif fx = Cong(z +
1,y,p)—Cong(z—1,y,p) and Dif fy = Cong(x,y+1, p) — Cong(x,y—1, p) along different directions. For each
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4 x 4 block, the gradient magnitude and orientation are, respectively, computed for each position (z,y) within
the 4 x 4 block as:

m(z,y) = /(Dif fx)? + (Dif fv)?, (16)
. Diffx
O(x,y) = tan™" Diffy (17)

Then, the histogram of weighted magnitudes defined on a number of restrictive directions is derived based on
Egs. (16) and (17).

For feature descriptor extraction conducted in the encrypted domain, the weighted magnitudes located at
the four axes (i.e., positive and negative x-axes, and positive and negative y-axes) are calculated in this paper,
which will constitute a 4-dimensional vector. Since there are in total sixteen 4 x 4 blocks in a 16 x 16 region,
a 64-dimensional feature descriptor is established. It should be noted that no more than the four restrictive
directions are employed in this paper because the operation of secure inner product?® is required to derive the
included angle with the two sides not both coinciding with the x— and y— axes. Our empirical results, however,
reveal that the SIFT descriptors with 64 dimensionalities are sufficient to maintain robustness nearly without
any loss.

In this paper, the feature descriptor calculated in the encrypted domain for each 4 x 4 block is conducted as
follows. Let V(k), 0 < k < 3, denote the 4-dimensional feature descriptor of a 4 x 4 block. They are derived
according to the above conceptions based on homomorphic addition and multiplication as:

V(0) = V(0)E(Cong(z + 1,y,p))E(Cong(z — 1,y,p)) "1,

if Cong(z+1,y,p) > Cong(z — 1,y,p)
V(1) =V(1)E(Cong(z,y +1,p))E(Cong(z,y — 1,p)) ",
it Cong(z,y +1,p) > Cong(x,y — 1, p)
V(2) = V(2)E(Cong(z — 1.y, p)) E(Cong(z + 1,y,p)) ",
it Cong(x —1,y,p) > Cong(z + 1,y,p)
V(3) = V(3)E(Cong(z,y — 1,p))E(Cong(z,y +1,p)) 1,
it Cong(z,y —1,p) > Cong(z,y+ 1, p).
It should be noted that the comparisons in the above equations also need to be executed in the encrypted domain
via the proposed secure comparison strategy.
4.4 SIFT Feature Descriptor Matching in Encrypted Domain

Once the encrypted descriptors have been calculated, the stage of descriptor matching can be widely used in many
applications such as object recognition and media retrieval. The descriptor matching stage aims to compares a
query descriptor with each candidate descriptor in the database for similarity evaluation via a similarity metric.
Let the similarity between two descriptors, V' and V7, be denoted as Sim(V? V7). Since the inner product
between two descriptors is commonly used as a similarity metric, which is expressed in the plaintext domain as:

63
Simfp(VE, V) =Y " Vi(k)VI (k). (18)
k=0

For concern of privacy protection, the above similarity measure must be computed in the ciphertext domain
while obtaining the same result as in the plaintext domain. Thus, Eq. (18) can be rewritten in the homomorphic
encryption domain as:

63
Simip(E(V), E(V7)) =] EWVik)Y'® mod N? (19)
k=0

$In the field of secure computation, secure inner product computation without needing interaction between the user
and server is another challenging issue that needs to be further studied.
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to achieve the desired goal. It is not hard to derive from Eq. (19) that the same similarity measure as in Eq.
(18) can be obtained by means of homomorphic addition (Eq. (3)) and homomorphic multiplication (Eq. (5)).

Unfortunately, it is, however, not possible for the server to access the plaintexts V7(k)’s used in Eq. (19)
due to user’s privacy protection. To conquer this problem, we adopt the ¢; distance metric instead since the
calculation of ¢; distance can be conducted in a secure way. More specifically, the ¢; distance between two
descriptors in the plaintext domain is defined as:

63
Simf (VI V7)) = |VI = VI|y = > [Vi(k) = VI(k)|. (20)
k=0

For ¢; distance between two descriptors in the ciphertext domain, we can derive via homomorphic encryption
as:

Simy, (E(V), E(V7)) = E([V' = V|1)

63
= [[EV (E)EVI (k)= mod N2. (21)
k=0

Finally, V? and V7 are considered to be similar if the similarity value defined in Eq. (21) is smaller than a
threshold, o. The threshold ¢ can be found by minimizing the probability of false positive as:

o = argmingP{Sim} (E(V'),E(V’)) <o | V" and V’

are dissimilar}. (22)

4.5 Comparison with Original SIFT

For the sake of clarity, the differences between the original SIFT (denoted as “original-SIFT”) and the proposed
homomorphic encryption-based SIFT (abbreviated as “HE-SIFT”) are summarized as follows.

1. The major difference is that HE-SIFT is entirely conducted in the encrypted domain, wherein DoG
conducted in the encrypted domain is presented and homomorphic comparison is proposed for privacy-
preserving feature extraction.

2. The descriptor vector length of HE-STF'T is 64 for the reason of avoiding executing inner product without
allowing interaction between parties in the encrypted domain, as mentioned in Sec. 4.3, while the descriptor
length of original-SIFT is 128.

3. The metric used for privacy-preserving matching between two descriptors in HE-SIFT is ¢; distance while
it is inner product in original-SIFT.

The performance difference for both original-SIFT and HE-SIFT will be evaluated in the next section.

5. EXPERIMENTAL RESULTS

Two kinds of experiments were conducted to evaluate the performance of proposed method. In Sec. 5.1, the
robustness of our method against benchmark attacks will be demonstrated. The goal is to examine whether
certain robustness is lost due to secure computation of SIFT features. In Sec. 5.2, we describe a case study
on image recognition, which is a popular application based on feature extraction. The aim is to verify whether
comparable performance between original-SIFT and HE-SIFT can still be obtained even all operations of HE-
SIFT are conducted in the encrypted domain.

For experimental setup, the two large prime numbers, p and g, were usually selected to be 100-bit as done in,??

but they could be larger, and g € Z%.» can be arbitrarily selected and was set to be 20 here. For implementation
of DoG, 7 octaves and 6 voices between two neighboring octaves were selected. For feature point detection via
secure comparison, ten thresholds T; € Zy were arbitrarily selected for reducing the communication cost on the
user side but increasing the computation overhead on the server side.
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5.1 Robustness Evaluation

Six commonly used color images with different contents (I1: Lenna; I»: F-16; I3: Baboon; I4: Peppers; I5: Bridge;
Is: Goldhill) were adopted to verify the robustness of our secure SIFT scheme against miscellaneous attacks.
The standard benchmarks, Stirmark 3.1 and 4.0, were quite suitable for simulating various manipulations of the
digital images. The reader may refer to?® for more detailed parameters of Stirmark. Basically, this experiment
is analogous to image copy detection.

In this test, the encrypted original image was used as a query and sent to the server to find out how many
modified versions could be successfully detected by comparing the detected SIFT feature vectors in the ciphertext
domain. The results for robustness verification are summarized in Table 1 and Table 2. In these two tables, each
attack’s name is followed by a digit, which indicates the number of times that the attack was performed with
different parameters. According to our results, among 1224 modified images (there are in total 204 attacked
images for each original image), 1151 of them could be correctly identified, which indicates that the correct
recognition rate was 94.04%. Note that these results were obtained by controlling the false positive rate to
be zero. The cases for miss recognition all occur in the attacks, including severe noise adding, cropping with
(extremely) small parts remaining, and flipping, which are also the failed examples for SIFT in the plaintext
domain. Obviously, our results indicate that homomorphic encryption-based secure SIFT can preserve robustness
while achieving privacy.

Table 1. Robustness of our scheme vs. Stirmark 3.1: attacks are denoted as SPA: the Signal Processing Attack, including
median filtering, Gaussian filtering, sharpening, and Frequency Mode Laplacian Removal (FMLR); JPEG: compression
with quality factors ranging from 0.9 to 0.1; GLGT: General Linear Geometric Transform; CAR: Change of the As-
pect Ratio; LR: Line Removal; RC: Rotation+ Cropping; Scaling: scaled with factors ranging from 0.5 to 2.0; RRS:
Rotation+ReScaling; RB: Random Bending.

Stirmark 3.1 .[1 I2 I3 I4 I5 Ie,
SPA6)| 6| 6| 6| 6| 6| 6
JPEG(12) | 12 | 12 | 12 | 12 | 12 | 12
GLGT@3) | 3| 3| 3| 3| 3| 3
CAR@8) | 8| 8| 8| 8| 8| 8
LRG) | 5| 5| 5| 5] 5| 5
Cropping(9) | 8| 8| 8| 8| 8] 9
RC(16) | 16 | 16 | 16 | 16 | 16 | 16
Scaling(6) | 6| 6| 6| 6| 6| 6
RRS(16) | 16 | 16 | 16 | 16 | 16 | 16
Shearing(6) | 6| 6| 6| 6| 6| 6
RB(1) | 1| 1| 1| 1] 1| 1
Flipping(1) | 0| 0| 0| 0| 0] O

5.2 Case Study on Image Recognition

To demonstrate the usefulness of the proposed homomorphic encryption-based secure SIFT approach in achieving
privacy-preserving image recognition, the Caltech1012® and Caltech256 datasets?” consisting of object categories
with high shape variability were adopted. We randomly select 24 commonly used categories, each of which
contains 60 images, for the experiment. Among them, 30 images per category were used as the query and the
remainder were stored in the database for search purpose. Basically, this experiment is analogous to image near-
duplicate detection. Fig. 6 shows some examples of Caltech images, where the first row shows four images of
the Caltech256 category “golden-gate-bridge,” and the second row shows four images of the Caltech101 category
“bowling-ball.”

It should be noted that we mainly compare the performance of original-SIFT and HE-SIFT without adopting
advanced feature representation and classifiers. The focus is put on the impact of homomorphic encryption on
SIFT feature detection and descriptor.

For each query image, it is homomorphically encrypted, followed by DoG, feature point detection, and feature
descriptor extraction. Then, each query is used to find the closet category via secure descriptor comparisons
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Table 2. Robustness of our scheme vs. Stirmark 4.0: attacks are denoted as AffineT: Affine Transformation; ConvF:
Convolution Filtering; Cropping: cropped to % , % , i, and % the original size; JPEG: compression with quality factors
ranging from 0.9 to 0.1; MF: Median Filtering; Noise: noise addition; SS: Self-Similarities; Scaling: scaled with factors
ranging from 0.5 to 2.0; RML: Removing Lines; PSNR: all pixel values increased by the same quantity; Rotation: pure
rotation; RRS: Rotation+ ReScaling; and RC: Rotation+Cropping.

Stirmark 4.0 | Iy | I | I3

AffineT(8) | 8| 8| 8
ConvF(2 11 1] 1
Cropping(9 4| 41 2
JPEG(12) | 12 | 12 | 12
MF (4 4| 4| 4
Noise(6 11 1] 1
SS(3 31 3| 3

Figure 6. Top row: four examples of the Caltech256 category “golden-gate-bridge”; Bottom row: four examples of the
Caltech101 category “bowling-ball”.

among the images in the database. A query image is classified into a certain category if it matches to the images
belonging to that category according to SIFT feature descriptor matching most often. Of course, the categories
a query image belongs to can also be ranked according to the number of matches in each category. Therefore,
results regarding the top-k query are examined here. Table 3 and Table 4, respectively, show the results when
top-k query, where k = 1, 2, 3, 5, 10, were adopted. The digit indicates the number of correct recognition
according to top-k query. Some pictures excerpted from two of the 24 categories are shown in Fig. 6. It can be
observed from these tables that the recognition performance between original-SIFT and HE-SIFT seems to be
comparable. To be specific, we have the following observations.

o If original-SIFT (slightly) outperforms HE-SIFT, we conjecture that this is mainly due to the reason that
both secure SIFT feature detection and descriptor extraction are affected by privacy-preserving operations
in the encrypted domain.

o If HE-SIFT (slightly) outperforms original-SIFT, it is presumed that HE-SIFT captures less sophisticated
features than original-SIFT since the feature length of the former is only half the latter, as we have described
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in Sec. 4.3 and Sec. 4.5. Under this circumstance, rough feature representation more fits the experiment
of near-duplicate object classification conducted here.

In this experiment, we solely compare the SIFT descriptors, generated from original-SIFT and HE-SIFT, in
image recognition. It can be expected that the recognition rate can be remarkably improved and comparable with
the state-of-the-art while still providing privacy-preserving simultaneously if sophisticated designed advanced
feature representation and well-designed classifiers are further employed.

Table 3. Recognition results for “original-SIFT” on Caltech101 and Caltech256 with 24 categories. The categories labeled
with * come from Caltech101.

D
—
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< ! o) B * * = =
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5 SIS 2l P|E| £ 2| 8| E|x O Il IS = =
& | ElE| 2| ElE |||l Bl 22|85l %|lE|l 22|52
E Sl E| s S22 B 2|88 5|5 25|58 F|E 5|22« Ff|E
O 2| 22 S e8| S| m| &£ 28] E| &8l B 2] 2|2 8| 28| = | & = |3 |&E |
top 1 10 7 2112 0|18 |11 | 14| 1] 22| 13 1 0 2 0 1 0 0 3 4 310 0 0
top 2 13 | 10 7117 1|18 |18 | 18| 1| 22| 17 310 41 0 2 0] 1 6| 13 7101 0] 1
top 3 16 |12 | 11 |21 | 1 |19 |22 | 25| 1| 23| 23 310 6 0 2 1 5| 11 | 18 910 1 1
top 5 21 | 18 | 17 | 24 | 1 |19 | 26 | 27 | 1| 23 | 25 6| 2| 12 1 6 2 8115 (21 14| 0 1 3
top10 || 28 | 23 | 26 | 28 | 4 |23 |28 (29| 2|25 |30 | 11| 8|19 | 7|15 | 10| 8|22 |24 |25| 3| 3| 8
Table 4. Recognition results for “HE-SIFT” on Caltech101 and Caltech256 with 24 categories. The categories labeled
with * come from Caltech101.
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6. CONCLUSIONS AND FUTURE WORK

We have proposed a homomorphic encryption-based secure SIFT approach to deal with the privacy-preserving
problem encountered in a cloud computing environment, where the server can finish the tasks of SIFT-based
image retrieval and management without learning anything to breach the user’s privacy. Notably, we address
the privacy issue that is relatively ignored in the media retrieval literature. We present a new method to enable
SIFT to be done in the framework of Paillier cryptosystem, where the most challenging problem; i.e., secure
comparison, has been solved in this paper. We believe that the presented work is an important step toward
privacy-preserving multimedia retrieval in an environment, where privacy is a major concern.

At present, the steps of feature point detection and descriptor generation in our work are separately ac-
complished as in original SIFT algorithm. Nevertheless, the locations of detected key points are in the form of
plaintext such that the shape information of an image is revealed to some extent. To solve this information leak,
we will plan to introduce our previous work, secure SIFT,?® so as to shuffle the locations of feature points.

On the other hand, we will analyze the errors introduced due to integral operations in encrypted domain. At
present, we mainly verify the performance of the proposed homomorphic encryption-based SIFT at the feature
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level; i.e., SIFT descriptors built upon the SIFT feature points are used for experiments. However, advanced
features (such as visual words, descriptive visual words/phrases, query expansions, and etc) built upon the
encrypted SIFT features should be further investigated to improve the retrieval performance. Moreover, privacy-
preserving feature extraction finds broad applications and is also a key to secure video surveillance. Our another
work indeed shows promising results in object detection of encrypted surveillance videos.
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