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Abstract— One of the key challenges for a watermarking scheme
to be mandated in a digital right management (DRM) system is the
robustness. This paper is focused on exploring the robustness against
the watermark-estimation attacks (WEAs) that are clever at disclosing
hidden information for unauthorized purposes without sacrificing me-
dia’s quality. In WEAs, the collusion attack naturally occurs in video
watermarking while the copy attack adapts to any media watermark-
ing. In view of this, the aim of this study is to deal with the WEAs by
means of a video frame-dependent watermark (VFDW). We begin by
gaining insight into the WEAs, leading to formal definitions of “opti-
mal watermark prediction” and “perfect cover data recovery.” Subject
to these definitions, the video-frame hash is addressed as a constituent
component of the VEDW for anti-estimation of hidden watermarks.
Both mathematical analyses and experiment results consistently verify
the anti-disclosure capability of the video content-dependent water-
marking scheme. Our approach is the first work that takes resistance
to both the collusion and copy attacks into consideration.

Keywords: Video frame-dependent watermark, Collusion
attack, Copy attack, Video hash, Watermark estimation

I. Introduction

No matter what kinds of applications are considered, robust-
ness is the critical issue affecting the practicability of a wa-
termarking method in a DRM system. The robustness of the
current watermarking methods has been examined with respect
to removal attacks or geometrical attacks or both. Especially,
removal attacks try to destroy the hidden signal W' (originally
embedded into the cover data I) by manipulating the stego data
I° so that fidelity of the attacked data I? is inevitably destroyed
(i.e., PSNR(1,1%) > PSNR(I,1?)). However, there indeed
exist the attacks that can defeat a watermarking system without
sacrificing perceptual quality. Typically, the collusion attack
[3], [11], [12], which is a removal attack, can make colluded
media data further perceptually similar to its cover version (i.e.,
PSNR(I,I%) < PSNR(I,1?)). In video watermarking, there
are two forms for the collusion attack: Type I collusion (applied
to video frames embedded with the same watermark) and Type 11
collusion (applied to video frames embedded with different wa-
termarks). Type I collusion is conducted first by averaging a set
of extracted watermarks (usually obtained using denoising) to
better estimate the hidden watermark and then the estimated one
is subtracted from all frames in order that the hidden signal can
be removed, whereas Type 11 collusion is operated by averaging
those perceptually similar frames in order to directly remove the
watermarks. However, Type II collusion is less powerful since it
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is restricted to operate only on a subset of video frames such that
the video watermarks cannot be eliminated entirely. Hence, we
will only focus on the Type I collusion in this paper. It should
be noted that the conventional denoising-based removal attack
[13] merely applied to one single image is a special case of the
collusion attack.

On the other hand, the copy attack [4], which is a protocol
attack, is developed to create the false positive problem; i.e.,
a situation in which one can successfully detect a watermark
from unwatermarked data. Initially, the copy attack was applied
to image watermarking and is carried out as follows: (i) a wa-
termark is first predicted from a stego image; (ii) the predicted
watermark is added into a target image to create a counterfeit
stego image; and (iii) from the counterfeit image, a watermark
can be detected that wrongly claims rightful ownership. Com-
pared with the collusion attack, the copy attack can be executed
on only one video frame or an image; thus it is more flexible.
In this regard, the copy attack must be taken into consideration
when the robustness of a watermarking system is to be evalu-
ated. In addition, the analyses of the achievable performance
between the denoising attack and the copy attack should refer to
[9]. The common step used to realize a collusion or copy attack
is “watermark estimation,” which is usually accomplished by
means of a denoising procedure. Consequently, we call both
them watermark-estimation attacks (WEAs).

Previous collusion-resistant video watermarking methods are
either computationally complex [12] or dependent on unsta-
ble feature extraction [11]. In addition, copy attack has been
ignored. In this paper, we propose an anti-disclosure video
watermarking scheme to resist both the collusion and copy at-
tacks. We shall investigate the characteristics of WEAs and find
that both accurate estimation of watermark’s sign and complete
subtraction of watermark’s energy are two indispensable com-
ponents to achieve effective watermark removal. On the other
hand, they also serve as the clues to break WEAs. Hence, the
video-frame hash is addressed and combined with a hidden mes-
sage to yield the video frame-dependent watermark (VFDW).
Properties of the VFDW will be examined and mathematical
analyses of the VFDW’s resistance to WEAs will be elaborated.
Experimental results will be provided to verify our analytic re-
sults.
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II. Watermark Estimation Attack

From an attacker’s perspective, the energy of each watermark
bit must be accurately predicted so that the previously added
watermark energy can be completely subtracted to accomplish
effective watermark removal. An estimated watermark’s energy
is closely related to the accuracy of the removal attack. Sev-
eral scenarios are shown in Fig. 1, which illustrates the energy
variations of (a) an original watermark; (b)/(d) an estimated
watermark (illustrated in gray-scale); and (c)/(e) a residual wa-
termark generated by subtracting the estimated watermark from
the original watermark. From Fig. 1(a)~(c), we can realize that
even though the watermark’s sign bits are fully obtained (Fig.
1(b)), the residual watermark signal (Fig. 1(c)) still suffices to
reveal the encoded message due to the original watermark’s en-
ergies cannot be completely discarded. Furthermore, if the sign
of an estimated watermark bit is different from its original one
(i.e., sgn(W(i)) # sgn(We(7))), then any additional energy
subtraction will not be helpful in improving removal efficiency.
On the contrary, watermark removal in terms of energy subtrac-
tion operated in the opposite (wrong) polarity will undesirably
damage the media data’s fidelity. Actually, this corresponds to
adding a watermark with higher energy into cover data without
satisfying the masking constraint, as shown in Fig. 1(d). After
Fig. 1(d) is subtracted from Fig. 1(a), the resultant residual wa-
termark is illustrated in Fig. 1(e). By correlating Figs. 1(a) and
(e), it is highly possible to reveal the existence of a watermark.

The above observations have inspired us to derive formal def-
initions of “optimal watermark estimation” and “perfect cover
data recovery” as follows for use in further analyses.

Definition 1 (Optimal Watermark Estimation): Given an
original watermark W' and its approximate version W€ esti-
mated from I®, the necessary condition for the optimal estima-
tion of W as W* is defined as

Onc(sgn(W), sgn(W*®)) > T, ()

where sgn(v) represents the signs of the elements in a vec-
tor v. In Eq. (1), let © denotes the set of indices satisfying
sgn(We(i)) = sgn(W(i)). The proof of collusion attack that
tends to satisfy Eq. (1) will be provided in Appendix. Beyond
this step, however, to avoid leaving a residual watermark (Fig.
1(c)) that can reveal the hidden watermark, accurate estimation
of the energy of W* is absolutely indispensable. Watermark
removal can be achieved if the watermark energy to be sub-
tracted is also larger than or equal to the added energy, i.e.,
mag(W¢(i)) > mag(W (i)), withmag(t) being |¢|. Therefore,
the sufficient and necessary condition for complete watermark
removal can be defined Vi € O as

mag(W*(i)) = mag(W(z)) and sgn(W*(i)) = sgn(W (z)).

Definition 2 (Perfect Cover Data Recovery): Under the
prerequisite that Definition 1 is satisfied, it can be said that I* is
a perfect recovery of I if

PSNR(LTI") = 0o, I' =1 — sgn(W*®)mag(W*®).

Of course, it is best to get mag(1W (7)) as the upper bound of
mag(W (i)); otherwise, even if the watermarks have been com-
pletely removed the qualities of attacked video frames/images
will be poor. Typically, evaluation of nag(W¢) can be achieved
by means of either averaging [12] or remodulation [13].
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Fig. 1. Watermark estimation/removal illustrated with energy variation: (a)

original embedded watermark with each white bar indicating the energy (de-
termined using perceptual masking) of each watermark bit; (b) gray bars show
the energies of an estimated watermark with all the signs being the same as the
originals (a); (c) the residual watermark obtained after removing the estimated
watermark (b); (d) the energies of an estimated watermark with most the signs
being opposite to those in (a); (e) the residual watermark derived from (d). In
the above examples, sufficiently large linear correlations between (a) and (c),
and between (a) and (e) exist, indicating the presence of a watermark. The
importance of polarities of watermark bits has also been previously emphasized
in [6].

In summary, under the condition of sufficiently large
Onc(sgn(W), sgn(We)), PSNR(I,I%) < PSNR(I,I") will
undoubtedly hold. Unlike other watermark removal attacks that
reduce the quality of the media data, the collusion attack may
improve the quality of the colluded data.

1. Video Frame-Dependent Watermark
A. Frame Hash

From Sec. II, we have found that WEAs are achievable
mainly based on the fact that the hidden watermark behaves
like a noise, so anyone can reliably utilize all estimated noise-
like watermarks. In order to disguise this prior knowledge
and hide it from attackers, the key is to reduce the confidence
of watermark estimation achieved by the collusion attack (by
making P, (8 < |£2|) possible in Eq. (8)). To this end, we shall
introduce the idea of the video frame-dependent hash as a kind
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of content-dependent information used to create the so-called
video frame-dependent watermark (VFDW). Meanwhile, the
content-dependent information (called frame hash herein) must
be secured by means of a secret key for anti-forgery and be
robust to digital processing [8] in order not to affect watermark
detection.

Here, the proposed video frame hash extraction procedure is
operated in the VLC domain. For each macroblock, a piece of
representative and robust information is created. It is defined in
each macroblock ¢ as the magnitude relationship between two
energies computed from level values:

hi) = { it £l = 225 1 fi(p2)l,

otherwise,
where h(2) is an element of a frame hash FH, j is the index that
indicates a block belonging to a macroblock 7, and f;(p;) and
fj(p2) denote level values at zig-zaged positions p; and ps ina
block j, respectively. The length of a FH is exactly equal to the
number of macroblocks. In addition, the selected level values
should be at lower frequencies because level-run pairs located at
high-frequency positions are vulnerable to attacks. We call this
feature value h(-) robust because this magnitude relationship
can be mostly preserved under incidental modifications. Since
the robustness issue of frame hash is beyond the score of this
paper, the reader may refer to [10] for more robustness analyses.
Next, the frame mash, FH, is merged with the watermark, W,
to generate the video frame-dependent watermark (VFDW) as

+1,
-1,

VFDW = S(W,FH), @)

where S(-,-) is a mixing function, which is operated based on
a secret key (will be described in the following section) and
is used to prevent attackers from forging the VFDW. The
sequence VFDW is what we will embed into a video frame.

B. Properties of VFDW

Let a video V be expressed as &;cqF;, where all frames
F'; are concatenated to form V and ) denotes the set of frame
indices. In our video watermarking method, each frame F'; will
be embedded with a content-dependent watermark VEDW, to
form a stego video V5, i.e.,

F°, =F; + VFDW,;, V® = @;coF%;,
where F*; is a stego frame and VFDW,, similar to Eq. (2), is
defined as

VFDW, = S(W,FMF,). 3)

In Eq. (3), the mixing function S(-,-) will be designed as a
procedure of shuffling the frame hash FMy, using the same
secret key K (used to generate the watermark W), followed by
shuffling of the watermark to enhance security. Specifically, it

is expressed as
S(W,FMg,)(k) = W(k)PT(FMp,, K)(k),

where PT denotes a shuffling function controlled using the
secret key K to achieve uncorrelated cross-correlation,

8pe(PT(FMy,, K),FMp,) = 0,
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and auto-correlation:
One(FMp,, FMF,) = 6,,.(PT(FMp,, K), PT'(FMF,, K)).

The proposed content-dependent watermark possesses the
characteristics described in the following. They are useful for
proving resistance to WEAs.

Definition 3 Given two frames F'; and F';, their degree of sim-
ilarity depends on the correlation between FMy, and FMr,
ie, 0nc(Fi, Fj) = 6,c(FMp,, FMg,). Two extreme cases
exist: (i)if F; = F;, then 0,,.(F;,F;) = 1; (ii)if F; and F; are
visually dissimilar, then §,,.(F;, F;) ~ 0.

Proposition 1 Given two frames F; and F;, §,,.(F;,F;),
and their respectively embedded content-dependent water-
marks VFDW; and VFDWj that are assumed to be i.i.d.
Gaussian distribution, the following properties can be estab-
lished: (i) 0nc(VFDW;, VFDW)) is linearly proportional to
6ne(Fi, F}); (i) 8,.(VFDW,;, VFDW,) < §,.(W?); (iii)
0ne(W, VFDW) = 0. Due to limits of space, proofs of Propo-
sition 1 by exploiting the above properties can be found in [9].
It is essential to emphasize that property (i) of Proposition 1
contrasts with the one pointed out in [12], but the novelty of our
scheme is that the concept of the content-dependent watermark
has been employed.

C. Resistance to WEAs

Note that in order to better explain resistance of the VFDW to
WEAs, our analyses are conducted in the spatial domain. This
is reasonable because a signal embedded in the transformed
domain can be transferred to another equivalent signal in the
spatial domain and watermark estimation by means of denois-
ing [4], [13] is intuitively applied in the spatial domain. Assume
that by means of a collusion attack, the averaging operation is
performed on stego frames F*5;’s of a stego video V®. From
an attacker’s perspective, each hidden watermark has to be es-
timated using a denoising operation, so deviation in estimation
will inevitably occur. Let W€, be a watermark extracted from
FS;. In fact, W®,; can be modeled as a partial hidden watermark
plus a noise component, i.e.,

Wei = OZLVFDWZ + n;,

where n; represents a frame-dependent Gaussian noise with
zero mean, «; denotes the proportion that the watermark has
been extracted, and W®; ~ N(0, p?) is enforced to ensure
that the estimated watermark and the hidden watermark have
the same energy. Under these circumstances, 1 > «; =
Onec(We;, VEDW,) > T always holds based on the fact that a
watermark is a high-frequency signal, which can be efficiently
extracted by means of denoising [2], [4], [13]. LetC (C Q)
denote the set of frames used for collusion. By employing the
Central Limit Theorem, the average of all the estimated water-
marks (by means of collusion) can be expressed as

we 3y

i€C

> (e VFDW, + n;). (4)

Z \/_ i€C

Now, we are ready to derive a sufficient and necessary condition
for resisting a collusion attack as described in Proposition 2.
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Proposition 2 In a collusion atatck, an attacker first esti-
mates W€ from a set, C, of stego frames. Then, a counter-
feit unwatermarked video V" is generated from a stego video
Vs = @;cqF5; as

FY =F% - W*,

V" = @icaF";. Q)

It is said that the collusion attack fails in a frame FY,
kE e Q, ie, 0p(F%, VFDW}) > T, if and only if

A7C Zkgc Ok
_ _
One(W", VFDW,,) NG <1 T._
Proof: First of all, we need to derive d,,.(We, VFDW,,). By
making use of Eq. (4) and Proposition 1, we have the following
brief derivation:

5.c(WS, VFDW},) = T

iec
Zkec Xk

e

where VEFDW, represents the content-dependent watermark
embedded in F;. Consequently, given property (ii) of Proposi-
tion 1, and Egs. (5) and (6), we get

(Snc(Fuk, VFDWk) >T
iff 6,c(Fr + VFDW,, — W°, VEDW,,) > T

iff 6,,.(VEDW ., VEDW,,) — 6,.(W®, VEDW,) > T
— «
iff 0, (W, VEDW,,) = %

Resistance to the copy attack can be similarly derived. To
save space, please refer to [9] for more details.

<1-T. ()

IV. Experimental Results

Three video sequences, including Flower garden, Table ten-
nis, and Football, were used for watermarking. In this study,
the side-informed real-time video watermarking scheme [7] was
chosen for test, denoted as Method I, due to its simple imple-
mentation and robustness. The combination of our VFDW and
Method I was denoted as Method II. However, we would like to
particularly emphasize that the proposed VFDW can be readily
applied to other video watermarking algorithms. On the other
hand, Lee’s Wiener filter [5] was used to perform denoising-
based blind watermark extraction. The threshold 7" used to
determine the existence of a watermark was selected as 0.11 if
the desired false positive probability was approximately 10~7

[1].

A. Estimation of Watermark's Sign Bits

All the watermarks that were extracted from visually similar
frames with respect to the three video sequences were aver-
aged to obtain the estimated watermark. By comparing the
estimated watermark and the original one, the bit error rates
(BERSs) regarding the watermark’s sign bits is summarized from
an attacker’s perspective as follows: (i) if VFDW is not used,
1% <BERs< 13% is yielded; (ii) when VFDW is used, BERs
are all raised to about 50% (i.e., resemble random guess). This
experiment confirms that the VFDW can efficiently confuse the
watermark estimation conducted by attackers.
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B. VFDW Resistance to Collusion Attack

The collusion attack was applied to Method I and Method
II, respectively. The impacts of the collusion attack and the
VFDW will be examined with respect to the two scenarios: (s1)
the quality of a colluded video; and (s2) watermark detection
after performing collusion. Some results are depicts in Figs.
2 and 3, respectively. In summary, as long as a frame hash is
involved in constructing a watermark, even a collusion attack is
applied owners still can extract the watermarks and fidelities of
colluded videos cannot be improved.
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Fig.2. Quality ofa colluded video: (a) the PSNR values of the colluded frames
(top) are higher than those of the stego frames; (b) when VFDW is applied, the
PSNR values of the colluded frames (bottom) become lower than those of the
stego frames. This experiment reveals that a collusion attack will fail to improve
the fidelity of a colluded video when VFDW is involved.

C. VFDW Resistance to Copy Attack

The copy attack was applied to Method I and Method II
to compare their capability of resistance. One of the videos
was first watermarked, and then the watermark was estimated
and copied to the other unwatermarked videos to form coun-
terfeit stego videos. The PSNR values of the attacked video
frames were in the range of 36 ~ 55dB (no masking was used).
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Fig. 3. Watermark detection under collusion (the dashdot line indicates the
threshold 7 = 0.11). By comparing the detection curves obtained using
different |C|’s, it can be found that performance degradation of the proposed
anti-disclosure watermarking method is lower bounded by the denoising-based
removal (i.e., |C| = 1). If VFDW is not used, collusion with |C| > 1 provides
more effective removal. These results are exactly consistent with Proposition 2.

The normalized correlations obtained by employing the copy
attack to Method I fell within the interval [0.487 0.650] (all
were sufficiently larger than 7 = 0.11), which indicated the
presence of watermarks. However, when the VFDW was intro-
duced, these correlations decreased significantly to the interval
[—0.056 0.060], which indicated the absence of watermarks.
The experimental results are consistent with the analytic result
that the proposed VFDW is able to deter the detection of copied
watermarks.

V. Concluding Remarks

Robustness is still a major issue that determines whether a
watermarking scheme could play a major role in a digital right
management (DRM) system. Inherently, a video watermarking
method is prone to the collusion and copy attacks, which are
recognized to be able to defeat watermarking systems without
needing much cost. In this paper, the video frame-dependent
watermark (VFDW), which is a mixture of a frame hash and
a hidden message, has been explored to withstand watermark-
estimation attacks (WEAs). Notably, we have pointed out that
both accurate estimation of a watermark’s sign and complete
subtraction of a watermark’s energy constitute the sufficient
and necessary conditions for achieving complete watermark re-
moval. The characteristics of the VFDW have been analyzed
to justify its resistance to WEAs. Overall, the experimental
results have confirmed our mathematical analyses about WEAs
and VFDW. To our knowledge, we are the first to employ the
content-dependent video watermark in resisting the collusion
and copy attacks, simultaneously.

The proposed media hash at its current status is sensitive to
geometric distortions and could potentially affects the resistance
of the VFDW to them. In our future work, we will continue to
study this challenging problem, i.e., geometrical invariance of
the media hash.
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Appendix: Confidence of Watermark Sign Estimation under
the Collusion Attack

Here, we will justify our confidence in collusive estimation
of a watermark’s sign using binomial probability distribution.
Suppose each sgn(W(i)) f € C (C is a collusion set) is re-
garded as a trial, and that the trials are independent. Each trial
will result in one of two possible outcomes: +1 and —1. Each
outcome will occur with equal probability, 0.5. Now, our con-
fidence in the occurrence of sgn(W§(i)) is formulated as the
probability Ps of sgn(W§(i))’s, which are observed in |C| sam-
ples, A = {sgn(WE (i), sgn(W5 (1), ., sgn(Wig, i)} Let
B be the random variable denoting the number of sgn(W3 (7))
observed in A. As a consequence, Ps can be expressed as

(€ )ose.

Looking at the table of binomial probabilities, we can find that
P, will increase rapidly (usually it will be larger than 0.8) as
long as n is slightly larger than % The larger P; is, the
more confident we are. Hence, we have sufficient confidence
to rely on the collusion attack to determine the sign of a hidden
watermark.

€]

C
P,(8 > %)= >

n:%Jrl

®)
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