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a b s t r a c t 

A two-tiered wireless sensor network, where storage nodes take charge of storing sensitive data and pro- 

cessing queries with respect to the sensing nodes and querists, incurs a security breach. This is because 

the important role of storage nodes may be (1) instructed by attackers to return fake and/or incom- 

plete data in response to querists’ queries or (2) compromised by attackers to arbitrarily expose mass of 

valuable data or launch choice attacks to make authorized querists miss valuable data and disturb their 

decisions. Additionally, attackers may launch DoS attacks via wireless channels to storage nodes. To ad- 

dress the above issues, we propose a secure and efficient retrieval scheme for wireless sensor networks, 

namely SER, which mainly prevents attackers from gaining the valuable information stored on storage 

nodes, detects the compromised storage nodes when they misbehave, and efficiently verifies the querists’ 

privileges without knowing their identities. In addition to privacy and system analyses, we demonstrate 

the feasibility and efficiency of SER through experiments conducted on TelosB prototype sensor platform 

equipped with IEEE 802.15.4 TI wireless transceiver, and conduct comparisons with state-of-the-art meth- 

ods. 

© 2017 Elsevier B.V. All rights reserved. 
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. Introduction 

Nowadays, large-scale wireless sensor networks (WSNs) are

enerally used in pragmatic applications for sensing and/or col-

ecting information from monitored environment, whereby stor-

ge nodes take charge of aggregating and storing sensitive data,

nd processing queries with respect to the sensing nodes and

uerists. Among the large amount of data collected by sensing

odes, querists systematically derive the interested information

rom storage nodes to make decisions and take actions. For ex-

mple, an army wants to collect information in a battlefield by

aunching a query to a storage node. Similarly, an oil company in

rder to locate the most viable oil reserve may want to launch a

uery to WSNs monitoring ocean atmosphere on the earth (GEOSS

1] and NOPP [2] ). 

Despite the advantage of scalable storage provided by current

torage nodes, the stored data can be accidentally or maliciously

isclosed to competitors or attackers by an untrusted storage node.

herefore, the reliance on untrusted storage nodes for data store

nd query processing raises severe security problems in hostile
∗ Corresponding author. 

E-mail address: lcs@iis.sinica.edu.tw (C.-S. Lu). 

h

i

ttp://dx.doi.org/10.1016/j.comcom.2017.04.007 

140-3664/© 2017 Elsevier B.V. All rights reserved. 
nvironments. In particular, storage nodes in military security or

ommercial service applications might be compromised by the at-

acker to maliciously destroy or expose valuable data. Also, such

ttacker can control a compromised storage node to return fake

nd/or incomplete data in response to querists’ queries in order

o disturb significant military or business decisions. These attacks

re more subtle and harmful than passive eavesdropping, replay,

nd jamming attacks. To conquer the aforementioned attacks, a

echanism must not only protect the privacy of data stored on

he storage nodes but also validate the integrity of query results.

part from the issue of returning incomplete data in response to

uerists’ queries, two potential attacks regarding user’s data access

rivacy [3] , i.e. , choice attacks 1 and Denial-of-Service (DoS) attacks,

re also commonly encountered in the aforementioned scenarios.

torage nodes, when compromised, can facilitate choice attacks

ia unprotected identities to make the specific authorized querist

iss valuable data and disturb his/her decisions. Moreover, stor-

ge nodes may endure DoS attacks such that they cannot execute

uerists’ demands. In consequence of the above observations a se-
1 Choice attack is where compromised nodes may not always launch their misbe- 

avior. In other words, they only choose some specific querists to relay false and/or 

ncomplete information. 

http://dx.doi.org/10.1016/j.comcom.2017.04.007
http://www.ScienceDirect.com
http://www.elsevier.com/locate/comcom
http://crossmark.crossref.org/dialog/?doi=10.1016/j.comcom.2017.04.007&domain=pdf
mailto:lcs@iis.sinica.edu.tw
http://dx.doi.org/10.1016/j.comcom.2017.04.007
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cure and efficient mechanism should not only ensure data privacy

and integrity but also prevent storage nodes from suffering choice

attacks and DoS attacks. 

Intuitively, to ensure data privacy, sensing nodes can leverage

a provably secure encryption mechanism to encrypt the data val-

ues before outsourcing them onto storage nodes. However, the first

challenge is how a large volume of encrypted data stored on the

storage nodes can be systematically and efficiently searched (or

processed) for the queries ( e.g ., range queries) launched by querists

without decrypting the encrypted data values. The range query,

by definition, is a typical sensor network operation that retrieves

all data, where some values are between an upper and a lower

boundaries. For data privacy, an encrypted data searchable scheme

should be provided. Many studies [4–8] suggest that range query

is a powerful type of query because collected/monitored data can

be easily transformed into a data structure being applied for range

query, e.g ., event/environment detection can be easily quantified as

querying a range of the monitored variables associated with the

event/environment. Furthermore, the encrypted data values stored

on storage nodes may suffer from security breach. For example,

the untrusted storage nodes can return the incomplete data to the

querists or drive choice attacks to the specific querists. Thus, the

second challenge is how to verify integrity of query result while

untrusted storage nodes misbehave. The third challenge is how

to prevent querists from suffering choice attacks while permitting

authorized querists retrieving stored data from storage nodes. It

should be noted that permitting querists accessing data from stor-

age nodes would also raise security concern of DoS attacks. As a

result, the fourth challenge is how to provide an anonymous ac-

cess control which would resist DoS attacks. 

In this paper, we focus on the above challenges and propose

the corresponding solutions to address the aforementioned attacks.

More precisely, we enable our method to resist eavesdropping, fal-

sify, choice, and DoS attacks due to the following reasons. On one

hand, due to inside attacks, the open nature of the sensor network

makes the attacker passively eavesdrop even compromise the stor-

age nodes to collect plenty of valuable data for mounting malicious

behaviors to querists (such as omitting or tampering qualified data,

inserting forged data, and driving choice attacks). On the other

hand, due to outside attacks, the critical storage nodes may suffer

unauthorized querists’ attacks such as DoS attacks while providing

capability of data access/query. Though inside and outside attacks

are addressed separately in existing works [4,5,7–10] , it is still in-

sufficient and impractical in a two-tiered sensor network if they

are not considered together. That is to say, only focusing on either

secure range query or access control is vulnerable to compromised

storage nodes. To seamlessly provide protections for sensitive data

and querists’ demands, we develop an efficient and secure retrieval

scheme, called SER, with the capabilities of secure range query and

anonymous access control. 

Depending on the aforementioned applications of WSNs and

challenges, there are four goals to achieve. First, from the aspect of

data privacy, we should provide a searchable scheme to only per-

mit storage nodes to process queries over the encrypted domain.

Second, from the aspect of data integrity, storage nodes should

submit verifiable information along with query results to querists

since storage nodes may be malicious and misbehave. Third, from

the aspect of access control, anonymous access control must be

lightweight for preventing choice attacks from storage nodes and

resisting DoS attack from querists at the same time. Last but not

least, from the aspect of efficiency and effectiveness of utiliza-

tion in WSN, a mechanism with less communication overhead and

computation cost needs to be developed. 

To the best of our knowledge, a secure and efficient retrieval

scheme, featuring data privacy and integrity preservation (PIP) and
s  
nonymous access control (AAC) simultaneously, in the context of

ange query has not been developed. 

.1. Overview and contributions of this paper 

SER efficiently provides not only provable encryption and in-

egrity verifications for sensitive data privacy, but also secure and

ightweight authentications for storage nodes and querists. More

pecifically, SER possesses an order encryption mechanism (OEM),

hich has the characteristics of the bucket scheme, to provide data

rivacy. The OEM technique allows a storage node to retrieve the

esired data according to the stored sensitive data and queries over

he encryption domain. In particular, the sophisticated OEM does

ot cause false positives ( i.e. , does not generate useless data and

end to querists) and disclose the information of bucket tags while

he original design of bucket scheme does and is adopted in the

enowned works [4,11,12] . To verify the integrity of query results,

ER elaborates the data structure of Exclusive-OR Linked List (X2L),

hich simply processes the operation of Exclusive-OR (XOR), to

onstruct neighborhood differences. For reducing communication

ost, we extract the least significant bits (LSBs) of the neighbor-

ood differences, which are operated with an innovative bit-map

BM) table, to verify the integrity of query results. 

Also, SER develops a ring filter verification (RFV) strategy, which

an achieve the goal of anonymous access control with concealing

uerists’ identities and especially resisting DoS attacks. The RFV

s a new concept of aiming to verify group privileges and resist

oS attacks simultaneously while the traditional ring verification

r DoS attack resistance methods fail to achieve both and raise

ore overhead [9] . Through configuring the library of TinyECC and

ublic keys of querists, we can make RFV be practical to a sensor

etwork. 

For clarifying the distinctions between some renowned meth-

ds and our proposed method, the comparisons, in terms of com-

unication, computation, and storage overhead, are shown in

able 1 . We can find that SER is more efficient than the prior works

4–6,10–13] while satisfying data privacy and integrity. In particu-

ar, our method, which can achieve both data privacy and integrity

reservation (PIP) and anonymous access control (AAC), is more

exible and efficient in dealing with compromised storage nodes

han Priccess [9] . In Priccess , it assumes that an attacker can launch

oth outside and inside attacks, implying that the attacker may

avesdrop the transmitted messages and compromise a number of

ensor nodes subject to his/her choice (please refer to the Attacker

odel of [9] for more details). Nevertheless, Priccess fails to deal

ith data privacy and access control that have been considered in

ER. 

The main contributions of this paper include: 

• An original and provably secure OEM is proposed for system-

atically retrieving stored sensitive data over the encryption do-

main. 

• An innovative BM table, operated with X2L, is proposed to guar-

antee the integrity of query results. 

• A robust RFV scheme, which has capabilities to provide AAC for

queries and resist DoS attacks for storage nodes, is developed. 

• In comparison with the existing methods, our approach per-

forms better in requiring less energy. 

.2. Organization of this paper 

The rest of the paper is organized as follows. We give a compre-

ensive survey of related works in Section 2 . Section 3 describes

he system model and attacker model. Section 4 overviews Elliptic

urve Cryptography (ECC) and Constrained Function-based Authen-

ication (CFA) that will be adopted in our method. We then de-

cribe the details of proposed method in Section 5 . The formal data
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Table 1 

Comparisons of SER (our method) with state-of-the-art methods ( N : the number of nodes; β: the number of sensitive data; γ : the number of consecutive non-overlapping regions; PIP: data privacy and integrity preservation; 

AAC: anonymous access control); EAV: resist eavesdropping attacks; FAL: resist falsify attacks; CHO: resist choice attacks; DoS: resist DoS attacks. 

Stored data Accurate Detection Communication Computation Storage PIP AAC EAV FAL CHO DoS 

security query result probability overhead overhead overhead 

Encoding approach Reasonable X Always ≈ 1 O ( N ) O ( γ ) Exponential V X V V X X 

(bucket scheme) [4] estimation 

Spatial crosscheck Reasonable X Vary significantly O ( N 2 ) O ( γ ) Exponential V X V V X X 

(bucket scheme) [11,12] estimation 

Temporal crosscheck Reasonable X Vary significantly O ( N 1.5 ) O ( γ ) Exponential V X V V X X 

(bucket scheme) [11,12] estimation 

Hybrid crosscheck Reasonable X Always ≈ 1 O ( N 2 ) O ( γ ) Exponential V X V V X X 

(bucket scheme) [11,12] estimation 

SafeQ Hard V Always ≈ 1 O ( N ) O ( β2 ) Linear V X V V X X 

[5] estimation (HMAC operations and/or 

Bloom filter generation) 

SEF Hard V Always ≈ 1 O ( N ) O ( βlog β) Linear V X V V X X 

[13] estimation (Hashing operations and 

AI tree generation) 

QuerySec Hard V Vary significantly O ( N ) O ( β) Linear V X V V X X 

[6] estimation 

ESRQ Hard X Always ≈ 1 O ( N ) O ( β) Linear V X V V X X 

[10] estimation 

SEMR Hard X not provide O ( N ) O ( β) Linear X X V X X X 

[14] estimation 

SecRQ Hard X Always ≈ 1 O ( N ) O ( β) Linear V X V V X X 

[7] estimation 

CSRQ Hard X Always ≈ 1 O ( N ) O ( β) Linear V X V V X X 

[8] estimation 

Priccess [9] \ \ \ \ \ \ X V X X V V 

SER Hard V Always ≈ 1 O ( N ) O ( β) Linear V V V V V V 

(our method) estimation 
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privacy analysis is provided in Section 6 , and the system analysis

of other primitives is described in Section 7 . Section 8 describes

the performance evaluation, followed by the conclusions presented

in Section 9 . 

2. Related work 

In the aspect of PIP, researchers strive to prevent the attackers

from obtaining information stored or processed on storage nodes.

The most common solution is that each storage node is only al-

lowed to process the sensitive data sensed by sensing nodes and

the queries issued from querists over the encryption domain. Some

drawbacks, however, still exist in these state-of-the-art methods.

While data privacy and query result integrity of the range query

in [4,11,12] can be preserved exquisitely, owing to the use of

bucket partitioning proposed by [15] , their query result complete-

ness is achieved in different manners. Unfortunately, they share

some common weaknesses: (1) The bucket scheme used in their

approaches may cause false positives because of receiving useless

data. To be more precise, querists would receive some useless data

values. (2) If a storage node is compromised, it may leak some in-

formation to attackers, such as bucket tags. This would allow at-

tackers to obtain a reasonable estimation on how much data falling

into a range, the sensitive data of sensing nodes, and the queries of

querists. The same drawback of information leakage is also existed

in our previous work, SMQ [16] . Though a secure ordered bucketi-

zation scheme was proposed in [17] to address the leakage prob-

lem of bucket tags, the drawback of false positives still remains

and leads to inevitable and additional communication cost. 

In [5] , SafeQ-Basic and its optimized version, SafeQ-Bloom, were

proposed. Since SafeQ-Basic applies prefix membership verifica-

tion, which needs to produce many hash values via MD5 or SHA-

1, it would incur large communication, computation, and storage

overhead. As for SafeQ-Bloom, it employs the Bloom filter to rep-

resent hash values in order to reduce communication and stor-

age overhead; however, producing Bloom filter will further lead

to rapidly increase in computation cost. The burst of computation

cost makes SafeQ-Bloom not efficient and not suitable for WSNs.

Moreover, SafeQ-Bloom will output inaccurate query results due to

its use of Bloom filters [6] . 

To address the above problems, Jiajun et al [13] . have proposed

a secure retrieval scheme, namely SEF. They employ the Order-

Preserving Symmetric Encryption (OPSE) and an Authenticity & In-

tegrity tree (AI tree) to preserve data privacy and integrity, respec-

tively. However, OPSE does not preserve privacy due to the order-

relation leakage and incurs extra computational overhead due to

construction of AI tree. 

As for recent works in [6,10,18] , protocols are proposed that

enable storage nodes to process queries correctly while prevent

them from revealing both data and queries to sensors and sink,

respectively. Nevertheless, these three methods only slightly im-

prove over SafeQ but reserve some drawbacks the same as SafeQ

in heavy communication cost and inevitable false positives. 

Dong et al. [7 , 14] employ generalized inverse matrices and

distance-based range query approach for the protection of data pri-

vacy in considering the collusion and probability attacks. Moreover,

they propose a mutual verification scheme to verify the integrity

of query results. However, false positive and false negative would

be occurred in a range query due to the property of Bloom Filter

while our method is a precise range query protocol. In particular,

[14] would also suffer from falsify attacks. 

CSRQ [8] , in addition to support range query, employs an en-

coding mechanisms and encrypted constraint chain to preserve

data privacy and query result integrity, respectively. However, CSRQ

being similar to bucket scheme [4] would make a querist receive a
umber of useless data due to the number of factor in a constraint

hain ( τ ). 

More importantly, the aforementioned methods, in practice,

ay not work thanks to the storage nodes are vulnerable to choice

ttacks and DoS attacks. A potential solution to overcome choice

ttacks is that each querist hides his/her identity so that his/her

dentity cannot be associated with the data he/she requests, the

imes he/she accesses the sensitive data in the network, the nodes

e/she queries, etc . For example, projects [1,2] that involve deploy-

ng large-scale WSNs to adaptively observe the ocean atmosphere

n the earth may have sensitive data that would attract numerous

uerists from both public and private sectors, which range from

ndividual querists to universities, government research centers,

nd businesses. A querist may wish to keep confidential whether

e/she accessed the sensitive data, the data types he/she was in-

erested in, or from which nodes he/she obtained the data, since

he disclosure of such information may be used against his/her in-

erest. Specifically, there are some research projects [9,19,20] that

ave been proposed to prevent attackers or unauthorized querists

rom accessing the sensitive data stored on storage nodes. 

In [19] , a model providing the access control for distributed

uerists under a realistic attacker model was proposed. Neverthe-

ess, authors do not consider that, if the storage nodes are com-

romised, their system would greatly raise security threats in dis-

losing the stored sensitive data to attackers and violating the pri-

acy of querists. Unlike the querist access control approach with-

ut guaranteeing the privacy of querists in [19] , SER, [9] and

20] aim to provide blind query for guaranteeing the privacy of

uerists. In [9] and [20] , blind signatures are exploited for hiding

uerists’ identities. However, the network querist in [20] cannot

ign a query because of its construction of signatures while the

etwork querist in SER and [9] can do. Consequently, an attacker

an easily intercept the tokens and impersonate authorized net-

ork querists to access data at storage nodes. Furthermore, blind

ignature mechanism applied in [20] is depended on RSA. Compar-

ng to [9] and SER which choose ECC because ECC has a signifi-

ant advantage over RSA due to its computational efficiency, small

ey size and compact signatures, [20] is more inefficient and frag-

le. Additionally, one of common weaknesses in [9,20] is that their

ethods are impractical to protect the sensor network without

uaranteeing data privacy under outside and inside attacks. An-

ther is that they are inefficient for an access control scheme when

 dishonest querist mounts DoS attacks without exposing the iden-

ity. Specifically, the stored sensitive data might be leaked out and

he authentication pattern might be vulnerable to DoS attacks. On

he contrary, the above drawbacks are addressed in SER. As a con-

equence, SER is more flexible than [9] and [20] . 

. System model and attacker model 

In this section, the system model and attacker model will be

ormulated and described in detail. 

.1. System model 

As shown in Fig. 1 , our system consists of four kinds of roles:

etwork owner, querist, storage node, and sensing node, where

uerist, storage node, and sensing node are set up in the user level,

torage level, and sensing level, respectively. The network owner

s able to deploy sensing nodes and storage nodes, and organize

uerists into groups. Note that the querists who want to access

he network need to be authorized by the network owner first so

he querists must register with the network owner before execut-

ng their privileges. To achieve access control, querists who have

imilar access privileges should be organized into the same group

y the network owner as well. Meanwhile, the network owner
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Fig. 1. Wireless sensor network with two-tiered architecture. 
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ill advertise group identity and query privileges (types) for each

roup. Subsequently, the querists could send query commands to

torage nodes according to the query types. In this paper, we con-

ider range query command in the format { id, t , [ e a , e b ], σ }, where

d denotes the designated sensing node’s identity, t is the time slot

he querist is interested in, [ e a , e b ] represents the data value range

f interest in the ciphertext form, and σ signifies the signature for

lindly identifying the right of a querist. 

On the other hand, the network is partitioned into physical

ells by the network owner according to the geographic location,

herein each sensing node belongs to one cell, and each cell con-

ains a storage node that is in charge of other sensing nodes in the

ell. Depending on concrete applications, cells may overlap such

hat a sensing node in the overlapping region is affiliated with

ore than one storage node. In the user level, we follow the same

ssumption made in the prior works [4,5,9,11–13] that a querist

s a powerful mobile device ( e.g ., smart phone, laptop) equipped

ith much more storage capacity and power. In order to communi-

ate with storage nodes, a querist is connected with a sensor ( e.g .,

elosB). Then, the querist sends a query to storage nodes or gets

he desired data from storage nodes via the sensor. The storage

evel can be viewed as a large-scale data center. Each storage node

n the storage level collects the data sensed by the sensing nodes

n the ground. Nevertheless, in order to achieve the goal of privacy

reservation, storage nodes are only able to manipulate encrypted

ensitive data. Moreover, sensing nodes are limited in storage, en-

rgy, and computation; they are responsible for sensing data, such

s temperature, humidity, and the number of seismic events. 

.2. Attacker model 

As sensors deployed in a hostile environment, attackers will try

o overhear sensitive data from the network. The leakage of sen-

itive data breaches data privacy [21] . Moreover, attackers will in-

line to compromise storage nodes, which collect lots of sensitive

ata from the nearby sensing nodes. Doing so, the attackers can

asily gain a large number of sensitive data or arbitrarily manip-

late compromised storage nodes to return bogus and/or incom-

lete query results in response to queries from the querists. With

ssumption of compromising storage nodes, the range query for-

at must be in ciphertext form to guarantee query privacy. Other-

ise, (compromised) storage nodes can reasonably estimate what

ind of data value they have or a querist is interested in accord-

ng to query range. In addition, such storage nodes may, more-

ver, drive choice attacks to the specific querists. In contrast to the

bove threats, storage nodes also would suffer DoS attacks from

he unauthorized querists. It is noted that choice attacks and DoS
ttacks are more general to the scenario of multiple querists con-

idered in this paper. 

Nevertheless, we do not consider the issue of compromised

ensing nodes due to two reasons. First, without using any hard-

are protection methods, it is very difficult for network owner to

revent sensing nodes from being compromised. Second, data from

 sensing node are a very small fraction of the entire data on a

torage node. 

. Preliminaries 

To make this paper self-contained, we briefly introduce ECC

22] and CFA [23] , both of which will partially involve in the pro-

osed RFV scheme. 

.1. Elliptic Curve Cryptography (ECC) 

ECC [22] has been a popular security solution for wireless net-

orks due to its small key size and low computational overhead. In

articular, 160-bit ECC achieves the same security as 1024-bit RSA.

n elliptic curve over a finite field GF ( q ) (namely, a Galois Field

f order q and q is a prime number) consists of a finite group of

oints ( x i , y i ), where x i , y i ∈ Z satisfy: 

 

2 
i = x 3 i + ax 2 i + b (mod q ) , (1) 

here a and b ∈ GF ( q ). 

Since the elliptic curve group operation has the property of

losure, which means the addition of two points is still a point

n the finite group over GF ( q ), the rules for the addition over

F ( q ) can be defined as follows. Given two points P = (x 1 , y 1 )

nd Q = (x 2 , y 2 ) , the addition of these two points yields a point

 = (x 3 , y 3 ) , where x 3 , y 3 ∈ Z satisfy (x 1 , y 1 ) + (x 2 , y 2 ) = (x 3 , y 3 )

nd L = (y 1 + y 2 ) / (x 1 + x 2 ) such that x 3 = L 3 + L + x 1 + x 2 + a and

 3 = L (x 1 + x 3 ) + x 3 + y 1 [22] . Additionally, ECC relies on the dif-

culty of factoring or solving the elliptic curve discrete logarithm

roblem (ECDLP), that is, given P and Q in a finite group over GF ( q ),

t is difficult to compute a number k such that Q = kP . 

Considering flexibility and efficiency of sensor networks, we

ill construct TinyECC [24] inside storage nodes and querists since

inyECC preserves the difficulty of factoring or solving ECDLP and

as a configurable library so that it is suitable for resource-limited

ensor platforms. With the configurable library of TinyECC, we also

an turn optimizations of Public-key cryptography operations on or

ff based on the necessity during the authentication processes. 

.2. Constrained Function-based Authentication (CFA) 

CFA is the first authentication scheme supporting en-route fil-

ering with taking only a single packet of overhead. For incorporat-

ng CFA in our method, we construct the off-line step of CFA before

ensor deployment and select a secret polynomial f ( x, y, z, w ) from

he constrained function set ξ , whose coefficients should be kept

ecret, thereby constituting the security basis of CFA. Please refer

o [23] for the generation of the constrained function set ξ via the

ff-line procedure of CFA. 

For simplicity, we assume that the degree of each variable in f ( x,

, z, w ) is the same, although they can be distinct in our scheme.

or each node u , the network planner constructs two polynomials,

f u, 1 (y, z, w ) = f (u, y, z, w ) and f u, 2 (x, z, w ) = f (x, u, z, w ) . Since di-

ectly storing these two polynomials enables the attacker to obtain

he coefficients of f ( x, y, z, w ) by capturing a few nodes, the au-

hentication polynomial auth u ( y, z, w ) and verification polynomial

erf u ( x, z, w ) should be constructed from the polynomials f u , 1 ( y,

, w ) and f u , 2 ( x, z, w ), respectively, by adding independent pertur-

ation polynomials. Afterwards, the authentication and verification
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Fig. 2. Encryption of sensitive data. 
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polynomials are stored in node u . For source node u , the MAC at-

tached to the message msg is calculated according to its own au-

thentication polynomial. Let the verification number be the result

calculated from the verification polynomial verf u ( x, z, w ) by apply-

ing the claimed source node ID, the shared pairwise key, and the

hashed message into x, z , and w , respectively. The receiver consid-

ers the received message authentic and intact if and only if the

verification difference, which is the difference between the MAC

and its calculated verification number, is within a certain predeter-

mined range. 

5. Proposed SER scheme 

In this section, we first introduce the techniques of OEM for

preserving data ( i.e ., sensitive data and queries) privacy, and RFV

for AAC and DoS resistance. Then, we further describe the opera-

tions on sensing nodes, querists, and storage nodes. 

5.1. Order Encryption Mechanism (OEM) for preserving data privacy 

The concept of OEM is motivated from bucket scheme

[4,11,12] which is an efficient way without resulting complex com-

putation or additional communication overhead to allow data re-

trieval over encryption domain, comparing to sophisticated search-

able encryption primitives [10,25,26] . Conversely, OEM does not in-

herit the shortcomings of inaccurate query results and bucket tags

leakage of bucket scheme. 

To ensure data privacy and enable storage nodes to retrieve

inquired data over encryption domain, the design of encryption

mechanism should be secure and reserve features that facilitate

storage nodes to process encrypted data. As a consequence, we

develop OEM that can be robust against attackers from chosen-

plaintext attack (CPA) (proven in Section 6 ). The original design of

OEM makes the characteristic of data ordering be known by sens-

ing nodes and querists using consecutive non-overlapping regions.

But, (compromised) storage nodes are not aware of the structure of

OEM and therefore cannot know the information of order relations.

In the following, we will illustrate the design of OEM in details. 

OEM consists of two phases: order mapping and data en-

cryption. In the order mapping phase, all data values (plaintexts)

{ d i } βi =1 
sensed by an sensing node with each of n bits are mapped

to a region selected from an interval [ l b , u b ]. The length of the in-

terval is chosen by the network owner to be proportional to the

range of sensitive data. Then, the network owner partitions the in-

terval for enquiry to γ ( γ > 0) equivalent and consecutive non-

overlapping regions with the order preserved. Each region r ρ is

associated with a sequence number ρ and a key k ρ , 1 ≤ ρ ≤ γ .

In particular, the key k ρ is one of parameters decided by the net-

work owner in the initiation and is used to generate a keystream

KS ρ being a pseudorandom binary sequence. Here, the data value

d i mapped into a region r ρ is denoted as d 
ρ
i 

. Subsequently, each

d 
ρ
i 

(1 ≤ i ≤ β , 1 ≤ ρ ≤ γ ) will be encrypted using KS ρ . It should

be noted that k ρ also works like an index so that a storage node

can search encrypted data values in response to the queries of

querists. More precisely, the indices are concealed from storage

nodes in OEM so that storage nodes cannot conjecture what the

stored sensitive data are by interpreting the indices. Oppositely, the

bucket scheme used in [4,11,12] will expose the indices to storage

nodes. We demonstrate in Fig. 2 the encryption phase consisting of

a finite-state machine, to which we append an n -bit initialization

vector (IV) to guarantee the semantic security. 

In order to generate the KS ρ with the size equal to the plain-

text, an IV and k ρ are used as the parameters of block cipher en-

cryption. In particular, for the same plaintext that needs to pro-

duce different ciphertexts, a non-repeating counter (such as a non-

repeating synchronized incremental counter [27] ) is used as an IV,
hich is involved as an input in the encryption operation. Thus,

or the storage nodes, they store distinct encrypted sensitive data

alues in different time slots even though sensing nodes sense the

dentical data value. Therefore, the semantic security can be sat-

sfied. For obtaining encrypted sensitive data values, each d 
ρ
i 

(1

i ≤ β , 1 ≤ ρ ≤ γ ) is first XORed with a keystream KS ρ . Sub-

equently, the resulting bits are permuted for improving security

o obtain the encrypted data value E k ρ (d 
ρ
i 
) with inputting the key

 ρ as a parameter. The encryption processes are summarized in

lgorithm 1 for clarity. Note that the same encryption mechanism

ALGORITHM 1: OEM process. 

Input : the IV, { k ρ} γρ=1 
, and sensitive data values { d i } βi =1 

Output : the encrypted data values Enc k ρ (d 
ρ
i 
) ( i ≤ ρ ≤ γ , 

1 ≤ i ≤ β) 

1 Map { d i } βi =1 
into γ equivalent and consecutive 

non-overlapping regions. For simplicity, the d i mapped into 

the region r ρ with the key k ρ is termed as d 
ρ
i 

. 

2 Generate a set of keystream { KS ρ} γρ=1 
via the parameters IV 

and { k ρ} γρ=1 
. 

3 Process d 
ρ
i 

� KS ρ to hide the original number of ‘1’s or ‘0’s 

maximizes the entropy of the encrypted data item. 

4 Permute the resulting bits of d 
ρ
i 

� KS ρ to improve security 

and generate the encrypted data values as the following: 

E nc k 1 (d 1 1 ) | E nc k 1 (d 1 2 ) | . . . | E nc k γ (d 
γ
β
) , f (2) 

where “| ” represents a concatenation operation. 

s applied to encrypt queries so that storage nodes cannot learn

hat are the interests of a querist. For decryption, it works in the

pposite way. Confirming the security strength of the encryption

cheme, we will advance a proof in Section 6 . 

.2. Ring Filter Verification (RFV) for AAC and DoS resistance 

Because the original ring signature scheme [28] was not devel-

ped for anonymous access control in hostile environments, it can-

ot be directly applied to meet integrity protection of query de-

ands, and availability of secure and efficient authentication for

SNs. Here, we design RFV to satisfy these requirements. 
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ALGORITHM 2: RFV signature procedure. 

Input : encrypted query message Q 

Output : signature σ

1 Sign encrypted query message ( Q): H 1 (Q ) P . 

2 Generate { a i } m 

i =1 
∈ Z ∗q and compute (x i , y i ) = R i = a i P for each 

i ∈ { 1 , . . . , m } , where i � = u and m represents group querists. 

3 Randomly choose ν ∈ Z ∗q , as well as compute R u and 

MAC u (v , Q ) : R u = (x u , y u ) = 

νP − ∑ m 

i =1 ,i � = u H 2 (H 1 (Q ) P, R i ) y i , MAC u (v , Q ) = 

auth u (v , y u , H 1 (Q ) P ) + n u,s . 

4 Compute α : α = ν + 

∑ m 

i =1 ,i � = u a i + x u H 2 (H 1 (Q ) P, R u ) (mod q ) . 

5 Return σ = { R 1 , . . . , R m 

, Y, α, MAC u (v , Q ) } . 
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The intuition of elaborating RFV is to provide blind query au-

hentication on storage nodes for all querists, and enable stor-

ge nodes to resist DoS attacks. Considering perfect forward se-

recy and efficiency of authentication, we construct ring signa-

ure based on TinyECC, which is pragmatic and efficiently imple-

ented in sensor networks [24] , to hide querists’ identities. Based

n factoring [24] , the construction of TinyECC is advantageous in

erms of perfect forward secrecy, computational efficiency, small

ey size, and compact signature. On the contrary, traditional meth-

ds [29,30] face the challenges in inadequate security strength and

igh energy consumption. Unfortunately, a dishonest querist may

lso mount DoS attacks without exposing his/her identity due to

he essence of ring signature. To remedy DoS attacks, we incor-

orate CFA with the resultant TinyECC-based ring signature as the

atter has the benefit of low computational complexity. Our main

oals are to achieve perfect forward secrecy and minimize the to-

al power consumption of the nodes, and thereby save the precious

ensor network energy. In other words, RFV can rapidly and effi-

iently verify querists’ queries while preserving anonymity. 

In order to explicitly construct TinyECC inside storage nodes

nd querists, we choose two field elements a, b ∈ Z q such that

 : y 2 
i 

= x 3 
i 

+ ax i + b (mod q ) over Z q and 4 a 3 + 27 b 2 (mod q ) � =
. Furthermore, setting G ( Z q ) to be the set of solutions ( x i , y i ) ∈
 q × Z q to the congruence Eq. (1) , G ( Z q ) is a finite group along

ith a point at infinity, denoted as O . Also, we choose a genera-

or point P 
′ = (x q , y q ) such that its order is a large prime number

 over G ( Z q ), where P 
′ = O . In this way, a subgroup G 

′ 
of G ( Z q ) is

onstructed. Eventually, H 1 : { 0 , 1 } ∗ → Z ∗q and H 2 : G 

′ × G 

′ → Z ∗q are

hosen as cryptographic hash functions. It is worth noting that H 1 

nd H 2 will be public functions. 

Every querist, say QT j , initially creates its private key x j ∈ Z ∗q and

ublic key y j = x j · P, where P denotes a base point on the elliptic

urve with order q . Then, QT j publishes its public key. In particu-

ar, each storage node shall be pre-loaded with public keys prior to

etwork deployment. The QT j later could use authenticated broad-

ast, e.g ., μTESLA [31] , to update storage nodes with a new public

ey when there is needed. By doing so, it is of efficiency in com-

unication for advertising public keys. Aside from that, in order to

onceal a querist’s identity with lower computation overhead, the

uerist is able to randomly choose a portion of the querists’ pub-

ic keys and then create a TinyECC-based ring signature through

is/her private key. 

To resist DoS attacks, our efficient lightweight authentication

cheme [23] , CFA, is a good candidate. However, the primitive CFA

upports data authentication without protecting data privacy and

nonymity of queries for all querists at the same time. More pre-

isely, query demands and querists’ identities can be disclosed in

he original CFA. So, we exploit CFA and incorporate it in the

inyECC-based ring signature, named RFV, to provide query de-

and privacy, enable querists to hide their identities, and enable

torage nodes to resist DoS attacks. 

In RFV, we suppose that there is a group of m querists, and

heir corresponding public keys form the set Y = { y 1 , . . . , y m 

} . To

ign an encrypted query message Q ∈ {0, 1} ∗ on behalf of the

roup, the legitimate signer (indexed by QT u ) employing the se-

ret key x u performs Algorithm 2 , while letting a querist QT u send

he encrypted query message Q to a storage node. QT u performs

he signature generation process as follows. First of all, the en-

rypted query message is signed by the querist via hash function

 1 and the base point P (Step 1). Then, the querist QT u uses the

enerated group querists’ public keys y 1 , . . . , y m 

and his/her private

ey x u ∈ Z ∗q to produce a signature σ for the said message Q (Steps

 − 5 ). At the same time, the querist QT u would generate authenti-

ation number MAC u ( v, Q ) for the storage node v so that the stor-

ge node can verify the authenticity of encrypted query message

5  
 (Step 3). Eventually, the querist QT u sends the encrypted query

essage Q , combined with the signature σ , to the storage node v . 

Upon the storage node receiving a query packet, including

 and σ , Algorithm 3 will be used to verify the rights of the

ALGORITHM 3: RFV verification procedure. 

Input : encrypted query message Q and signature σ
Output : The result of verification 

1 Compute v er f v (u, y v , H 1 (Q ) P ) . 

2 Compute V D v ,u = | v er f v (·) − MAC u (·) | . 
3 Check whether V D v ,u is within the range { 0 , . . . , 2 r−1 − 1 } . If 

V D v ,u , in fact, is within the range { 0 , . . . , 2 r−1 − 1 } , then goes 

to the next step; otherwise, the query will be rejected. 

4 Compute h i : h i = H 2 (H 1 (Q ) P, R i ) , 1 ≤ i ≤ m . 

5 Check the equation: αP = 

∑ m 

i =1 (R i + h i y i ) . 

uerist. The Steps 1 − 3 in Algorithm 3 are used to verify the

ntegrity of received message Q , which is considered authen-

ic and intact if and only if the verification difference VD v, u 

s within a certain predetermined range { 0 , . . . , 2 r−1 − 1 } . The

teps 4 and 5 are applied to authenticate the querist in accor-

ance with received Q and σ , which is considered permissible if

nd only if 
∑ m 

i =1 (R i + h i y i ) = R u + h u y u + 

∑ m 

i =1 ,i � = u (R i + h i y i ) = νP +
 u y u + 

∑ m 

i =1 ,i � = u R i = αP, where α is included in signature σ sent by

he querist. Note that the notation “+” denotes addition of points

ver G ( Z q ). 

.3. Operations on sensing nodes, querists, and storage nodes 

Based on the above setting, OEM and RFV are constructed

nd ready for use on sensing nodes, querists, and storage nodes.

e describe the behaviors of sensing nodes, querists, and storage

odes in detail as follows. Without loss of generality, we focus on

ne cluster consisting of N sensing nodes denoted as { SN i } N i =1 
, and

 storage node. The OEM function is set on querists and { SN i } N i =1 
t system initialization. Also, the RFV function is set on a storage

ode and querists. 

Sensing Node Behavior . To prevent a storage node from obtain-

ng the sensitive data in plaintext, the sensing node applies OEM

o encrypt sensitive data for confidentiality. To enable OEM, we

ap each n bits data value d i , 1 ≤ i ≤ β , sensed by a sensing

ode to a respective region. Each region will be assigned a key

 ρ , 1 ≤ ρ ≤ γ , and k ρ then is used to generate the correspond-

ng n -bit keystream KS ρ to encrypt the sensitive data mapped

nto that region. For example, if the interval [1,10] is partitioned

nto 5 equivalent and consecutive non-overlapping regions, then

he key set { k ρ} 5 ρ=1 
generated by the key generator consists of

 keys, k , k , k , k , and k . Considering the sensitive data set
1 2 3 4 5 
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Fig. 3. Flowchart of data process. 
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Fig. 4. Construction of a BM value. 

 

t  

o  

t  

r  

r  

t  

(  

t  

fi  

r  

m  

h  

t  
{ d i } 5 i =1 
= { 4 , 1 , 7 , 8 , 9 } collected by an SN 1 with id = 1 in time slot

 = 2 , we illustrate the behavior of the sensing node on the left-

hand side of Fig. 3 . The sensing node directly maps the sensitive

data set { d i } 5 i =1 
to the ordered intervals (Step 1 on the left-hand

side of Fig. 3 ) and encrypts them using XOR, namely randomized

encoding in this paper, indicated in Fig. 2 (Step 3 on the left-hand

side of Fig. 3 ). 

As for the integrity of query results, we apply a data structure

X2L to preserve and verify the integrity of a query result (Step 3 on

the left-hand side of Fig. 3 ). The X2L is a data structure taking ad-

vantage of the bitwise XOR (denoted as � hereafter) operation to

decrease storage requirements. More specifically, it compresses two

data values into one by operating d i −1 � d i +1 as the neighborhood

difference for the data value d i . Because of its computational effi-

ciency, we exploit X2L to preserve and verify the integrity of query

result by concatenating neighborhood difference with each sensi-

tive value. Given the data items {(1| d 0 �4), (4|1 �7), (7|4 � 8), (8|7

� 9), ( 9 | 8 � d β+1 )} for the sensitive data set { d i } 5 i =1 
= { 4 , 1 , 7 , 8 , 9 }

from a sensing node and the query range [3,7] for a question from

a querist, where d 0 and d β+1 are boundary values, as an exam-

ple. We can recover the outliers of query range, 1 and 8, by cal-

culating 1 �7 �7 and 4 �4 �8, respectively, using the query results

(4|1 �7) and (7|4 �8). If the recovered outliers actually fall within

the query range, the query results are considered as incomplete-

ness. It is worth noting that X2L exploited in our method works

like a chain, binding each data value together. When one of data

values is lost or destroyed, the chain will be incomplete. For re-

ducing the communication overhead, we only transmit the least

significant bit of d i −1 � d i +1 (say, LSB (d i −1 � d i +1 ) or L i hereafter)

in the air. It is worth mentioning that each LSB needs to be op-

erated with BM table to enable completeness verification, so the

behavior of only maliciously modifying LSB values will be detected

via completeness verification. In addition, in order to prevent a

storage node from responding with an empty or false query re-

sult when actually there are sensitive data values that correspond

to the query of querist, the sensing node constructs a BM table for

querists to further check the incompleteness of a query result (Step

2 on the left-hand side of Fig. 3 ). 
p  
Actually, BM is a table, which indexes the locations of sensi-

ive data values fallen in the intervals, as illustrated in the Step 1

f Fig. 3 . When the sensitive data are located within the intervals,

he sensing node labels each data item as the form of ( r ρ , l ), which

epresents that a data value falls into the l th location of the region

 ρ . As the example shown in Fig. 4 , data coordinate (4,1) represents

hat a data value falls into the 1st location of the region r ρ = 4

indexed by k 4 ). Thus, the corresponding location (r ρ, l) = (4 , 1) in

he BM table will be marked by 1. Following the above rule, the

ve data values in Fig. 4 can be recorded in the BM table, and the

elative binary string (1001101010) 2 will be transferred to a deci-

al number (618) 10 , which is defined to be a BM or a BM value

ere. According to positions of data values recorded in the BM

able and LSB values, querists can systematically verify the com-

leteness of query results. The operations of completeness verifi-
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ation using BM table will be described later in Querist Behavior .

t should be noted that the BM represents the locations of actual

ata values; thus, querists cannot list all the actual values from

he BM. They still need to query the storage nodes for responding

he actual data values. Furthermore, BM is only outsourced in the

iphertext form to a storage node, so an attacker or the (compro-

ised) storage node is not able to figure out encrypted BM without

n encryption key. If the sensing values are located in the range of

1, 	 ], the size of BM is 	 bits. 

Ultimately, the SN 1 encapsulates its id = 1 , time slot t = 2 , en-

rypted data values, and an encrypted BM, denoted as E k b (BM) ,

nto a packet expressed as: 

 1 , 2 , E k 1 (1) | LSB (0 � 4) | E k 2 (4) | LSB (1 � 7) | E k 4 (7) | LSB (4 � 8) 

| E k 4 (8) | LSB (7 � 9) | E k 5 (9) | LSB (8 � 0) | E k b (618) } , 
nd sends the packet to its closest storage node (Step 4 on the

eft-hand side of Fig. 3 ). Note that, for the encrypted data values

n a packet ( Eq. (3 )), it is composed of β ciphertexts via concate-

ation, each of which has n bits. More specifically, the plaintext

entioned here is, in fact, composed of a sensitive plaintext and

ts corresponding least significant bit of neighborhood difference. 

Querist Behavior . If a querist wants to retrieve some available

ensitive data values from a storage node, he/she needs to ap-

ly OEM for generating the encrypted query message ( Q ) (Steps

 and 2 on the right-hand side of Fig. 3 ). Then, the encrypted

uery message is signed by the querist via RFV ( Algorithm 2 ) for

iding his/her identity and generating authentication number. Af-

er executing RFV, the obtained signature σ will be encapsulated

ith other query information ( i.e ., sensing node’s id , time slot, Q )

o form the query packet { id, t , Q = [ e a , e b ] , σ }. Subsequently, the

uery packet will be sent by the querist to a storage node. 

Once receiving the response from the storage node, the querist

ill obtain a query result ( QR ) and a BM value by decomposing

he ciphertext every n + 1 bits in the packet via Eq. 3. At the

ame time, a BM table shall be reconstructed by the BM value.

ore specifically, converting the BM value to a binary string, we

ill store it in the BM table. For simplicity, we let the region

ize used in order mapping of OEM be τ and let the set of ac-

ual query results be { E k 
 d 
 τ � 
(d 


 d 
 τ � 

 

) | L 
 , E k 

 d 
 +1 

τ � 
(d 


 d 
 +1 
τ � 


 +1 
) | L 
 +1 , ... ,

 k 

 d h̄ τ � 

(d 

 d h̄ τ � 
h̄ 

) | L h̄ }, where d 

 d 
 τ � 

 

< d 

 d 
 +1 

τ � 

 +1 

< · · · < d 

 d h̄ τ � 
h̄ 

. It should be

oted that each encrypted item (E k 

 d j τ � 

(d 

 d j τ � 
j 

) | L j ) , 
 ≤ j ≤ � , can

e decrypted to attain (d 

 d j τ � 
j 

| L j ) using a key k 

 d j τ � 

. Subsequently,

here are four cases that the querist has to consider for integrity

etection. 

• If there exists 
 < j < � but (d 

 d j−1 

τ � 
j−1 

| L j−1 ) / ∈ QR, then the

querist can know the missing d 

 d j−1 

τ � 
j−1 

by finding an available

value d 

 d k τ � 
k 

(k � = j) , whose location in the BM table is less than

or equal to 
 d j τ � , then d 

 d k τ � 
k 

= d 

 d j−1 

τ � 
j−1 

s.t . d 

 d k τ � 
k 

(k � = j) satisfies

LSB (d 

 d k τ � 
k 

� d 

 d j+1 

τ � 
j+1 

) = L j . 

• If (d 

 d 
 τ � 

 

| L 
 ) / ∈ QR, then the querist can detect the missing d 

 d 
 τ � 

 

by finding an available value d 

 d k τ � 
k 

(k � = 
 + 1) , whose location

in the BM table is less than or equal to 
 d 
 +1 
τ � , then d 


 d k τ � 
k 

=

d 

 d 
 τ � 

 

s.t . d 

 d k τ � 
k 

(k � = 
 + 1) satisfies LSB (d 

 d k τ � 
k 

� d 

 d 
 +2 

τ � 

 +2 

) = L 
 +1 . 
• If (d 

 d h̄ τ � 
h̄ 

| L h̄ ) / ∈ QR, then the querist can detect the missing

d 

 d h̄ τ � 
h̄ 

by finding an available value d 

 d k τ � 
k 

(k � = h̄ − 1) , whose

location in the BM table is large than or equal to 
 d h̄ −1 
τ � ,

then d 

 d k τ � 
k 

= d 

 d h̄ τ � 
h̄ 

s.t . d 

 d k τ � 
k 

(k � = h̄ − 1) satisfies LSB (d 

 d k τ � 
k 

�

d 

 d h̄ −2 

τ � 
h̄ −2 

) = L h̄ −1 . 

• If QR only contains a BM value, then the querist only needs to

recover the BM table and observe the data locations to further

verify whether data values corresponding to the query of the

querist exist or not. 

Storage Node Behavior . A storage node’s behavior contains

hree processes: preserving encrypted sensitive data, verifying

ights, and retrieving encrypted sensitive data. They are, respec-

ively, described as follows. We first describe how to preserve en-

rypted data. After receiving a packet from a sensing node, the

torage node will extract each encrypted data item (say, E k ρ ( d 
ρ
i 
) | L i 

or 1 ≤ i ≤ β and 1 ≤ ρ ≤ γ ), which is composed of an n -bit

ncrypted data value (say, E k ρ ( d 
ρ
i 
) ) and its least significant bit of

eighborhood difference (say, L i ), by decomposing the ciphertext

n the packet via Eq. 3 . Since each data item has n + 1 bits, it is

asy for the storage node to retrieve each data item by slicing the

eceived ciphertext every n + 1 bits, where the first n -bit is the en-

rypted data value E k ρ ( d 
ρ
i 
) and the last bit is L i . 

For the process of verifying rights, when querists want to query

he storage node for desired data, the query packet { id, t, Q, σ }

ill be sent. Upon the storage node receiving a query packet issued

y a querist, Algorithm 3 will be used to verify the rights of the

uerist. If the verification is successful, the storage node will give

 response to the querist; otherwise, the request is rejected. 

After verifying the querist’s rights successfully, the storage node

ill retrieve encrypted sensitive data in response to the querist’s

uery. The storage node searches for the requested data stored

n its database over the encryption domain. Specifically, the en-

rypted data stored in the storage node’s database intersected to

he query range is the QR for the querist, such as E k 2 (4) and

 k 4 
(7) , as showed in the storage node of Fig. 3 . More specifically,

ll the retrieved data associated with their corresponding L ′ 
i 
s, cou-

led with an encrypted BM ( e.g ., E k b (618) on the left-hand side

f Fig. 3 ), are packaged together in a packet as the QR . On the

ther hand, if no matched data can be found, the storage node

nly sends an encrypted BM as the QR for the sake of checking

hether the storage node cheats the querist by sending a fake QR .

ventually, the storage node responds the QR to the querist. 

. Data privacy analysis 

In the proposed scheme, as described in Section 5 , sensitive

ata are encrypted before being transmitted to and stored on the

torage nodes. Depending on the sophisticated encryption prim-

tives supplied in this paper, through cracking the cryptographic

iphers, attackers are computationally difficult to deduce the ac-

ual content of sensitive data. As a result, the security of our re-

rieval scheme is based on the security of the encryption scheme,

amed OEM in this paper, for sensitive data. Aiming to the secu-

ity of OEM, we analyze the potential information leakage under

he renowned attack model, called Chosen-plaintext attack (CPA).

ecall that, as described in Section 3.2 , the storage nodes are sup-

osed to be un-trusted. In order to confirm the security strength of

ur method, the security definition and proofs are examined under

he CPA model in this section. 

Security Definition . Let A (A 1 , A 2 ) be a polynomial time at-

acker. Given a security parameter k ∈ N , a symmetric encryption

cheme ( Gen, Enc, Dec ) is CPA secure if and only if the advantage
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2 Fake packets are caused by attackers launching DoS attacks. 
of the following experiments is negligible. 

Experiment : 

K ← Gen (1 

k ) 

(d 0 , d 1 , s ) ← A 1 (1 

k ) 

b 
$ ← − { 0 , 1 } 

C b ← Enc k (d b ) 

b 
′ ← A 2 (d 0 , d 1 , s, c b ) 

Return b 
′ 
, 

where s is a string that captures A 1 ’s state. The advantage A dv is

defined as: 

A dv = | P r(b 
′ = b) − 1 

2 

| , (3)

where the probability is taken over the choice of b, Gen , and Enc . 

Theorem 1. If the block cipher encryption is CPA-secure, then OEM is

CPA-secure. 

proof Let OEM = ( Gen, Enc, Dec ). A challenger can use Gen to get

a key K ← Gen (1 k ) , where K = (k 1 , . . . , k γ ) . When A 1 generates

two plaintexts d 0 and d 1 and sends these two plaintexts to the

challenger, the challenger flips a coin to get b and encrypt d b as

follows: 

1. Find the appropriate k b ∈ (k 1 , . . . , k γ ) 

2. Input an IV and the k b to the block cipher encryption scheme,

and then output a keystream KS b 
3. Calculate KS b 

⊕ 

d b 
4. Permute KS b 

⊕ 

d b to get a ciphertext c b 
5. Output c b to the attacker A . 

Even A gets KS b 
⊕ 

d b , he/she cannot verify that b is 0 or 1.

That is because KS b is generated by a sufficient secure block ci-

pher encryption scheme and A cannot get input parameters, K and

IV. In addition, due to pseudorandom permutation, there are O ( n !)

possibilities for c b , which is typically underdetermined such that

knowing KS b 
⊕ 

d b will not help the attacker uniquely determine

c b . As a result, OEM is CPA-secure. It should be noted that ensur-

ing OEM against the CPA model implies that it also can resist both

ciphertext-only attack (COA) and known-plaintext attack (KPA). 

7. System analysis 

To formalize and evaluate our system, we conduct analysis of

integrity, energy consumption, and anonymity of queries for m

querists as follows. 

(1) Integrity Analysis: Let the query range be [ e n α , e n β ], let

the correct query result be S ∗ = { e n ∗
i 
| L n ∗

i 
, . . . , e n ∗

j 
| L n ∗

j 
, . . . , e n ∗

k 
| L n ∗

k 
} ,

and let the query result supplied from a storage node be S =
{ e n i | L n i , . . . , e n j | L n j , . . . , e n k | L n k } , where α < i < j < k < β . The

querist is able to detect the storage node’s misbehaviors, including

insertion of fake data items, deletion and tampering of qualified

data items, if he/she follows a sequence of rules below. 

• If there exists n ∗
i 

< n ∗
j 
< n ∗

k 
such that e n ∗

j 
/ ∈ S (which means a

qualified data value is omitted or tampered) or if there exists n i 
< n j < n k such that e n j / ∈ S ∗ (which signifies a fake data value

is inserted), the querist can detect this mistake of omitting or

tampering qualified data value. On the basis of X2L and BM, we

can find out the incompleteness of query result by Case 1 of

querist behavior, described in Section 5.3 . 

• If n i < n ∗
i 

or n k > n ∗
k 
, the querist can also detect the error value

n i or n k according to Cases 2 and 3 of querist behavior, de-

scribed in Section 5.3 . 
• If QR only contains a BM value, then the querist only needs to

recover the BM table and observes the data locations to further

verify whether data values corresponding to the query of the

querist exist or not. 

Depended on the above verifications, we can detect forged and

ncomplete query results with probability 1 − negl() , where negl ()

s a negligible function, when storage nodes misbehave. 

(2) Energy Consumption: We formulate energy consumption of

ommunication between each sensing node - storage node pair

nd between each storage node - querist pair in our method. We

rst assume that packet transmission between each sensing node

 storage node pair is Poisson process. Let { X ( t ), t ≥ 0} be a count-

ng process in that X ( t ) represents the exactly number of received

ackets that occur by the time t and let p be the probability that

 packet is received. It can be modeled as a Poisson process with

he probability P (X(t) = k ) , where exactly k packets are received

or the outcome of δ packets that are transmitted, being defined

s: 

 (X (t) = k ) = C(δ, k ) p k (1 − p) δ−k , k = 0 , 1 , 2 , . . . , δ. (4)

et the Poisson process have rate λ = δp. Eq. (4) can be rewritten

s: 

 (X (t) = k ) = (e −λt · (λt) k ) /k ! . (5)

hen a storage node receives packets from a sensing node by the

ime t , the theoretical energy consumption for receiving total pack-

ts by the time t is defined as: 

 SNtoST N = P (X (t) = k ) · k (β + (ω · I + β · x ) / 8) · E rec , (6)

here β denotes the number of data values per packet, x denotes

he number of bits required for neighborhood difference, ω de-

otes the size of each interval, I denotes the number of intervals,

nd E rec denotes the energy consumption of receiving one byte of

ata. 

Apart from analyzing energy consumption of each sensing node

 storage node pair, we discuss energy consumption in a storage

ode - querist pair. If a storage node receives a query from a

uerist, the energy consumption consists of reception, DoS attack

ltering, and right verification. Here, we denote energy consump-

ion of DoS attack filtering and the right verification as E filter and

 verify , respectively. Then, we define the total energy consumption

equired for a storage node to receive a query from a querist as: 

 QT toST N = (χ + b σ ) · E rec + r · E f ilter + (1 − r) · (E f ilter + E v eri f y ) , 

(7)

here both χ and b σ take in bytes to signify the sizes of an en-

rypted query message and a signature, respectively, and r repre-

ents the percentage of suffering DoS attacks. Specifically, if there

re κ fake packets 2 out of N communications, we can get the per-

entage of suffering DoS attacks by r = κ/N. Note that the energy

onsumption formulations in Eqs. (6) and (7) do not count the

umber of bits in representing data, such as destination id , source

d , and time slot, since the delivery of these data is necessary in

ther state-of-the-art methods. 

(3) Anonymity of queries for m querists: The notion is that if

compromised) storage nodes cannot identify which query belongs

o which querist, they are hard to mount choice attacks to the spe-

ific querist. For being unidentifiable within a set of querists and

uantifying the anonymity of queries, we first introduce a math-

matical model [32] for analyzing the entropy of queries. Assume

hat there exist m querists who will issue a total of L queries to a

torage node during a period of time, in which the i th querist will
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Fig. 6. Relationship between anonymity and energy consumption. 
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ssue n i ( i = 1 , 2 , . . . , m ) queries. The entropy of the set of proba-

ilities n 1 /L, . . . , n m 

/L under m querists is defined as: 

(m ) = −
∑ 

i ∈ m 

(n i / Ł) · log 2 (n i / Ł) . (8) 

Therefore, to estimate the anonymity for m querists, which is

onsidered as ratio degree ( RD ( m )) of m querists in our paper,

D ( m ) can be calculated as: 

D (m ) = H(m ) /H max , (9) 

here H max = arg max 
m 

H(m ) . 

Fig. 5 demonstrates the anonymity with an increase in m . It

hould be noted that a higher value of RD ( m ) implies that querists’

dentities are more random. Nevertheless, this would cause higher

nergy consumption while a larger m is used, as shown in Fig. 6 (a).

Thus, one must balance between energy consumption and

nonymity. First, a formula stating the relationship between energy
onsumption and m is defined as: 

(m ) = (χ + σ ) · E rec + r · E f ilter + (1 −r) · (E f ilter + RD max · E v eri f y ) , 

(10) 

here RD max = arg max 
m 

{ RD (m ) } and RD ( m ) is defined in Eq. (9) .

he relationship between anonymity and energy consumption,

hown in Fig. 6 (b), can be calculated via Eq. (10) at 0 ≤ m ≤ 250.

rom Fig. 6 (b), we can find that the anonymity can achieve the

ighest value at m ≥ 150. Thus, RD max can be defined as 150 for

tationary energy consumption. In this way, a querist, who wants

o query a storage node, just randomly chooses 149 sub-group

uerists from 249 group querists plus himself/herself to form a

ub-group. Then, the sub-group with 150 group querists in total

ill be exploited by the querist to sign messages for hiding his/her

dentity. 
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Fig. 7. Average energy consumption on a sensing node during a period of 80 minutes. 
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8. Performance evaluation 

We present a publicly available implementation of SER for the

TelosB platform in Section 8.1 and describe TOSSIM-based simula-

tions in Section 8.2 . 

8.1. Experiments 

Aiming to privacy preservation, S&L [4] , SafeQ-Basic/SafeQ-

Bloom [5] , SEF [13] , QuerySec [6] , and ESRQ [10] were taken for

comparison in four aspects: (1) energy consumption of processing

sensitive data on a sensing node; (2) energy consumption of trans-

mitting encrypted sensitive data from a sensing node to a storage

node; (3) storage overhead on a storage node; and (4) energy con-

sumption of a storage node in sending the query result and verifi-

cation information 

3 to a querist. Note that, for fair comparison, we

do not consider the effects of access control while comparing the

effects of privacy-preserving. We do not conduct comparison with

the schemes in [11,12] because they may incur a serious security

problem in that a compromised sensing node can easily send false

bit maps to breach the integrity verification of the network. We

also do not compare our method with SMQ [16] due to its vul-

nerable verification protocol and severe security breach in that the

bucket index used in SMQ leaks the possible range of sensitive data

for each sensor reading to attackers. In addition, CSRQ [8] is a vari-

ation of S&L, but it did not address the issue of false positives. As

a result, we just compare our method with S&L, instead of CSRQ.

As for anonymous access control, we examine the verification cost

and execution time in both Priccess [9] and SER. Moreover, DoS at-

tacks were also examined. 

In this subsection, we present a publicly available implementa-

tion of SER for the TelosB platform in Section 8.1.1 and describe

performance comparisons in Section 8.1.2 . 

8.1.1. Hardware module and experimental setup 

TelosB is composed of an MSP430 micro controller, an 802.15.4

TI wireless transceiver, 10 KB RAM, 48 KB ROM, and 1024 KB flash

memory. The platform fully supports TinyOS 1.X/2.X and imple-

ments a network stack. To implement security functionalities of

state-of-the-art methods, we employed SHA-1 as a hash function

in SafeQ-Basic/SafeQ-Bloom and SEF, applied the DES encryption

algorithm in S&L and SafeQ-Basic/SafeQ-Bloom, applied the OPSE

function proposed in [33] as the underlying OPSE function in SEF,
3 In our method, verification information means the least significant bit of neigh- 

borhood difference and the BM value associated with each plaintext. 

S  

t  

t  

o  
nd applied ECC for Priccess . For our method, we construct a prov-

ble secure mechanism, OEM, with 128-bit keystream, and an effi-

ient authentication scheme, RFV. As for the network settings, the

ensor network consists of 12 TelosB motes as sensing nodes, 9

elosB motes as storage nodes, and one laptop as querists, where

he sensing nodes communicate with the storage nodes in one-

op distance while they collect environmental information ( e.g .,

emperature, frequency of vibration, humidity, and etc). According

o the experiments of [5,6,13] , we adopted the time slots ranging

rom 10 to 80 minutes and, for each time slot, querists randomly

enerated range queries in the possible data domain. 

We implemented our method on TelosB in nesC, the program-

ing language used for TinyOS. The ROM needed for sensing node

nd storage node was 15.4 KB and 22.8 KB, respectively. Further-

ore, the RAM needed for sensing node and storage node was

.8 KB and 1.6 KB, respectively. In addition, the laptop was con-

ected with a TelosB and ran SER in C code. After generating a

uery packet, the laptop would send a query packet to a storage

ode through the TelosB. The laptop was used to simulate several

uerists’ behaviors. 

.1.2. Experimental results 

In measurement procedures, we used an Agilent 34411A power

eter to measure the average current (under the assumption that

he voltage supply is constant) drawn by the evaluation nodes ( i.e .,

ensing nodes or storage nodes). Subsequently, the measurements

ere displayed and recorded on a PC using the NI LabVIEW Signal-

xpress graphic user interface (GUI) software to communicate with

he power meter. 

Energy consumption of processing sensitive data. The energy

onsumption of processing sensitive data includes that of encrypt-

ng sensed data, building BM values and encapsulating data into

 packet. In fact, data encryption accounts for the majority ratio of

nergy consumption. We have the following observations of the re-

ults shown in Fig. 7 (a). (1) The energy consumption of SER is ap-

roximately equal to that of S&L even though SER has to perform

2L and generate a BM for incomplete verification. (2) Compared

ith SER, SEF-basic/SEF-opt consumes about 2.5 times more en-

rgy, SafeQ-Basic consumes about 4 times more energy, and SafeQ-

loom consumes about 10.8 times more energy. (3) Compared with

ER, ESRQ and QuerySec cost towards 3.8 times and 1.5 times more

nergy, respectively. This is because SEF-Basic/SEF-Opt has to con-

truct the AI tree that needs to perform many hash operations and

afeQ-Basic/ SafeQ-Bloom adopts the prefix membership verifica-

ion strategy, which still requires a large number of hash opera-

ions. Note also that, because SafeQ-Bloom has to perform a lot

f additional hash operations to obtain the Bloom filter, it con-
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Fig. 8. A storage node overhead during a period of 80 minutes. 
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umes more energy than SafeQ-Basic. In ESRQ, it is of necessity to

enerate a number of so-called special codes in accordance with

 selected number of independent and randomly distributed hash

unctions. Aiming to QuerySec, it produces a link watermarking for

ach data value and applies privacy preserving function to each

ata value, leading to remarkable energy consumption. 

Energy consumption of transmitting encrypted data. Fig. 7 (b)

hows the energy consumption of transmitting encrypted data

rom a sensing node to a storage node. We assumed that there

ere 10 data values sensed by a sensing node. As shown in

ig. 7 (b), the energy consumption of SER was approximately equiv-

lent to S&L and SEF, when there are 10 128-bit encrypted sensi-

ive data. Nevertheless, since SafeQ needs to perform many oper-

tions of hashing and appends this hash value to the transmitted

acket, it may cause more energy consumption when transmitting

he packet from a sensing node to a storage node. Fig. 7 (b) demon-

trates that, when compared with SER, SafeQ-Basic and SafeQ-

loom, respectively, consume about 12 times more energy and 3

imes more energy. Observing from the energy consumption of

SRQ and QuerySec, they nearly cost the same energy in transmit-

ing messages to a storage node because both of them have the

ame packet format. But they still consume 1.7 times more energy

han our method. 

Storage overhead on a storage node. The results regarding

torage overhead, including encrypted data values and verification

nformation, on a storage node are shown in Fig. 8 (a). Our method

s much better than the state-of-the-art methods. More specifically,

he encoding numbers and buckets used in S&L require slightly

ore storage consumption than SER; SEF-Basic/SEF-Opt uses HMAC

f the AI tree to provide verification information and consumes

lightly more storage than SER; SafeQ-Basic consumes about 32.5

imes more storage overhead; Safe-Bloom still consumes about 7.5

imes more storage than SER; and ESRQ and QuerySec have the

ame storage overhead because of the same packet format trans-

itted from sensing nodes. Both of them cost about 1.7 times more

torage space than SER. 

Energy consumption of returning response. Fig. 8 (b) depicts

he energy consumption of a storage node in returning the query

esult and verification information to a querist. We can observe

hat SER consumes less energy than other methods. Specifically,

EF-Basic/SEF-Opt consumes about 1.6 times more energy than

ER. Moreover, the false positive incurred by the bucking tech-

ique makes S&L consume about 1.8 times more energy than SER.

n ESRQ, the query results and their corresponding so-called spe-

ial codes are needed to be returned to a querist. In contrast to

SRQ, SER is only of necessity to return the least significant bits

nd BM value to a querist. Observing from Fig. 8 (b), ESRQ costs
bout 2 times more energy than SER in returning response to a

uerist. Moreover, SER consumes a bit more energy than Query-

ec and SafeQ in returning response to a querist. QuerySec and

afeQ employ a link watermarking and neighborhood chain tech-

ologies, respectively, which can embed verification objects in each

ata value. Therefore, a querist can verify the integrity of query re-

ult without appending any additional information into transmit-

ing packets. 

Execution time and energy consumption of query genera-

ion. We examine the execution time and energy consumption of

enerating query packets for a querist. The execution time and en-

rgy consumption for a querist’s query generation under various

umbers of group querists ( m ) and storage nodes ( c ) are depicted

n Fig. 9 (a) and (b), respectively. The execution time and energy

onsumption are evaluated while the querist uses the RFV to sign

arious messages for the storage nodes existing in the network.

ere, the querist’s query generation is run on a laptop with 1.8

Hz CPU. In the case of m = 30 and c = 9 , the execution time and

nergy consumption are about 1440 ms and 6567 uJ, respectively,

nder the average of performing the same experiment two hun-

reds. 

Execution time of query verification. Fig. 10 shows the verifi-

ation execution time of our method compared with that of Pric-

ess on TelosB. With an increase in m , the execution time is also

ncreased but it is independent of the scale of a WSN. We find

hat, even though our method needs to spend time filtering DoS

ttacks, the execution time of our method still approximates that

f Priccess . In the case of m = 30 and c = 9 , the execution time of

ur method is about 1.234 s and that of Priccess is about 1.224 s. 

Verification effects for a storage node. We estimated the en-

rgy consumption of right verification and show the energy con-

umption of verifying a querist’s rights for a storage node in

able 2 . Although our method needs slightly more cost than Pric-

ess , our method will take less energy consumption and execution

ime, as shown in Fig. 11 (a) and (b), respectively, under the case of

uffering DoS attacks. 

For evaluating the verification cost under the case of suffering

oS attacks, we evaluate the energy consumption via Eq. (7) and

how the numeric results in Fig. 11 (a). Since the amount of cur-

ent draw on normal operations for TelosB is 21.8 mA, we calculate

he communication cost as follows. Given a 250 kbps radio trans-

ission rate and 29-byte packet, it takes 29 · 8(bits)/250(kbps) =
 . 928 (ms) for a sensor node to receive a packet. Then, the energy

ost for receiving one packet ( E rec ) is 3.0(v) · 21.8(mA) · 0.928(ms) =
0 . 6912 ( μJ). According to Fig. 11 (a), it costs 2.9406 · 10 5 ( μJ) in the

ase of 20 fake packets out of 50 communications at m = 10 . Dur-

ng the authentication, it takes one packet for the querist to send
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Fig. 9. Execution time and energy consumption for a querist’s query generation under various numbers of group querists ( m ) and storage nodes. 

Table 2 

Verification cost for a storage node. 

Group querists ( m ) 10 15 20 25 30 35 40 45 50 

Node verification cost ( Priccess ) (J) 0.400 0.551 0.711 0.864 1.001 1.177 1.332 1.511 1.622 

Node verification cost (SER) (J) 0.457 0.603 0.765 0.921 1.057 1.231 1.388 1.567 1.676 

Fig. 10. Execution time for verifying a querist’s query under various numbers of 

group querists ( m ) and storage nodes. 
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a query to the storage node in our method. Our experiments show

that SER takes less energy consumption than Priccess under various

numbers of fake packets and communications. 
Fig. 11. A comparison of verification cost and execution time between our method SER a

number of packets communicated in the air and group querists ( m ), Y-axis in both Figs. 

attacks, and Z-axis in Figs. (a) and (b), respectively, denotes energy consumption and exe

packets. 
Fig. 11 (b) shows the verification time comparison between Pric-

ess and SER when DoS attacks were considered. Observably, our

ethod can filter the attacks while taking less execution time than

riccess . 

.2. Simulations 

We also implemented S&L, SafeQ, SEF, ESRQ, QuerySec, and SER

chemes using TOSSIM [34] to evaluate communication cost in a

arge scale network. The network was set with the number of sens-

ng nodes ranging from 200 to 600 in a 200 m × 200 m rectangu-

ar region. The real world data set was collected in a physical en-

ironment, which consists of the temperature, humidity, and fre-

uency of vibration. The obtained simulation results show the im-

act of network size on communication for sensing nodes and stor-

ge nodes. As we can observe from Fig. 12 (a), more data are trans-

itted from sensing nodes to storage nodes while network size

rows. It is evident that SafeQ-Basic/SafeQ-Bloom consumes more

ommunication cost than other schemes due to its prefix fam-

ly members. In ESRQ and QuerySec, they need to attach a num-

er of verifiable objects to each sensed data. Therefore, these two
nd Priccess under DoS attacks. X-axis in Figs. (a) and (b), respectively, denotes the 

(a) and (b) denotes the number of fake packets caused by attackers launching DoS 

cution time for verifying packets by a storage node under various numbers of fake 
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chemes consume more communication cost than SER, which only

enerates a bit of LSBs and a BM table as the attached code. In

ddition, SEF-Basic/SEF-Opt and S&L produce as less verifiable ob-

ects as SER and, thus, SEF-Basic/SEF-Opt, S&L, and SER consume

he similar communication cost. 

As shown in Fig. 12 (b), ESRQ consumes the most communica-

ion cost because there is a great deal of so-called BFcodes at-

ached to the query result. S&L costs more than SER due to the

alse positives and encoding numbers. Moreover, SEF-Basic/SEF-Opt

lso needs more cost than SER due to a number of verifiable ob-

ects is still required. Since QuerySec and SafeQ employ a link

atermarking and neighborhood chain technologies, respectively,

hich can embed verification objects in each data value, querists

an verify the integrity of query results without needing to append

ny additional information into transmitting packets while SER is

till of necessity to attach a bit of attached codes to query results. 

As shown in Fig. 12 (a) and (b) that demonstrate the impact

f network size on communication cost, one can see that storage

odes consumes less energy than sensing nodes because storage

odes only return satisfactory data to querists. Although Query-

ec and SafeQ take less communication cost than SER for storage

odes, they consume much more communication cost than SER for

ensing nodes. In view of the whole network, SER still exhibits the

est overall performance among the methods adopted for compar-

sons. 

. Conclusions 

This paper focuses on data privacy and integrity preservation

or anonymous range query processing in wireless sensor net-

orks. We present a provably secure OEM for effectively retrieving

tored sensitive data over the encryption domain while construct-

ng the efficient data structures X2L and Bit-Map table to guaran-

ee the integrity of query results. More importantly, we develop a

FV scheme, which has capabilities to provide AAC for querists and

esist DoS attacks for storage nodes. RFV can facilitate significantly

educing verification execution time and cost under DoS attacks

hile preserving anonymity of queries for all querists. Extensive

xperiments and simulations show that our method is more flexi-

le and efficient than state-of-the-art methods even though storage

odes encounter choice attacks and DoS attacks. 
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