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ABSTRACT

This paper presents a Constrained Random Perturbation
Vector-based (CRPV) pairwise key establishment scheme
and its variant, CRPV+ scheme, for wireless sensor networks
(WSNs). Compared to all existing schemes which satisfy
only some requirements in a so-called versatileness criteria,
the CRPV+ scheme meets all requirements. In particular,
the performance improvement of our schemes does not rely
on tradeoffs among different requirements, but comes from
the use of our constrained random vector strategy.
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Networks]: Network Architecture and Design Wireless com-
munication
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Keywords
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1. MOTIVATION

Five requirements needed to be satisfied for a key estab-
lishment scheme in WSNs were presented in Zhang et al.
[2] and are briefly summarized as follows: 1) Resilience to
Large Number of Node Compromise (RLNNC), 2) Guaran-
teed Key Establishment (GKE), 3) Direct Key Establishment
(DKE), 4) Resilience to Network Topology (RNT), and 5)
Efficiency (EFF). We observe that, in addition to these five
requirements, two more requirements should be considered
so as to thoroughly evaluate the key establishment schemes
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in WSNs. They are 6) Scalability (SCA) and 7) Indepen-
dence to Hardware (IH). Scalability should be fulfilled since
a key establishment scheme should be applied to a WSN
without regard to its number of sensor nodes. On the other
hand, independence to hardware is necessary because, when
the network is heterogeneous, a key establishment scheme
should have the ability to be performed on different kinds
of hardware without modifying the hardware setting. For
convenience, these seven requirements are generally called
versatileness criteria. Compared to the existing key estab-
lishment schemes which only make tradeoffs among require-
ments of the versatileness criteria, the RPB scheme [2] has
satisfied the first four requirements of versatileness criteria.
Nevertheless, the requirements, EFF, SCA, and IH, are not
always satisfied. In this paper, a CRPV+ scheme is pro-
posed to satisfy all the requirements of versatileness criteria.

2. THE PROPOSED METHOD

The proposed methods, CRPV and CRPV+, which are
based on Blom’s concept [1] and our proposed constrained
random vector strategy, can satisfy all the requirements of
versatileness criteria. In the following, the notations used in
this paper are the same with [1]. Please refer to [3] for more
detailed description and simulation results of the proposed
method.

2.1 Off-line Step of CRPV scheme

We assume that the network consists of N sensor nodes
with fixed IDs, Z = {s1, 82,...,sn} and s1 < s2 < -+ < sSN.
We also assume that ¢ (> N) is a prime number, and A
is an appropriate security parameter, which leverages the
security level and storage. Before off-line step is executed,
some parameters such as the number of least perturbed bits
r and the desired key length L should be determined. Let the
largest possible element of A and K be p and v, respectively.
Let £ be the least number of bits necessary to represent v.
Since each round of execution of the CRPV can generate
(¢ —r) bits of a pairwise key, the CRPV should be executed
m (= [72]) times to obtain a pairwise key with desired key
length L. Now, we explain the off-line step of the CRPV
from executing the c-th round of the CRPV. At first, as in
Blom’s scheme, we randomly generate a symmetric matrix
D) e FMI*OF and a matrix G € FEATDXEN  After
that, we calculate the matrix A = (D . G)T, Let ®,,
denote the set of legitimate perturbations for s; € Z. @,
can be constructed as follows. Let cmin(a,7) be the value
of a which has least r bits of its binary representation set
to 0. Similarly, let cmax(c, ) be the value of « which has



least r bits of its binary representation set to 1. Let Gj,—
and G_,; be the i-th row and j-th column of a matrix G,
respectively. For any vector qﬁgi) € CDgi) which is obtained
when the c-th round of the CRPV is performed, it must
satisfy the following constraints:

( (C) 4 d) ) (C) > len(A(C)
(Aif:L + () - G(f?s,. < cmax (A5
0< AiC)k + ¢(s(2(k) (3)

where i # j, 1 <4,j <N, 1<k < (A+1), and ¢\, is

the k-th element of ¢'”). Eqgs. (1) and (2) mean that after
perturbation is added to A, — of the sensor node s;, the
most significant £ — r bits of the corresponding Blom’s key
are retained for every other sensor node s;. The constraint
indicated in Eq. (3) should be satisfied because the CRPV
only permits non-negative numbers in A. In addition, if
there are some values larger than p after perturbation is ap-
plied, then the number of bits used to represent the elements

of A will vary. Thus, every qz557) that satisfies Egs. (1)~(3)
c)

GY ) (1)
G(C) )

—,850

< u,

is one of the elements in <I>(
Following the construction of <I>(SCT), we want to add pertur-

bation on each row vector of A(C)’and then store the s;-th
vector of A into the sensor node s;. For every s; € I,

a row vector (S:) is randomly selected from <I>(c). Then, a

matrix W is calculated, where Ws(i), (= A(c) + ) is
stored into the sensor node s;.

2.2 On-line Step of CRPV scheme

Assume that the sensor nodes u and v want to have a
common key. When c-th time CRPV is executed, they first
exchange their columns of G©, G_C,u and G') . Then, u

and v calculate k() = W(c) G(C) and ki), = W(C) G(f)u,
respectively. Because the perturbatlon on Blom’s common
key due to the added perturbation is limited within the least
r bits, the c-th part of pairwise key X, ., between u and v
is Xff,?, = fg,,«(m(ﬁ)) = fg,,«(m(,%), where fo(x) is the first
(¢ — r) bits of binary representation of a number .

2.3 Communication-free CRPV (CRPV+)

In the CRPV, the communication between two sensor
nodes only requires to exchange the respective column of G,
which can be known by an adversary. If the s;-th column
of G can be generated by sensor node s;, then no commu-
nication is needed. Recall that the only requirement for G
is that any (A 4+ 1) columns of G should be linearly inde-
pendent [1]. Thus, Vandermonde matrix is fascinating for
our use since it can be generated by only one pre-defined
element. In addition, if 8 is the primitive element of F,
then any (A + 1) columns of G are linearly independent [1].
Note that Vandermonde matrix is of the form that the -
th column is generated by [ 1 B° (8%)° (8H> ]T
Therefore, if an appropriate Vandermonde matrix is used as
G, then the CRPV+ is constructed.

2.4 Performance Evaluation

If CRPV is used, then, for sensor node s;, the row vec-
tors A(C) and column vectors G Z. are needed to stored,
rebultmg in O()\) storage overhead. If CRPV+ is used, for

A and an element s are

sensor node s;, only row vectors i
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needed to stored. Thus, the storage overhead for CRPV+
is O(N). For different ¢ and j, A + 1 multiplications and A
additions are needed to carry out the multiplication of A; —
and G_ ; in CRPV. However, by using Horner’s rule, A + 1
multiplications and A additions are also sufficient to simul-
taneously carry out the generation of G_ ; and the multi-
plication of A; — and G_; in CRPV+. In CRPV, the com-
munication happens only when two sensor nodes exchange
their column vectors. Because the length of a column vec-
tor is O()), the communication overhead is O(X) as well.
On the other hand, it can be easily observed that there is
no communication needed for CRPV+. Because the CRPV
and CRPV+ schemes can be regarded as a generalization
of Blom’s scheme, the security can be perfectly guaranteed
before A+ 1 sensor nodes are captured by an adversary. Due
to this observation, we only consider the case that the num-
ber of captured nodes is larger than A + 1. To compromise
a secure link between two uncaptured sensor nodes, an ad-
versary must capture more than A+ 1 sensor nodes, and try
to recover the matrix D. However, the relation between A
and D in Blom’s scheme does not exist when perturbations
have been applied on A. To recover D, the adversary must
recover A from W. We have derived [3] to know that the
computational complexity for breaking D(®), 1 < ¢ < m, is

(m*HH'1 |®;]) for both CRPV and CRPV+ schemes. The
performance of the RPB scheme superior to many renowned
key establishment schemes had been shown in [2]. We have
a comprehensive comparison among CRPV, CRPV+, RPB,
and some other famous schemes, from the viewpoint of con-
sidering versatileness criteria [3]. When focusing on the
comparison between RPB and CRPV+, we have the fol-
lowing improvements. 1) The computation and communica-
tion overhead incurred by the calculation and transmission
of hash values in the RPB scheme [2] will be avoided in the
CRPV+ scheme, while the storage overhead is the same in
both schemes. Since the energy consumption of the sensor
nodes with different operating modes has a 10® order dif-
ference, this improvement could be significant because the
transmission of hash values will consume energy of the sen-
sor nodes on the routing path. 2) The scalability of RPB will
be limited because the IDs of sensor nodes should be partic-
ularly chosen. Furthermore, due to fixed packet size, if more
bits are used to represent ID, then less bits are left for carry-
ing data, leading to lower throughput. Since CRPV+ does
not have the special ID constraint, it possesses properties of
scalability and hardware independence.

3. CONCLUSION

Based on the proposed constrained random vector strat-
egy, CRPV and CRPV+ schemes are proposed for key shar-
ing in WSNs and evaluated under the versatileness criteria.
Both of them are also implemented on the real sensor nodes
to correctly evaluate the performance and overhead [3].
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