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Abstract—\We propose a novel multipurpose watermarking other words, if multiple watermarks having different missions

scheme, in which robust and fragile watermarks are simul- are to be embedded, then one has to worry about the order of
taneously embedded, for copyright protection and content hiding.

authentication. By quantizing a host image’s wavelet coefficients . . -
as masking threshold units (MTUs), two complementary water- N this paper, our purpose is to develop an oblivious yet
marks are embedded using cocktail watermarking and they can highly robust watermarking scheme which can achieve the
be blindly extracted without access to the host image. For the goal of image authentication and protection simultaneously.
purpose of image protection, the new scheme guarantees that, N0Oag to the content protection, we have proposed the concept of

matter What kind of attack is encountered, at least one wate_rmark cocktail watermarking [19], which can resist different kinds of
can survive well. On the other hand, for the purpose of image

authentication, our approach can locate the part of the image that a{tacks (except for geometric attacks [15], [26], [30]). However,
has been tampered with and tolerate some incidental processesthe first version of the cocktail watermarking algorithm was not
that have been executed. Experimental results show that the oblivious. Here, we propose an oblivious detection technique
performance of our multipurpose watermarking scheme is indeed g achieve the goals of robust watermarking and fragile water-
superb in terms of robustness and fragility. marking simultaneously. In the literature, some previous works
Index_ Terms—_A_uthentication, copyrig_ht protection, fragile wa- [1], [10], [12], [14], [33] have achieved the oblivious detection
Efgﬂqs"‘f‘g;m?’ fragility, robust watermarking, robustness, wavelet o irement but at the expense of robustness especially under
stronger attacks or repeated (combined) attacks. Basically, the
methodology they adopted for detecting watermarks was based
|. INTRODUCTION on prediction and was independent of the hiding techniques. In
OPYRIGHT marking [24], [28] is a relatively new tech-1341, Voloshynqukiyet al. proposed a general method ba_se_d
nique used for hiding multimedia information. Its appli®n & stochastic model to address the watermark prediction
cation is broad, including ownership protection [3], [19], [29]Problem. o _ .
[32], [33], content authentication [7], [13], [17], [37], [39], side AS to content authentication, the previous techniques [7],
information conveyance [25] and so on. For ownership pr&37] focused on detecting whether an image was tampered with
tection, robustness [19] is one of the major points of concer@, ot. However, they did not clearly specify how and where the
Watermarks embedded for this purpose are called robust W#29e was changed. A representative method called “telltale
termarks. For content authentication, the embedded watermE0Per-proofing” was proposed by Kundur and Hatzinakos [13]
should be fragile so that changes or modifications of a medf determine the extent of tampering using a statistics-based
will be reflected in the hidden watermark. This type of watef@mper assessment function. However, their approach violates
mark is called a fragile watermark. In side information corthe nature of the human visual system [36]; thus, their system
veyance, a watermark is required to convey more informatiéh confused when an image is compressed first and then
than a robust watermark does. As a consequence, less redilciously tampered. Another disadvantage associated with
dancy can be employed in this type of watermark [24]. Usua||§undur and Hatzinakos's approach [13] is that their tampering
people call this kind of watermark a captioning watermark. Mo§gtection results are very unstable. Perturbation of a wavelet
of the existing watermarking schemes are designed for eittf@efficient to the left or to the right by a certain quantity will
ownership protection or content authentication. If there are miiake the extracted mark different from the embedded one.
tiple purposes, then multiple watermarks must be embedd&gsides, if the perturbation exceeds one quantization interval,
Because watermarks of different sorts play different roles, BN the extracted watermark value can be either the same as
Mintzer and Braudaway [24] noted, the order for hidden wate?! different from the embedded one (depending on the quantity
marks is important. They suggested that ownership watermaffsdeviation). Hence, the watermark value may be determined
should be embedded first, captioning watermarks should be e¥fcidentally and by the same token, not every modified pixel
bedded next and fragile watermarks should be embedded lastSiffuaranteed to be correctly detected. Another alternative
approach for media authentication is the “digital signature.”
M . . o , Tge digital signature-based methods for image authentication
anuscript received March 13, 2000; revised June 4, 2001. The associate ed- g .
itor coordinating the review of this manuscript and approving it for publicatiof':l""n be rothIy classified to be hash function-based [7]= feature
was Dr. Naohisa Ohta. points-based [2], [6], relation-based [17] and structure-based
The authors are with the Institute of Information Science, Academia Sini?z]_ Unfortunately, the digital signature-based methods can
Taipei 115, Taiwan, R.O.C (e-mail: Ics@iis.sinica.edu.tw; liao@iis.sinica. . S .
edu.tw). only be used for image authentication but not for copyright
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complete reviews of image protection and image authenticatimatermark is embedded based on a negative modulation rule
can be found in [28], [32] and [13], [18], respectively. Besidesised to decreasingly modulate the transformed coefficients of
a theoretical analysis about copyright protection has bearnostimage. Based on analysis on the behaviors of attacks, we
conducted in [11]. have confirmed that the new watermarking scheme guarantees

In this paper, we propose a multipurpose watermarkirtbat, no matter what kind of attack is encountered, at least
scheme which can simultaneously achieve copyright protectione watermark can survive well. We also conduct a statistical
and content authentication by hiding multipurpose watermar&gsalysis to derive the lower bound of the worst likelihood that
at the same time. The validity of our method is based dhe better watermark (out of the two) can be extracted. With
simultaneous detection of the robust watermark and the fradites “high” lower bound, it is ensured that a “better” extracted
watermark. As a consequence, the order of hiding [24] is meatermark will always be obtained for noise-like watermark
longer an important issue. We propose to quantize the seledéding as well as bipolar watermark hiding under the constraint
wavelet coefficients into masking threshold units. Then, thbat the original image is required in the detection process.
watermarks can be encoded by modulating the quantizatiorin the cocktail watermarking scheme [19], three conditions
result into either a right or a left masking threshold unit usingere derived to achieve robustness. They were

cocktail watermarking [19]. In the meantime, the original 1) bipolar watermarking (the designated watermark);
quantization result can be recorded as the hidden watermarkp) complementary modulation (the hiding rule);

because it is the closest neighbor to the modulated quantizationg) use of a wavelet-based human visual system [36] to con-
Hence, the hidden watermark carries the information of the  trol the hiding strength.

host image, which can be used to recover the host image Wifying to two complementary watermarks are embedded, the
indistinguishable perceptual degradation. This information jgqing places, selected as those wavelet coefficients larger than
very useful in calculating the detector responses about robyglir corresponding masking thresholds, are randomly divided
Watermark_lng and _ffag"e Wate_rmarkln_g. ) into groups. The first group with coordinates denotedgsy,,)
The major contribution of this work is twofold. First, a newi he used to hide the first watermark by positive modulation

oblivious watermark detection technique which is associatgfy the second group with coordinates denoted-as,) wil

with our previously developed cocktail watermarking schemg, sed to embed the second watermark by negative modula-
is proposed. Since the good characteristics of cocktail walg, The relation between the hiding coordinate in the wavelet

marking_are still maintained, thg new obli\{ious scheme Prgymain (. v) and the index in a sorted watermark sequence is
serves high robustness for copyright protection. Second, the ﬁ’ﬁmapping functiow, which can be defined as follows:
tent of modification can be estimated by comparing the hidden

wat(.ar.mark with the extracted one. Undgr these qrcymstances, i for positive modulation
malicious tampering can be detected while some incidental ma- plx,y) = _i, for negative modulation
nipulations can be tolerated. ’ ‘

The remainder of this paper is organized as follows. Ig;oy the sign of the mapping functign we can know where
Section I, the nonoblivious cocktail watermarking schemge first/second watermark is embedded. In addition, from the
is briefly reviewed. Then, multipurpose watermarking fof5e of the mapping function, we can also know the order of
image protection and authentication is described in detail iy, qded watermark values, which is important for calculating
Section 1ll. Analysis of our method with respect to fragilgne getector response. Basically, the mapping results must be
watermarking is conducted in Section IV. Finally, simulatio, e for watermark detection and should be kept secret such
results and conclusions are given in Section V and Section Wy the pirates cannot easily remove the hidden watermarks. In
respectively. cocktail watermarking detector side, two correlation values will

be obtained. The larger one indicates the presence/absence of a

II. REVIEW OF COCKTAIL WATERMARKING watermark.

)

In this section, the previously proposed image protectionI
scheme called “cocktail watermarking” [19] is briefly reviewed
because its concept will be adopted in this paper. In [19], weThis section will elaborate on the proposed approach in de-
analyzed and pointed out the inadequacy of the available maai. In order to satisfy copyright protection and content au-
ulation techniques commonly used in ordinary spread spectrtimentication requirements simultaneously, a hidden watermark
watermarking methods and visual model-based ones. To resabeuld be designed in a form that can carry the approximate in-
this inadequacy, two watermarks which play complementafgrmation of a host image. Because wavelet transformation is
roles are simultaneously embedded into a host image usimged as the watermarking domain, we shall provide a brief in-
a complementary modulation strategy. This complementarpduction on wavelet transformation in Section IlI-A. In Sec-
modulation strategy, including positive modulation (PM) antlon I1I-B, a visual model-based quantization is proposed to en-
negative modulation (NM), was derived from the viewpointode two complementary watermarks in the wavelet domain.
of detection in order to obtain higher detector responses. $ection IlI-C discusses the means used to recover a host image.
cocktail watermarking, the first watermark is inserted based ¢m Section IlI-D, we describe four different ways which can
a positive modulation rule employed to increasingly modulatee applied to detect robust watermarks and fragile watermarks
the transformed coefficients of a host image and the secamader different situations. In Section IlI-E, we shall discuss how

PROPOSEDMULTIPURPOSEWATERMARKING ALGORITHM
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to normalize the values of a hidden watermark. Note that th
multipurpose watermarking scheme is performed by embe
ding watermarks onlynce without considering their hiding LL LH LH
order. For a specific application, a suitable watermark detecti LLHL| LLHH
process should be determined by the user.

LLLL | LLLH

A. Some Basic Concepts about Wavelet Transform HL HH HL HH

Conventionally, the Fourier transform (FT) has been exte
sively used in characterizing spectral behaviors of signals
transforming from the spatial (or time) domain to the frequenc
domain globally. However, owing to the global property or
FT, it is quite inadequate to be used in representing the signals 1. wavelet decomposition into (a) one layer and (b) two layers where LL,
with nonstationary properties. Gabor [9] had observed the, HL, and HH denote low-low, low-high, high-low, and high-high filtering,
deficiency and introduced a “window function” which could®sPectvely.
slide in the whole spatial domain such that information could
be extracted locally. This type of transform is called windowesubimage to obtain the next four subimages. Fig. 1 shows the
Fourier transform or short-time Fourier transform (STFTpne-scale and two-scale wavelet decompositions, respectively.
However, the drawback of STFT is that its window size iFhe second scale decomposition on the LL part of Fig. 1(a) is
fixed once it is chosen. Recently, a dilation parameter has bestrown at the top left of Fig. 1(b). With the pyramid-structured
introduced to dynamically change the window size such thatvelet transform, the size of the original image is equivalent to
one can detect information locally in distinct spaces and scaleamming all the decomposed channels up. Using this decompo-
If the aforementioned window function added with tiie(with  sition structure, there will be no information lost when the de-
a dilation parametes), satisfies the “admissibility” condition composed pieces are reconstructed. This property is extremely
. useful when it is applied to the watermarking problem. Readers
o /°° | (w) |dw < o @) who_are interested in wavelets should refer [5], [23] for more
| w | details.

@ (b)

— o0

then we can cali) can be called a ‘fb{"SiC wavelet” or “motherg  \watermark Hiding: Quantization of Wavelet Coefficients
wavelet.” The finiteness of (2) implies(0) = 0 and is equiva- a5 Masking Threshold Units

lent to i
In this section, we will describe how to embed watermarks

oo and record the host image’s information. Conventionally,
/ ¥ =0 ©) watermarks are embedded in transformed coefficients which
are larger in magnitude. Let, ,(x,y) be a selected wavelet
A sequence of local functiong;(x — b/s), can be produced coefficient with scales, orientationo and position £, y) and
by translation and dilation of the mother wavelgt{x), where let J, ,(x,y) be the masking threshold [36] corresponding to
b € R? ands € R with s # 0. The wavelet transform of an w, ,(z,y). Based on the/ ND values, the real-axis about the

image f can be defined as magnltudes of wavelet coefficients is divided into masking
threshold units (MTUs). Each MTU is represented by a quanti-
zation valueg, which is calculated as
(W)(b,s) / S (=2 ax “
= W)z/( ) —j(wT b) iw (4) 7 _ {ws,o(xay)J 5
adlple D) =1 7" ©)
wherey)(x) denotes the complex conjugatefx). where|-| denotes théoor operation; as a resuli(|p(z,y)|) €

If the scale parametes is set to be a power of two, this Z and|¢(|p(z,%)|)| > 1 because wavelet coefficients are se-
wavelet is called dyadic wavelet transform. The wavelet decomected to satisfyw; ,(z, )| > |Js o(z,¥)|. This means that
position of a signaf () is performed by the convolution of thew; ,(z, y) is located at they(|p(x, »)|)th MTU. In the hiding
signal with a family of basis functiongi(x — b/s). In fact, a process, the goal of quantization-based modulation is to move
wavelet decomposition can be efficiently performed by a pyr#ie selected wavelet coefficient ,(x, v) into another masking
midal algorithm [23], in which a pair of wavelet filters includingthreshold unit. In order to obtain a transparent watermarked
a low-pass filter and a high-pass filter are utilized to calculatmage, the modulated quantity should not be moved away from
wavelet coefficients. With the pyramid-structured wavelet trangs current location exceeding 1 MTU. So, a wavelet coefficient
form, the original image will encounter different combinationsy, ,(x, %), located at the(|p(z, ¥)|)th MTU, must be confined
of a low-pass filter and a high-pass filter and then based tmmove into its neighboring unit. Using cocktail watermarking,
the convolution with these filters to generate the low-low (LL\we can embed two watermarks, respectively, based on the con-
low-high (LH), high-low (HL) and high-high (HH) subimages.cept of a negative modulation (NM) rule and a positive modu-
The decomposition can be repeatedly performed on the low-I¢ation (PM) rule by quantization as follows.
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Negative modulation: termark without accessing the original image. More specifically,
we use the characteristics of wavelet transforms to approximate
q(_p(‘T?y)) "]S,O(‘Tvy)_ 17 PN H ’ :
. the original image and only part (watermark’s size) of the ap-
if ws oz, y) > Js oz, y) : ol . .
(6) proximate version is used to design a hidden watermark. As a
(=p(z,9)) - Js,o(z,9) + 1, NG : .
. result, the original image will never be used again; thus, we
|f ws,o(xvy) < _Js,o(xvy)' H H
can call the proposed multipurpose watermarking scheme an
According to (1) p(z,y) is negative for negative modulation. oblivious one. On the other hand, since each image is associ-

wyo(w,y) =

Positive modulation: ated with a hidden watermark, it means the hidden watermark
m is image-dependent. As Crawtral. have mentioned in [4], the
wo(@,y) = Qp(z.9)) - Js0(x,) () image-dependent watermark is able to solve the “watermark in-

vertibility” problem. Because our hidden watermark is gener-

where ated from the image itself, one advantageous point is that we
Qp(z,y)) = [Mw (8) can prove how the original hidden watermark is generated. But

Is.0(®,y) we have to admit that the security level of our scheme is lower

and than that of a scheme which adopts the well-known one-way

hash function [4].
|Q(p(z, )| = la(p(z,y))| +1

here[-] denotes theeiling operation an is positive . . .
w N ing operat $(z,y) is positiv Using the hidden watermark’, we can approximately re-

for positive modulation. . . - :
b construct a host image with negligible degradation. Letithe

The modulated wavelet coefficient;)”, (x,y), either falls N o
into the(g(—p(, y)) — 1)th MTU after negative modulation is watermark value bé(¢); it is equal to the quantization index,

. ; L , as indicated in (9). The recovered quantization
applied or falls into the)(p(x, v))th MTU after positive mod- ¢ (|p($73 v)l) . .
ulation is applied. In other words, the original and the modly_aluet,_q (|pt(txh7 y2)|),ttcan l:fnihdenved tlr'ﬁmd('?f) asmihgvxin in the
lated wavelet coefficients are located at different but contiguoﬁgua 'on at the bottom ot the page. 1he dillerentebetween

MTUs, no matter what type of modulation rule is applied. Frofd recovered wavelet coefficient and its corresponding original

the modulated wavelet coefficients shown in (6) and (7), one cgfﬁvelet coefficient is bounded bk, .(z, y). That is

calculate the modulated quantization indgX, as A= g"(Ip(z, Y)) - To,0(z, y) —ws (@, y)| < Js0(z,y) (12)

C. Host Image Recovery

lg™ (|lp(z, y))| = { lg(—p(z,y))| =1, forNM (9) wherew, ,(x,y) is a selected wavelet coefficient for hiding.
lap(z,y))] +1, for PM. Since our scheme has been designed based on the characteristics
The integer value™ (|p(x, v)|) is regarded as the embedded waof the human visual system, the recovered host image should be
termark valuesk(|p(x, y)|), based on the sign iz, »). That perceptually indistinguishable from the original image.
is, two watermarks with the different orders but with the same .
statistical property are embedded. If we want to tafg(x, y)|) D- Watermark Detection
into consideration, the watermark hiding rules in (6) and (7) Letw; ,(z,y) be a modulated wavelet coefficient which has

should be rewritten as follows. experienced attacks; the positively/negatively modulated wa-
Negative modulation:See equation (10) at the bottom otermark value can be extracted without accessing the original
the page. image using a quantization process
Positive Modulation: "
E ptel) = | 20| (13
wg,lo(x’ y) = k(p(a:, y)) : J'S:O(x’ y) (11) ’ Js,o(xa y)

The hidden watermark’, composed of|p(z, v)|, can be used which depends on the sign pfz, ) [defined in (1)]. By com-
to evaluate the robustness and the fragility of the extracted wearing the hidden watermarlk() and the extracted oné(®),

(k(—p(l’,y)) + 1) : JS,O(xvy) - 17 if wS,O(xvy) > JS,O(xvy)
wll, (o) = 4o
(k(—p(.’ll',y)) - 1) : J570($7y) + 17 If wS,O(xvy) < _J&O(‘/Evy)

lg™ (=p(z,y))| +1 = |k(=p(z,y))| +1, for NM

lg"(Ip(z, y)|)| = {
lg" (p(x, y))| — 1 = |k(p(x,y))| — 1, for PM
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the purpose of fragile watermarking can be achieved. On the tampered area nyy Ampered area
other hand, by comparing the hidden watermark, the extracted -~
watermark and the host image’s informatiafi)( the goal of | | | | |
robust watermarking can be achieved. Note that the detector re- 0 j2 §1 jtH w2
sponse regarding robustness or fragility can be separately calcu- e
lated in our scheme. In what follows, we shall describe in detail e
how this can be done. robust region
1) Detection of Robust Watermarksf the signs of(%(¢) —
q"(¢)) and (k°(i) — ¢"(¢)) are the same, i.e., the majority of t=1
the transformed coefficients in the modulation and attacking @
processes are updated toward the same polarity, then they con- tamperedarea tampered area
tribute positively to the detector response [19]. A higher detector —>
response provides stronger evidence tdatis a genuine wa- ] ] || | |
termark. The detector response of robust watermarking (called 0 2 173+ R
“robust detector response”) is defined as shown in (14) at the %L:f—/
bottom of the page, whe®¥,, is the watermark length and
1 w0 robust region
1 ) =

signu) = {_17 w <0 (15) o1
For robust watermarking, two detector responses are obtained ®)
with respect to the two complementary watermarks. The Iarg%_ 2. lllustration of the tampered region and the robust region for (a) negative
one is chosen as the final detector response. modulation (VM) and (b) positive modulation{M) whent = 1. The arrow

2) Detection of Fragile Watermarks Based on the Charath the labelN M or PM indicates the direction of alternation in the hiding
teristi fthe H Vi | Svsters i t K process. Note that the robust region (indicated with {) is asymmentric with
eristics of the Human Visual Systerrragile watermarks are respect toj for ¢ > 1.

different from robust watermarks and are supposed to be sen-

sitive to tampering. Based on the standard of the human Visﬁ’sabsymmetrioNith respect tar™. This situation also applies
system, animage pixel is considered to have been tampered Wijjarly to PA7. The tampered region and the robust region
if the difference between a hidden watermark value and its cQ{rresponding to negative modulation and positive modulation
responding extracted watermark value is larger théh > 1) 5 jilustrated in Fig. 2. Basically, our watermarking strategy
masking units. Wher is set to be one, this means that if thenayes the authentication process more robust (less fragile) to
amount of modification exceeds the tolerance of the human Yiidental distortions. 1% is obtained by applying a com-
sual system, then this modification will be considered to be MBression/enhancing process, thel still has a good chance
licious. However, images may be unavoidably manipulated BY peing credible because the left/right intervakdf is longer.
some incidental processes, such as compression. Under th§8&ne other hand, fragility is determined from the other shorter
circumstances, we cannot think of these incidental processeggsyyal (onlyonemasking unit). Hence, tampering detection in
malicious ones. In other words, a fragile watermarking SChe’H%egatively modulated watermark is defined as

should be robust to incidental distortions. As we have noted with

respect to cocktail watermarking [19], incidental modification s k@] > 1R @)] A R(E) — k(i) > ¢

like compression tends to decrease the magnitudes of the traf8**®(¢) =< 1,  [k(3)| < [E°(3)] A k(7) — E°(4)] > 1
formed coefficients. On the other hand, incidental modification 0, otherwise

like sharpening tends to increase the magnitudes of the tr
formed coefficients. In what follows, we shall discuss the sa
range into which a fragile watermark should fall when incident
distortions are encountered.

= =

iereA is an ‘and’ operation. On the other hand, tampering
etection about a positively modulated watermark is similarly
efined as

Suppose a wavelet coefficientwas originally located at the . Lo k@] 2 [k @] A k() = k()] > 1
(j + 1)th masking unit, is moved to thith masking unitand, 777()) =4 1, [k(@)] < [k°(@)] A k(@) — k()] > ¢
thus, becomes? after/NV M.z is considered to not have been 0, otherwise.

tampered with as '0”9 as the tampergd coefficieﬁi_;,falls @n In sum, the global detector response of fragile watermarking
the range between ttfg — ¢)th and thej 4 1)th masking units. (called “fragile detector response”) is defined as
Under these circumstances, the number of masking units (corre-

§pondingtoNM) inltheleftinterval and the right interval e/ (KK = Zﬁ\;ﬂl T8 (4)
is t and 1, respectively. In other words, the untampered range fragile\ "% N,
N AN A L eriN _ (s
oK) — i SOk — ¢ (1)) - Signe () — 47 () 1)

N
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Fig. 3. Flowchart of our multipurpose watermaking scheme (a) watermark hiding and (b) watermark detection.

and attacking behavior can be defined B9tqagile, Which is ex-
Ne p pressed as
HYw pos{ .,
Preangile (B K) = 721:1]\; W MAX (PP (), pRB. ()
w BRfragile — fragile\ » /7 Firagile\ (17)

Pos neg
respectively, for a negatively modulated watermark and a posi- MIN(Ptragite("s ) Prragite ()
tively modulated watermark. Note that differéntalues enable
our authentication scheme to adapt to various distortions.

fragility of an incidental process can be determined by

TWhere M AX(-,-) and MIN(.,-) are the maximum and the
minimum operations, respectively. Incidental processing will
have the tendency to have a laf&s, .41 Value. The threshold

M]N(pﬁf;ggﬂe([g Kﬁ)vﬂﬁ‘;;ue(f(v K*)). (16) used for deciding the existence of nonmalicious tampering is
easier to derive than the one chosen in (16).

3) Detection of Fragile Watermarks Based on Tendency of4) Detection of Fragile Watermarks Based on Invariance
Attacks: As we have described in Section 11I-D2, incidentaProperty: Tampering can also be detected by checking some
tampering is said to have occurred if the detector response dheariance properties. It has been found that perception-based
fragile watermark (16) is smaller than a preset threshold. Hofvagility (Section 11I-D2) can resist compressiodREG or
ever, the threshold is sometimes difficult to determine. In thiBPIHT) up to the middle compression ratio. Previous feature
section, another criterion is provided to judge the fragility basgmbint-based image authentication methods [2], [6] suffered
on the assumption that incidental manipulation tends to behdvem the problem of shifting feature points when the com-
consistently while malicious one dose not. The consistency mfession ratios ranged from middle to high. Lin and Chang
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Fig. 4. Malicious tampering detection: (a) host image; (b) watermark image; (c) image after malicious tampering; (d)—(f) the tampering detétstimtrtine
22 ~ 24 scales with respect to= 1; and (g)—(i) the tampering detection results at2he~ 24 scales with respect to= 10.

[17] proposed to preserve the invariance betwBeril” coeffi- the invariance property between a pair of watermark values
cients at two different blocks as a solution of toleratiREG located in the same position as follows:
compression with any ratios. In this work, we shall adopt a . jf Fneg(i) — Epos(i) > 0 thenkg,, (i) — kG, (i) :

>0
similar invariance property to check the degree of similarity « jf (1) = kpos(i) < Othenke (x) ke (1) < 0;
0.

neg pos ’

between watermarks. Because two complementary watermarks. if kneg( ) — kpos(i) = O thenke, (i) — kS (i) =

neg

are gmbedded in our multipurpose watermarking scheme, Pgny one of the above three conditions is satisfied, then we can
invariance property is checked based on the two watermar ﬁy that there no tampering has occurred

It is expected that the relationship between the two hidden
watermarks will be maintained after incidental manipulations,
Let K, and K, be the two watermarks hidden by means
negative modulation and positive modulation, respectively andThe hidden watermark is designed to carry the information
let K¢, andK¢__ be the two extracted watermarks. We definef a host image and is, therefore, dependent on the host image.

neg pos

pos

. Normalization of the Hidden Waterma#k
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Fig. 5. Tampering detection of object placement: (a) host image; (b) watermarked image; (c) image after object placing; (d)—(f) the tampérmgedetect
at the2? ~ 2* scales with respect to= 1; and (g)—(i) the tampering detection results at2he~ 2* scales with respect tb= 10.

Any randomly selected watermafk,. may be highly correlated hiding (Section 11I-B), host image recovery (Section IlI-C) and
with the hidden watermark and this will cause a severe falsevatermark detection (Section IlI-D ).

positive problem. Hencdy should be normalized ¥ (0,1) as
Coxet al.did in [3]. This procedure will makd{ and K. sta-

tistically independent. Let#, ¢) be the mean and the standard V. PERFORMANCEANALYSIS

deviation of the hidden waterma#k. The normalized{ isde-  Inthis section, we will analyze the robustness and the fragility
noted asK¢, where of the proposed multipurpose watermarking scheme used for
fragile watermarking. As to robust watermarking, false nega-
. k(i) —m tive and false positive analysis had been conducted in [19]. Sup-
ha(i) = ——. (18)  pose a wavelet coefficient, ,(x, y) was originally located at

the (5 + 1)th masking unit, is moved to thgh masking unit
To compute the false positive and false negative probabili%[er NM and become&g’o(x, y). The tampering effect can be
the Gaussian distributed watermdfl; is used. The pairg, o) odeled as follows:

is regarded as an image-dependent watermark (IDW) key and is
jointly used withK to generateX [using (18)] for watermark we ,(z,y) = w (T, y) + 15 0(7, ) (19)
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() () (h)

Fig. 6. Fragile watermarking on the watermarked MonaLisa image Fig. 4(b) which were both incidently and maliciously modified: (a) Fig. 4(kdfist tex
modified at the face position and then SPIHT compresssed with a ratio 8 : 1; (b) Fig. 4(b) first SPIHT compresssed with a ratio 8 : 1 and then texddi@ modifi
the face position; (c)—(e) show the tampering detection results of (a) at the2* scales witht = 1; and (f)—(h) show the tampering detection results of (b) at
the22 ~ 2% scales witht = 1.

wherew? ,(x,y) is the tampered coefficient and the amount gf;>® can be rewritten as
modificationn ,(x,y) is assumed to be Gaussian distributed
with zero mean and varianee’. Under negative modulation,

w? ,(x,y) is thought of as untamperedif (=, ) falls into the e =P{—t - o o(@,y) <noo(x,y) <O}
robust range, which is masking units to the left o (z, ) + P{0 < n,o(x,y) <1-J5.(z,9)}
and 1 masking unit to the right of}", (x,v). Therefore, the

probability that a coefficient will still be credible after attacks is =erf <M) +erf <M)
defined as 20 20

Pt = P{=t-Jso(2,y) < nso(a,y) <1-Jso0(x,9)}- (20) =P + P (21)



1588 IEEE TRANSACTIONS ON IMAGE PROCESSING, VOL. 10, NO. 10, OCTOBER 2001

whereer f(-) is the error function, defined as TABLE |
TAMERING DEGREEEVALUATION UNDER JPEG (OMPRESSION

2 ¢ 2
a J— —U i
cr f((:) - = ¢ du. Compression Ratio (Quality Factor %) Degree of tampering
\/7_r 0 t=1 t=2 t=3 INV
. ) o L NM PM | NM PM | NM PM
hFor positive modulation, a similar result can be derived pyp— 5096 o131 0095 0129 | 009 0125 | ooms
where 7.54(60%) 0.023 0.200 | 0.057 0.199 | 0.057 0.199 | 0.043
8.93(50%) 0.075 0.261 | 0.067 0.259 | 0.067 0.260 | 0.049
IUOS P _ .
ot =P{ szo(a:,y) < ”s,o(xvy) <t J570(a:,y)} 10.84(40%) 0.105 0.338 | 0.090 0.331 | 0.089 0.332 | 0.050
:P{—,]S7O($7y) < 77,570(3:731) < ()} 13.70(30%) 0.143 0.418 | 0.114 0.410 | 0.111 0.408 | 0.051
19.57(20%) 0.191 0.558 | 0.143 0.546 | 0.134 0.535 | 0.034
+ P{0 < ns oz, y) <t-Jsolz,y)} >
32.09(10%) 0.275 0.719 | 0.216 0.686 | 0.185 0.670 | 0.074
Js,o(xvy) t'Js,o(xvy)
:CT’f _— +C7’f PR b N
20 20
_ POs pos
=PP> 4 PP, (22) TABLE I

TAMERING DEGREEEVALUATION UNDER SPIHT COMPRESSION

According to (21) and (22), we know that Compression Ratio Degree of tampering

t=1 t=2 =3 INV
Pl’fleg = PP% > pree = PIPOS NM PM | NM PM | NM PM
4 (0.001 0.023 | 0.000 0.023 | 0.000 0.023 | 0.016
where P;**¢ and PP°* reflect the degree of robustness against 8 0.013 0.086 | 0.010 0.086 | 0.009 0.086 | 0.022
incidental distortions, such as compression and sharpening. On 16 0.078 0380 | 0.049 0375 | 0.046 0.374 | 0.024
the other hand, the degree of sensitivity in response to malicious 32 0.133 0.670 | 0.066 0.666 | 0.047 0.665 | 0.023
tampering iS determined byneg andBI’OS 64 0.241 0.846 | 0.147 0.834 | 0.093 0.827 | 0.031
r *

The three parameterd, ¢t ando, are closely related tp/c®

and pPes. First, the larger/, ,(z, ) is, the more robust (less . . .
Pry getls.o(z, y) ( system. This is because a 64-bits payload corresponding to the

fragile) the watermark is. This is because eithg# or p22* is o - .
large. Ift ando are fixed at all wavelet-transformed scales, thelﬁ ngth of standard copyright identifiers has been widely used.

our scheme is more sensitive to distortions at lower frequencigs
in terms of fragility. Secondlyt controls the tradeoff between N . )
robustness and fragility in our fragile watermarking scheme, as! Ne degree of fragility was verified using the gray-scale
described in Section I1I-D2. In other words, the largés, the Monalisa”image, size 256: 256, as shown in Fig. 4(a). The
larger P and P>* are. This means that undéf}/PM, length of a watermark depends on both the host image and

tampering on the left/right interval af” (z,y) is more robust the wavelet-based visual model. Here, its length was dynami-
s cally determined to 6593. Using cocktail watermarking [19],

than tampering on the right/left interval of’,(, ). This again e
confirms our assertion with regard to perception-based fragilré 186 wavelet coefficients were modulated. The PSNR of the

watermark detection given in Section Il1-D2. Thirdly, it Should/vatermarked image shoyvn @n Fig. 4(b) was .39'7 dB. Ne_xt,
be noted that the smalleris, the large** andPP°* are. This the Waterr_n_arked Monalisa image was mallqously mod|f|e_d
implies that like distortions with smaller are easy to tolerate at thi poss:/on of htezjf?ce by mﬁa?hs of tEthu”n.?’ as fhown km
because they are similar to modifications like compression wi?ﬂg' (c). We wanted to see whether our fragile watermarks

small-to-middle ratios. For manipulation like content replacé"-’ere sensitive to texture changes. Figs. 4(d)~(f) show when

: : N t = 1, the tampering detection results at different scales.
ment, s is often larger and the manipulation is expected to . !

? igs. 4(g)—(i) show another set of results wher= 10. It is
detected whenevetris not very large.

found that in Fig. 4 that the altered regions were almost located.
It is worth noticing that for different values, the difference
betweenk and K¢ only slightly reduced even wherhas been

A series of experiments was conducted to demonstrate ttteanged from one to ten. This implies that our multipurpose
robustness and the fragility of the proposed multipurpose waatermarking scheme is indeed fragile enough because the
termarking scheme. In addition to gray-scale images, colohange of would not affect fragility significantly.
images were also considered. Among the existing color systemsAs for color images, the beach image with size 51212
Y CbCr was chosen for two reasons: 1) it has been adopted(shown in Fig. 5) was also used to demonstrate the fragility of
many compression standards and 2) masking thresholds ewe approach. The watermarks were embedded in the illumina-
available [36]. For color image watermarking, the watermark®n channel and the PSNR was 41.2 dB [Fig. 5(b)]. An umbrella
were embedded and detected in thehannel because humansvas placed on the watermarked image to change the image, as
are more sensitive to this channel. The lowest wavelet subbastdwn in Fig. 5(c). Fig. 5 (d)—(i) show the tampering detection
used in this work is constrained to be 2@.6. The flowchart of results at different scales with respecttte= 1 and¢ = 10,
our method isillustrated in Fig. 3. In addition to results of one-hiespectively. Again, we can see that all the altered regions were
watermark detection showninthe following experiments, we alsoccessfully detected. Currently, our method cannot detect color
considered a payload of 64-bits as a watermark in our workiteanges if color is modified but leaving the intensity unchanged.

Results of Fragile Watermarking

V. EXPERIMENTAL RESULTS
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Fig. 7. Fragile watermarks facing incidental tampering:SRJHTwith compression ratio 64 : 1; (b) JPEG with quality factor 20% (compressionxafio :
1); (c) rescaled; (d) histogram equalized; (e) contrast adjusted; (f) Gaussian noise added; and® {@).the. values obtained at different1 < ¢ < 10) with
respect to six distinct incidental manipulations.

One possible solution to this problem is to randomly select theas obtained by introducing a malicious texture change on the
hiding places from one of thE, Cb, andCr channels for wa- face [Fig. 4(c)] followed bySPIHTcompression ataratio 8 : 1.
termarking. That is, the same position is only selected from oRéy. 6(b) was obtained similarly but with an inverse order of
of the three channels such that the transparency requirementatiacks. The detection results of Figs. 6(a) and (b) obtained at
be satisfied. different scales (withk = 1) were shown in Fig. 6 (c)—(e) and
On the other hand, we also conducted an experiment ab#(h), respectively. We can see that the regions corresponding
images [Fig. 6(a) and (b)], which encountered a combinatidéa where the face was modified were mostly located. However,
of incidental manipulation and malicious tampering. Fig. 6(aome distorted regions which corresponded to the compression
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effect were detected but they were sparsely spreaded. In 1
paper, we only show the tampering detection results at multif os}
scales. In [38], we have presented an information fusion tec
nigue which can integrate all the results at multiple scales
emphasize the maliciously modified regions and suppress = ,,
incidentally modified regions.

In addition to malicious tampering, compression, the mo%i
popular manipulation, was used to check the robustness of ¢
fragile watermarking scheme. The perception-based fragiligi
and the invariance-based fragility were compared with respé %2
to JPEGand SPIHT compression, respectively. The results ¢ _,
these comparisons are summarized in Tables | and Il. From-
two tables, it is obvious that the watermark embedded usi ~°¢

negative modulation/{ M) was more robust to compressior _, Nogative modula # i

0.8F

0.2

than was that embedded using positive modulatiB/() by — Posmvi modulatio

comparing their fragile detector response. Besides, athresh =2 ¢ 5 0 2 14 16 18 20 2
(e.g., 0.15) can be used [13] to judge the robustness of a fragne Aracks

watermarking scheme. This threshold may be application-de- Fig. 8. Detector response for robust watermarks.

pendent and is sometimes hard to determine. However, if the

fragile detector response with respect to incidental modification . . , .
) o k§Jroach sometimes works but sometimes doesn’t. Once again,
could be controlled to be as small as possible, then it will

. . It the INV between watermark values is utilized, our approach
helpful to the selection of a threshold. As we can see in Tableg S .
. : olerates these incidental modifications well. So, even some op-
and 1, the fragile detector responses with respedVitd are ) o .
rations are regarded as incidental, but their effects should also

much smaller than those of [13] and are almost comparal?qa(?(en into account in the application of fragile watermarkin
with those ofINV (invariance). This means that the robustne PP 9 9.

o : . . sFipat is, some improved histogram equalization techniques such
of incidental manipulation could be achieved to some exten . . L
. . . L . as the one proposed in [31] should be considered as really inci-
while preserving fragility of malicious tampering. On the Othecriental instead of the original one used in this paper
hand, if theINV between watermark values is utilized, our '
approach can be extremely robust to compression. .
In addition to compression, there are also some incidental nll?’a Results of Robust Watermarking
nipulations [6] needed to be handled for fragile watermarking. In this section, we shall discuss the experimental results with
The criterion mentioned in Section 111-D3 was used to measufegard to robust watermarking. The same watermarked “Mon-
the robustness of our fragile watermarking scheme. The coél-isa” image [Fig. 4(b)], used for fragile test in the previous
tail watermarked MonaLisa image [Fig. 4(b)] was modified bgection, had also been used for robustness test in [20] under
SPIHT with compression ratio (64:1), JPEG compression witlgveral attacks. Here, we used a different image for robust wa-
quality factor (20%), rescaling, histogram equalization, coermarking to demonstrate that our scheme adapts to different
trast enhancement and Gaussian noise addition, respectivelynzges. The “sailboat” image with size 25656 was used to
shown in Fig. 7(a)—(f). The behavior ratio of fragilitBRraqe)  €Valuate the robustness of our scheme. After watermarking, 23
with respect tat (1 < ¢ < 10) is depicted in Fig. 7(g). As different attacks including blurring, median filtering, rescaling,
we have described previously, there was no significant fragilitystogram equalization, jitter attack, changing the bright-
loss everr was increased from one to ten. It can be observé@gss/contrast, the negative film effect, segmentation, Gaussian
from Fig. 7(g) that all curves turned flat whenvas increased. noise adding, mosaicing, sharpening, texturizing, shading,
The above mentioned experimental results indicate that a largfeg ripple effect, netdotting, uniform noise adding, the twirl
t will be beneficial to robustness but will not seriously affeceffect,SPIHTcompressionJPEGcompression, StirMaff27],
fragility. On the other hand, a larger behavior ratio of fragilitglithering, pixel spreading, and cropping were selected to test
(BRgagile) resulted from a larget reflects that the behaviors the robustness of our watermarking scheme. Fig. 8 shows the
of an attack can be captured By or P . These phenomenarobust watermark detection results. For each pair of detected
confirmed what we have discussed in Section 11I-D3. The expevatermarks, one watermark could be destroyed (with lower
imental results shown in Fig. 7(g) can be summarized as followgsponse) while the other survived well (with higher detector
The value ofB R a1 IS always larger than or equal to fourtas response). The lowest detector response as shown in Fig. 8
increases under tH8PIHTcompression, contrast adjusting andavas 0.32 (the ninth attack), which corresponds to the Gaussian
JPEGcompression. All of these manipulations can thus be coneise attack. We used the worst result to verify the uniqueness
sidered as incidental. On the other hand, our approach failg@sjuirement, i.e., to show the false positive probability. Fig. 9
tolerate Gaussian noise adding becaBd@y.; is too small. shows the detector responses with respect to 10000 random
For the cases of histogram equalizati@nd rescaling, our ap- marks (including the hidden one, i.e., the 500th mark). It is

1please note that although histogram equalization is useful in enhancingin the following experiments, StirMark of version 2.3 with all default pa-
image contrast, its effect is sometimes too severe in many purposes [31]. rameters is used.
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watermarking and fragile watermarking into a single one for
image/audio authentication and protection.

There are still some issues that deserve further exploration.
First, we shall focus on the issue of how to eliminate the need
of storing and retrieving the mapping file and the hidden wa-
termarks (considered as secret keys) for watermark detection.
It is believed that secret key detection will encumber the au-
tomation and portability of watermarking. We shall spend more
time on the issue of public-key detection [8]. Second, trying to
devise a general enough mechanism which can resist a great va-
riety of attacks is a very difficult problem because attackers can
always design smarter attacks [16], [35]. Therefore, we shall
spend some time on this issue in our future research. Third,
we shall seriously deal with the multiple watermarking problem
in the future. To the best of our knowledge, if multiple water-
marking is used by other people for malicious purpose, then
it is equivalent to the “ownership deadlock” problem [4]. On
the other hand, if multiple watermarking is used by the owner
himself for commercial purpose, then this scenario is similar to
the fingerprinting problem. Our future work will consider com-
bining fragile watermarking and fingerprinting together. By and
large, the aforementioned mechanism is still an open problem
and requires to be further explored.
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Fig.9. Uniqueness verification of robust watermarking under a Gaussian noise
adding attack (a) attacked image after the Gaussian noise was added and (b) the
detector responses of the extracted watermark with respect to 10 000 random
marks (including the hidden the hidden one, the 5000th mark).
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