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Slow-Paced Persistent Network Attacks Analysis
and Detection Using Spectrum Analysis

Li Ming Chen, Shun-Wen Hsiao, Meng Chang Chen, and Wanjiun Liao,

Abstract—A slow-paced persistent attack, such as slow worm
or bot, can bewilder the detection system by slowing down their
attack. Detecting such attacks based on traditional anomaly
detection techniques may yield high false alarm rates. In this
paper, we frame our problem as detecting slow-paced persistent
attacks from a time series obtained from network trace. We focus
on time series spectrum analysis to identify peculiar spectral
patterns that may represent the occurrence of a persistent activity
in the time domain. We propose a method to adaptively detect
slow-paced persistent attacks in a time series and evaluate
the proposed method by conducting experiments using both
synthesized traffic and real-world traffic. The results show that
the proposed method is capable of detecting slow-paced persistent
attacks even in a noisy environment mixed with legitimate traffic.

Index Terms—Network security, persistent activity, slow-paced
attack, spectrum analysis, time series.

I. INTRODUCTION

persistent network activity actuates periodically for a
certain period, and leaves a footprint of a series of
data packets. Those activities include many daily normal
operations, such as network management operations and re-
mote database synchronization, as well as malicious attacks.
Traditional attack detection [1], [2] usually assumes that the
malicious attack (e.g., fast-spreading worms) generates more
network traffic than legitimate events (i.e., normal non-attack
network activities), and thus focuses on monitoring significant
volume deviations from the normal traffic. In this paper, we use
the spectrum analysis technique to analyze network trace and
raise alert of potential slow-paced persistent network attacks
(called slow-paced attack for short), which does not expose
significant behavioral deviations that the traditional detection
approaches cannot detect or may falsely misjudge.
Slow-paced attacks are programmed to perform a sequence
of network events, such as port scan or “phone home” of a
recruited bot, to jointly carry out the designated task. In order
to bewilder the detection system, slow-paced attack increases
the period between two events so called remporally sparse.
The difficulty of detection problem resides in distinguishing
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such slow-paced attack events from increasingly complex and
enormous Internet traffic. Typically, a slow-paced attack may
consist of probe, compromise and propagate, command and
control, and perform malicious tasks. Some of them (e.g.,
compromise and propagate) generate transient activities that
will not affect the overall spectral pattern, while some activities
(e.g., perform malicious tasks) may be bursty which can be
easily observed in the time domain. In this paper we only focus
on detecting those persistent activities generated by malware,
instead of investigating all other malware behaviors.

Specifically, we frame our problem as detecting slow-paced
persistent attacks from a time series obtained from network
traffic. We focus on time series spectrum analysis to identify
peculiar spectral patterns that may represent the occurrence of
a persistent activity in the time domain. We argue that although
the correlation among these slow-paced events is temporally
weak and difficult to discover in the time domain, their reg-
ularity is preserved in the corresponding time series and may
be observed in the frequency domain. Further, operating on
a time series is time efficient and resource conserving, which
allows us to analyze long-term network traffic. Compared with
frequency-based approaches adopted in other research fields,
such as harmonic analysis in signal processing or heart rate
analysis in medicine, they usually have a clear target and
single data source in a less noisy observation environment.
In the slow-paced attack detection, however, we must deal
with the concerns that (1) attack is not known beforehand,
and (2) each monitoring environment has their own time-
varying traffic patterns. The unknown target and complicated
environment make the detection process even more difficult.

Based on the mathematical model proposed in this paper,
we examine the spectral properties of both legitimate and
slow-paced attack time series. We find that human triggered
legitimate events tend to generate a flat spectrum and the
average spectrum magnitude decreases when the duration of
the observation is increased. In contrast, the persistent attack
events generate a sequence of peaks in the frequency domain,
which are not affected by the length of the time series. Based
on the observation, we propose a method to adaptively detect
slow-paced attack in a time series. We evaluate the proposed
method by conducting experiments using both synthesized
traffic and real-world traffic. The results show that the pro-
posed method is capable of detecting slow-paced attacks even
in a noisy environment mixed with legitimate traffic. The
contributions of this work can be summarized in the following
points.

o This work analyzes the characteristics of slow-paced

attacks and legitimate traffic in the frequency domain.



IEEE SYSTEMS JOURNAL, VOL. X, NO. X, MONTH YEAR

« The proposed frequency-based method can effectively de-
tect slow-paced attacks, which are difficult to be observed
in the time domain.

o The proposed method is evaluated using both synthesized
dataset and real-world traffic traces, and the advantages
and limitations of the proposed method are fully dis-
cussed.

The remainder of this paper is organized as follows. Section

IT discusses related work and Section III provides an example
of a slow-paced attack and the background of spectrum analy-
sis. In Section IV, we examine the spectral properties of both
legitimate and persistent attack time series. We describe the
problem and present our attack detection method in Section V.
We evaluate the proposed method based on synthesized traffic
and real-world traffic in Section VI. Section VII discusses the
limitation of the proposed method and concludes the paper.

II. RELATED WORK

In literature, many detection approaches also focus on
investigating stealthy attacks. Staniford et al. [3] propose a
stealthy portscan detection mechanism based on spatial contact
properties. Our approach focuses on time series spectrum
analysis which requires no prior information about contact
peers and connection status. In [4], Sekar er al. propose a
multi-resolution approach for worm detection, including slow
worms. Their approach needs to track the contact peers of
individual hosts for different destination ports in a large time
window and may incur false positives (FPs) when facing a
crowded network with complex traffic patterns (e.g., P2P).
For botnet detection, Giroire et al. [S] apply a similar concept
to identify stealthy C&C (command and control) traffic and
detect bots in a monitored network. Similarly, they need to
measure the temporal persistence for individual destination
atoms on each end-host. However, nowadays, bot master
may use fast-flux techniques to hide such persistent com-
munications. In [6], Akujobi et al. propose an integrated
detection approach for both fast and slow scanning worms.
Their approach does not consider the impacts of legitimate
traffic. Gao et al. [7] especially focus on online detection of
stealthy spreaders in a high-speed network. This approach may
have the same limitation as to the multi-resolution approach in
[3] since it also needs to track distinct communication pairs in
a predefined time interval and may result in FPs when dealing
with a slow-paced attack. In [8], an entropy-based detection
scheme for varying scan rate (VSR) worm is introduced. VSR
worm detection is beyond the scope that our frequency-based
detection method can deal with, because the regularity of
attack behavior may no longer exist. However, our approach
is general enough to detect other recurring phenomenon in
network security, such as bots phone home, which cannot be
detected by an attack-target distribution-based approach. In
[9], Chen et al. propose a scalable forensics mechanism to
identify the origin of a stealthy self-propagating attack. They
focus on spatial and temporal contact activities to reduce the
traffic volume and back track the attack, while our work focus
on analyzing the spectral properties of the attack.

Some literatures also focus on the frequency domain anal-
ysis for some security issues. In [10], Barford et al. utilize

wavelet filters to analyze the characteristics of ambient and
anomalous traffic. Zhou et al. [11] use Fourier transform
to mine frequency patterns from various network attacks,
such DoS, portsweep, and dictionary attacks. Our approach
can further recognize the suspicious patterns and identify
the potential recurring rates. In [12], Kim et al. inspect the
frequency characteristic of scanning worms and design a
real-time detection algorithm to filter out the attacks. Their
approach, however, considers the detection algorithm and is
suitable in a well-managed operation environment in that some
required parameters are available, such as the update margin.
Our approach concentrates on identifying the persistent activ-
ities generated by a single or multiple slow-paced attacks.

III. BACKGROUND

This section provides background knowledge of this work.
We first give an example of slow-paced persistent attack. We
then introduce the basic spectrum analysis theory, the discrete
Fourier transform (DFT), including some practical issues when
using DFT on time series spectrum analysis.

A. Stealthy and Slow-Paced Attack

Conficker [13], [14] is a computer worm and also a botnet
discovered in November 2008. It has up to five variants and
it mainly exploits vulnerability in the NetBIOS server service
on Windows computers. In the execution flow of Conficker
mentioned in [14], after completing its initial operation, Con-
ficker enters an infinite loop to perform its preprogrammed
tasks. Conficker uses this mechanism to gather or exchange
information from the master servers that are controlled by the
attacker. For example, Conficker A, one of the Conficker’s
variant, generates a list of domain names and attempts an
HTTP connection to try to download the most recent exe-
cutable code from each domain. This task is repeated every
three hours to make itself updated and avoid being detected by
signature matching. When a computer was infected by Con-
ficker, such a long sleeping period makes Conficker stealthy
that its communications are submerged within tremendous
normal Internet traffic. Note that this persistent activity is only
part of all the activities of Conficker. Similar to other malware,
Conficker is also designed to propagate and cause damages to
the system or network.

B. Discrete Fourier Transform

In this work, we adopt DFT as the spectrum analysis tool for
understanding the frequency content of a connection attempt
time series. The DFT maps a finite-length discrete time-
domain signal into an equal-length sequence of frequency-
domain samples, which is also called the spectrum. Given
a time-domain signal = with length L (e., z = {x|t =
0,1,...,L — 1}), the converted spectrum X which consists
of a sequence of samples X at frequency f can be computed
as (1), where F () is a symbol used to denote the transform,
0 < f < L -1, and the coefficient 1/L is a conventional
normalization factor [15].

Xy =Fla)y = £ 315 e 2L, (1)
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We usually use shifted DFT to represent a spectrum in both
positive and negative frequencies. Since these two portions of
the spectrum are symmetrical at frequency 0O, the spectrum
analysis in this work will only consider the spectrum of non-
negative frequencies. DFT could be computed in O(Llog L)
by using the fast Fourier transform (FFT) algorithm, such that
the spectrum analysis is efficient. DFT has the property of
linearity. For an aggregate signal * = y + z, the converted
spectrum can be represented as X =Y + Z, where Y and Z
are the spectrums of signals y and z respectively. However,
the output of DFT (e.g., Xy) is in general a complex number.
For the purpose of comparison, we usually take the absolute
value of a complex number (denoted as | Xy |) to depict the
magnitude at a frequency in a spectrum.

C. Practical Issues of Time Series Spectrum Analysis

In the below, we discuss some practical issues such as
accuracy and performance when using DFT on time series
spectrum analysis.

According to the sampling theorem, signal frequencies
higher than the Nyquist frequency, which is defined as half
the sampling frequency of the signal, will fold back into lower
frequencies; that causes the aliasing problem. Fortunately, in
this work we mainly focus on detecting low rate events, such
that we are not worried about losing high frequency events.
Even when high frequency events are lost, we are still aware
of their impact due to the aliasing effect.

Leakage is a phenomenon where the energy at a frequency
in a spectrum leaks to other adjacent frequencies. The reason
is DFT usually requires that the input signal be a nonzero
distribution of compact support and assumes that the support
area can represent the periodicity of the signal [16]. However,
as the periodicity of the input signal is unknown in advance,
leakage problem is inevitable, and in this work, the proposed
detection method will deal with the leakage problem.

A final and general concern about the accuracy involves the
picket fence effect (a.k.a. resolution bias error), which is due
to the discrete spectrum nature of DFT. If a frequency does
not match the discrete points of a spectrum, its magnitude will
be falsely measured.

For the performance issue, the FFT algorithm runs in
linearithmic time according to the length of the time series.
Practically, we create a time series with a shorter length while
cover the same duration of the data by using a larger time bin.
However, a binned time series has a coarse-grained temporal
resolution, such that it also loses the capability to observe
rapidly changing events. On the other hand, a binned time
series may tolerate some frequency fluctuations when a regular
event suffer disturbance due to various noises, such as variable
transmission delay of packet. The impact of using time bin in
time series spectrum analysis will be examined and discussed
in our experiments (see Section VI).

IV. SPECTRAL PROPERTY ANALYSIS

In this section, we first use mathematical models to examine
the spectral properties of both legitimate and persistent attack
time series. These preliminary observations give us hints to

explore the problem of slow-paced persistent network activities
detection. We define an event as a connection attempt of one
host communicates with another host, regardless of success
or failure. Each event is timestamped with the connection
start time. We construct a time series to record the connection
statistics (i.e., total number of outbound connection attempts
of all hosts in the monitored network domain per time interval)
through the monitoring period. We now present the time series
model for generating persistent attack events and legitimate
events and examine their spectral properties.

A. Spectral Properties of Persistent Attack Events

1) Single Attacker: In this subsection, we discuss the case
of single attacker who generates persistent attack events. Based
on our definition of time series, the persistent events may be
traced in the time series with identical interval. Therefore, we
borrow the concept of impulse train [15] to model a persistent
attack with attack period 7' that incurs an attack event for each
time period T" as a T-periodic time series z = {z;} of length
L as follows:

"o Ot = kD), ©)

Zt =

where R is number of impulses during the observation (e.g.,
R =|L/T|) and ¢ is a delta function which returns 1 when
the inner equation is zero, otherwise returns 0. We use J to
indicate a connection attempt triggered by an infected host at
a specific time. In the ideal case, the spectrum of an infinite
impulse train with a period 7' forms an impulse train with a
frequency interval 1/T (for every two adjacent impulses in the
spectrum).

When L is a multiple of T (i.e., mod(L,T) = 0), the
time series records the repeated attack activities during the
observation. Based on DFT, we can know that the converted
spectrum Zy is

L-1 L/T—-1 —ion#
Zy =134 ( kio 6(t — kT))e72nft/L
L/T-1 L—1 ion
= % kio o 0(t —KkT)e jomft/L
= % égfl e—i2mfKT/L 3)

Equation (3) is derived due to the shifting property of the delta
function. If f is a multiple of L/T, Z; is 1/T since e72™ = 1
where n € Z; otherwise, Z¢ is 0 due to the summation prop-
erty of the root of unity. Therefore, the converted spectrum will
have T impulses with frequency interval L/7T and magnitude
1/T, which forms an impulse train in the frequency domain.

However, when L is not a multiple of 7" (i.e., mod (L,T) #
0), the spectrum spreads out to a series of needle-like structure
due to the leakage problem, while the peaks of these needles
still preserve certain periodicity. In this case, using a longer
time series (i.e., a large L) can help increase the resolution in
the frequency domain and reduce the effect of leakage.

In the below, we use some examples to demonstrate the
spectral properties of a single attacker. We use PA(T, L, b)
to represent a T-periodic attack time series with length L
measured by bin size b, where PA is the abbreviation of
persistent activity.

Fig. 1(a) shows the spectrum of PA(10,100,1). We can
see that in this case the impulses in the spectrum have
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Fig. 1. Demonstration of the spectrums of persistent activities.

magnitude 0.1 and their frequency intervals are 0.1 Hz. In
Fig. 1(b), we increase the length of the time series to 1000
and we can see that the converted spectrum presents the
same spectral properties as Fig. 1(a) with a finer frequency
resolution (i.e., 0.001 Hz). Fig. 1(d) shows the spectrum of
PA(12,100,1). Due to the leakage problem, the spectrum has
several peaks instead of impulses. The peak intervals (defined
as the differences of two adjacent peaks) are close to 1/12
(0.083) Hz. Since, the frequency unit in x-axis in Fig. 1(d) is
0.01 Hz, the converted spectrum depicts an imperfect impulse
train due to the picket fence effect and the leakage problem.
We can see that the peaks are actually located at frequency
indices {0,8,17,25,33,42,50} on the x-axis. Note that their
intervals are not identical. In Fig. 1(e), we can see that using a
longer time series can help increase the frequency resolution in
the spectrum and somewhat ease the leakage problem. Overall,
we find that the longer the time series is, the better the spectral
properties of a single attacker in this case match the properties
of the impulse train model.

2) Multiple Attackers: Considering the scenario that there
are more than one attack source with same attack period
in the network, their integrated time series contains mul-
tiple attack time series. We denote P T-periodic attack
time series by {z°,z1,...,2F 1} and their initial delays by
{€0,€1,...,ep_1} where g9 = 0 and €;;9 < T In signal
processing, signal shifting in the time domain corresponds to
modulation in the frequency domain. The converted spectrum
of the integrated time series is as:

FAL+ 21+ 42071,
= .F({Zt + Zt—eq —+ ... +Zt—ap,1})f
_ (1+6_j27rf€1/L+...+€_j27rf8P*1/L)Zf, 4)

where Zy = F(2°);. Accordingly, we can know that the
converted spectrum still has a periodic pattern while the
magnitudes of these peaks are determined by the modulation
effect. In Fig. 1(c) and 1(f), we show the converted spectrum
of the integrated time series of two attack sources. Their initial
delays are randomly generated. Note the initial delays of the
two time series affect the shapes of the spectrum.

As a special case, the integrated time series can be-
come a new periodic time series if their initial delays

{€0,€1,...,ep—1} form an arithmetic progression with com-
mon difference 7'/ P. In this case, (4) can be derived as

]:({Zt + 2ty +.. Zt—EP—l})f
(14 2RI T/(PL) | f =2 f(P=VT/(PL) 7

- ZqP:—Ol e=d2rfal/(PL) 7. (5)

Consider (3) and (5), we can infer that in a converted spectrum
the magnitude is PZ; at f when f is a multiple of PL/T,
and O for other cases of f, if the leakage problem is ignored.
Hence, the converted spectrum is equal to the spectrum of a
T/P-periodic time series.

In a quick summary, if an attack time series consists of
several persistent activities with identical period, its spectrum
will contain an impulse train-like pattern. The frequency
intervals of the peaks in the spectrum are nearly identical and
present the periodicity of the persistent activities in the original
time series. These peak intervals may not be identical due to
the picket fence effect and the leakage problem. The number
of attack sources (each one generates a persistent activity)
affects the magnitudes of the peaks proportionally, while the
initial delays of these interleaved persistent activities affect the
spectrum sinusoidally. The length of an attack time series is
not the main cause that changes the magnitudes and frequency
intervals of the peaks, while a longer time series increases
the frequency resolution of the spectrum and eases the picket
fence effect and leakage problem to certain level. Finally, if the
recurring events delay or fluctuate in the time domain, it may
generate more complicated spectral pattern in the frequency
domain. We will address this problem in Section VI.

B. Spectral Properties of Legitimate Events

In the early years, researchers usually used Poisson process
to model network activities, such as TCP connection arrivals,
due to its strong theoretical properties. However, Paxson et al.
[17] discovered that applications such as TELNET that gener-
ates a single TCP connection per user session are well modeled
by Poisson processes, whereas applications such as HTTP
and X11 which may generate multiple connections per user
session are not. Actually, Crovella et al. [18] demonstrated and
explained why web traffic (i.e., HTTP) exhibits behavior that is
consistent with self-similar traffic model. Feldmann [19] also
showed that the TCP connection arrival process shows self-
similar behavior and that TCP connection interarrival times are
statistically better modeled by distributions with heavy tails,
especially the Weibull distribution, than traditional models. In
[20], Nuzman et al. demonstrated that in a local area network
user session arrivals are still Poisson distributed and within an
individual user session, the number of connections and mean
interarrival times are biPareto distributed and the interarrivals
of these connections are Weibull distributed. In recent years,
the arrivals of user-initiated application sessions, such as web
or P2P, were also investigated as Poisson distributed [12], [21].
Even in a wireless network, Lee ef al. [22] discover that the
marginal distribution of the TCP connection interarrival times
is piecewise Weibull distributed.

In spite of extensive investigation on the TCP connection
arrivals, few papers have discussed and modeled the arrival
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patterns of UDP flows. Although UDP is connectionless, some
intrusion detection systems or firewalls (e.g., Netfilter/iptables)
can somehow recognize “UDP connections” for better under-
standing and distinguishing network activities. In this paper,
we consider both outgoing TCP and UDP traffics observed in
a monitored network for our time series spectrum analysis.

In the following, we first investigate the scenario that a time
series generated by individual host is independent and identical
distributed (IID); therefore, so is the aggregate time series of
all hosts in the whole network. Then, we investigate non-IID
time series. We adopt the two-level model [20] to model real-
world traffic and study their spectral properties.

1) IID Time Series: For an IID time series, we propose to
use statistical-based approach to analyze its average spectral
properties. That is, we study the mean and variance of the
magnitude at each frequency of the converted spectrum.

Let’s denote the time series of legitimate traffic of whole
network by v;, the expected value of a legitimate spectrum
(denoted by Y;) can be computed as follows:

E[Y}] = E[l L—1 yte—jQWft/L]

L t=0
= L 1 ElyJe 2 ft/E (6)
=m(f 3o, e YL (7
— mé(f), @®)

where (6) is derived because the time series is IID and
in (7) we further denote E[y;] by m to show that it is a
time-independent random variable which is only affected by
the probability distributions of this aggregate time series. In
(8), the §(f) is derived that the magnitude at frequency 0
reflects the mean connection statistics of the legitimate time
series (which corresponds to the definition of DFT), while
the magnitudes at the other frequencies have zero mean.
It can be reasoned by the IID legitimate traffic generated
by stochastic processes does not tend to concentrate at any
particular frequency. The randomness of legitimate traffic is
due to the dynamic of user operations which is not caused by
any recurring phenomenon.

Similarly, the variance of Y; can be computed as follows:

Var(Yy) = Var(7 312, gee /271/E)

= 7z X, Var(y)e i ©)
= (s :sL;ol e—J4nft/L (10)
_Y
=

where (9) is derived because the time series is IID letting us
ignore the covariance term when calculating the variance for
the legitimate spectrum. Also, in (10), we denote Var(y;) by
v to show that it is also a time-independent random variable
which represents the variance of connection statistics of an
aggregate time series at each time unit. We find that the
variance of Y is proportional to the variance of the time series,
while degrades according to the increases in the length of the
time series. From the above results, we know that in average
the spectrum of an IID time series tends to be a flat spectrum.

To demonstrate our findings, we first use Matlab function
normrnd to generate a Gaussian-based time series by seting

Spectrum of a Gaussian process Avg. spectrum of 1000 Gaussian Avg. spectrum of 1000 Gaussian

(L=100, p=5, 0=1) processes (L=100, p=5, 0=1) processes (L=1000, u=5, o=1)
0.5, 0.5 0.25
+ St + St

.4, .4 .2
g° g0 - Men| g ° - Memn
% 0.3] .g 0.3 g 0.15
202 202 ? 01
= = =

0.1 0.1

0.05

G0 01 02 03 04 05
Frequency (Hz)

GO 01 02 03 04 05
Frequency (Hz)

OO 01 02 03 04 05
Frequency (Hz)

(@) (b) (©

Spectrum of a Poisson process Avg. spectrum of 1000 Poisson Avg. spectrum of 1000 Poisson

(L=100, A=1) processes (L=100, A=1) processes (L=1000, A=1)
0.5 05 0.25
+ St + St
.4, .4 .2
gt g® - Men|| g° - Mem
2 03] 203 2015
= = =
202 202 2 01
= = =

0.1 0.1

0.05

OO 01 02 03 04 05
Frequency (Hz)

G0 01 02 03 04 05
Frequency (Hz)

OO 01 02 03 04 05
Frequency (Hz)

(d) (e) (H

Fig. 2. Demonstration of the spectrums of IID legitimate events.

w=>5,0=1,and L = 100 and round these random variables
to the nearest integers. A Gaussian-based time series represents
the connection statistics following Gaussian distribution at
each time unit. Fig. 2(a) depicts the spectrum of such a time
series. We can see that there are no clear peaks in this spectrum
which tells that the traffic pattern of this kind does not concen-
trate on specific frequencies. We then repeat this experiment
by the same setting for 1000 times and compute the mean and
standard deviation of the magnitude at each frequency from
these spectrums, and show the average results in Fig. 2(b).
We can see that the magnitude at each frequency has zero
mean, except at frequency 0, and their standard deviations fall
in a very narrow range. Based on the standard deviation, we
can infer that the variance at each frequency is about 0.01.
Both figures match the mathematical model mentioned above.
Further, we increase the length of the time series to 1000 and
repeat the experiment of Fig. 2(b). In Fig. 2(c), we can see that
the mean magnitude at each frequency in the spectrum is still
zero and the standard deviation unitedly becomes smaller. This
observation is also consistent with our mathematical model.

In Fig. 2(d), we illustrate a spectrum converted from a
Poisson-based time series generated by using Matlab function
poissrnd and taking A = 1 and L = 100. Poisson-based time
series satisfies the traditional traffic model that user behavior
is controlled by an arrival rate with memoryless property. We
can see that there are also no clear peaks in this spectrum,
similar to Fig. 2(a). We again compute the average spectrums
for Poisson-based time series in the same way as Fig. 2(b) and
2(c) and depict the average spectrums in Fig. 2(e) and 2(f).
We find that the results both satisfy our mathematical model
which indicates a flat spectrum of an IID time series.

2) Non-IID Time Series: As mentioned, the real-world
network traffic may not be IID. We now adopt the two-
level model [20] to model real-world traffic and study their
spectral properties. We configure the parameters as those
defined in [20] and generate a 25-day long time series with
mean connection statistics about 6. We also measure the
Hurst parameter [23] of the derived time series and the value
is about 0.63. For self-similar processes, the values of the
Hurst parameter are larger than 0.5 and the degree of self-
similarity increases as the value increases. This indicates that
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the synthesized legitimate time series holds the self-similar
nature.

We randomly select a short period time series with length
100 and 1000 seconds from this 25-day long time series and
perform spectrum analysis. We run the experiment 1000 times,
compute the mean magnitude and the standard deviation at
each frequency, and plot these values in Fig. 3(a) and 3(b)
separately. We can see that since the generated connections
may have certain correlation, both the mean magnitudes and
the standard deviations slightly increase at the lower frequen-
cies. However, the rest part of the spectrum still has zero
mean with nearly consistent standard deviations in magnitude,
which corresponds to the observations of an IID time series.
Moreover, for a longer time series, the spectrum has lower
magnitudes in average.

C. Summary

In comparing the attack and legitimate time series and their
spectrums, we summarize our findings as follows:

o The spectrum of a legitimate time series tends to be a flat

spectrum that might have high peaks in low frequency.

« For a persistent attack time series, the spectral properties,
such as number of peaks and the peak intervals, are
mainly affected by its recurring period and are indepen-
dent to the length of the time series.

o While comparing an attack time series to a legitimate time
series, they have opposite effects on their spectral patterns
when their time series are increased. For an attack time
series, increasing length can mitigate the leakage problem
in the spectrum, and hence improve the capability of
recognizing the pattern of its impulse train. In contrast,
lengthening a legitimate time series decreases the average
magnitude in its spectrum.

o In general, the attack spectrum has certain properties
which are more stable and suitable for pattern recogni-
tion, while the legitimate spectrum is more random and
may affect the recognition of the attack.

Based on these findings, we are motivated to design an
adaptive detection method by adjusting the length of the
inputted time series and inspecting impulse train-like spectral
patterns in order to detect persistent activities.

V. ATTACK DETECTION
A. Problem Description

Considering a monitored network with M active hosts, N
of these M hosts are infected by an attack. All hosts generate

legitimate traffic independently, while infected hosts further
generate attack traffic. We assume that the attack behavior
of infected hosts will not disturb their normal operation;
this assumption is tenable especially for slow-paced attacks.
Binned connection statistics of the monitored network are
recorded to form a time series. A time series x with length L
is denoted by x = {x¢|t = 0,1,...,L — 1}. For a bin ¢, x;
records connection statistics within time interval [b¢, b(t + 1))
with bin size b seconds.

For a monitored network, x can be further formulated as the
aggregation of a legitimate time series y and an attack time
series z. That is

M 1 N i
I:y+2:zi:1yl+zjzozj,

where y° represents the time series of legitimate connections
generated by host i and 27 represents the time series of attack
traffic generated by infected host j.

We denote X as the spectrum of x by using DFT and our
goal is to identify the patterns in X that can be used as the
evidence to detect the existence of persistent activities in x.
According to the linearity property of DFT, we know that

X=Y+zZ=y"vi+¥¥ 7,

where Y and Z are the spectrum of y and z, respectively, and
Y? and Z7 are the spectrum of y° and 27, respectively.
There are significantly different spectral features between
attack time series and legitimate time series. Therefore, it is
practicable to determine the existence of a persistent activity
by identifying its spectral pattern from an aggregate spectrum.
In the following, we describe the concept and the algorithm of
the proposed frequency-based detection method for detecting
slow-paced persistent activity embedded in a time series.

B. Detection Concept and Conditions

We treat the detection as a pattern recognition task for
finding peculiar spectral pattern of an impulse train in the fre-
quency domain. According to the observations in the previous
section, our strategy is to adaptively increase the length of the
inputted time series to discover attack events. Increasing time
series length decreases the degree of interference caused by
legitimate traffic, while the spectral pattern of attack traffic is
still preserved. For each iteration, we compute the spectrum
of the time series and select candidate peaks using a magni-
tude threshold (denoted by 6,,,). This magnitude threshold is
calculated from the time series and will be updated for each
iteration. At last, we examine the frequency intervals of these
candidate peaks and decide whether there has any persistent
activity embedded in the time series. Based on this concept,
we design a detection algorithm in the next subsection.

We now discuss how we select 6, and infer the required
length which is defined as the low bound of the length of
the time series for a successful detection. According to the
mathematical models mentioned in Section IV-B, we know
that the magnitudes at each frequency of the spectrum of an
IID time series are determined by its spectral variance. These
spectral variances are proportional to the variance of the time
series. Further, based on central limit theorem, the magnitudes
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in a legitimate spectrum would be normally distributed. We
argue that the magnitudes at the frequencies generated by
persistent activity would be higher than the magnitudes at
other frequencies. Therefore, we define 0,, = p/v/L and
use standard deviation as the basic value for inferring the
magnitude threshold. In the experiments, we take p = 3
because in statistics three standard deviations can account for
99.7% of the magnitudes in the spectrum [24]. In order to
have a successful detection, the length of the time series has
to be sufficiently long to reduce the spectral variance such that
the peaks from attack time series can stand out. To detect a
T-periodic persistent activity, the condition that 1/7 > 6,,, has
to be met, as from (3), 1/7 is the magnitude of the peaks of
the attack time series. By the definition of 6,,,, we can know
that the required length satisfies

L > 9072, (11)

Practically, we can use this low bound as the initial length
for our time series spectrum analysis. However, there are two
problems remained. The first one is we cannot know the value
of T and number of attackers in advance. Second, the real
world traffic may not be an ideal IID time series. Therefore,
in our detection algorithm, we use an initial length (denoted
by L;,i:) and for each iteration we increase L for discovering
patterns with a finer frequency resolution. In our experiments,
the maximum length is configured as the length of the traffic
trace we had collected from the monitored network. The effect
of different time bin sizes will be explored and discussed in
the experiments.

We now use Fig. 1(f) as an example to illustrate our
detection method. First, we compute 6, from the analyzed
time series and select the candidate peaks from the spectrum.
In this case, 6., is close to 0.11 and the peaks higher than 6,
locate at the frequency indices {0, 17,25,42}. (Note that not
all of the attack peaks are above 6,,, when we only consider a
100-second long time series in this case). Then, we derive three
peak intervals as {17,8,17}. We find that the peak intervals
are not the same but the smallest interval is close to the
greatest common divisor (GCD) of all intervals. To tolerate
this obscuration which may be caused by picket fence effect,
leakage problem, or multiple attackers, we define a is a weak
GCD (denoted as WGCD) of bif b=s x a+r where r < s
orr > a—s—1, s,r € N. We further design a function
called wgcdCount(a, B) in the detection algorithm to count
the number that a is a WGCD of other peak intervals in B. Our
goal is to find a peak interval who has the highest number of
WGCD count, and based on this peak interval we can compute
the recurring period of the potential persistent activity. In this
example, the peak interval 8 has the largest WGCD count. As
the frequency unit is 0.01 Hz, we can infer the target frequency
as 1/0.08, which is 12.5 (close to 12). The result can be more
accurate by using a longer time series.

C. Detection Algorithm

The pseudo code of our detection algorithm is shown in
Fig. 4. The inputs of this algorithm are a time series, the bin
size of this time series, and a predefined initial length for the

Algorithm. Detect the Impulse Train-like Pattern in a Time Series
Input: time series x, bin size b, and initial length L;,, ;¢

Output: detection result r, recurring period T+, and length Lo+
Loz = length(z);

1.

2. L = L;nit and Loy = O;

3. while(L < Lpmaz)

4. X < get non-negative frequency spectrum of abs(fft(z(1: L))/L);
5. O, < py/var(z(1l:L))/L;

6. Select Freq. sections S;,% = 1,2, ..., such that Vf € S; : X5 > 0,
7. Select Freq. indices p;,i = 1, 2, ... of the highest impulse for every S;;
8. Compute Ap = Ap;,i =1,2,... where Ap; = p; — pi—1,po = 0;
9. Compute ¢; = wgecdCount(Ap;, Ap) for every Ap;;
10. Gmaz < max(q;); Apout < Ap; that generates ¢ aq;
11 if gmaz > B X [|Ap]|
12. fout = Apout/(bL);
13. r=1Tout = l/fouts and Loyt = L
14. return;
15. else
16. r=0and Tyt = 0;
17. L = increment(L);
18. end
19. end

Fig. 4. Pseudo code of persistent activity identification from a time series.

detection. The outputs are a flag which indicates whether an
impulse train-like pattern is found or not and an identified
recurring period and time series length if the flag is set to 1.
As mentioned, the algorithm will adaptively adjusts L until it
reaches the maximum data length or a successful detection.

In each iteration, we first compute the spectrum of the time
series by using FFT. Only the spectrum belonging to non-
negative frequencies are used for the following investigation
(line 4). As mentioned, we compute 6,,, by three (p = 3) stan-
dard deviation of the magnitude of the spectrum which can be
calculated from the inputted time series (line 5). We ignore the
impact of the potential persistent activities in the time series
on computing 6,,,. We then use 6,,, to distinguish outstanding
magnitudes from a generally flat spectrum. Due to the leakage
problem, the magnitudes of neighboring frequencies around
the target frequency may exceed 6,,; they together form a so
called frequency section (line 6). We select the highest impulse
of each frequency section as the representative impulse and
record the frequency (line 7). Then, we compute frequency
intervals of these representative impulses (line 8) and count
the WGCD of these intervals using wgcdCount(a, B) (line
9). If the interval with the largest WGCD count (line 10) is a
factor of more than 3 of all peak intervals (where 0 < 5 < 1),
we claim to identify a persistent activity (line 11). The reason
of line 11 is to remove insignificant peak intervals incurred
from noise. We then compute the output parameters (line 12
to 13) and return (line 14). Otherwise, we further increase
the length of the time series and do the inspection again
(line 15 to 19). The increment function in line 17 can be
arithmetic increment (i.e., L = L+ ) or geometric increment
(i,e., L = (1 4+ «)L), up to the decision of users. The time
complexity of the algorithm is O(Llog® L).

Note that in some cases, our algorithm may falsely report a
rate which is the multiple of the target recurring rate. That
means 7,,; is a factor of true recurring period T'; this is
because the inputted attack time series is not long enough
to obtain necessary peaks exceeding #,,. In such case, the
algorithm usually stops earlier (than it supposes to be) and we
argue that we still have a successful detection with a shorter
period, as this information is still useful in detection the attack.
We call this phenomenon as early detection effect.
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TABLE I
NUMBER OF SUCCESSFUL DETECTION UNDER VARIOUS EXPERIMENT
SETTINGS IN DIFFERENT FIGURES
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Detection Legnth (s)
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Fig. 5. Detecting persistent activities in a Poisson-based time series. (a)
The detection lengths of a single attacker. A indicates the arrival rate of the
legitimate traffic. (b) The detection lengths of multiple attackers. A is fixed
as 0.1. The solid lines in (a) are derived from Eq. (11).

D. Power Aggregation at Low Frequencies

In the preliminary experiments, we have shown that le-
gitimate time series tend to generate a flat spectrum except
slightly higher magnitudes at the lower frequencies. The truth
is we also observe this kind of phenomenon in the spectrum
of our collected network traffic time series. For a long-term
investigation, the daily effect of the network traffic, which has
different traffic at day and night time, may result in this long-
term regularity as well. Therefore, we also consider to use a
frequency threshold (denoted by 6¢) to only keep the spectrum
at high frequencies and ignore the spectrum at frequencies
lower than 0. In our experiments, we will show that by using
6y the proposed detection algorithm will have higher accuracy.

VI. PERFORMANCE EVALUATION

In this section, we first describe the dataset and the metrics
for the experiments. We then demonstrate the evaluation
results of our proposed detection method for both synthesized
time series and the time series acquired from real-world trace.

A. Dataset

For an attack time series, we not only configure the recur-
ring period but also consider other parameters to make the
simulated time series model more realistic. Specifically, we
extend (2) to model a T-periodic attack time series of length
L for individual host as follows:

2 =1 st — kT — ¢ — d), (12)

where ¢; (where 0 < ¢; < T) represents an initial delay
of infected host 7, d simulates a random network delay in the
monitored environment, and R; is number of impulses of each
host during the observation (i.e., R; = |(L —¢;)/T] when
ignoring the effect of d).

For a monitored network, we generate an attack time series
by configuring the number of attack sources (/N) and the
recurring period (77) based on (12). We also configure a value
for the possible maximum network delay (denoted by dy,qz)
and model d as a random variable uniformly distributed within
0 and d,,4, for each event. The initial delay of individual host
(¢4) is automatically randomly chosen from 0 to 7" — 1.

We inject the attack time series into three types of legitimate
time series to validate the correctness of proposed model and
the capability of algorithm. For the first synthesized time
series, the connection statistics is a Poisson distributed random

5(a) 5(b) 6(a) 6(b) 8(a) 8(b)
A D N D 0y D N D dmaz D D
1 32 10 180 0 22 10 180 8 95 95

b

1
0.5 75 5 180 0.05 180 5 180 4 132 2 139
02 174 2 180 0.1 180 2 180 2 175 4 179
0.1 180 1 180 1 180 0 180 8 179
Note: the first row shows the figure number. The number of successful de-
tection is denoted by D.

variable. It is anticipated that this type of time series tends to
generate a flat spectrum. Secondly, we generate legitimate time
series based on a more realistic two-level model as mentioned
in Section IV-B. At last, we study the characteristics of real-
world traffic time series with injected synthesized attack time
series. We extract this real-world time series from 164.8 GB
NetFlow traces collected from 24 subnets of a campus network
for 25 days (i.e., around 2,160,000 seconds).

B. Synthesized Traffic Simulation

In this section, we focus on the accuracy of the proposed
detection algorithm by examining the required length of the
time series for successful detection under various experiment
settings. We now use Fig. 5(a) as an example to describe
the methodology of our experiments. We use detection length
in the y-axis to represent the required length of the time
series for successful detection. In Fig. 5(a), we run a series
of experiments for a single attacker in a Poisson distributed
legitimate time series. We use different arrival rate A to
compare the impacts of different legitimate traffic volume to
the detection algorithm. We randomly select " from 50 to 950
for an experiment and repeat the experiment for 180 times. We
plot each outputted detection length (L,,;) in the figure if the
detection is successful (i.e., the algorithm returns a detection
result.) In the algorithm, we configure L;,;; = 2000 and
use geometric increment (by setting o = 0.2) to update time
series length. We set 5 = 0.5 for selecting peak intervals with
sufficiently large WGCD count.

In Fig. 5(a), we can see that the detection length increases
rapidly against the recurring period which coincides with (11).
The solid lines in Fig. 5(a) represent the low bound of the
required length derived from (11). If A = 0.1, the detection
algorithm can detect all the persistent activities within a
three-week long time series, and the numbers of successful
detections decrease with the increase of A, as found in Table I.
The reason of failed detection is mainly because the required
time series length is longer than 2,000,000 seconds. Note
that, in Fig. 5(a), some experiments have shorter successful
detection length due to the early detection effect described
in Section V-C. In Fig. 5(a), there are only (6,2,1,2) early
detections for A\ = (1,0.5,0.2,0.1) respectively.

In Fig. 5(b), we study the accuracy of our detection algo-
rithm when there are multiple attackers in a Poisson-based
legitimate time series. We fix A as 0.1 for each attacker, vary
N from 2 to 10, and also run the experiments for 180 different
recurring periods for each N. We found that the proposed
detection algorithm can detect all the persistent activities in
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Fig. 6. Detecting persistent activities in a two-level model-based time series.
(a) The detection lengths of a single attacker by using 6. (b) The detection
lengths of multiple attackers.

these experiments even if the number of the attack source
is 10. Moreover, the detection length for detecting multiple
attackers is similar to the detection length for detecting a
single attacker due to more attack evidence in the time series.
Besides, we notice that only for the case of N = 2, we have
many early detections (62 times in this case). This is because
two overlapped persistent activities have a higher chance to
form a regular series than a complex case with more persistent
activities.

We then study the cases that the legitimate traffic is modeled
by a more realistic two-level model. As mentioned, the user
session is modeled by Poisson arrival, while the connections
within individual user session are controlled by biPareto and
Weibull distributions. By tuning these distribution parameters,
we keep the average connection arrival rate of the generated
time series as 0.1 connection per second for the experiments
in order to compare to the results in Fig. 5(a). In Section
IV-B, we have shown that this kind of non-IID time series
tend to have higher magnitudes at the lower frequencies of
the spectrum. Therefore, we use the frequency threshold (6)
to filter out the spectrum at lower frequencies and only focus
on the rest of the spectrum for the detection.

In Fig. 6(a), we demonstrate that when 6 = 0, which means
we look at the whole spectrum for the detection, we can only
detect persistent activities with small recurring periods. The
0., is not able to prevent the interferences caused by some
random peaks at lower frequencies. However, if we increase 0 ¢
to 0.05 or 0.1 Hz, the numbers of successful detections raise to
180 for both cases (see Table I). In Fig. 6(b), we set 8y = 0.05
and again measure the performance of our detection algorithm
when there are multiple attackers in a time series. We apply
each attacker the same configuration as that in Fig. 6(a) and
we can see that the results are close to the results in Fig. 5(b).
Although we may have some early detection, the proposed
algorithm can successfully detect persistent activities even if
they are generated from multiple attack sources. By using a
suitable frequency threshold, we can detect all the persistent
activities even if there is more than one source of persistent
activities.

C. The Effects of Using Time Bin

As mentioned in Section III-C, using different bin sizes in
forming a time series will result in the frequency resolution
change of the converted spectrum due to the change of
measurement unit (i.e., sampling unit) of the original time
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Fig. 7. Demonstration of the spectral effects of a binned time series.
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series. For a time series with bin size b and length L, the
Nyquist frequency of the converted spectrum is 1/2b and the
frequency resolution becomes 1/Lb. In this subsection, we
discuss the effects of using a time bin for persistent activity
detection.

Legitimate time series. To form a time series from IID
distributions, using different bin sizes only changes the mean
and variance of the binned time series, which still maintains
IID and the converted spectrum tends to be flat as well. The
main factor to shape the spectrum is the variance of the binned
time series. For a more complex case, such as the time series
generated by the two-level model, using time bin may alter
the pattern because the connections are not IID. However,
we argue that the aggregate time series of network traffic are
from multiple sources. The overall traffic pattern may become
random, and hence the binned time series preserve the similar
spectral properties as the original time series.

Attack time series. A binned time series of a persistent
activity still has temporal regularity. If the recurring period
T can be divided by the bin size b (i.e., mod(T,b) = 0),
the time series contains a persistent activity with period 7'/b.
In this case, it is clear that impulse train-like pattern can be
observed in the frequency domain. For the cases when mod
(T,b) # 0, the situation would be more complex. However,
we claim that in this case the binned time series still maintains
its temporal regularity according to Lemma 1 (Its proof is in
Appendix A).

Lemma 1: If a binary time series of a T-periodic event
is binned at a bin-size b where b < T and b and T are
integers, then the binned time series will be equivalent to
the aggregate of b/ interleaved (T/p)-periodic events where
» = gcd(T,b).

Note that the case that mod(T,b) = 0 is covered by
Lemma 1 as well. According to Lemma 1 and (4), we conclude
the spectral properties for a binned persistent activity as
follows. The spectrum of a binned persistent activity will have
rounded (7'/¢) peaks and the frequency intervals of these
peaks are closing to ¢/bT. At frequency 0, we can find the
maximum peak with magnitude as b/7" and the magnitudes of
other peaks are equal to or lower than b/T.
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In Fig. 7, we demonstrate the changes of the spectral
pattern of a binned attack time series, for both the cases
of mod(T,b) = 0 and mod(7,b) # 0. Fig. 7(a) depicts
the spectrum of a PA(30,1000,1) which represents a 30-
periodic time series with L = 1000 and b = 1. If we
form a time series by setting b = 2, the binned time series,
PA(30,500,2), will only be 500 long. According to Lemma
1, we know that this binned time series will contain only one
15-periodic time series. In this case the Nyquist frequency
becomes 0.25 Hz and the spectrum will contain 8 peaks at the
non-negative frequencies (see Fig. 7(b)). If the original time
series is summarized by using b = 4, from Lemma 1, it is
equivalent to 2 15-periodic time series interleaved in this 250-
second-long binned time series. Therefore, in Fig. 7(c), the
Nyquist frequency becomes 0.125 and the number of peaks at
non-negative frequencies is also 8.

Fig. 7(d) shows the spectrum when the period of a time
series is 29 seconds. According to Lemma 1, we know
that using a time bin only increases the interleaved periodic
events co-existing in the binned time series. Therefore, in
Fig. 7(e) and 7(f), the number of peaks is the same as that
in Fig. 7(d), while the magnitude of these peaks is affected by
the modulation effect caused by using time bin.

In a quick summary, we understand that the spectrum of
a binned time series inherits certain spectral properties from
the spectrum of the original time series. For analyzing a time
series with the same duration, using time bin can improve the
efficiency on spectrum analysis.

Another advantage of using time bin is that it can defeat
frequency fluctuation caused by network delay to certain level.
We now demonstrate this advantage on our detection algorithm
by using simulation. We add some uniformly distributed ran-
dom delays into the attack time series to create the fluctuation
of the persistent activity. We assume that there is a single
attacker in the time series and we use A = 0.1 of Poisson
arrival to build the legitimate time series. We found that if
the problem of delay is getting worse, we require a longer
length of the time series for a successful detection, as found in
Fig. 8(a) and Table I. Network delays may result in a reduction
of the number of peaks passing the magnitude threshold test
of our algorithm at higher frequencies.

To overcome the impact of network delay, we reconstruct a
time series for a large time scale by using a time bin. We fix
dmaez as 8 and rerun the experiments by configuring the bin
size b from 1 to 8. In Fig. 8(b), we found that the numbers of
successful detections are increased as shown in Table I. Note
that, in Fig. 8(b), the y-axis represents the duration, defined as
Lb, of successful detection. Therefore, for a larger time bin,
the actual length of the time series used for spectrum analysis
is shorter, which also means the spectrum analysis is more
efficient.

D. Real-World Trace

We also evaluate our detection algorithm against the real-
world traffic collected for 25 days in a campus network. We
monitor all the outgoing connections at an egress interface of
a dorm network with 24 class-C subnets that each subnet has
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Fig. 8. The impacts of network delay and the use of a time bin for the
detection method. (a) The detection lengths under different conditions of
network delay. (b) The detection lengths by using a time bin to deal with
network delay.

different characteristics in their network traffic. For example,
the average number of connections per second ranges from
0.45 to 92.73 and the standard deviations ranges from 2.39
to 85.06. The Hurst parameters for the daily time series and
25-day time series of each subnet range from 0.67 to 0.96 and
from 0.69 to 0.96, respectively, confirm that the self-similar
nature do exist in the collected real-world traffic traces.

In this experiment, we first extract legitimate time series
from these real-world traffic traces. Then, we manually inject
synthesized attack time series into the time series of different
subnets to check the capability of our detection algorithm.
Specifically, for each subnet we inject ten persistent attackers
(N = 10), each of which generates T-periodic time series
based on (12). For each round of the experiment, we only
change the value of 7', while ignore the network delay (i.e.,
keep dynq. = 0). Since the real-world traffic volume is huge,
we found that it is extremely hard to detect a slow-paced
persistent activity in such a short time series.

In Fig. 9, we show the time series of three subnets that
have very different connection characteristics and the detection
lengths of multiple attackers. The Hurst parameters of the
daily time series of these three subnets are 0.78, 0.64, and
0.92 respectively. We can see that subnet A has relatively light
traffic and distinct traffic patterns for daytime and nighttime
(Fig. 9(a)). Our detection algorithm can detect almost all the
attacks with detection length less than 20,000 seconds (see
Fig. 9(d)) because subnet A has a small amount of traffic at
night. Subnet B generates a medium traffic rate through the
whole observation period (Fig. 9(b)) and subnet C generates a
heavy traffic (Fig. 9(c)). Their average numbers of connections
are 0.7 and 11.0 per second and the standard deviations are
4.1 and 10.1 respectively. In Fig. 9(d), we can see that our
detection algorithm can detect most of the attacks in subnet
B with some false negatives. For subnet C, only the attacks
whose recurring periods are smaller than 600 seconds can be
detected.

The solid lines in Fig. 9(d) are derived from (11) using v
of the whole time series. The results show that our detection
algorithm can detect persistent activities whose recurring pe-
riods are longer than our expectation. For example, according
to (11), a 25-day time series of subnet C are expected to
detect persistent activities when their recurring periods are
smaller than about 50 seconds, while in the real world trace,
the recurring period larger than 400 seconds can be detected.
The reason is that the real-world traffic is fluctuating, such as
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Fig. 9. The time series and the detection results of three different subnets.
(a), (b), and (c) are the time series of subnet A, B, and C. (d) depicts the
detection lengths of multiple attackers (/N = 10) in the subnets (p = 3). The

solid lines from left to right are for Subnet C, B, and A.

daytime and nighttime patterns and even unexpected bursts,
which presents a large variance in the time series. Conse-
quently, the prediction is under-estimated. These experiments
show that the proposed detection algorithm can deal with
the uncertainty of the real-world traffic, as expected from the
proposed formulation in Section IV.

In Table II, we show the impacts of different p (i.e., different
0,,,) to the detection results in three different subnets. In subnet
A, the proposed method can detect persistent activities for
all p and all recurring periods, because of the small volumes
of legitimate traffic at night that helps discover the persistent
activities. Most of the false positive cases of subnet A are
actually distorted persistent activities with wrong recurring
periods. The reason is that early detection loses the frequency
resolution to analyze the persistent activities. In subnets B and
C, the false positives are mainly caused by the interferences
of real-world traffic, and not all the persistent activities are de-
tected due to insufficient length of real-world trace. In subnets
A, B, and C, the number of false positives drops rapidly with
larger p, which indicates a longer detection length. Note that
the number of detection in subnet C decreases when p = 4
because the required length for successful detection exceed the
length limitation of the experiment.

Based on our analysis, we also find that in some subnets
the spectrums usually have peaks at lower frequencies and the
intervals of these impulses are close to 0.03 Hz. This implies
that some events with period lengths of about 32 ~ 34 seconds
are embedded in the time series, and the occurrence of these
events seems more dynamic in the time domain. By checking
the original traffic trace, we find that the main cause is the
popularity of P2P applications in the dorm network. Many
hosts in the traffic trace has similar behaviors, in that every
32 ~ 34 seconds one host will make connections to a number
of different peers at different destination ports. Practically,
these kinds of legitimate traffic incur false positives to our
detection method. An approach to eliminate FPs is to filter

TABLE I
NUMBERS OF DETECTION AND FALSE POSITIVE IN DIFFERENT SUBNETS

Detection/False positive
Subnet p=2 p=3 p=4
A 180/104 180/78 180/26
B 105/92 130/42 176/0
C 59/46 92/1 60/0

out traffic generated by this kind of applications in advance
by using a whitelist.

VII. DISCUSSION AND CONCLUSION

Malware is getting sophisticated and the means of hackers
have evolved. In order to enforce network security, we need
to defeat unknown attacks. The proposed detection method in-
tends to detect the stealthy persistent activities in the frequency
domain and the experiments show to overcome the interference
caused by network noise. However, if the malware is crafted
to obfuscate the temporal regularity of the planned attacks,
e.g., by introducing a random delay between operations, our
approach may fail. But such obfuscation may create detectable
signature that can be detected by other detection methods, such
as signature-based system. We believe the proposed approach
can cooperate with other detection methods to build a robust
network security mechanism.

We select to use DFT as our spectrum analysis tool due to its
efficiency and simplicity. Other spectrum analysis tools, such
as short-term Fourier transform (STFT) or wavelet, can also
be used to investigate spectral characteristics of a time series.
These tools may have advantages in investigating spectral
characteristics in different time scales.

In this paper, we propose using spectrum analysis to detect
slow-paced persistent activity, especially for network activi-
ties. We investigate the spectral properties for both persistent
attack activities and legitimate traffic by using mathematical
models, simulations, and real-world traces. We prove that the
proposed method can adaptively identify persistent activities in
a time series amid legitimate traffic based on spectral analysis.
Moreover, we believe this method is applicable for analyzing
other periodic phenomena. This method, however, still has
some limitations. For example it cannot deal with the situation
that there are multiple types of attacks exist in the same time.
This limitation will be a significant focus of our future work.

APPENDIX A

Proof of Lemma 1: We first define that a binary time series
x(t) (t =0,1,2,...)is said to be T-periodic iff z(¢) = 1 when
t = o + §, where o € N (including 0) and § is a constant
and 6 < T, and z(t) = 0, otherwise. Then, we denote a
binned time series by z;(k) (k = 0,1,2,...) and z3(k) =
Zs;é x(bk +4). Since the value of § can be regarded as an
initial delay and does not affect the periodicity of the binned
time series, we choose § = 0 to make the following description
more concise.

Let’s call the list of ¢ such that x(¢) = 1 list A and the
list of k such that z;(k) = 1 list B. We have A = {nT'|n =
0,1,2,...} and B = {[nT/b]In = 0,1,2,...}. Let’s define
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T = Bb+ . We can see that if v = 0, x5(k) is simply (-
periodic. However, if v # 0, the periodicity of list B will be
disturbed due to the value of ~. We further assume that b and
T are coprime (i.e., ¢ = 1) and separate list B into b sub-
list B,, where B,, = {[(nb+ m)T/b]|n = 0,1,2,...} and
m=20,1,...,b— 1. Replacing T with $b+ y, we have

By, = {[((nBb+mpB +nvy)b+my)/b)ln=0,1,2,...}
= {nBb+mpB +ny+ |my/b)|n=0,1,2,...}
={nT+Cjn=0,1,2,...},

where C' = mf + |m~/b] which is a constant for each sub-
list B,,. Although C may be larger than 7T, we can easily
add this large part from the second term to the first term and
said that B,, is also T-periodic. At last, since list B can be
reconstructed by sub-lists B,,, based on a regular pattern, we
can infer that the binned time series will contain b interleaved
T-periodic events.

In the cases of b and T" are not coprime, we can first modify
each sub-list by reducing the fraction by ¢. By doing the same
procedure, we can derive that in these cases B, are all (T/y)-
periodic, and hence, the binned time series will contain b/p
interleaved (T'/¢)-periodic events.
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