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Abstract. The best attacks known against the McEliece cryptosystem
have cost growing exponentially with the number of errors corrected by
the error-correcting code used in the cryptosystem. One can modify the
cryptosystem to asymptotically increase this number of errors, for the
same key size and the same ciphertext size, by generalizing classical bi-
nary Goppa codes to subfield subcodes of algebraic-geometry codes, and
then moving from genus 0 to higher genus. This paper introduces stream-
lined algorithms for code generation and decoding for a broad class of
these codes; shows that this class includes classical binary Goppa codes;
and shows that moving to higher genus within this class decodes more
errors than classical binary Goppa codes for concrete sizes of crypto-
graphic interest. A notable feature of this paper’s algorithms is the use
of arithmetic on the Jacobian variety of the underlying curve.

1 Introduction

The original 1978 McEliece cryptosystem [41] reaches security level A (meaning
attack cost 2*) against all known non-quantum attacks when public keys have
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(K + o(1))A2(logy A\)? bits, for a particular constant K described in the next
paragraph. Known quantum attacks against the cryptosystem are like quantum
attacks against strong symmetric ciphers, simply changing A by a factor 2+ o(1).

If one assumes “rate-R systematic-form” public keys, where the rate means
the ratio between the dimension and the length of the code used, then the
constant K above is R(1 — R)~!(logy(1 — R))~2. The minimum K as R varies
is then slightly below 3/4, achieved for R ~ 4/5. Meanwhile the ciphertexts,
after Niederreiter compression [45], have just (C + o(1))Alogy A bits where C =
(—logy(1 — R))~!. The full version [13, Appendix A] reviews these calculations.

One of the remarkable features of the McEliece cryptosystem is that an exten-
sive literature on McEliece attacks (surveyed in, e.g., [2]) has made no changes in
these asymptotics. Replacing today’s best attacks with the best attacks known
in 1978 produces the same constants K and C': the attack improvements are so
small that they are covered by the o(1).

There is an easy explanation for the A? in the key size: the keys are matrices.
There is a more complicated explanation for the (log, A\)? in the key size and the
logy A in the ciphertext size. Internally, the cryptosystem uses a decoder capable
of correcting (1 — R + o(1))n/logyn errors for codes over Fy of length n and
dimension (R + o(1))n, namely classical binary Goppa codes. For any fixed R,
the security level A against known attacks turns out to grow linearly with the
number of errors, and thus to grow as ©(n/logn), forcing n to grow as O(Alog A).

The literature contains various proposals of modified cryptosystems that pro-
vide smaller keys by switching to codes or lattices having public structure—
perhaps losing the security that the original McEliece cryptosystem provides.
For example, the public-key matrix can be compressed to its first row in a cryp-
tosystem requiring the matrix to be quasi-cyclic or quasi-dyadic; but such struc-
ture has also enabled various attacks, as illustrated by [26], [16], and [56]. Even
if there are no further attack improvements, current quasi-cyclic proposals such
as BIKE [3] and HQC [1] use larger ciphertexts than the original McEliece cryp-
tosystem, so they do not necessarily use less communication than the original
system: that depends on how many ciphertexts are transmitted per public key.

A different approach in the literature, and also the focus of this paper, is to
preserve n, R, key size, ciphertext size, and the lack of public structure, but to
add more errors. This increases security against the best attacks known; equiv-
alently, this reduces key size and ciphertext size for the same level of security
against known attacks. The challenge is to be able to efficiently decode those
extra errors, given the private key.

List decoding for classical binary Goppa codes (see [10], [5], [11], and [6])
corrects more errors in polynomial time, but “more” is not visible at the level
of detail of (1 — R+ o(1))n/logs n. An asymptotically larger impact, quantified
below, comes from replacing classical binary Goppa codes with subfield subcodes
of algebraic-geometry codes (AG codes). This replacement is a generalization:
classical binary Goppa codes are Fy subcodes of genus-0 AG codes.

Using subfield subcodes of higher-genus AG codes was suggested by Janwa
and Moreno in [36]. It is important to avoid confusing this with a different
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suggestion from [36], namely using AG codes without a subfield construction.
Non-subfield AG codes were attacked in [42], [27], [20], and [19]; the latter paper
reports “a general attack proving that McEliece scheme based on AG codes from
any curve of any genus is totally insecure”. Simpler, faster attacks are known
against the McEliece scheme using generalized Reed—Solomon codes, which are
genus-0 AG codes; see [57] and [58]. The attacks cited in this paragraph are, as
noted in [19, Section 7.3], not attacks against the McEliece cryptosystem using
subfield subcodes of AG codes, such as classical binary Goppa codes.

One of the attractive features of the McEliece system using classical binary
Goppa codes is that, when parameters are chosen to stop all known message-
recovery attacks, there is a very large security margin for all known key-recovery
attacks (e.g., attacks using support splitting [52]). The literature sometimes sets
a weaker goal, namely asking whether classical binary Goppa codes can merely
be distinguished from random; see, e.g., [21] and [50]. Known distinguishers are
at least as expensive in higher genus as they are in genus 0; compare, e.g., [37]
to [25]. The full version [13, Appendix B] reviews how slow these algorithms are.

As noted above, moving to higher genus makes the state-of-the-art message-
recovery attacks more difficult. As an example of the asymptotic improvement,
using Fy subcodes of AG codes defined over Hermitian curves increases the
number of errors decoded in polynomial time to (3/2)(1 — R + o(1))n/logy n.
For any choice of R, this improvement increases security levels against known
attacks by a factor 3/2 4 o(1), reduces the key-size constant K by a factor 9/4,
and reduces the ciphertext-size constant C' by a factor 3/2. (These asymptotics
do not seem to be in prior work; we cover them in [13, Appendix A].) Replacing
Hermitian curves with further curves in the Garcia—Stichtenoth tower [31] does
even better asymptotically, increasing the number of errors to ©(n).

To summarize, moving to higher genus allows smaller keys, smaller cipher-
texts, and the same reasons for confidence. Why, then, are concrete cryptosystem
proposals such as Classic McEliece [2] still using genus 07

One answer is that it is challenging to optimize curve choices for concrete
sizes of cryptographic interest. Here is an illustration of the difficulty. The only
binary-code example in [36] says that codes of length n = 1024 built from the
genus-24 curve y* +y = x17 over Fa56 have dimension at least 1023 — 8(48 + 2t)
and distance at least 49 + 4¢ (correcting 24 + 2t errors), where ¢ is a parameter.
We point out that this is worse than using genus 0. Specifically, a classical binary
Goppa code of length 1024 correcting 24 + 2t errors will have dimension at least
1024 — 10(24 + 2t), which stays above 1023 — 8(48 + 2¢) until 1023 — 8(48 + 2t)
drops to 47 (which is too small for security). There is a comment in [36, page 302]
that the genus-24 codes are expected to have better parameters than the bounds
suggest; this comment is not quantified, and provides no reason to believe that
these codes are competitive.

Another answer is that having polynomial-time algorithms for key generation
and decoding does not mean that the algorithms run at satisfactory speed. For
classical binary Goppa codes, key generation uses n*t°(1) operations where w is
the linear-algebra exponent, and decoding uses n'T°(1) operations; the relative
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Unstructured |Binary|Secret perm|Secret poly|More errors
Original McEliece yes yes yes yes no
36, Example 2] yes no yes no no
36, Remark 1] yes yes yes no no
[44, Table 2] yes no yes no no
[37, Table 1] yes no yes yes no
This paper yes yes yes yes yes

Table 1. Comparison of security features of various McEliece variants (including [37],
which appeared after the first announcements [47,48] of this paper’s results), whether or
not algorithms were provided. “Unstructured”: public key is an unstructured full-rank
matrix. “Binary”: public key is over Fa, not a larger field. “Secret perm”: private key
includes a secret support sequence (whether or not the support set is secret). “Secret
poly”: private key includes a secret Goppa polynomial. “More errors”: higher genus was
shown to decrypt more errors than the original McEliece cryptosystem for the same
size of public key and ciphertext.

importance of these operations again depends on the number of ciphertexts per
public key. For higher genus g, the recent decoders from [9] and [7] typically use
gl=1+eW)/2(n 4 g)1Ho() operations, after an unclear number of operations for
precomputation: neither [9] nor [7] states a code-generation algorithm.

1.1. Contributions of this paper. This paper presents a cautious McEliece
generalization that outperforms the original cryptosystem. “Outperforms” means
that, for the same key size and ciphertext size, this cryptosystem corrects more
errors, not just asymptotically but for specific sizes of cryptographic interest;
this increases the level of security against the best attacks known. “Cautious”
means that this cryptosystem avoids adding extra structure to the original
McEliece cryptosystem: public keys are still unstructured full-rank matrices over
Fy, and private keys include generalizations of the secrets traditionally used in
the McEliece cryptosystem, namely a secret Goppa polynomial and a secret
support sequence. See Table 1 for a comparison to other proposals.

We emphasize that, in defining a complete cryptosystem, we are doing much
more than simply defining a family of codes: the user needs decoding algorithms
(for decryption) and algorithms to generate codes in the first place (for key
generation). Concretely, the main work in this paper is developing algorithms
for (1) generating and (2) decoding a class of AG codes, while (3) ensuring
that the genus-0 case covers the traditional range of codes used in the McEliece
cryptosystem, and (4) showing that moving to higher genus corrects more errors
for concrete sizes.

This paper focuses on C, ;, curves (as defined in [43]), such as elliptic curves,
odd-degree hyperelliptic curves, and Hermitian curves. All C, ; curves are plane
curves with one point at infinity, so they have at most ¢* + 1 points over F, and
cannot reduce key sizes by more than a factor 4 4+ o(1) compared to classical
binary Goppa codes; but considering the genus-24 example above suggests that
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the optimal genera for concrete cryptographic sizes will be small enough to fit
into Cg p curves.

As a supplement to the full version [13] of this paper, we provide Sage scripts
for the full algorithms: starting from a C,; curve, apply the key-generation
algorithm to sample a suitable AG code, and then apply the decoder to correct
errors. The point here is not to evaluate how quickly the algorithms can run
(this is not optimized C software; the Sage scripts from [2] for Classic McEliece
also have large overhead) but to illustrate that the algorithms work.

1.2. Streamlining the algorithms. An unusual feature of this paper’s AG-
code algorithms is the use of arithmetic on the Jacobian variety of the curve,
reducing a general degree-0 divisor on the curve to a reduced divisor. Jacobians
are familiar objects in algebraic geometry (see, e.g., [28]), and divisor reduction
plays a central role in cryptosystems relying on scalar multiplication on hyperel-
liptic curves (see [39]), but the following application of divisor reduction to AG
codes does not appear to have been pointed out before: if A is a divisor (usually
not degree 0 in context, but Picard reduction works the same way as Jacobian
reduction), and B = A — (p) is the result of reducing A modulo principal di-
visors, then one can decode the AG code {(f(P1),...,f(Pn)) : f € L(A)} by
multiplying the ith coordinate by p(P;) to obtain

{((pN(P1), s (pf)(Pn)) = € LIA)} ={(F(P1),-.-. f(Pn)) - f € L(B)}

and then applying any decoder for the B code. Reduction puts a genus-dependent
limit on the number of points in B, speeding up various approaches to decod-
ing. The closest literature that we have found is [23, page 27], which suggests
reduction as a way to compute parameters for hyperelliptic codes but does not
consider decoding algorithms.

To further streamline decoding, we focus on the family of differential AG
codes defined in Section 3, parameterized by two rational functions h and -~
whose divisors describe the support of the code and the space of differentials
of the code. As motivation for choosing these codes, we show that this family
naturally extends the case of classical binary Goppa codes, along with associated
computational tools (for instance, this family avoids the expensive computation
that would otherwise be required by Lemma 5.6). After reviewing known results
on parameters of subfield subcodes in Section 3.5, we present our two main algo-
rithms: Section 4’s key-generation algorithm, which uses Jacobian arithmetic to
construct a code in this family given constraints on the number and multiplicity
of zeros and poles, and Section 5’s decoding algorithm, which relies on comput-
ing minima of modules described by matrices over Fym[z] (i.e., basis reduction
for polynomial lattices). The decoder can be viewed as generalizing the decoder
in [46] to Cy curves, combining it with the interpolation tools in [40].

Compared to [9] and [7], our asymptotics look worse for large a but better
for large g, making a direct comparison difficult since a and g are only partially
related: consider, e.g., hyperelliptic curves and “random” C,; curves. More im-
portantly, our analysis of the number of errors corrected indicates that both
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a and g should grow slowly with n, so cryptographic costs will be determined
mainly by the exponent of n, which is the same for all of these decoders.

We do not claim that the algorithms here are as fast as algorithms available
for ¢ = 0. For the same key size (and thus, as we show, larger t), encryption
costs will be essentially the same, but decryption will be more expensive since
there are more polynomials that need to be handled as g grows. On the other
hand, for equal security levels against known attacks, encryption should be less
expensive for ¢ = 1 than for ¢ = 0 (since the matrices are smaller), and it is
conceivable that decryption for g = 1 could be faster than decryption for g = 0.
A full cost evaluation depends on the performance of optimized software, which
is beyond the scope of this paper.

1.3. Structure of this paper. Section 2 provides the necessary background
on AG codes, including key definitions and notation used throughout the paper.
Section 3 introduces the family of codes considered for cryptographic applications
and shows that it includes classical binary Goppa codes. Sections 4 and 5 present
our two main algorithms, the code-construction algorithm and the decoding
algorithm. Section 6 contains a full description of a PKE that generalizes the
original McEliece scheme to the higher-genus case. Section 7 provides concrete
examples for the case of elliptic curves (genus-1 curves), demonstrating that, as
claimed, our framework and implementation correct more errors than the genus-
0 case. The full version of this paper has appendices (1) analyzing asymptotic key
sizes and ciphertext sizes for both classical Goppa codes and subfield subcodes
of Hermitian codes, and (2) reviewing what the literature says about the costs
of key-recovery attacks and key distinguishers.

2 Background and notation

This section fixes notation for the rest of the paper, and recalls the definition
of algebraic geometry codes. Standard references for AG codes (including the
differential-forms perspective) are [22,55]. See also [34, 38] for Riemann-Roch
computations.

2.1. Notation. Let p be a prime and ¢ = pm/ with m/ > 1. For m > 1 let
F,» be the finite field of size ¢™ and F,m its algebraic closure. Let X' be a
smooth, projective, absolutely irreducible curve of genus g(X) defined over Fym
and Fgm (X) and Q(X) be the function field and the space of rational differential
forms of X, respectively. Denote by Px the set of places of X. Places on X
correspond to orbits of the points on the curve under the action of the Galois
group Gal(F,m /F,m). In literature, places are sometimes called closed points.
Let vp be the discrete valuation at a place P € Px. The valuation ring of P is
defined as Op := {f € Fgm (X) | vp(f) > 0}. Then P is the maximal ideal of Op,
and we define the degree of P as deg P := [Op/P : Fgm]. In the correspondence
between places and orbits of points, the degree gives the size of the orbit which
equals the degree of the field extension over which the points in the orbit are
defined.
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2.1.1. Divisors. A divisor on X is a formal sum ZP€PX apP, with ap € Z and
almost all ap = 0. Denote by Div(X') the set of divisors on X. Together with ele-
mentwise addition Div(X) forms a group. We define the support of D € Div(X)
as supp(D) = {P € Px | ap # 0} and its degree deg D =} pcy,,(p) ap deg P.
Let D¥ =3 pcqupp(Dyaps0aPP and D™ =3"p 0y o colap|P. Then D =
D+t — D~. We say that D is effective, and write D > 0, if ap > 0 for all P € Py.
In particular, notice that both DT and D~ are effective divisors. For a rational
function f € Fy(&), define the divisor of f as (f) = > pcp, ve(f)P. Divisors
associated with rational functions are called principal divisors and have degree
zero. Denote by Princ(&X') the set of principal divisors on X', which is a subgroup
of Div(X). We say that two divisors D, D’ € Div(X) are equivalent if there ex-
ists a divisor A € Princ(X) such that D = D’ + A. We extend the definition of
discrete valuation to a divisor D as vp(D) = ap for every P € Py. The divisor
(w) associated with a differential form w € Q(X) is called canonical divisor and
has degree 2¢g(X) — 2.

2.1.2. The Riemann-Roch theorem. The Riemann-Roch space of D is de-
fined as the Fym-linear vector space L(D) = {f € Fm(X) | (f) > —D}. We
let (D) = dim £(D) be its dimension. Similarly, the space of differentials of D
is defined as Q(D) = {w € Q(X) | (w) > D}. Denote by i(D) = dimQ(D)
its dimension. The Riemann-Roch theorem [55, Theorem 1.5.15] states that
(D) — (D) =degD — g(X) + 1.

For deg D > 2¢g(X) — 1 the dimension i(D) = 0, hence, for those divisors D
we have ¢(D) =deg D — g(X) + 1.

2.1.3. C, curves. For describing a cryptosystem, we will consider a particu-
lar family of curves, called C, 5 curves, described in 1993 by Miura [43]. Let a, b
be two coprime integers, then the equation

b a i,.7
T’ +uay® + E u; ja'y’ =0, (1)
0<i<b,0<j<a,ai+bj<ab

with u; ; € Fg, 10,4 # 0, and uniquely defined derivatives in all points over the
algebraic closure, describes the affine plane model of an absolutely irreducible,
non-singular curve & over IF; called a C,; curve. These curves have a unique
place at infinity P, and Equation (1) implies that = and y as rational functions
in F,(X) have a pole at P, of order a and b, respectively. The genus of a Cy
curve is g(X) = (a — 1)(b — 1)/2. The coordinate rings Ry of these curves are
Dedekind domains, which is relevant for this paper, as every fractional ideal is
invertible and can be generated by at most two elements. For a more in-depth
study on Dedekind domains we refer the reader to [18, Section 1.2].

2.2. AG codes. In this section we consider curves, functions, and divisors de-
fined over Fym so that we can define subfield subcodes defined over F,. Let D
be a divisor on X with supp(D) = {P1,...,P,} € Px with deg P, = 1 for every
i=1,...,n. Let F be a divisor on X such that supp(E)Nsupp(D) = (), then for
every function f € L(FE) the evaluation of f at Disevp(f) = (f(P1),---, [(Pn)).
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This induces an Fym-linear map evp : L(E) — Fy. which is injective when
deg E < n. Under the assumption that deg E < n, the image evp(L(E)) of
evp is a subspace of Fy.., i.e., a linear code. A code stemming from such a con-
struction is called an AG code. It has minimum distance d > n — deg E and
dimension k > deg E — g(X) + 1. Whenever 2g(X) — 1 < deg E < n, the equal-
ity k = deg E — g(X) + 1 holds. We refer to evp(L(F)) as the functional code
Cxc(D,E).

The image of the linear map resp : Q(D — E) — Fy.. defined for any w €
Q(D — E) as resp(w) = (resp, (w),...,resp, (w)), where resp, (w) is the residue
of w at P;, defines an AG code having minimum distance d > deg F — 2¢g(X’) + 2
and dimension k < n — deg E + g(X) — 1. Whenever deg E > 2g(X’) — 1 the
equality k = n —deg E + g(X') — 1 holds. We refer to this code as the differential
code Cx (D, E). Notably we have

Cxqo(D,E)=Cx(D,E)* =Cx(D,D—E+(n)), 2)

where Cx (D, E)* denotes the dual code of Cx £(D, E) and 7 is a Weil differ-
ential with vp,(n) = —1 and resp,(n) = 1 (see [55, Prop 2.2.10]).

For both evaluation and differential codes, supp(D) is also called the support
of the code.

Let o be a permutation of {1,...,n}. For v € Fy..., define ov = (v,,,...,v,)
and 0C = {oc | c € C} for a linear code C C Fyn. Let B = (B1,...,,) be an
n-tuple of non-zero elements of Fym. Define Bc = (Bici, ..., Bncn) and BC =
{Bc|ceC}. Codes Cy,Cy C T are said to be isometric if there exist 8 =
(B1,---,Bn) € (Fym)™ and a permutation o of {1,...,n} such that Cy = BoC}.

Let C C Fgm be a code of dimension k£ and minimum distance d. Then
Clp,:= CNFy is called the subfield subcode of C. We have trivial bounds on
the dimension &" and minimum distance d’ of C|g,, namely &' < k and d’ > d.

3 The family of codes studied in this paper

The differential codes we describe in this section are defined by choosing two
rational functions h,~y € Fgm (X), where X is defined over Fym. The divisor (k)"
is used to describe the support of the code while the divisor ()™ describes the
space of differential forms defining the code. We give proofs to keep the paper
self-contained and to explain the construction. Readers familiar with classical
binary Goppa codes should recognize the similarities.

3.1. Definition of the code. Let h,y € Fym(X) be rational functions such
that supp(H") = {P1,...,P,} C Px, where H := (h) and vp(h)deg P = 1 for
every P € supp(H ™), and supp(G) Nsupp(H ') = 0, where G := (). Since H
is a principal divisor, deg H~ = n. Let t := deg G~. Let M > 0 be an effective
divisor such that M < G~ and 2g(X) — 1 <t — pu where p := deg M.

We consider the code Cx o(Ht,GT — M), i.e., a differential AG code with
minimum distance d >t — p — 2g(X) 4+ 2 and dimension k <n —t+ p+ g(X) —
1. For applications to our cryptosystem we will consider the subfield subcode
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Lx(h,v, M) :=Cx o(H",G" — M)|g,, which has minimum distance d’ > d and
dimension &' > n —m(t — p — g(X) + 1) from Delsarte’s theorem [55, Theorem
9.1.2]. In this section, we mainly focus on the differential code Cy o (H ™, Gt —M)
instead of its subfield subcode, since the latter inherits its properties from the
former. We consider subcodes of Cx o(H,GT — M) in Section 3.5.

Ezample 3.1. This example shows how to set up a classical Goppa code T'pi (h, )
using the notation in this section. Set X = P!, so that g(X) = 0, and take
hi:=a21" — 2 € Fym(X) for m > 2. We have H = (h) = P, + -+ + P, — nPx,
where n = ¢™. Let v € Fgm(X) be a squarefree polynomial in « such that
supp(G)Nsupp(H*) = 0, where G = (), and 1 < t < n, where ¢t := deg G~. Set
M := Py, sothat 0 < M < G~. We have p =1 and t — u > 2g(X) — 1. Then
Ipi(h,y) = Cxo(HY, G —M)|p,. This is a linear code with minimum distance
d >t—p—2¢g(X)+2 =t+1 and dimension ¥’ > n—m(t—pu—g(X)+1) = n—mt.

3.2. Evaluation view. In this subsection, we are going to show that the
code Cyo(H',Gt — M) is isometric to a functional AG code of the form
Cx c(H*,E); see Section 2.2 for the definition of isometric codes. This will
be crucial for the specification of our scheme as we will employ a decoder for
the evaluation code Cx £(H™, E) in order to decode Cx o(H',GT — M). See
Section 5 and Section 6 for further discussion.

Theorem 3.1. Let X be a smooth, projective, absolutely irreducible curve of
genus g(X) defined over Fym, n € Qx. Fiz h,y € Fgm (X) such that supp(H") =
{P1,...,P,} C Px \{Px}, where H := (h) and vp,(h)deg P, = 1 for every
i=1,....n,vp_(y) <0 and supp(G) Nsupp(H*) = supp((n)) Nsupp(H+) = 0,
where G := (). Let M > 0 be an effective divisor such that M < G~ and set
p:=degM andt:=degG~. Let B = (’y/iL(Pl)7 e ,’}//iL(Pn)) where h = dh/n.

Then we have the isometry Cx o(HY,Gt — M) = BCx (HT, E) where E =
H™ -G+ M+ (n).

Proof. Since vp,(h) = 1, the differential w = dh/h has a simple pole at P; with
resp, = 1 for every i = 1,...,n. Let W = (w) be the canonical divisor associated
with w, then W = (dh) — H* + H~.

Since the vector space 2(X) is one-dimensional over F,m(X'), there exists
h € Fyn(X) such that dh = hn. Using (2), we have Cy o(HT,GT — M) =
Cxc(HT,W+H' -G+ M). Bearing in mind that G = G+ G, a rational
function f € L(IW + H —G* + M) is such that (f) > -W —-Ht+Gt - M =
—(dh)+HT —H  —H*+G*—M = —(h)— (n)— H= +G+ G~ — M. Therefore
f is of the form f-~/h with f € L(E) with E = H~ — G~ + M + (1) and
deg E =n—1t+4 p+29(X)—2. O

Remark 3.2. Observe that the existence of n € Qx with supp((n))Nsupp(H™") =
() is guaranteed by the weak approximation theorem [54, Theorem 1.3.1]. For
the case of Cy curves we can, and will in our examples, use n = dz (having

(n) = (29(X) = 2)Peo).
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A sanity check on the parameters of the code Cy (H*, E) supports the
correctness of the construction, indeed the minimum distance of this functional
codeis d > n—degE =t — p — 2g(X) + 2 while the dimension is given by
k>degE —g(X)+1=n—t+ pu+ g(X)— 1. The reader can compare these
parameters with the parameters of the code Cx o(H',G* — M).

3.3. Generator and parity check matrices. In this section, we give explicit
generator and parity check matrices for the code Cx o(H*,GT — M).

3.3.1. Generator matrix. The standard generator matrix for these codes,
and in general for all differential AG codes, is given by taking the residues at
{P1,...,P,} of a basis {w1,...,wy} of the differential space Q(GT + M — H™)
as
resp, (w1) - - resp, (w1)
a=| : | 3)
resp, (wg) - - - resp, (wg)

From the isometry given in Theorem 3.1 we obtain a different description of a
generator matrix.

Proposition 3.3. With notation as in Theorem 3.1, a generator matrix of the
code Cxy o(H, Gt — M) is

J¥1 (Pl) L. e (Pn)

h h
%(Pl) %(Pn)

where {p1,..., 0K} is a basis of the Riemann-Roch space L(E), with E = H™ —
G™+ M+ (n).

Proof. The claim follows easily from Theorem 3.1. Indeed, Cx o(H",GT—M) =
BCx o(HT,E) with 8 = (’y/lAz(Pl), .. ,’y/iL(Pn)) where h = dh/n, and a gen-
erator matrix of the code Cy (H™, E) is given by

e1(P1) -+ p1(Pn)
o] 0

or(P1) - or(Pn)

3.3.2. Parity check matrix. We construct an explicit parity check matrix
of Cxo(H",Gt — M) by constructing a generator matrix of the dual code
Cx c(HT,Gt — M). To this end, we construct a basis of the Riemann-Roch
space L(GT — M). We first need some preliminary results.

Lemma 3.4. With notation as in Theorem 3.1, the dimension of the Riemann-
Roch space L(G™ — M) is n—k, where k is the dimension of Cx o(HT,GT—M).

Proof. Cx)Q(H+,G+ — 1\4)L = CXJ;(H"_,GJ'_ — M) = ’)/CX,[;(H-’—,G_ - M),
hence dim £(G~ — M) = dimyCx o(H*,G™ — M) =n — k. O
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The next proposition gives an explicit parity check matrix of the code.

Proposition 3.5. With the same notation as Theorem 3.1, a parity check ma-
triz of the code Cx o(HT,Gt — M) is

2(P) o 2(P)
H=| o ], (5)
£ick(Py) - 222k (P,

where {©1,...,on—k} is a basis of the Riemann-Roch space L(G~ — M).

Proof. We claim that a basis of the Riemann-Roch space £L(GT — M) is given
by @;/v fori =1,...,n — k, where {¢1,...,9n_k} is a basis of the Riemann-
Roch space £L(G~ — M). From Lemma 3.4 we obtain the size n — k. Fix ¢ and
consider the divisor (v;/v) = (¢;) —G. Since p; € LG~ — M) we have (¢;/7) =
(pi)—G> -G +M—G"+G~ = =G+ M, meaning that p; /v € L(GT—M).
This holds for every i. The fact that ¢1,...,¢n_k form a basis of L(G~ — M)
implies that such elements are linearly independent over F,m. The dimension
of the code Cx c(HY,GT — M) = Cx o(HT,G* — M)+ is n — k, proving the
claim. To end the proof, just note that H is a generator matrix of the code
CX’[;(HJ'_,GJ'_—M). O

Proposition 3.5 assumes the knowledge of a basis of the Riemann-Roch space
L(G~ — M) in advance. When X is a C,; curve, for a particular shape of the
divisor M, the following corollary gives an explicit basis of the space L(G™ —M).

Corollary 3.6. Let X be a Cyp curve over Fgm and let M = G~ +vp, (7) Po.
Then a parity check matriz for Cx c(HT,GT — M) is given as in (5), where a
basis of the space LG~ — M) is

(o1, o} = {a"y | aly +bly, <t — 1,0 < £,,0 < 4, < a},
where t := deg G~ and p := deg M.

Proof. We have G~ — M = —vp_ ()P > 0. The basis is the standard basis of
L((t — p)Poo) for Cyp curves. See, e.g., [8, Section I1.B, Equation (IL.1)]. O

Ezxample 3.2. We describe a parity check matrix of the classical Goppa code
using our tools. Recall that the dimension of the code Cy o(H",GT — Py) is
k = n — t. For classical Goppa codes one chooses v € Fym[z] C Fym(P!) of
degree t. From Lemma 3.4 we have that £(G~ — Py ) has dimension n — k = ¢,
hence it is the space of polynomials in Fym[z] with degree at most ¢t — 1, and
{1 =103 =x,...,0t = 2"} is a basis over Fym of L(G™ — Py). Identifying
{P1,...,P,} with {a,...,a,}, from Proposition 3.5 we obtain that a parity
check matrix of Cy o(H',G" — Py) is given by

Ly(ar) - 1/v(an)
H= : ; , (6)
it /y(en) - ol (o)
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which is a well known parity check matrix for the classical Goppa code, see for
example [14].

3.4. Algorithmic constraints. As mentioned in the introduction of this pa-
per, attacks such as [20] against McEliece variants using AG codes do not af-
fect McEliece variants using subfield subcodes of AG codes. This motivates the
choice of the code T'x(h,~, M). Section 3.5 recalls some known results about
subfield subcodes. We need to point out that there are intrinsic and algorith-
mic constraints on the choice of the rational functions A and v and on the
choice of the divisor M. To start with, the definition of Cx o(H™,GT — M) puts
some constraints on the zeros and poles of the rational functions h,~y, namely
supp((y)) Nsupp((h)™) = 0 and vp(h)deg P =1 for each P € supp((h)"). The
cryptosystem described in Section 6 generates keys by choosing these two ra-
tional functions randomly within the sets satisfying the mentioned properties.
Section 4 describes efficient methods to achieve this.

Furthermore, the AG code-based scheme we describe in Section 6 uses the
decoder given in Section 5, which works with evaluation one-point AG codes.
This translates to requiring that the rational function A can have poles only
at P, in other words, that h € Ry, the coordinate ring of X. For the codes
used in Section 6 arising from C, ;, curves we can choose n = dx € Qx, whose
divisor is (2g(X') —2) P It is interesting to observe that, in general, a differential
having divisor whose support is restricted by some conditions on the places can
be constructed as, for instance, in [53, Proposition 4.12]. Characterizations of
curves admitting differentials whose divisor has support confined at a single place
can be found in [24,51].

Corollary 3.7 (to Theorem 3.1) says that, when h satisfies this property, the
differential code Cx o(H™, G — M) is isometric to a one-point evaluation code.

Corollary 3.7. With the same notation as Theorem 3.1, assume that (h)~ =
nPs for somen € N and set M = G~ 4+vp_(7)Pso. Then Cx o(HT,Gt—M) =
BCx c(HT,(n—1t+ p+29(X) - 2)Px).

In Section 4.2 we describe how to build rational functions having simple zeros
within a selected set of places of degree 1 and poles only at P.

3.5. Subfield subcodes. Let C be an [n,n — r,d]-code over Fym, and con-
sider its subfield subcode C |]Fq. We already mentioned the lower bound on the
dimension arising from Delsarte’s theorem, i.e., Clp, is an [n,> n — mr,>
d]-code over Fym. If we consider Cx o(H',GT — M) then the subfield sub-
code Tx(h,v,M)isan [n,>n—m(t —pu—g(X)+1),>t—pu—2g(X) + 2]-code
over F,.

Stichtenoth [54, Theorem 4] proved a better bound on the dimension.

Theorem 3.8. Let G and M be such that Gt — M > qG1 for some divisor Gy
(not necessarily effective), then dim T x (h,y, M) > n—m(t—u—g(X)+1—4(G1)).

Corollary 3.9. dimTx(h,y, M) > n—m(t—pu—degGy) if deg G > 2¢g(X)—1.
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Wirtz [59, Theorem 2] proved the following equality, which gives better lower
bounds on dimension and minimum distance for G — M of a particular shape.

Theorem 3.10. Let G be as in Theorem 3.8. Assume that deg G > 2g(X) —2
and Gy > 0. Define divisor Gy as the sum of the places P such that vp(GT —
M)=q—1 mod q. Then Tx(h,v,M) =Cxo(H",G* 4+ Gy — M)lg,.

Theorem 3.10 gives a condition on choosing v and M in order to have sharper
lower bounds than those on the dimension and the minimum distance of the code
Tx(h,v, M). The strategy we propose to construct + in Section 4 does not allow
a very precise handling of the coefficients of the divisor of v, in other words, the
shape of divisor of the generated function ~ is not predictable, making the use
of the bound in Theorem 3.10 an unsafe estimate.

Moreover, for our applications to cryptography, we propose M < G~ having
a specific shape, which results in an efficient way to compute the parity check
matrix, so the condition would fall only on the choice of . To construct v, we
will consider v; such that (1) = > pesupp((1)+) L» 1-e. every coefficient of the
divisor is 1. Finally, we use the code T'x(h,~{,qM), i.e. G = (7{)T, meaning
that Gy = 0, and use the lower bound in Theorem 3.8 for the dimension.

For the case of classical binary Goppa codes, X" is the projective line; tak-
ing each coefficient of (71)" as 1 corresponds to taking a squarefree Goppa
polynomial; and taking GT = (v%)T corresponds to taking the square of that
polynomial, which, as Goppa [32, Section 4] showed, defines the same code.

4 Efficient construction of rational functions

From now on we let X be a C,; curve; see Section 2.1.3 for the definition and
basic properties of these curves. This section provides efficient methods to gener-
ate rational functions h and v, and thus to generate a code Cx o(H',Gt — M),
subject to constraints specified below. Section 4.1 is dedicated to an algorithm
that we mainly use to construct 7. Section 4.2 shows how to build a rational
function h € Ry with simple zeros of degree 1.

4.1. Construction of rational functions with zeros of bounded multi-
plicity in a predetermined set of places. Let P C Px \ {Px} be a subset
of the places of X, {ep € N|P € P} a set of positive integers and consider the
divisor E' = ) pcpepP > 0 having degree e := degE = ), .pepdeg P. In
this section, we show how to construct a rational function f € Fym (X') such that
(f)* < E and deg(f)* > e — g(X).

Let Div’(X) be the subgroup of Div(X) of divisors of degree 0. The set
Princ(X) of principal divisors is a subgroup of Div’(X). The following definition
of reduced divisors is standard; see, e.g., [39]. The definition relies on X to have
a unique point at infinity, as Cy curves do.

Definition 4.1. A divisor D € Div’(X) of the form D = A—aPx,, with A > 0,
1s called a semi-reduced divisor. If a is minimal for all D' in the equivalence
class of D in Div®(X)/Princ(X), then D is called a reduced divisor.
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For elements of Div®(X') we have the following well known theorem, for which
we give a proof because the technique is relevant for the next steps.

Theorem 4.2. Fiz D € Div®(X). (1) There exists r € N with £(D +1Ps) > 0.
(2) Define a = min{r € N : {(D + rPy) > 0}. Then a < g(X). (3) There is a
unique divisor A such that A > 0, deg A = a, and D is equivalent to A — aPx,.

Proof. Let W be a canonical divisor, By the Riemann-Roch theorem, for each
r € N, we have {(D +1rPs) = ¢(W — D —rPy) +degD +r — g(X) +1 >
deg D 4+ r — g(X) + 1. In particular, £(D + g(X)Ps) > degD + 1 > 0. Hence
{r e N: 4(D + rPy) > 0} contains g(X).

In particular, a < g(X). Also, since £(D + aPy,) > 0, there exists a nonzero
f € L(D + aPy). Define A = D + aPs + (f). Then A > 0 by definition of £;
deg A = a since D and (f) have degree 0; and D is equivalent to A — aPx.

What remains is to prove uniqueness: i.e., to prove that if an effective degree-a
divisor B has B — aPy equivalent to D then B = A.

This is easy if a = 0 (i.e., if D is principal): the only effective degree-0 divisor
is 0. Assume from now on that a > 0. Then (D + (a — 1) Py,) = 0 by definition
of a.

Note that any Dl,DQ S DIV(X) with D1 < D2 have é(Dl) < é(Dg) In
particular,

UD+aPy) =¢(W —D —aPx) +degD+a—g(X)+1
<YW —-D—(a—1)Py)+degD+a—g(X)+1
=0D+(a—1)Pyx)+1=1.

By construction ¢(D + aPs) > 0, so {(D + aPx) = 1, so every element of
L(D + aPs) is an Fym-multiple of f.

We have B = D+ aPy + (g) for some nonzero g. Also g € L(D + aPy,) since
B > 0. Hence g is a nonzero Fym-multiple of f, forcing (g) = (f), so B = A as
claimed. 0

Remark 4.3. The divisor A — aP constructed in Theorem 4.2 is reduced.

Given a set of places P forming F, the strategy is to consider the semi-reduced
divisor D = E — eP,, and compute the unique reduced divisor D’ equivalent to
D. In particular, we construct f € Fym(X) such that D = D’ + (f) and show
that (f)T < F and deg(f)™ > e — g(X). The following algorithm is a slight
adaptation of [4, Algorithm 1] which finds f starting from a set of places and a
set of positive integers. In the following we define, for a divisor D € Div(X) the
space L(D 4 00Ps) = U _o L(D 4+ mPs,). In particular, £(coPs) = Rx.
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Algorithm 1 SlowBuildRatFunc

Input : A set of places P = {P1,..., P} C Px \ {Px} of X and a set of positive
integers {e1,...,e -} CN.

Output : A rational function f € Fym (X) such that (f)* < >°7_, e; P; and deg(f)™ >
> i1 € — 9(X).

Put F = 22:1 e P;.

Find f1 € L(—E 4 c0Ps) s.t. —vp, (f1) is minimal.
Put E' = —E + (f1)*.

Find f2 € L(—F' 4+ coPx) s.t. —vp,_ (f2) is minimal.
Output : f1/f2.

A e

We prove that Algorithm 1 produces the sought function f € Fym (X).

Proposition 4.4. Let P = {Py,...,P.} C Px \ {Px}, {ep € N|P € P} a set
of positive integers. Put E = ._, e;P; and D = E — ePs,, where e =Y ._, €;.
Then Algorithm 1 outputs a function f € Fym (X) such that D — (f) is a reduced
diwvisor. In particular, (f)T < E and deg(f)* > e — g(X).

Proof. First off, we prove that D — (f1/f2) is a reduced divisor. Using the same
arguments as in the proof of Theorem 4.2 we can prove that there exists f; €
Fgm (X) such that —D + (f1) = D’ with D’ = E' — /Py, a reduced divisor,
hence f1 € L(—E + coPs) with ¢/ < g¢(X) minimal. Similarly, we can find
f2 € L(—E' + 00Py) such that —(—D + (f1)) + (f2) = E” — €’ P, is a reduced
divisor. Therefore D = E” — " Poo + (f1/ f2)-

To show that (fi/f2)T < E note that (fi) = E + E' — (e + ¢/) P and
(f2) = E'+ E" — (¢/ + €”)Ps. Therefore (f1/f2) = F — E"” — (e — ") Py, and
since E” > 0 it follows that (f;/f2)* < E. Finally, since deg E” = ¢” < g(X)
then deg(f1/f2)T > e — g(X). Hence, put f = f1/fa. 0

Typical computations involving divisors involve computing bases of Riemann-
Roch spaces, which can be quite expensive in terms of computational complexity.
This means that steps (2) and (4) of Algorithm 1 are, in general, not efficient. We
thus follow the strategy in [4,29] and adopt the ideal representation of divisors.
To this end, put S = Py \ { P} and consider the holomorphy ring

Og = ﬂ Op
pPeS
of Fym (X); see [55, Definition 3.2.2] for the definition of holomorphy ring. For
X being a C, , curve, we have that Og = Ry, where Ry = Fym[z,y]/(X) is the
coordinate ring of X'. Note that Ry is a Dedekind domain; see [43]. Also, Ry is
the integral closure of Fym [z] in the extension Fgm (X)/Fgm ().

Proposition 4.5 ( [55, Proposition 3.2.9] ). Let Og be a holomorphy ring
of Fgm (X). Then there is a 1-1 correspondence between S and the set of mazimal
ideals of Og, given by P — p := PN Og. Moreover, the map Og/p — Op/P
gwen by f +p — f+ P is an isomorphism.
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Remark 4.6. Note that the isomorphism in Proposition 4.5 allows translating the
notion of degree of a place to that of degree of the corresponding ideal. Indeed,
degP = [Op/P : Fym]| = [Os/p : Fym] = dimg,,, Rx/p, where the rightmost
term denotes the dimension over Fgm of the module Ry /p.

We can identify divisors on A with ideals of Ry via the following map. Let
Id(Rx) be the group of fractional ideals of Ry and & = {PNOg | P € S}.
Define the map

¢ : Div(X) — Id(Rx)

Z npP H pmE.

PePx pes

Note that the divisors that are mapped to integral ideals of Ry are those of
the form A — aP. for some A > 0 and a € N, in particular, the semi-reduced
divisors. Indeed, if A — aP. is a semi-reduced ideal with A =" peg apP then

clearly ¢(A — aPe) = [[,ce P*7-

Remark 4.7. Note that the map ¢ “forgets” about P.. Indeed, for a semi-
reduced divisor D = E — eP.,, we have that ¢(D) = ¢(E). For our goal, we
can thus forget about the semi-reduced structure of a divisor when working with
the corresponding ideals and work with the effective divisor E alone.

Proposition 4.8. Let E € Div(X) be an effective divisor on X. Then ¢(E) =
L(—FE 4 0oPy).

Proof. Both ¢(F) and L(—E+00Ps) contain 0, so we focus on nonzero elements.
Write B = ) p.gepP. Let f € ¢(E), we factor the principal ideal (f) C Rx

as (f) = [lyes per, where ¢}, > ep for every P € S. This means that f €

PP N Og, ie., vp(f) > ep for every P € S. Moreover, f has poles only at P,
hence (f) > E — 0c0Px; in other words f € L(—FE + 0oPx).

On the other hand, if f € L(—E+coPx) then (f) > E—ooPy, L., f € PP
for each P € S. Also, f € Og. Therefore, f € P°? N Og, meaning that pe*|({f)
for each p € &. Hence, ¢(E)|(f), i.e., f € ¢(F). O

With these tools, we can replace steps (2) and (4) of Algorithm 1 with compu-
tations involving elements in Id(Ry). For instance, given a semi-reduced divisor
D = FE — eP,, we can find f; in step (2) by searching the smallest element in
¢(D) in terms of the pole order at Py. In particular, finding a minimal element
in ¢(D) w.r.t. the pole order at P, is equivalent to finding a minimal element
in L(—FE 4 coPx).

We will now describe an efficient procedure to compute such a minimal el-
ement. The strategy we outline is similar to that in [29,33]. We first represent
a divisor by a matrix over Fym[z] generating an Fym [z]%-submodule and then
compute the (weak) Popov form of this matrix. This corresponds to lattice basis
reduction over F,m[x]. We refer the reader to [9, Section 2.3] for an introduc-
tion to Popov forms of polynomial matrices. The (shifted) Popov form of such
a matrix will contain the smallest element of the module as one of its rows.
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In more detail: The ring Ry has an integral F = [z]-basis {1,v, ...,y '}. We
embed Ry into Fym[z]® as coefficient vectors on this basis:

iRy — Fgm [z]* (7)
p(@,y) =Y pi(@)y" = (po(@),p1(), ., Pa-1(@)). (8)
=0

This mapping v takes each integral ideal p to a submodule ¥ (p) = {(r) : r € p}
of Fym [z]®.

Since Ry is a Dedekind domain, each ideal p can be written in the form
(w1,wa), and one can take wy as any nonzero element of p if p # 0; see, e.g., [18,
Proposition 1.2.3]. For definiteness, take wy as the unique generator of pNFym [z]
that is monic or zero.

The Fym[z]-module 1 (p) is then generated by the following elements:

P(w1), Y(w2), Y(ywr), Y(ywa), .- p(y* wr), YY"~ wa).

Computationally, it is useful to reduce each coefficient of each y'w, modulo wy,
taking advantage of w; € Fym[z], to obtain the following list of generators:

1/’(001)7 w(ywl)v s aw(ya_lwl)a
(wp mod wy), 1 (yws mod wy), ..., (¥ wy mod wy).

(9)
Remark 4.9. Note that the 2a elements of length a listed in (9) are not linearly
independent. Indeed, they generate a module of rank at most a.

Let E > 0 be an effective divisor, take p = ¢(F), and write M g for the matrix
in Fym[2]29%® whose rows are the 2a elements listed in (9). As we mentioned,
Mg generates a submodule ¥(¢(E)) of Fgm[z]* of rank at most a. We aim at
finding an element of the module generated by Mg that is minimal w.r.t. the
valuation —vp_. We first need to define a norm on Fym[z]® that is consistent
with —vp_, i.e., define |-|: Fym[2]* — Z as

v = (vo(x),...,04-1(x)) — ,_nax adeg v; + bi, (10)
where deg is the usual degree of a polynomial in Fgm[z]. Thanks to Proposi-
tion 4.8, it is easy to see that a module element of ¥(¢(F)) that is minimal
w.r.t. || corresponds to a rational function in £(—F + coPs) that is minimal
w.r.t. —vp_.

There exist efficient algorithms [60] that compute the minimal element of
Y(p(E)) w.r.t. |-|. Namely, these algorithms compute the (shifted) Popov form
of a matrix in Fi?nm, in our case. These algorithms allow specifying a so-called
shift which is an element s € Z* meant to describe a norm on the space Fym [z]°.
In particular, for our settings we can set

s = (0,[b/al, [2b/al, ..., |(a — 1)b/a)).
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A matrix in Popov form generates the same module as the input matrix, and it
is guaranteed to contain the smallest module element among its rows w.r.t. the
norm specified by the shift s. For a matrix M € Fym [2]**" with v < k of rank r
we denote by deg, M the maximal degree of the entries of M. One can compute
the Popov form of M, hence a minimal element in the submodule of F,m [x]”
spanned by M, in @(/ww’l deg, M) field operations [9, Corollary 2.11], where
the notation O(-) is similar to O(-) but ignores logarithmic factors and w is the
linear algebra constant. Therefore, the minimal element in the module ¥ ($(E))
w.r.t. to the norm |-| can be found computing the s-shifted Popov form of M.
This can be done in O(a® deg, M) field operations.

The next proposition gives a bound d on the degree deg, Mg of the entries
of M. We refer to [55] for concepts used in the proof such as constant field
extension.

Theorem 4.10. Let E > 0 be an effective divisor on X. Then
deg, Mg < deg E.

Proof. The entry ¢(wy) in (9) is (w1,0,...,0), which has z-degree degw;; re-
call that w; is chosen in Fym[z]. Similarly, ¢ (ywi) = (0,ws,...,0) through
P(y*twy) = (0,0,...,w;) have z-degree degw;. The entries ¥ (yws mod wy)
are of x-degree below degw;. It thus suffices to show degw; < deg E.

Let P € supp(F) and consider the corresponding ideal p = P N Og of
Os = Ryx. In the constant field extension Fgm (X)) - Fymace p, the place P splits
completely into deg P extensions of P; all of these have degree 1. Hence, there
exist ((1,(2) € ]F;m aeg p SUch that the set of extensions of P corresponds to the
orbit of (¢1,(2) under the action of Gal(Fm aex » /Fgm ). Let Orb(¢1) be the orbit
of ¢1 under the action of Gal(Fm aez » /Fgm) and let dp = |Orb(¢1)|. The monic
polynomial

wpy = H (r—0a) €Fjmacsr[z] (11)
a€eOrb((1)

has degree dp < deg P. By construction wp; is Galois-stable, so wp1 € Fgm[x].
Also, wp vanishes at (z,y) = (¢1,¢2), so wp1 € .

Now multiply across P: the product @ = []pegupp(r) wpa € For 2], where
E =} pepP, is anonzero element of the ideal ¢(E) = [, p°, and has degree
ZPESupp(E) epdp < ZPESupp(E) epdeg P = deg E. But w; is chosen to generate
d(E) NFymz], so degwy < deg@ < deg E as claimed. O

Algorithm 2 presents BuildRatFunc, an updated version of Algorithm 1.

Proposition 4.11. Algorithm BuildRatFunc is correct and runs in time
O(a“*(deg F)?).

Proof. The correctness of the algorithm follows directly from that of Algorithm 1.
The most time consuming steps of the algorithm are 2,5,7 and 8. Step num-
ber 2 consists of the product of deg F ideals. Let M, be the 2a x a matrix



Higher-genus McEliece 19

Algorithm 2 BuildRatFunc

Input : A set of places P = {P1,..., P} C Px \ {Px} of X and a set of positive
integers {e1,...,e -} CN.

Output : A rational function f € Fym (X) such that (f)* < >°7_, e; P; and deg(f)™ >
> i1 € — 9(X).

Put F = Z;lzl eZP,
Compute ¢(E) = []_, p*;
Let Mg € Fym [2]2**® be the matrix having rows ¥(é(E));
Let s = (0, |b/a], |2b/a],...,|(a —1)b/a]);
Compute Popov form of Mg w.r.t. s;
Let v = (vo(z),v1(z),...,va—1(z)) be the minimal row of Mg. Put fi =
o i@y’
Let M, be the matrix having rows ¥({f1)/¢(E));
8. Compute Popov form of M'g;
9. Let u = (uo(x),u1(x),...,uq—1(x)) be the minimal row of Mp. Put fo =
S w @)y
10. Return f = fi/fo.

A e

=

consisting of the rows corresponding to 1 (p;) as in (9). We then compute the
Popov form of My, i.e., an @ X a matrix. From Theorem 4.10, this can be done
in O(|P|2a* max;(deg P;)) for all |P| places P;. The product of two ideals p; and
p; can be carried out by computing the Popov form of the a® x a matrix over
Fm[z] whose rows consist of the products of the functions represented by the
rows of My, and those of M, . From Theorem 4.10 we have that the product
¢(E) of deg F ideals can be computed in time O(a*t!(deg E)?). Step 5 and 8
compute the Popov form of a x a matrices which have entries that are deg,
bounded by deg F, requiring (’j(a“ deg E) time. Finally step 7 inverts the ideal
#(F). We can do this using [33, Algorithm 5, p. 367]. This mainly requires the
computation of the Popov form of a a? x a matrix which has entries that are
deg, bounded by deg E which again can be carried out in time @(a“’ degF). O

Remark 4.12. Our reference Sage code does not implement the procedure for
step 7 pointed out in the proof of Proposition 4.11, but uses the built-in method
carrying out ideal inversion. A method computing the product of ideals is im-
plemented.

Remark 4.18. Observe that the function f € Fym (X) computed by Algorithm 1,
and therefore also by Algorithm BuildRatFunc, has at most g(X) poles away
from P, (see deg E” in the proof of Proposition 4.4). Formally, deg((f)~ +
vp. (f)Px) < g(X).

In our AG code-based scheme, we will call Algorithm BuildRatFunc on a
randomly chosen set of places P C Py and a set of integers, typically all ones.
Experiments with our software suggest that the actual results are frequently
better than the bounds: for example, often deg((f)~ + vp_(f)Px) < g(&X)/2.
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Algorithm 3 BuildRatFuncRyx

Input : A set of places P, C Px \ {Pso} of degree 1.
Output : A rational function h € Rx having simple zeros in a subset of Py,

For every a € Fym let P, = {P € Px | vp(z —a) = 1};
Let A= {a €Fgn | Pa C P, Pa # 0};

Compute h =[], c4(x — a);

Return h.

Ll e e

Changes by O(g(X)) do not affect the asymptotic benefits of, e.g., Hermitian
codes (see [13, Appendix A]) but are noticeable for concrete sizes.

4.2. Construction of rational functions in Ry with simple zeros in a
predetermined set of places of degree one. This subsection describes a
simple way to construct a function h € Fym (X') suitable for Section 3. We start
with a set of places of degree one Py, C Py \ {Poo}. We would like a function
h € Fgm (X) such that vp(h) = 1 for every P € Pj,. The code-based scheme we
will describe uses the code Cx o(H",GT — M) with H = (h) for h having poles
only at Py, i.e., h € Ry. This last condition on the poles requires relaxing the
requirement vp(h) = 1 for every P € Pp,. Indeed, we can compute h € Ry such
that vg(h) = 1 for every S in a subset S C Py,

Algorithm 3 states a short algorithm BuildRatFuncRx that computes such a
function h. The following proposition shows correctness of the algorithm.

Proposition 4.14. Given a set P, C Px \ {Px} of places of degree one, Al-
gorithm BuildRatFuncRx computes a function h € Ry such that vg(h) =1 for

every S € S with
S={J Pa,

acA
where A and P, are defined in Algorithm BuildRatFuncRy.

Proof. The function h is a polynomial in z, therefore the only pole of h is that
of z, i.e., Py, so h € Ry. The statement follows noting that the function x — «
has zeros at the places in P,. a

Note that the condition on P, excludes points P € P for which x — «
intersects X with multiplicity > 1, i.e., is a tangent to the curve in P. For each
«, P, contains up to a places P with vp(x —«) = 1. The condition on A excludes
P, if not all of these places are contained in Pj. For constructive applications
this means that P, is chosen to contain all of them if it contains one.

5 Decoding Cxo(H",GT — M)

The algorithm we describe is a generalization of Gao’s decoding algorithm for
Reed-Solomon codes [30] to the case of Cx (D, E) where D and E = (P,
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with ¢ € N, are two disjoint divisors on X'. Given such a decoder, we can take
advantage of the evaluation view of the code Cyx o(H',G* — M) with M =
(7)™ + vp, (7)Px given in Theorem 3.1, and thus decode Cy o(H™, E) where
E=H —G +M+(n). Indeed, if C' is any linear code, given the decoder for a
code isometric to C, it is straightforward to obtain a decoder for C. In particular,
from Theorem 3.1 we have that Cy o(HY,G* — M) = 3Cx o(H™, E) for some
B € Fym. This means that given a decoder Dec, for the code Cxc(HT,E)
we can decode a noisy codeword w = ¢ + e with ¢ € Cy o(H,Gt — M) by
computing w' = (w1 8y, ... w,B; "), decoding w’ as ¢/ = Dec.(w') and finally
computing ¢ = (¢} 81,..., ¢, 5n).

For this decoder, we will set up a key equation and solve it for the so-called
error locator function. The approach we outline extends that of [46] in which
only the Hermitian curve is considered and all the places in Py of degree 1,
except for P, are chosen as evaluation points of the code. In particular, we
combine the strategy in [46] with the interpolation techniques in [40].

For the rest of this section, let w = ¢ + e be a noisy codeword with ¢ =
eve(f) € Cx c(HT, E) for some f € L(E) and e € F}. being the error vector.
Let also P, = (P1,...,P,) € (Px)" be such that ¢; = f(P;) for each i =
1,...,nand I = {i € {1,...,n}|e; # 0}. Let p; C Rx be the maximal ideal
corresponding to P; under the correspondence in Proposition 4.5. Then we have
that p; + ]_[?:1: 2P = Rx, by coprimality of the involved ideals. This means
that we can find f; € p; and g; € [];; p; such that f; + g; = 1. Finally, define
the ideal J =[], p; C Rx.

We recall the notion of Lagrange basis, introduced by Lee, Bras and Sullivan
in [40].

Definition 5.1 (Lagrange basis). Let P, = (Py,...,P,) € (Px)" be a tuple
of n places of degree one. The tuple LB = (g1,...,g,) € (Rx)" such that g; €
Hj# p; and 3f; € pi s.t. gi + fi =1 is called a Lagrange basis for Py,.

Clearly, vp,(g;) =0 fori=1,...,n and vp,(g;) > 1 if j # 4. For the code-based
scheme we propose, we will only need to compute a Lagrange basis once, namely
in the key generation phase, and use it in the decoding phase. For this reason we
describe a dedicated algorithm computing such basis. An easy way to compute
a Lagrange basis for Py, is given by Algorithm 4.

We give the definition of two rational functions that will be central in the
decoding process described in this section. The first one is the interpolating
function.

Definition 5.2 (Interpolating function). Given a tuple of n places of degree
one P = (P1,...,P,) € (Px)", an element w € F}' and a Lagrange basis
LB=1(g1,...,9n) € (Rx)™ for Py, define the function R € Ry as R=1LB-w =
Sty giwi. We call R the interpolating function of {(P;,w;)|i =1,...,n} under
LB.

The second one is the error locator function.
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Algorithm 4 GenlagrangeBasis

Input : A tuple of n places of degree one P, = (P1,...,P,) € (Px)".
Output : A Lagrange basis LB € (Rx)" for Pp,.

1. Let A={a €Fgm | 3 € Fgm s.t (x — o,y — B) € Pr};
2. Let Bo = {8 € Fgm | (x — a,y — B) € P} for every a € A;
3. For each P; = (z — oy, y — Bi) do:

(a) Compute giz =[] ca aza, (T —a);

(b) Compute g;,y = HﬁeBai”B¢[5i (y—5)

(¢c) Compute gi = gi.gi,y - (gi,(i)giy(Bi)
4. Return (g1,...,9n).

Definition 5.3 (Error locator function). Given a tuple of n places of degree
one P, = (P1,...,P,) € (Px)" and a vector e € Fiym, we define the error locator
function to be the element

Ae ] wicRa

i€le
such that —vp_ (A) is minimal.
The value —vp_ (A) is bounded as follows.

Lemma 5.4. wt(e) < —vp_(A) < wt(e) + g(X).

Proof. Observe that, as in proof of Proposition 4.8, A € L(>
hence wt(e) < —vp_(A).

To prove —vp, (A) < wt(e) + g(&), define D = =37, P, + wt(e)P €
Div’(X), and consider the smallest nonnegative integer a < g(X) such that D
is equivalent to A — aP,, for some divisor A > 0 with deg A = a. Such integers
exist by Theorem 4.2. Now A = D + aP + (f) for some f € Fgm(X), so
(f)=A-D—aPx = A+ c; Pi— (wt(e) + a) P, implying f € [[;c; pi-
Finally, —vp_(A) is minimal by definition of A, so —vp_(A) < —vp_(f) =
—vp, (A) +wt(e) + a < wt(e) + g(X). O

ier, bi —wt(e)Px),

Fix now a Lagrange basis LB for Pj, and let R € Ry be the interpolating
function of {(P;,w;) |i=1,...,n} under LB.

Lemma 5.5. We have the congruence Af = AR mod J over Rx.

Proof. We prove that A(f — R) € J by showing that A(f — R) € p; for every
i=1,...,n, hence A(f — R) € (;_, pi- Then, since the ideal p; is maximal for
every i and p; # p; for i # j we have that (;_, p; = [['pi = J.

Leti € {1,...,n} and assume that e; = 0. Then R(F;) = w; = ¢;+e; = f(F;),
and thus A(f —R)(P;) = 0, meaning that A(f—R) € pi. Assume now that e; # 0,
meaning that i € I,. In this case, we have A € p; from Definition 5.3. Hence
A(f = R) € pi. o
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The known terms in the key congruence are R and J, while A and f are
unknowns. We can linearize the congruence setting A = Af and solve for A and
A. Recall that, since Ry is a Dedekind domain, we can write J = (w1, ws), for
some w1, ws € Ry. Then we can express A = AR+ piwy + paws for p1,p2 € Ry.

Consider the F,m [2]??-submodule generated by the following basis matrix

Y(R)
I, :
V(Y 'R)
P(wr)
M = 0 : € Fym[z]34%2 (12)
V(Y twr)
P(wa)
0 :
Y(y* wo)

where I, is the a x a identity matrix. Since A = Af with f € L(FE), we have
—Vp., ()\) = —vp, (A) —Vp, (f) < —vp_ (A) +deg E < —vp, (A) +degE + 1.

The solutions of the key congruence are thus the elements (A’, ') of the module
generated by M that have —vp_(\) < —vp_(A) + deg E + 1. We need to find
such a solution (A’,\) with minimal —vp_(A’) and hope that A’ = A. As
in [46, Section V.B], we can express this constraint in terms of a norm on the
space F,m[2]2¢. We thus set s = s1||sy € N2* where

s1 = (|(degE+1)/al,|(b+degE+1)/al,...,|((a—1)b+deg E+1)/al),

and

so = (0, [b/al,...,(a—1)|b/a]).
A valid solution of the key congruence is therefore the minimal element of the
Popov form of the matrix M w.r.t. the shift s having the maximum deg, of

its entries among the first a positions. Let (A’,\) be a solution of the key
congruence. Then, the congruence can be turned into an equivalence whenever

—vp_ (N) = —vp_(N) —vp_(f) <n.

In other words, since f € L(F), using Lemma 5.4 we obtain that the congruence
can be regarded as an equivalence when wt(e) < n —deg E — g(X). In this case,
we can recover f = X /A" and e = evg(R — f).

Algorithm 5 presents our decoding algorithm Decode.

The next lemma states the complexity of computing the input ideal J. This
ideal encodes the support of the code we want to decode and can be computed
a priori and used multiple times in the Decode algorithm. Moreover, our scheme
will use the principal ideal J = (h) which completely avoids the cost of the
product. We give the following lemma since the shape of J is relevant in Propo-
sition 5.7.
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Algorithm 5 Decode
mkXn

Input : a matrix H € F72 ™", an ideal J = (w1,w2) C Rx, a Lagrange basis LB for
Pr and the received word w € Fym.
Output : e € Fym with wt(e) = ¢ such that w = He', or L.

1. Compute R =" | giws;

2. Let s =s1]|s2 € N2% where
s1 = (|(degE+1)/a], [(b+deg E+1)/al,...,|[((a—1)b+deg E+1)/a]) and
52 = (0, [b/al, .., |(a — D)b/a]);

3. Build the matrix M as in (12);

4. Compute the Popov form of M w.r.t. s;

5. Let v = (vo(z),v1(z),...v24—1(x)) be the minimal row of M;

6. Find the smallest imax € {0,2,...,2a — 1} such that deg, (viy..(z)) > v; for

7=0,1,...,2a — 1;
7. if imax > a then return L;
8. Compute A’ = 3" vi(2)y’ € Fgm (X);

9. Compute X = 37" vari(x)y' € Fgm (X);
10. Compute ' = w —evg(N/A');
11. If He'" = w then return e’;
12. Otherwise return L.

Lemma 5.6. Let Py,..., P, € Px be distinct places of degree 1. Let p1,...,p, C
Rx be the corresponding prime ideals. The complexity of computing the product
J =TI pi is O(a* T 'nmin(¢g™, n)).

Proof. The complexity is that of computing the product of n ideals p; whose
corresponding a X a Popov form matrices over Fym[z] have deg, My, = 1. The
strategy is the same as that for computing ¢(E) in Algorithm BuildRatFunc. We
need to bound the degree of the entries of the basis matrix M ; representing the
ideal, similarly to Theorem 4.10. Write p; = (w; 1,w; 2) where w; 1 = z — «; for
some o; € Fym. Note that if w; 1 = wj1 then w;1 € p;p;, and similarly for the
product of more than two ideals. Hence wy € J where w; is the least common
multiple of wy 1,...,wy,1. We have degw; < n since degw; 1 = 1, and we have
degw; < ¢ since w; divides z¢" — z. Consequently deg, M; < min(¢™,n).
Hence the complexity is that of computing the Popov form of n a? x a matrices
over F m[z] with deg, bounded by min(¢™, n), i.e. O(a**'nmin(¢™,n)). O

Proposition 5.7. Algorithm Decode runs in time O(a® min(¢™,n)) and cor-
rects t errors for anyt < (n —degE — g(X) —1)/2.

Proof. The complexity of the algorithm is dominated by that of computing the
Popov form of the matrix M in step 5. Every function g € LB have deg, g =
n — 1. Moreover as in Lemma 5.6, we can write J = (w1, ws) where deg, (w1) <
min(¢™,n). Thus the matrix built in step 4 has deg, M < min(¢™,n). The
complexity of computing the Popov form of M is then O(a® min(g™, n)).

The decoding bound follows exactly from [46, Proposition 28]. O
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6 An AG-code-based PKE

This section modifies the original McEliece [41] public-key encryption scheme
(PKE) to use a code of the form I'x(h,y, M) instead of a classical Goppa code
Ipi(h,y). We first discuss the rationale behind the choice of the elements of the
code and thereafter we give the algorithms of the scheme. We highlight again
that the family of codes includes classical Goppa codes, hence is at least as rich
as that used in McEliece’s original scheme. We include Niederreiter’s ciphertext
compression [45]; this compression is not affected by the choice of code.

The generic conversion “ImplicitRejection” defined in [15] (see also [49, Sec-
tion 5.3] and [35]) produces a key-encapsulation mechanism (KEM) with a tight
proof of QROM IND-CCA2 security (see [17]) under the hypothesis of one-
wayness (OW-CPA) for this PKE, because this is a deterministic correct PKE.
We focus on the PKE here.

It is important to note that there are many variables that can be adjusted in
this scheme. The description below allows the code parameters to vary by O(g)
around their initial targets; one can instead specify parameters in advance (using
rejection sampling to fix a value of ¢, and adding some random parity checks to
always reduce the dimension down to a prespecified target). One can even gen-
erate a secret per-user curve as part of key generation, although that would raise
the question of how to efficiently generate a secret curve with many points; for
simplicity, we instead fix a curve for all users (still generalizing McEliece’s origi-
nal system, which fixes the curve P! for all users). Even without such variations,
optimizing all of the variables is an interesting challenge.

Fix an Fy-basis {1,z,2%,...,2™} of Fgm. Let X be a C, curve. Let P, C
X(Fq4m) be a set of places of any degree. We can build the rational function
v € Fgm(X) having zeros with bounded multiplicities at places in P, using Al-
gorithm BuildRatFunc. Our scheme makes use of the algorithm Decode described
in Section 5, which works for one-point evaluation AG codes over C, ;, curves. We
thus want the code T'x(h,~y, M) to be a subfield subcode of a code isometric to
a one-point evaluation AG code. Corollary 3.7 gives sufficient conditions for this
to happen, namely (h)™ = nPsx and M = (y)~ + vp, (7)Px. Finally, we need
that supp(y) Nsupp(h)™ = 0, hence we take P;, C {P € X(Fgm) \ supp((7)) |
deg P = 1} and call Algorithm BuildRatFuncRX (P} ) to compute h.

Algorithms 6, 7, 8 and 9 present, respectively, the subroutine computing the
parity check matrix of a code I'x (h, v, M); the key-generation algorithm KeyGen;
the encryption algorithm Enc; and the decryption algorithm Dec. In Algorithm 6,
RREF(M) denotes the reduced row echelon form of a matrix M.

Remark 6.1. Using a decoder for general evaluation AG codes over C, ; curves,
i.e. not only one-point codes, one can easily drop all the extra requirements
induced by the one-point decoder. Nevertheless, without taking M = (y)~ +
vp, (7) P, one might incur higher costs in the computation of the basis of the
Riemann-Roch space £(G~ — M) during the construction of the parity check
matrix of the codes. See the discussion in Section 3.3.
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Algorithm 6 GenPCMat

Input : A tuple of n places of degree one P, = (Pi,...,P,), a rational function
v € X(Fgm), integers t, .
Output : Redundancy part A € IFZ,"kX("‘m"‘) of the parity check matrix of the code
Cx(h,~v, M).
1. Compute the k x n matrix H = {h, ;} over F, where h; ; = “;’i((}i?)) fori=1,...,k
and j =1,...,n, where {¢1,...,0x} = {z%y" | aly + bl, <t —p, b, < a};
2. Replace each entry h; ; of H with a column vector (uo,u1,...,Um—1) € Fy" such

that ]’Li,]' = Uuo +urz+--- —|—um_1zm_1.

3. Compute H = RREF(H). If H has shape (Inx | A), return A. Otherwise, return
1.

7 Elliptic parameters

The wide range of variables supported by the family of AG codes in Section 3,
starting with the choice of genus and the choice of curves, provides a large space
of parameters to use in cryptosystems; see Section 6 for a PKE that replaces the
classical binary Goppa decoder in the McEliece system with Algorithm 5. To
demonstrate that moving to higher genus improves upon the McEliece system,
this section gives concrete parameter examples specifically for genus 1, the case
of elliptic curves.

We are not claiming that genus 1 is optimal. On the contrary, allowing the
genus to grow with n is asymptotically better; see [13, Appendix A]. However, for
purposes of demonstrating a nonzero improvement for concrete sizes, it logically
suffices to show such improvements in genus 1. Focusing on genus 1 makes curve
precomputations as easy as possible to carry out and to verify.

Section 7.1 collects the basic constraints on parameter selection. Section 7.2
gives a numerical example showing that Algorithm 5 already corrects signifi-
cantly more errors than a classical binary Goppa decoder even for rather small
n. Section 7.3 gives numerical examples in cryptographic sizes.

7.1. Parameter selection for any genus. Let v € Fym(X) be such that
deg(y)t =t. Put M = (7)™ + vp_(7)Px so u = deg M < g(X). Consider the
code Cy o(H',G* — M) for some h € Fym(X) as in Section 3. By Theorem 3.1
we have that this code is isometric to some evaluation code given by a divisor E
of degree deg E = n—t+ p+2g(X) — 2. Our decoder, described in Algorithm 5,
corrects (n —deg E — g(X) —1)/2 = (t — pp — 3g(X) 4+ 1)/2 errors.

We choose v as a gth power. Then there is a divisor G; such that ¢G; <
(y)" — M with deg Gy > t/q — u. We assume that ¢ is large enough to have
deg G1 > 2g(X) — 1; then, by Corollary 3.9, we have dim Ty (h,v, M) > n —
m(t —p—degGy) >n—mit(qg—1)/q.

The code dimension is thus at least k if t < ((n — k)/m)q/(¢ — 1). Assume
for simplicity that ((n — k)/m)q/(q¢ — 1) is an integer and that ¢ is exactly this
integer; then our decoder corrects (((n—k)/m)q/(q—1)—p—39(X)+1)/2 errors
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Algorithm 7 KeyGen

Input : 0.
Output : A public key (A,t) € quyfx("_mk) x N and a private key (Ph, ) € Fgm (X)3.

1. Select P, a randomly chosen subset of X' (F,m) consisting of places of degree larger
than 1 and such that ZPEPW deg P = t;

2. Select mult = {e; € N} of cardinality |P,|;

3. Compute v as output of BuildRatFunc(P,, mult);

4. Define M = ()~ + vp, (7)Psx and p = deg M;

5. If > [g(X)/2]: go to step 1;

6. Define t = deg((y)™);

7. Putk=t—p—g(X)+1;

8. Select Py, a randomly chosen subset of cardinality n of X' (Fgm )\supp(M) of places
of degree 1;

9. Compute h as output of BuildRatFuncRX(P);

10. Define an ordered tuple P, = (P, ..., P,) from the set supp((h")) containing each
element only once;

11. Compute LB as output of GenLagrangeBasis(P+);

12. Compute A € F;nkx(n*m,c) as output of GenPCMat(Pp,,t, ). If A = L, restart
the algorithm;

13. Return (A,t) as public key and (Pp,~) as private key.

Algorithm 8 Enc

Input : A public key (A,t) € ]FZ"’CX("fmk) x N; an element e € Fy with wt(e) =¢.
Output : A ciphertext y € F;”k.

1. Compute H = (L, | A);
2. Compute y = He';
3. Return ciphertext y.

for code dimension at least k. In particular, our decoder corrects ((n — k)/m) —
(3g(X) + p— 1)/2 errors in the binary case ¢ = 2.

For comparison, a standard decoder for a classical binary Goppa code corrects
(n — k)/m errors for dimension k. This may sound better because it avoids the
additive loss —(3g(X)+p—1)/2, but the constraints on m are different: a classical
binary Goppa code needs 2™ > n, whereas allowing larger genus allows 2™ to be
replaced by a larger number of points. We will give examples below where genus
g(X) = 1 already allows our decoder to correct more errors than the classical
case for the same (n, k).

More generally, to obtain an improvement over the genus-0 case, we focus on
curves such that ¢™ < N(Px) where N(Py) is the number of places of degree
1, and we choose n with ¢™ < n < N(Py). Note that the Hasse-Weil bound
IN(Px)— (g™ +1)] < 29(X)\/q™ (see e.g., [55, Theorem 5.2.3]) then forces

9(X) = (n—(¢™ +1))/(2v/q™).
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Algorithm 9 Dec

Input : A ciphertext y = Enc((A,t),e) € Fi** and a private key (P, 7) € Fgm (X)?,
for some ((A,t), (h,7)) output by KeyGen and some e € Fy such that wt(e) = ¢.
Output : The same element e € Fy.

Compute h to be the output of BuildRatFuncRX(P);
Compute h =Adh/ dzr where dh is the differential of h;

Let y' = (y1(h/7)(P1)s - - -, Yk (R/7) (Prnk));

Compute y =y’ || (0,...,0) appending n — mk zeros to y;
Let J = (h);

Compute e’ as the output of Decode(H, J, LB, ¥);

Ife’ = 1, return L;

Otherwise, return (e} (v/h)(P1), ..., en(v/h)(Pn)).

e I e ol

7.2. A small example in genus 1. See Section 7.4 for an elliptic curve having
289 points over Fosg. Our key generation (KeyGen in Section 6), starting with
this curve, n = 282, and £ = 40, consistently produces an Fy subcode having
length 282, dimension 156, and distance at least 39. Our decoder is guaranteed
to correct 18 errors—and our software is experimentally observed to do so.

For comparison, reaching length 282 with a classical binary Goppa code re-
quires starting with F512, and then targeting dimension 156 for a random code
requires taking degree (282 — 156)/9 = 14, where the usual decoders correct 14
errors. We correct 18 errors. Unlike the example from [36] discussed in Section 1,
this example shows a clear increase in the number of errors corrected compared
to the codes used in the original McEliece cryptosystem.

7.3. Big examples in genus 1. Security requires n to be larger than in Sec-
tion 7.2. Also, code rates are normally chosen close to 0.8 to minimize key size
(see [13, Appendix A]), while the code rate in Section 7.2 is only 156,/282 = 0.55.
Table 2 presents concrete parameter examples addressing both of these issues.
The specific elliptic curves used here appear in Section 7.4.

The larger example is clearly within cryptographic ranges. Both n = 4209
and t = 77 are about 20% larger than the n = 3488 and t = 64 from the
mceliece348864 proposal from [2]. The rate is the same as in mceliece348864,
coming from the same m = 12. Recall from Section 1 that, for each choice of
rate, the cost of known attacks increases exponentially with ¢.

The larger example also shows that we correct more errors for the same key
size and the same ciphertext size, at specific sizes of cryptographic interest, as
claimed in Section 1.1. At this size, using conventional decoders for classical
binary Goppa codes limits ¢ to just 71.

Finally, another way to see the advantage of g = 1 over g = 0 is to consider
the key sizes required for a particular security level. Recall from Section 1 that
the impact on key size is approximately quadratic compared to the impact on
t. To concretely quantify this, we used CryptAttackTester from [12] to predict
the security of the g = 1 parameter set (12,4209, 3286, 77) from Table 2, namely
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Classical binary Goppa codes Our codes
m=12,n = 2134,k = 1534,t = 50|/m = 11,n = 2134, k = 1534, = 54
m = 13,n = 4209, k = 3286, = 71|m = 12,n = 4209, k = 3286, = 77

Table 2. Examples in the elliptic case of how Algorithm 5 for this paper’s codes
corrects more errors than conventional decoders for classical binary Goppa codes for
the same length and dimension. The value ¢ in the first column is the number of errors
corrected by a Goppa decoder. The value ¢ in the second column is the number of
errors corrected by Algorithm 5.

2176:27 bit operations, and then to search for g = 0 parameters that reach this
security level. The smallest keys that we found for ¢ = 0 were 16.5% larger than
these g = 1 keys. The g = 0 parameters here are (13,4600, 3625, 75), with 2176-34
bit operations. We did not limit the parameter search to multiples of 5 (or 25):
e.g., (13,4599,3624,75) is below the target security level.

7.4. Specific elliptic curves. Finally, this subsection presents three specific
elliptic curves used in Sections 7.2 and 7.3.

For the smallest curve, represent Foss as Fa[u]/(u® + u* + u® + u? +1). The
curve y? +y = a3 + (u® + u)z over Fas6 is an elliptic curve having 289 points,
as one can check with

k.<u> = GF(256)

assert u"8+u”4+u"3+u"2+1 ==

E = EllipticCurve(k, [0,0,1,u"3+u,0])
assert E.cardinality() == 289

in Sage.
The larger curves can be checked similarly and are as follows:

v+ (00 + uT 4 S 4B+ ut 4 ud 4 u?)zy +

(u® +ub + v +ut +u +u® 4 1)y +

B+ "+t e a2 (o Fud Do+
(' 4+ u® +ub +u® +ut U 1)

where Fau1 is represented as Fa[u]/(u!! + u? + 1);
4+ (! 4+ u” et )y +uTy 4 2%+

(u® + u® +ut +u? +1)2? +
(W8 +u® + 1)z + (M +u® o b+l et ut 1)

where Fa12 is represented as Fo[u]/(u'? + u” + ub + u® + u® + u + 1).
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