
Preface

The 31st Annual International Conference on the Theory and Application of
Cryptology and Information Security (Asiacrypt 2025) was held in Melbourne,
Australia, on December 8– 12, 2025. The conference covered all technical aspects
of cryptology and was sponsored by the International Association for Cryptologic
Research (IACR).

We received 533 paper submissions for Asiacrypt from around the world,
which is exactly 100 more than last year’s record-breaking number, setting a
new all-time high. The Program Committee (PC) selected 143 papers for pub-
lication in the proceedings of the conference. As in the previous year, the Asi-
acrypt 2025 program had three tracks. Throughout the entire paper selection
process, the ten Area Chairs made significant contributions. The two Program
Co-Chairs express their sincere gratitude to all the Area Chairs. The area chairs
were Chris Brzuska for Fundamentals, Complexity Theory, Sherman Chow for
Real World Cryptography, Steven Galbraith for Higher Mathematics in Cryp-
tography, Naofumi Homma for Efficient and Secure Implementations, Feng-Hao
Liu for Public Key Primitives with Advanced Functionalities, Takahiro Matsuda
for Multi-Party Computation and Zero-Knowledge, Manoj M. Prabhakaran for
Information-theoretic Cryptography, Damien Stehlè for Fully Homomorphic En-
cryption Theory and Practice, Meiqin Wang for Symmetric-Key Cryptography,
Keita Xagawa for Postquantum Cryptography. The Area Chairs kindly recom-
mended excellent candidates for PC members and, in collaboration with the
Discussion Leads, consolidated the opinions of the PC members within their
respective areas to reach consensus. They then presented important recommen-
dations regarding the acceptance or rejection of each paper to the Program
Co-Chairs. Furthermore, for submissions requiring additional reviews, they ar-
ranged for extra reviewers and, in some cases, conducted the reviews themselves.
Beyond these dedicated contributions, they also provided many valuable insights
and suggestions to support the Program Co-Chairs in making key decisions. We
are deeply grateful for their tremendous efforts. For submissions that the Area
Chairs could not handle due to conflicts of interest, we asked the following four
individuals to serve as substitute Area Chairs: Christian Rechberger, Yu Sasaki,
Renaud Sirdey, and Frederik Vercauteren. We also extend our sincere apprecia-
tion to them for their dedicated support.

To review and evaluate the submissions, while keeping the load per PC mem-
ber manageable, we selected the PC members consisting of 117 leading experts
from all over the world, in all ten topic areas of cryptology, and we also had ap-
proximately 443 external reviewers, whose input was critical to the selection of
papers. The review process was conducted using double-blind peer review. The
conference operated a two-round review system with a rebuttal phase. This year,
we continued the interactive rebuttal from Asiacrypt 2024. After the reviews and
first-round discussions, PC members and area chairs selected 318 submissions to
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VI Preface

proceed to the second round. The remaining 215 papers were rejected, including
15 desk rejections. The authors were then invited to participate in a two-step
interactive rebuttal phase, where the authors needed to submit a rebuttal in
five days and then interact with the reviewers to address questions and concerns
the following week. We believe the interactive form of the rebuttal encouraged
discussions between the authors and the reviewers to clarify the concerns and
contributions of the submissions and improved the review process. Then, after
two weeks of second-round discussions (and more than two weeks of the shep-
herding process), the committee selected the final 143 papers to appear in these
proceedings.

The PC nominated and voted for papers to receive the Best Paper Awards.
The Best Theory Paper Award and the Best Early-Career Paper Award went
to Tim Beyne and Michiel Verbauwhede for their paper “Integral cryptanaly-
sis in characteristic p,” the Best Practical Paper Award went to Charles Bouil-
laguet, Claire Delaplace, Mickaël Hamdad, and Damien Vergnaud for their paper
“Practical cryptanalysis of pseudorandom correlation generators based on quasi-
Abelian syndrome decoding,” and the Best Early-Career Paper Award went to
Thiago Bergamaschi and Naresh Boddu for their paper “On split-state quantum
tamper detection.” The authors of those three papers were invited to submit ex-
tended versions of their papers to the Journal of Cryptology. At Asiacrypt 2025,
we are honored to have three Invited Talks delivered by Sherman Chow, Ron
Steinfeld, and Peter Schwabe, respectively. We would like to express our sincere
gratitude to these invited speakers as well. Following Asiacrypt 2024, we selected
three PC members for the Distinguished PC Members Awards, nominated by the
area chairs and program chairs. The Distinguished PC Members Awards went to
Julia Kastner, Renaud Sirdey, and Jean-Pierre Tillich. As in the previous year,
Asiacrypt 2025 included an artifact evaluation process. Authors of accepted pa-
pers were invited to submit associated artifacts, such as software or datasets, for
archiving alongside their papers; 23 artifacts were submitted. Markku-Juhani
O. Saarinen was the Artifact Chair and led an artifact evaluation committee
of 12 members listed below. In the interactive review process between authors
and reviewers, the goal was not just to evaluate artifacts but also to improve
them. Artifacts that passed successfully through the artifact review process were
publicly archived by the IACR at https://artifacts.iacr.org/.

Last, but not least, we would like to once again express our deep gratitude to
everyone who contributed to Asiacrypt 2025. Without the diverse and extensive
cooperation of all involved, the success of Asiacrypt 2025 would not have been
possible. First and foremost, we sincerely thank all authors who submitted their
valuable research results to Asiacrypt 2025. This year saw a significantly higher
number of submissions than last year, and we understand that many authors may
not have received the outcome they had hoped for despite the high quality of their
work. To those authors as well, we extend our heartfelt thanks and wish them
success in their future submissions. We also deeply appreciate the Area Chairs,
PC members, and external reviewers, who actively engaged in discussions based
on their highly specialized expertise to review this large volume of submissions. In
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Preface VII

organizing Asiacrypt 2025, we received tremendous support from General Chair
Joseph Liu and his organizing team. Despite the unexpectedly large number of
presentations, they provided an excellent venue and arrangements, for which
we are truly grateful. Additionally, we would like to thank Kevin McCurley
and Kay McKelly for their meticulous support in managing the website and
review system. We are also deeply grateful to Kai-Min Chung and Yu Sasaki,
who, drawing on their experience as Program Co-Chairs of last year’s Asiacrypt,
provided extremely helpful advice as Chairs at Large & Emeritus. We are also
grateful for the helpful advice and organizational material provided to us by
Crypto 2024 Program Co-Chairs Leonid Reyzin and Douglas Stebila. We also
thank the team at Springer for handling the publication of these conference
proceedings.

December 2025 Goichiro Hanaoka
Bo-Yin Yang
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Akin Ünal ISTA, Austria

Additional Reviewers

Balthazar Bauer
Sidhant Saraogi
Michel Abdalla
Damiano Abram
Hamza Abusalah
Anasuya Acharya
Amit Agarwal
Aikata Aikata
Nouri Alnahawi
Saed Alsayigh
Hiroaki Anada
Ravi Anand
Yoshinori Aono
Evan Apinis
Sarah Arpin
Roderick Asselineau
Thomas Attema
Benedikt Auerbach

Daniel Augot
Gennaro Avitabile
Karen Azari
Renas Bacho
Kano Bacho
David Balbás
Shalini Banerjee
Fabio Banfi
Laasya Bangalore
Subhadeep Banik
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Joël Felderhoff
Jakob Feldtkeller
Yansong Feng
Hanwen Feng
Houda Ferradi
Chase Fickes
Marc Fischlin
Christian Forler
Tore Kasper Frederiksen
Daniele Friolo
Masayuki Fukumitsu
Hiroki Furue
Philippe GABORIT
Phillip Gajland
Mariana Gama
Shuhong Gao
Gayathri Garimella
Christina Garman
Robin Geelen
Baptiste Germon
Diana Ghinea
Ashrujit Ghoshal
Valerie Gilchrist
Emanuele Giunta
Eli Goldin
Junqing Gong
Boru Gong
Suchetana Goswami
Rishab Goyal
Lorenzo Grassi
Milos Grujic
Jiaxin Guan
Aurore Guillevic
Antonio Guimaraes
Aditya Gulati
Chun Guo
Yue Guo

Hao Guo
Christoph U. Günther
Hosein Hadipour
Mike Hamburg
Shuai Han
Lucas Hanouz
Lucjan Hanzlik
Keisuke Hara
Shingo Hasegawa
Keitaro Hashimoto
Valerian Hatey
Jinye He
Jiahui He
Aditya Hegde
Rachelle Heim
Lena Heimberger
Raphael Heitjohann
Julius Hermelink
Taiga Hiroka
Keitaro Hiwatashi
Christian Holler
Alexander Hoover
Akinori Hosoyamada
Kristina Hostakova
Chengan Hou
Shiqi Hou
Marc Houben
Martha Hovd
Yao-Ching Hsieh
Yuncong Hu
Yu-Hsuan Huang
Akiko Inoue
Akira Ito
Ryoma Ito
SAMUEL JOSE GARCIA GARCIA
Nikai Jagganath
Fatemeh Jalalvand
Amit Jana
Hansraj Jangir
Jake Januzelli
Weidan Ji
Liheng Ji
Haoxiang Jin
Hyungrok Jo
Eda KIRIMLI

prwatson
Highlight

prwatson
Sticky Note
Gaborit

prwatson
Highlight

prwatson
Sticky Note
Samuel Jose Garcia Garcia

prwatson
Highlight

prwatson
Sticky Note
Kirimli



XIV Preface

Daniel Kales
Anders Kallesøe
Dina Kamel
Simon Kamp
Jiayi Kang
Minsik Kang
Bhavana Kanukurthi
Upendra Kapshikar
Alexandr Karenin
Harish Karthikeyan
Shuichi Katsumata
Jonathan Katz
Yutaka Kawai
Andes Y. L. Kei
Mahimna Kelkar
John Kelsey
Mustafa Khairallah
Dmitry Khovratovich
Duhyeong Kim
Taeseong Kim
Fuyuki Kitagawa
Ivana Klasovita
Christian Knabenhans
Lisa Kohl
Sebastian Kolby
Jonathan Komada Eriksen
Swastik Kopparty
Thomas Korak
Gaurish Korpal
Katharina Koschatko
Veronika Kuchta
Naman Kumar
Dilip Kumar SV
Simran Kumari
Po-Chun Kuo
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