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Abstract

Security is the major concern that refrains people from conducting commerce
electronically. The security concerns related to electronic commerce (EC) includes
transaction security and system security. We can partially address the transaction
security issues by message distribution middleware such as simple object access
protocol (SOAP), which is one of the four information technology (IT) infrastructures
that facilitate EC. It requires a comprehensive set of IT in order to address the system
security issues where fault-tolerance technology is one of the core technologies to
enhance the system survivability after attack. Based on our preliminary investigation,
we conclude that the current SOAP architecture is lack of mechanism to build a
highly reliable EC system. We propose a comprehensive fault-tolerance framework
based on the current SOAP architecture in order to address the system security issues
for EC. We consider this research is the continuing effort of our previous work on
fault-tolerant CORBA, thought there are similarity and difference between these two
technologies. We plan to propose a standard recommendation that outlines a set of
interfaces named fault-tolerant SOAP. We also expect to implement two prototypes,
one based on Windows 200 and the other is based on Linux, in order to prove the
concepts.
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<?xml version="1.0' encoding='"UTF-8' 7>
<!-- Generated 08/08/01 by Microsoft SOAP Toolkit WSDL File Generator, Version 1.02.813.0 -->
<definitions name ='StockTrasnsationSamplevl' targetNamespace = 'http://tempuri.org/wsdl/'
xmlns:wsdlns="http://tempuri.org/wsdl/
xmlns:typens="http://tempuri.org/type’
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/'
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema'
xmlns:stk="http://schemas.microsoft.com/soap-toolkit/wsdl-extension'
xmlns="http://schemas.xmlsoap.org/wsdl/>
<types>
<schema targetNamespace="http://tempuri.org/type'
xmlns="http://www.w3.0rg/2001/XMLSchema'
xmlns:SOAP-ENC='http://schemas.xmlsoap.org/soap/encoding/'
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/'
elementFormDefault="qualified>
</schema>
</types>
<message name='SampleServer.add™>
<part name="n1' type="xsd:int'/>
<part name="n2' type="xsd:int'/>
</message>
<message name='SampleServer.addResponse'™
<part name="Result' type="xsd:String'/>
</message>
<portType name="SampleServerSoapPort"™
<operation name="add' parameterOrder='n1 n2">
<input message='wsdlns:SampleServer.add' />
<output message="wsdlns:SampleServer.addResponse' />
</operation>
</portType>
<binding name='SampleServerSoapBinding' type='wsdlns:SampleServerSoapPort' >
<stk:binding preferredEncoding="UTF-8'/>
<soap:binding style="rpc' transport="http://schemas.xmlsoap.org/soap/http' />
<operation name="add' >
<soap:operation soapAction="http://tempuri.org/action/SampleServer.add' />
<input>
<soap:body use='encoded' namespace="http://tempuri.org/message/'

encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />




</input>
<output>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</output>
</operation>
</binding>
<service name='SampleServer' >
<port name='SampleServerSoapPort' binding='wsdlns:SampleServerSoapBinding' >
<soap:address location="http://localhost:8080/soap/servlet/rpcrouter' />
</port>
</service>

</definitions>
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public class sampleServer

{
public String add(int nl,int n2)
{
return "nl1="+n1+",n2="+n2+",n1+n2="+(n1+n2);
}
H

B % 5 Server Component

import org.apache.soap.rpc.*;

import org.apache.soap.*;

import java.util.*;

import java.net.*;

import java.lang.*;

class SoapCaller

{
String urlString = "http://140.121.197.102/soap/servlet/rpcrouter";
String encodingStyleURI = Constants. NS_URI_SOAP_ENC;




String targetObjectURI="urn:sample";
public Object execCall (String methodName, Vector para)
{
Call cobj = initCall(methodName,para);
Response r = invokeCall(cobj);
return (Object)((r.getReturnValue()).getValue());
}
private Response invokeCall(Call callobj)
{
URL u = null;
Response r = null;
try
{
u =new URL(urlString);
1 = callobj.invoke(u,"");
}

catch(java.net.MalformedURLException ¢)
{
System.out.println("malformedurlexception");
}
catch(SOAPException ¢)
{
System.out.println("here comes the soapexception.");
}
if(r.generatedFault())
{

this.handleFault(r);

return r;

}

private Call initCall (String methodName, Vector para)

{
Call call = new Call();
call.setTargetObjectURI(targetObjectURI);
call.setMethodName(methodName);
call.setParams(para);
call.setEncodingStyleURI(encodingStyleURI);

return call;




}

private void handleFault(Response r)

{
Fault fault = r.getFault();
System.err.println("generated fault");
System.err.println("fault code="-+fault.getFaultCode());

System.err.println("fault String= "+fault.getFaultString());
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import org.apache.soap.rpc.*;
import org.apache.soap.*;
import java.util.*;
public class sampleClient
{
public static void main(String arg[])
{ System.out.println("call soap server....sampleServer.add(100,200)");
SoapCaller sc = new SoapCaller();
Vector para = new Vector();
para.add(new Parameter("n1",Integer.class,new Integer(arg[0]),null));
para.add(new Parameter("n2",Integer.class,new Integer(arg[1]),null));
String result=(String)sc.execCall("add",para);

System.out.println("Result:"+result);
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2. System Design
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Case 1 Infrastructure Control Scenario:

Application(admin)

1. Retrieve WSDL of RM

2.Registers fault
tolerant properties
3. Create
services

ReplicationManager 6. register

5 WSDL of service
P
/
v Host H2

Fault Notifier @ @

Factory Factory
4. Create pervifes

L]

lj. ] iﬁl 1]

F Soap Engine F Soap Engine

Host H,

B4 10 Replication management: Infrastructure Control

Step 1:# * 3 & * 423" (application)®~ ¥ RM 7 WSDL -
Step 2:#% RM L 4p B c9 Replication properties, 4- replication style, fault
monitoring style °
Step 3:i¢ * —“Ff &t #2;8 % RM & F create service °
Step 4: RM 1345 Jis * #2.5% 22 & properties ¥+ B 2= f o factory & f
A4 = R 4 % factory » SOAP Engine 32 Service 4p B F 31 factory
# it 2w iz~ | c7nWSDL ehi= % F (URL) % RM
Step 5: %% - B e F
a.RM #-= f 4c T3 % o
b. RM % replication Style fx#> = f -
c. RM ixJ5 replication style , fault monitoring style /& _2_F fcho 45 3%
SRl o
d. RM = fault notifier 3x# > 12 ¥4qc3% = B 7 fault notification °
e. (¥F passive replication style) » RM - %_3%# ' 77 primary member ©
f. RM & = Group Service WSDL » I #-3% T_% primary 7= B activate
A2k > & 353 754k & FT SOAP i state :x 5 primary 'Z 2 & FT SOAP
354% Group Service WSDL 7 URL -
Step 6: ¢ RM = UDDI zx# % Service °
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Fault Detection and Fault Notification

ReplicationManager

(RM) 1.Register

Fault Notifier

4.Fault reports

5.Fault notificatio

Fault
detector

/ 3.Detection
S

Application
service

W& 11 4
Step 1: RM B~ {¥ fault notifier 7 WSDL {$ > RM = fault notifier :Z# (method

of notification service) » # i¢ fault notifier it 7 service % 2 & :£PF » w
RM i 3F -

Step 2: RM B~1¥ fault detector =7 WSDL & » RM i 4 fault detector B 4 ¢
P 7 ¢ X R e service ©

Step 3: fault detector P~1¥ service 57 WSDL {& » B 4o3% Hp f43= v v X B
service » M FEELHE 3 Ao At SHT o X Pl service R TR A w o
12 ] fault detector &v v v X jp| service b edF T Bl # A o

Step 4: fault detector B~ ¥ fault notifier 7 WSDL {& » % = i jp| s service 3 2
42805 > fault detector &4 4 { % fault notifier 3F 2 4585 4
(notification service) °

Step 5: fault notifier B~ RM 7 WSDL {¢ > fault notifier # 3/ fault detector 3R
2 5 BT e X GHRM i EF o
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Case 2 Application Control Scenario:

Application(admin) 1. Retrieve WSDL of RM
N -
| |
2.Registers fault
tolerant properties -~

4. Create 8. register

services WSDL of service i UDDI

v

7. return Group
Service WSDL to
Ap

ReplicationManager
6

3. Register app

v

v o e

Fault Notifier
Factory Factory
5. Crefte sefvices . .

el | |-l

( Soap Engine ( Soap Engine

B # 12 Replication management: Application Control

Step 1: # * # 5™ #23¢ (application);%%’ d UDDI 2~ RM 1 WSDL -
Step 2: & * & * 425% » RM 32 4n B ¢ Replication properties > 4
replication style, fault monitoring style % -
Step 3: application = RM & RM-fault notifier <7 WSDL {¢ > % RM-fault
notifier i& 731 = 5 consumer -°
Step 4: & * —“Ff &t #2;8 % RM & F create service °
Step 5: RM 1345 Jis * #2.5% 72 & properties ¥+ B 2 f < factory & f
A 24 Service’ T factory » SOAP Engine ;1 Service 48 B 7 31, factory
# it &1 > v &3% Service s WSDL i % F 3t (URL) % RM
Step 6: ¥5 - B e F
a. RM #-Service #v 3| % o
b. RM i% replication Style fz#> = § -
c. RM i35 replication style , fault monitoring style /& T_&_F Fchs45 3%
ERl e
d. RM = fault notifier & > 12 $c3% = § 0 fault notification °
e. (¥ passive replication style) » RM /i 2 3% ¥ % <5 primary member °
f. RM £ = Group Service WSDL » # #-3k %_% primary £17=¢ § activate
42 k> @ &4 284k FT SOAP “hstate 22 5 primary~d SOAP Engine
2z 4% Group Service WSDL s URL » 12 2 d recovery #+#]2 42 &k
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A 0 T U PFE state 0 AT A B E PR -
Step 7: RM :iE v Group Service WSDL 7 URL % Ji& * 42.3¢ o
Step 8: d application = UDDI z&# 3% Service °

Case 3 Fault management: Infrastructure control

Application(admin)

ReplicationManager

_____ - UDDI

3. reGroup

[interfacds2] ]

4. Register new WSDL

1. Return notification

Fault Notifier

2. recovery

Soap Engine

B] # 13 Fault management: Infrastructure Control

Step 1: § 45 :%% 4 PF > fault notifier 43| fault detector 45383F 2 > e
P I RM 3 TR 4 o

Step 2: RM 4 {7 recovery #+#] °

Step 3: RM # # #7:1 Group Service WSDL -

Step 4: RM = UDDI :2# #7:0 Group Service WSDL
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Case 4 Fault management: application control

» | Application(admin) T——_ 5. Register new WSDL
ReplicationManager UDDI
3. reGroup

[interfacds2] |
4. send new
Group WSDL to App

4

RM - Fault Notifie

1. Return notification

Fault Notifier

- ) - .

’ Soap Engine ‘ ’ Soap Engine

B] # 14 Fault management: Application control

Stepl: % 453% 4 P¥ > fault notifier 3 fault detector 453:53F 2 » e
LR I RM B 4 o

Step 2: RM 4 {7 recovery #+#/] °

Step 3: RM & # #7:1 Group Service WSDL -

Step 4: ¢ RM #-%71 Group Service WSDL % % % RM-fault notifer » # o
RM-fault notifer < % &4~ 34 {732 application °

Step 5: application = UDDI 3&# #7:0 Group Service WSDL -

Case 5 Centralized Logs:
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Host H Host H» Host H;

backup

Server replica

Client object

[
T |

’ Spap Engine ‘

2 on N

Soap Engine ‘ ’ Soap Engine ‘

Centralized

reliable
file system

B % 15 Logging: Centralized

#-log 3= I centralized reliable file system, & ¢ * ¢ > 2, B| FT SOAP % %
& WSG ehF 3 o

Case 6 Distributed Logs:

Host H; Host H
primary
Client object Server replica
S1

A

l l :
1] . | I Pl

i Soap Engine

’ $oap Engine ‘ ’ S?oap Engine ‘

Bl % 16 Logging: distributed
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FT SOAP & jf 3 i+ f&c WSG enF 3t (RM f# factory i activate fF, € #-
WSDL (WSG)1 URI # # %% ¥ % factory, factory £ i# % FT SOAP s ék) o o
primary %’% d checkpoint interval Z_H 3&4% replica s}k i

Case 7 Recovery:

e

Host H; Host H, @ Host H3
-

Server replica

Client object

B
T

’ Soap Engine ‘ ’

ll. ........ .
[

Soap Engine ‘ Soap Engine

Bl# 17 4R 4]

RM i% %_replica service ¥ & primary service {$ > ¥+3% replica service £ factory
T i activate_service() ° #% % Factory fx# Recovery Mechanism > £3e 4§ 2~ 1) F
FL4R R service ey jw o I #-a A primary sk )R { #7 1 soap engine ® 0 14 FET
client s 3 o

FHEeAR BHcC] TR TLER O RM g v s ¥ % O ATH servic 4r »

PR
o
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Case 8 Fault transparency to client:

( I’ ___________ \|
Client J 1 Method call i Si i
. e < S %
N 2. Exception ! )
3. change , :
target i :
| SOAP |
N4 Method call ‘Ncoo________ S
SOAP | 5 ]
./ 4
SOAP
N

HES

Client :

18 4 = #51

Step 1: send request to primary service.
Step 2: primary 45 :£% 4 » @ w exception> o client #7 FT-SOAP 1z &2 o
Step 3: Client ## e73 FT-SOAP i % & 5B 7 £ (WSG) » B~1¥ replica 1

location -

Step 4: & F ¥f replica € #7request > & F|w B Frend (5 % o
Step 5: % #77F replica ¥t failure (¥ i@ = exception)> R|®# * K HArsS L
B 7 B2 (B~ 18 WSG e URI £ #77 f- - & e WSG): 13T WSG

EERYZ- -
Server :

Interceptor 343 FT SOAP %1 5 13 - 3% request & 7 & jod® > » fj*u

§_ 3% replica 7 #_primary > R| FT
Client =3 -

22 FT-SOAP s 578 4 45 2 %4
12951 + 8 i Use Cases 14 45

SOAP ¢ i& 453531 & (message handling) %

» AR }%_S* gL 7

FT-SOAP & % #% 11T 1~12 7 PRF% o

1. Passive Group °
2. Active Group °
3. Query Replicas °
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Group Management °
Fault Classification °
Fault Detection °
Fault Notification °

State Synchronization °

AR A

Recovery °
10. Failure Transparency °
11. Suppression of Redundant Responses °
12. Suppression of Redundant Invocations °
PG 0 A RFT UL S 4 AR g B (Classes)
a ~ Replication Management.
b ~ Fault Management.
c ~ Logging and Recovery Mechanism.

d ~ Fault-tolerance Infrastructure.

29 4 FT-SOAP chi & # if jFip 4 00 -

7 RS
= oA B
! Passive Group Replication Management
2 Active Group
3 Query Replicas
4 Group management
5 Fault Classification Fault Management
6 Fault Detection
7 Fault Notification
8 State synchronization Logging & Recovery Mechanism
9 Recovery
10 Failure Transparency Fault Tolerance Infrastructure
11 Suppression of Redundant
Responses
12 Suppression of Redundant
Invocations

7. ¥ 1 FT-SOAP Jf RA 711 % 5 5t & 47 o

o PR PAe A ks 45 0 FT-SOAP eh s se 2 i lbis I % 5 % § 10
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A £ & ehr i =% (components) ¢ * 1L HF L andt g Ay

a ~ Replication Manager (RM).

b ~ Fault Manager > # 7z 7 fault detector > fault-notifier... % % ;
c ~ Logging & Recovery mechanism.
YL RTH ehEt g s AR5 HSOAP EHT IR 3 A0 YRR &R
H 3] 3 70 interface (WSDL) 12 % 3% %, T_3 (Schema) 3 :i_ B ETEK - f b AT
hR k2 vk P4 R 0 & SOAP 2 % i (architecture) I ixg’ e 1

Tz Mt 445 FI.SOAP 2 A A 2 £ -

a~ #°L WSDL 2.3 R » i & 7 3 2 PRix2 4§ i (Group Service
Description)’ 2% if* F]2_ propose — B #7#%2 4 : WSG (web service group)e

b~ SOAP Engine % f #i 4¢ Interceptorff CORBA9S5]2 # s o

¢~ SOAP Engine p #%* 124 it SOAP object 7 & Jf 3 4¢

Jﬁl%u + Bk 47 (system analysis) s & AP & R ¥ UK 3 4 FT-SOAP

vk ek S ke T WA 19 0

UDDI Application(admin)

Set properties Create service

Notification Fault
detector

ReplicationManager

_ o\ H
Create service ”" Fault detecting/ H
Host H, sl . Host H, @
c ( ;) \ 4
Factory | Factory Fault
!l | detector
AA: : A : :

l Logding § l E i |[Logging &E l ¢ ||Logging &E
[—I Recdvery : i ||Recqvery|: . ! ||Recqvery|:
—} I H Inter¢g

lism tergkpto JCGELY I‘)' e !‘)’""’"1" i

Inter¢¢ptor I

I = _ Sooocooooooos LI dA— L =
Boap Engine ‘ | SoapEnglne T | SoapEngme

e ErEsEEEEEsEEEEEEEEEEEEEEEEEEEEEE -

B4 19 FT-SOAP 7% & i 5L% 1 )

BA AR ivL WSG 2 %352 2 RMinterface cd] & o 0 L 4 5
WSG - #3#;5“ FoA4=H e 47 > 223k & WSDL p 373 - # Tag » <WSG/>» * 12
$5 i 3 e PR A% (service group) ¥ » & — 1B replica #i% & ¢ > 4 “primary” or
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“secondary” % o Tag <WSG/> 2. T & 4r@B % 20123 B4 21

<WSG>

<PRIMARY version="xx.xx” location="host : port” service id=""/>
<REPLICA version="xx.xx” location="host : port” service_id=""/>
<REPLICA version="xx.xx” location="host : port” service_id=""/>

</WSG>

B % 20 The extension to the WSDL: the service group tag <WSG/>.

<?xml version="1.0"?7>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2000/10/XMLSchema”

targetNamespace="http://www.ft-soap.org”

xmlns=""http://www.ft-soap.org”
elementFormDefault="qualified”>
<xsd:element name="WSG">
<xsd:complexType>
<xsd:sequence>
<xsd:element ref="PRIMARY”” minOccurs="0" maxOccurs="1"/>
<xsd:element ref="REPLICA” minOccurs="0" maxOccurs=unbounded’/>
</xsd:sequence>
</xsd:complexType>

</xsd:element>

<xsd:element name="PRIMARY”">
<xsd:attribute name="version” type="xsd:string”/>
<xsd:attribute name="location” type="xsd:string”/>
<xsd:attribute name="service id” type="xsd:string”’/>

</xsd:element>

<xsd:element name="REPLICA”>
<xsd:attribute name="version” type="xsd:string”/>
<xsd:attribute name="location” type="xsd:string”/>
<xsd:attribute name="service id” type="xsd:string”’/>
</xsd:element>

</xsd:schema>

Bl % 21 The WSG Schema definition.
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¥ - 38 £ & &1 1F £ RM interface e 2 2 A 45 % 11 gy R 45 AT

% 2_ M (attributes) ° 4 use case 1 #fit > %1_9_? BT LT ghrb 5y ! Lcreate
passive group * 2,set property * 3 membership ¢ 32 >4 34 i group member > fr 5. &
# fault notifier o AP A a7 > BEHHLFT ARSI NUT 4%
Interfaces : PropertyManager(), GenericFactory(){}, ObjectGroupManager(){}, and
ReplicationManager(){}. # xRN % & B 73 B4 24~Bl 4 27 @13 D
A RE 28 FEHWSDLFEZ “THER > BH R EFTRZE 24 43! H7

TSR KB o (* JavalDL #7148 8). 5 (8 i ‘?’{i P BN T R &Y AP Java
IDL %2~ WSDL -

Interface PropertyManager WSDL Descriptions file:
<?xml version="1.0' encoding='"UTF-8' 7>
<!-- Generated 08/08/01 by Microsoft SOAP Toolkit WSDL File Generator, Version 1.02.813.0 -->
<definitions name ='StockTrasnsationSamplevl' targetNamespace = 'http://tempuri.org/wsdl/
xmlns:wsdlns="http://tempuri.org/wsdl/'
xmlns:typens="http://tempuri.org/type'
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/'
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema'
xmlns:stk="http://schemas.microsoft.com/soap-toolkit/wsdl-extension'
xmlns="http://schemas.xmlsoap.org/wsdl/>
<types>
<schema targetNamespace="http://tempuri.org/type'
xmlns="http://www.w3.0rg/2001/XMLSchema'
xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/'
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/

elementFormDefault='qualified>

<xsd:element name="Properties">
<xsd:complexType >
<xsd:sequence>
<xsd:element ref="Property" minOccurs="1" maxOccurs="unbounded" />
</xsd:sequence>
</xsd:complexType >
</xsd:element >
<xsd:complexType name="Property">
<xsd:sequence >
<xsd:element name="name" type="xsd:string" />

<xsd:element name="value" type="xsd:anyType" />

25



</xsd:sequence >
</xsd:complexType >
<xsd:element name="Typeld">
<xsd:complexType >
<xsd:sequence>
<xsd:element ref=" Typeld " minOccurs="1" maxOccurs="unbounded" />
</xsd:sequence>
</xsd:complexType >
</xsd:element >
<xsd:complexType name=" Typeld ">
<xsd:sequence >

—" —"

<xsd:element name="name" type="xsd:string" />
<xsd:element name="value" type="xsd:anyType" />
</xsd:sequence >
</xsd:complexType >

</schema>

</types>

<message name="PropertyManager.set_default properties’
<part name="props’ type="Properties’ />
</message>
<message name="PropertyManager.get_default properties’ > </message>
<message name="PropertyManager.get default propertiesResponse’ >
<part name="Result’ type="Properties’ />
</message>
<message name="PropertyManager.remove _default properties’>
<part name="props’ type="Properties’ />
</message>
<message name="PropertyManager.set_type properties’
<part name="type id’ type="Typeld’ />
<part name="overrides’ type="Properties’ />
</message>
<message name="PropertyManager.get type properties’
<part name="type id’ type=""/>
</message>
<message name="PropertyManager.get_type_propertiesResponse’
<part name="Result’ type="Properties’ />

</message>
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<message name="PropertyManager.remove_type properties’>
<part name="type id’ type="Typeld’ />
<part name="props’ type="Properties’ />
</message>
<portType name=" PropertyManagerSoapPort™>
<operation name="set_default_properties ' parameterOrder="props"™
<input message='wsdlns:PropertyManager.set_default properties' />
<output message='wsdlns:PropertyManager.set_default propertiesResponse' />
</operation>
<operation name="' get_default_properties' parameterOrder=">
<input message='wsdlns: PropertyManager.get default properties' />
<output message='wsdlns: PropertyManager.get default propertiesResponse' />
</operation>
<operation name=' remove_default_properties' parameterOrder="props™
<input message='wsdlns: PropertyManager.remove default properties' />
<output message='wsdlns: PropertyManager.remove _default propertiesResponse' />
</operation>
<operation name="set_type properties ' parameterOrder="type id overrides >
<input message='wsdlns: PropertyManager. set_type properties ' />
<output message='wsdlns: PropertyManager. set_type propertiesResponse' />
</operation>
<operation name=' get_type properties ' parameterOrder="type id™>
<input message='wsdlns: PropertyManager.get type properties ' />
<output message='wsdlns: PropertyManager.get type propertiesResponse' />
</operation>
<operation name=' remove_type properties ' parameterOrder="type_id props >
<input message='wsdlns: PropertyManager.remove_type properties ' />
<output message='wsdlns: PropertyManager.remove_type propertiesResponse' />
</operation>
</portType>
<binding name=' PropertyManagerSoapBinding' type='wsdlns: PropertyManagerSoapPort' >
<stk:binding preferredEncoding="UTF-8'/>
<soap:binding style="rpc' transport="http://schemas.xmlsoap.org/soap/http' />
<operation name='set_default_properties' >
<soap:operation soapAction="http://tempuri.org/action/ PropertyManager.set_default properties' />
<input>
<soap:body use='encoded' namespace="http://tempuri.org/message/'

encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
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</input>
<output>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</output>
</operation>
<operation name='get_default properties' >
<soap:operation soapAction="http://tempuri.org/action/ PropertyManager.get default properties' />
<output>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</output>
</operation>
<operation name="remove_default properties' >
<soap:operation soapAction="http://tempuri.org/action/ PropertyManager.remove default properties ' />
<input>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</input>
<output>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</output>
</operation>
<operation name='set_type_ properties' >
<soap:operation soapAction="http://tempuri.org/action/’PropertyManager.set_type properties ' />
<input>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</input>
<output>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</output>
</operation>
<operation name=' get_type properties ' >
<soap:operation soapAction="http://tempuri.org/action/PropertyManager.remove_type properties' />

<input>
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<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</input>
<output>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</output>
</operation>
<operation name=' remove_type properties ' >
<soap:operation soapAction="http://tempuri.org/action/PropertyManager.remove_type properties' />
<input>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</input>
<output>
<soap:body use='encoded' namespace="http://tempuri.org/message/'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/' />
</output>
</operation>

</binding>

<service name=' PropertyManager' >
<port name=' PropertyManagerSoapPort' binding='wsdlns: PropertyManager SoapBinding' >
<soap:address location="http://localhost:8080/soap/servlet/rpcrouter' />
</port>
</service>

</definitions>

Bl # 22 Interface PropertyManager WSDL

Properties Schema:
<xsd:element name="Properties">
<xsd:complexType >
<xsd:sequence>
<xsd:element ref="Property" minOccurs="1" maxOccurs="unbounded" />
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<xsd:complexType name="Property">
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<xsd:sequence>

<xsd:element name="name" type="xsd:string" />
<xsd:element name="value" type="xsd:anyType" />
</xsd:sequence>

</xsd:complexType>

B % 23 Properties Schema

interface PropertyManager {

void set_default properties(in Properties props);

Properties get default_properties();

void remove_default_properties(in Properties props);

void set_type_peroperties(in TypelD type_id, in Properties overrides);
Properties get type properties(in Typeld type_id);

void remove_type properties(in Typeld type_id, in Properties props)
¥

Bl % 24 interface PropertyManager

interface GenericFactory {
URL create_service(in TypelD type_id, in Criteria the criteria, out FactoryCreationld);
Boolean activate_service(in FactoryCreationld factory creation_id);
Boolean passive_service(...);

Boolean destroy_service(...);

B % 25 interface GenericFactory

interface ObjectGroupManager {

}

B % 26 interface ObjectGroupManager

interface Replication Manager : PropertyManager, ObjectGroupManager, GenericFactory {
URL get_rm_fault notifier();

URL get_fault notifier();

Bl % 27 interface Replication Manager
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Fault tolerant property

i+ PropertyManager interface 2= ¥ > % & & * 425" (application)k Z_& 3% e/
14, attributes, #%{* & ff- 5 properties > * - FEINL PG LA L chiF i

APz R F 14T #ifd properties: ReplicationStyle, MembershipStyle,

}:"
%o
ConsistencyStyle, FaultMonitoringStyle, InitialNumberReplicas,
MinimumNumberReplicas, FaultMonitoringIntervalandTimeOut, and
CheckpointInterval % ~f& - IR é_ﬁ%‘u PropertyManager /i & € * | Properties °
A - - P e

ReplicationStyle

Name ftsoap.ft.ReplicationStyle

Value FT::STATELESS
FT::COLD_PASSIVE
FT::WARM_PASSIVE
FT::ACTIVE
FT::ACTIVE_WITH _VOTING

FT::STATELESS i % * *% read-only 7 PR & 5t o

FT::COLD _PASSIVE # /23 3 — primary = B #& & PR3 > 45385 4 (& 1 0
H log kBT A o

FT:WARM_PASSIVE # ' 3 § — primary = f & &R7% > #4475 7840 ¢
¥ 3| 4% (backup) e g SEF A A Ui log REFR R o

FT:ACTIVE #!'e#75 = f T e Py (T PRAR B 17 > ek 2 4R Rk o

FT::ACTIVE_WITH _VOTING ¥ FT:ACTIVE » e H w g 2 5% & Jf 55 d 3%
kg o

MembershipStyle

Name ftsoap.ft. MembershipStyle
Value FT::MEMB_APP CTRL
FT::MEMB_INF CTRL

FT:MEMB APP CTRL  #&m f ##145d @ * ¥ 5 %y o
FT:MEMB_INF_CTRL# & § 22 d 4k % o

ConsistencyStyle

Name ftsoap.ft.ConsistencyStyle
Value FT::CONS_APP CTRL
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FT::CONS_INF CTRL

FT::CONS_APP CTRL # *

=

p

FT::CONS_INF_CTRL :& {7 checkpinting,logging = i®.

FaultMonitoringStyle
Name ftsoap.ft.FaultMonitoringStyle
Value FT::PULL
FT::PUSH
FT::NOT_MONITORED
FT::PULL A R e e e WP g i T A
FT::PUSH LRy i g dperet KA AR E AT T A

FT::NOT_MONITORED

Factories

F R A TE o

Name

ftsoap.ft.Factories

Value

FactoryInfos

Factorylnfos # ‘= #r3 4p B Factory sh3 3 o

InitialNumberReplicas

Name

ftsoap.ft.InitialNumberReplicas

Value

An unsigned short

AR he P ef s replica #icp o

MinimumNumberReplicas

Name

ftsoap.ft. MinimumNumberReplicas

Value

An unsigned short

¥ B replica #icp o

FaultMonitoringIntervalAndTimeout

Name ftsoap.ft.FaultMonitoringInterval AndTi
meout
Value TimeBase:: TimeT

TimeBase:: TimeT

¥ 4% ,:Li .?beé&’]‘%vF-&Fé& °

Checkpointlnterval
Name ftsoap.ft.CheckpointInterval
Value TimeBase:: TimeT

TimeBase::TimeT % 5L i% checkpoint ¥ Ff P& ¥ o
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Bl % 28 5 itF B T 2 & 38 Properties 9 XML Schema % % -

<xsd:element name="Properties">
<xsd:complexType >
<xsd:sequence>
<xsd:element ref="Property" minOccurs="1" maxOccurs="unbounded" />
</xsd:sequence>
</xsd:complexType>

</xsd:element>

<xsd:complexType name="Property">
<xsd:sequence>
<xsd:element name="name" type="xsd:string" />
<xsd:element name="value" type="xsd:anyType" />
</xsd:sequence>

</xsd:complexType>

B # 28 (a) Fault Tolerance Properties 22 XML Schema #_3

<xsd:simpleType name="ReplicationStyleValue’>
<xsd:restriction base="xsd:integer”>
<xsd:minlnclusive value="0" />
<xsd:maxInclusive value="4" />
</xsd:restriction>

</xsd:simpleType>

@ # 28(b) Fault Tolerance Properties 3 B e (Value)2. XML Schema #_%

<xsd:simpleType name="ReplicationStyleValue’’>
<xsd:restriction base="xsd:integer”>
<xsd:enumeration value="0" />

<xsd:enumeration value="1" />

</xsd:restriction>

</xsd:simpleType>

@ # 28(c) Fault Tolerance Properties 7 B i (Value)2- XML Schema % % -
vl
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Fp ] # Use Case | =] 3 kP! replication management #p B ¢7interfaces

"% properties % 2. * ;2 4oBl & 29 o

Byl . 1. Retrieve WSDL of RM
Application(admin) | i >

UDDI

2. PropertyManager::set_default_properties() ]

A

l 3. GenericFactory::create_services()

ReplicationMana eﬂ i
P g 7{ I 5. register

WSDL of service
|

3. FaultNotifier::
connect_structured_comsumer() Host H2

Fault Notifier @
F Soap Engine F Soap Engine

4. GenericFactory::create_services()

Bl # 29 Replication management

Step 1: & £ d Application Admin ¢ UDDI B~ % Replication Manager %
WSDL -

Step 2: & * < J&* 425" 4r k2= replication group # A1 RM ¥ e
PropertyManager /i & #& - chF SR TH K LR ¥ FPH Y DF
75 o J1* 24 % ¥ K Z_ReplicationStyle * MembershipStyle >
InitialNumberReplicas » MinimumNumberReplicas & % > 2% if* - % Fault
tolerant property - & & Z[3P o § Rz #H * CORBA ¢ ¥3
Property 4~ £ @ & 7 o fy* > PropertyManager::set_default properties()
FORIK Tk AL wendF i s PropertyManager::get_default properties()
G AR LRI ST N S
PropertyManager: :remove_default properties() ; ¥ ¢+ ¢t i 5 B3 558 41
MR T SEREB- X (override) Bk SLenph 23K 0 AR 7‘5’3 EAE S G
i “,% % % 39 property 0¥ i PropertyManager::set_type_properties() >
PropertyManager ::remove_type_properties() ~ fr
PropertyManager::get_type properties() °

Step 3: GenericFactory /i w 3% i& Infrastructure-controlled 7 membership style
BIL o HFiE W —‘ﬁi"i{— BHRE>T2pFagE 338 VPR LA
" PropertyManager 3k U P e i SugE M > RIS R R ¢
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GenericFactory::create_service()f= GenericFactory: .'delete_service()ﬁ.%?
FIRTHE

Step 4: Replication Manager ** v & #c i 7 I 2 8 <3 factory: :create_service()
% deploy service » ¥ ® @& service 57 WSDL % Replication Manager °

Step 5: Replication Manager i J replication style, fault monitoring style /& Z_&_
[ R = A I %ﬁ d  FaultNotifier::connect_structured _comsumer()
w fault notifier 3x# - " Fz = A & fault notification &
replication style » Replication Manager ’f ;i T_# % ¢ primary service ° %’ﬁ“
i GenericFactory::activate_service()w primary service 2 fvH %
primary ¥ /2 #% client (& fiE {7 JRI% o B {& Replication Manager #-

3 % 7 WSDL . & & WSDL(P} 5 WSG) » #-3% WSDL ¢hp 7 o
% UDDI -

% passive

FZOE IR &G S INA A WA AR 43 F = (or fault management)
1o B ehws i 0 12 “logging and recovery” #$#4]e7K 3t o 4 F B¢ 7 Fault
Detection » Fault Notification » f= Fault Classification » " 2% i* % 3% Fault
Classificatione 4@ & 30 ¢ 2 % su2e ’}]%‘-_ » 2% i 4 W] % Fault Detector, Fault Notifier
kiAo b o3 g * @48k 0 Fault Detector % i 7] 2 48 fr e B 4% 3% > Fault
Detector FK % = Fault Notifier 38 4 45 355 24 > 12 i{ # 4 Replication Manager {ri=
v Bk g Lot it o B4 30 3P - @ H ok 3@ Fault Detector >
Fault Notlﬁer Fr Replication Manager 2 [ ch¥t & % o B] ¢ < fault detector # &t /.
[ P R TR 4 B (e P Sy e S & F @ RI- B4 B (WP 51Sy) @ fault
detector ¢ # fault notifier 4F £ 4 # 5% i+ o
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ReplicationManager
Fault notifications

Fault Notifier|

Fault reports, \

B Iiault Fault Fault

Application objects

B % 30 Fault management

Fault Detection

2\ f}“i}bﬂ%\» 3l et o AP T - 2iim RFESETH N om P - 5%
BLE G B A RIS TR FE AP A - EEY TAT
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interface PullMonitorable {
boolean is_alive(;

b
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ReplicationManager

CosNofifyComm::
StructuredPushConsumer
CosNotifyComm::
SequencePushConsumer

faultNotifier::push_structured_event() or
faultNotifier::push_sequence_event()

Fault Notifier

faultNotifier::push_structured_fault() or
faultNotifier::push_sequence_fault()

Fault
detector

m / PullMonitorable::is_alive()

PullMonitorable

Application object

Bl % 31 Fault detection

Fault Notification

interface faultNotifier{
void push_structured fault(in StructuredEvent event);
void push_sequence_fault(in EventBatch events);
Consumerld connect_structured fault consumer(in URL push_consumer, in filter filter);

Consumerld connect_sequence fault consumer(in URL push_consumer, in Filter filter);

Step 1 : FaultNotifier /i & = faultNotifer::push_structured fault()f-
faultNotifier: :push_sequence fault() ¢ 15 & B #-45 2845 2 Jo &
FaultNotifier °

Step2: ¥ *t:& 5 connect_structured fault consumer()fv
connect_sequence_fault consumer(): Replication Manager % H s Ji *
NG TIRD SR = R U

Step 3 B % 32 #LP fault detector ip| 45 385 4 pF > et v
faultNotifer: :push_structured_fault() &
faultNotifier::push_sequence fault() @ fault detector &4z F|if Fis » vt
v RM 4k 11 CosNotifyComm 4 & ¥
CosNotifyComm::StructuredPushConsumer() 2 = ¢ RM 3 2 4 3% o
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CosNotifyComm::
Fault event | StructuredPushConsumer |
supplier

faultNotifier::push_structured_fault fauitNotifier.:push_structured_event()

faultNotifier::push_sequence_fault faultNotifier::push_sequence_event()

Fault event

supplier SequeneePushConsumer

B % 32 Fault notification

Logging & Recovery management

interface Checkpointable{
State get_state();

void set_state(in State s)

¥

interface Updatable:Checkpointable {
State get update();
Void set_update(in State s)

3
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Logging mechanism
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B # 33 Logging mechanism
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Recovery mechanism
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Bl % 34 Recovery mechanism
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1 Method call
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K Client \ ‘ SOAP Engine :
Interceptor 1 3

3. change target ! :

| 3 ]

4 Method call
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B % 35 Client transparency
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Step 2: 453%% 4 » I @ w % 35 ORB > 4% Interceptor #TH#f# o
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Step 4: & ATHAT Sy eE e o

‘ ReplicationManager ‘

request

O

T>add()
T>add() | [T=add0 ]

T=add)
T>add()

¥

Nested invocation

Active Group S

Bl % 36 Active group management and the nested invocation problem.
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3. Experiment Results
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Appendix: Java IDL Interface for FT-SOAP
#ifndef FTSOAP IDL_

#define FTSOAP_IDL_

#pragma prefix “ftsoap.org”

module FTSOAP {

typedef int ReplicationStyleValue;

const ReplicationStyleValue STATELESS = 0;
const ReplicationStyleValue COLD_PASSIVE = 1;
const ReplicationStyleValue WARM_PASSIVE = 2;
const ReplicationStyleValue ACTIVE = 3;

const ReplicationStyleValue ACTIVE_WITH_VOTING = 4;

typedef int MembershipStyleValue;
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const MembershipStyleValue MEM_APP_CTRL = 0;

const MembershipStyleValue MEM_INF _CTRL = 1;

typedef int ConsistencyStyleValue;
const ConsistencyStyleValue CONS_APP_CTRL = 0;

const ConsistencyStyleValue CONS_INF _CTRL = 1;

typedef int FaultMonitoringStyleValue;
const FaultMonitoringStyleValue PULL = 0;
const FaultMonitoringStyleValue PUSH = 1;

const FaultMonitoringStyleValue NOT _MONITORED = 2;

typedef int FaultMonitoringGranularity Value;
const FaultMonitoringGranularity Value MEMB = 0;
const FaultMonitoringGranularity Value LOC = 1;

const FaultMonitoringGranularityValue LOC_AND_TYPE =2;

typedef int InitialNumberReplicasValue;
typedef int MinimumNumberReplicasValue;
typedef int Degree;

typedef int Threshold;

typedef long CheckpointInterval;

typedef string Location;

typedef string Service; /WSDL

typedef string typeld;

typedef Service ServiceGroup; /WSG
typedef Service FaultNotifier; /WSDL

typedef sequence<Location>Locations;

struct Property {
string name;
string value;

}

typedef sequence<Property> Criteria;

struct FactoryInfo {
GenericFactory the factory; /Factory Name.
Location the_location;

Criteria the_criteria;
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typedef sequence<FactoryInfo> FactoryInfos;

typedef FactoryInfos FactoriesValue;

struct Properties {
Property[] props;

FactoryInfos factoryInfos ;

-

// Exception Declare
exception InterfaceNotFound {};
exception ServiceGroupNotFound {};
exception MemberNotFound {};
exception ServiceNotFound {};
/lexception MemberAlreadyPresent {};
/lexception BadReplicationStyle {};
exception ServiceNotDeployed {};
exception ServiceNotAdded {};
//exception PrimaryNotSet {};
exception UnsupportedProperty {

Property prop;

//string name;

//string value;
1
exception InvalidProperty {

Property prop;

//string name;

//string value;

exception NoFactory {
Location the_location;
typeld type_id;

b

exception InvalidCriteria {
Criteria invalid_criteria;

b

exception CannotMeetCriteria {
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Criteria unmet_criteria;
3
interface PropertyManager {
void set_default_proerties(in Properties props)
raises (InvalidProperty,UnsupportedProperty);
Properties get_default properties()
raises (InvalidProperty,UnsupportedProperty);
void remove_default properties(in Properties props)
raises (InvalidProperty,UnsupportedProperty);
void set_type_properties(in typeld the typeld, in Properties props)
raises (InvalidProperty,UnsupportedProperty);
Properties get_type properties(in typeld the typeld)
raises (ServiceNotFound);
//raises (InvalidProperty,UnsupportedProperty);
void remove_type_properties(in typeld the_typeld, in Properties props)
raises (ServiceNotFound,InvalidProperty,UnsupportedProperty);

//raises (InvalidProperty,UnsupportedProperty);

interface GenericFactory {
Service create_service(in typeld the typeld)
raises(ServiceGroupNotFound,ServiceNotFound,ServiceNotAdded);
void destroy_service(in Service service)
raises(ServiceNotFound);
string activate_service(in typeld the typeld)

raises(ServiceNotFound,ServiceNotAdded);

interface ServiceGroupManager {

ServiceGroup create_member(in typeld the typeld, in Location the location)
raises(ServiceGroupNotFound,MemberNotFound);

ServiceGroup add_member(in ServiceGroup srvGrp, in Service ServiceMember)
raises(ServiceGroupNotFound);

ServiceGroup remove member(in ServiceGroup srvGrp, in Location the location)
raises(ServiceGroupNotFound,MemberNotFound);

ServiceGroup set_promary member(in ServiceGroup srvGrp, in Location the location)
raises(ServiceGroupNotFound);

Locations locations_of member(in ServiceGroup srvGrp)

raises(ServiceGroupNotFound);
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interface NS_consumer {
void push_event(in Event faultEvent);

b

interface FaultNotifier:NS_consumer {
void subscribe(in Service rm, in string filter);
void unsubscribe (in Service rm, in string filter);
3

interface FaultDetector {

void register(in Service fault_notifier, in Service detectionTarget);

interface PullMonitorable {

boolean is_alive();

interface ReplicationManager:PropertyManager,GenericFactory,ServiceGroupManager,NS_consumer {
void register_fault notifier(in FaultNotifier fault notifier);
FaultNotifier get fault notifier()

raises (InterfaceNotFound);

typedef String State;

//Exception Declare

exception NoStateAvailable {};
exception InvalidState {};
exception NoUpdateAvailable {};

exception InvalidUpdate {};

interface Checkpointable {
State get_state()
raises(NoStateAvailable);
void set_state(in State s)

raises(InvalidState);
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interface Updateable:Checkpointable {
State get_update()
raises(NoUpdateAvailable);
void set_update(in State s);

raises(InvalidUpdate);

interface RecoveryMechanism {

string doRecovery(in typeld the typeld);

#endif

55



