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English Abstract and Keywords

This report summarizes the findings of an exploratory study on data requirements of
intelligent indoor emergency evacuation systems. Here, the term Intelligent indoor emergency
Evacuation System, or IES for short, refers to a core component of advanced facility
management and building automation systems for large buildings. IES can respond to CAP
(Common Alert Protocol) formatted alerts and alarms generated by local emergency alert
systems warning of fires, gas leaks, explosions, etc. within the facility. The IES also can
respond to CAP alerts from responsible government agencies warning of imminent and
observed natural disasters such as earthquakes, flood and landslides threatening wider
geographical areas containing or near the facility. In response to each CAP alert, the IES
works automatically or semi-automatically to prevent loss of lives, reduce chance of injuries
and minimize property damages. When evacuation within or from the facility is warranted,
the system can dynamically re-routes people depending on their locations, extents of damages
and density and distribution of people, and provide people with real-time, location-,
environment-, and situation specific instructions during emergencies.

The primary focus of this study is on data requirements of intelligent indoor emergency
evacuation systems (IES) for representative large public buildings/facilities in Taiwan. Its
objectives include (1) to determine data requirements of IES for representative public
buildings selected as targets of case studies; (2) to identify potential technical, legal and
regulatory issues if any that must be addressed for the required data to be accessible by IES
during emergencies of multiple severity levels and through the system released to first
responders, facility managers, affected people and general public; and (3) to identify work to
be done to make data on critically needed to support indoor emergency evacuation decisions
and operations available to IES. The study was done in collaboration with New Taipei City
Government, Public Works Department (PWD, 774" # #c /-1 4% & ), Architecture and
Building Research Institute, Ministry of Interior (ABRI, p 5z 3%:= . #7 7 #7) and the
National Science and Technology Center for Disaster Reduction (NCDR).

The results presented in this report include (1) IES data requirements derived from analysis
of emergency scenarios within four buildings selected as targets of case studies and data
requirements of large public buildings in general; (2) a prototype scalable and disaster
resilient indoor positioning system that is accessible via both smart and dumb mobile devices;
and (3) a responsive hybrid scheme for IES to control data accesses by first responders,
emergency, building managers, and so on with Break-the-Glass emergency accounts and by
general public without such accounts. In addition to describing these results, this report
presents a summary of existing building code and regulations related to fire, flood and
earthquakes emergencies; an overview on BIM and the current state of practices; an overview
of Common Alert Protocol (CAP), the international standard format for emergency alert
messages; descriptions of emergency scenarios and SOP supporting emergency evacuation in
buildings selected as test sites; an overview of legal and regulatory issues governing access
and use of data required by IES, and proposed work to lower the barriers to wide adoption of
IES and availability of data required by these systems.

Keywords — Intelligent indoor emergency evacuation, data requirements, emergency
scenarios, Building Information Model, Indoor positioning, emergency data access control,
legal and regulatory issues
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1. Introduction

(A) Definition and Assumptions

The exploratory study reported here is concerned with the data requirements of intelligent
indoor emergency evacuation systems (IES) for representative large public buildings/facilities
in Taiwan. Here, the term IES of a building refers to a system that is a core component of an
active emergency response system (AERS) [1] for the building. In essence, the AERS can be
thought of as an advanced building management/automation system or a part of the system. It
makes use of surveillance cameras, environment sensors and smart embedded devices that are
used in typical state-of-the-art building management systems to support normal building
operations. A difference is that in AERS, some smart embedded devices (e.g., controllers of
evaluators, gas valves, air conditioner, and access controlled and isolation doors) and some
mobile applications carried by people in the building can process standard-compliant alert
messages from authorized senders. Moreover, in preparation for and response to the
disaster/emergency forewarned by the alerts, they can respond by taking appropriate actions
to prevent loss of lives, reduce chance of injuries and minimize property damages during
emergencies. Figure 1 illustrates the relation between IES and other components of the AERS,
which is shown in the dashed rectangle in the middle of the figure.
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Figure 1 IES as the core of an active emergency response system

Making use of sensors, smart embedded devices, multimedia bulletin boards, digital
signages, and mobile APPs in the AERS, the IES has two major attributes:

= First, the IES responds to CAP (Common Alert Protocol)' formatted alarms generated
by building safety systems. In Figure 1, they are referred to as local emergency alert
systems. Examples shown here include alarm systems warning of fires, gas leaks,
explosions, etc. within the facility, as well as accidents, robberies, and gunshots

" Common Alert Protocol (CAP), v1.2, http://docs.oasis-open.org/emergency/cap/v1.2/CAP-v1.2-0s.html. Also
see Appendix III for an overview on CAP.




incidents that may affect and endanger people inside. This work assumes that the AERS,
hence the IES, also responds to CAP alerts from responsible government agencies
warning of imminent natural disasters such as earthquakes, flood and landslides
threatening wider geographical areas containing or near the facility. Figure 1 shows an
integrated messaging system as a part of the AERS that receives all CAP-formatted
alerts and warnings and broadcasts them to other components of the AERS.

* Second, the IES works automatically (or semi-automatically in collaboration with
facility management and security personnel) to increase the safety of people in response
to each CAP alert. When evacuation within or from the facility is warranted, the system
can dynamically re-routes people depending on the type of emergency, locations and
extents of damages, density and distribution of people and other factors that must be
considered during evacuation. Moreover, it can provide people with real-time, location-,
environment-, and situation specific instructions during emergencies: to all people in
different areas of the building via multi-media and digital signage displays and to
people individually via CAP-aware applications on devices carried by them.

(B) Overall Goal and Immediate Objectives

The overall goal of this effort is to identify the data required by intelligent indoor evacuation
systems of large public buildings/facilities in Taiwan and develop a feasible plan to make the
required data accessible and readable by the systems. Through the system, some or all of the
data released during the emergency are made available to first responders, facility managers
and general public. For this purpose, the IES needs to provide appropriate data access control
and privacy protection capabilities and ensure that the response actions recommended by the
system are in compliance with relevant laws and regulations.

The overall goal is divided into several intermediate objectives. These objectives are:

(1) To develop a data requirement specification, detailing the types and accuracy levels of
data required by IES for dynamic computation of evacuation routes, decision and
operation supports, and other essential functions, together with metadata on other
attributes of the data and data format and data exchange standards;

(2) To identify the potential technical, legal and regulatory issues if any that must be
addressed for the required data to be accessible to IES and users served by them during
emergencies of multiple levels of severity and extent; and

(3) To develop plans for the work needed to address the issues in order to remove possible
barriers to making data on public buildings/facilities critically needed to support indoor
emergency evacuation decisions and operations available to IES during emergencies.

(C) Collaborators

This work was done in collaboration with New Taipei City Government, Public Works
Department (PWD, #7#4* # g/if-1 7% k) and Architecture and Building Research Institute,
Ministry of Interior (ABRI, p 5z3R:i& .47 7 #7). PWD is in charge of issuing building
permits and constructing public works in New Taipei city. Through collaboration with the
department and AEC (Architecture, Engineering and Construction) companies working with
the department, we aim to fully understand and utilize potential applications of BIM



(Building Information Models)® that provide standard-based digital representations of new
public buildings under construction, in addition to selected existing buildings.

ABRI is a research center under Minister of Interior (p #<3#%). ABRI will share with us
their experiences on BIM researches and expect us to feedback suggestions on BIM-IES
standards and information and communication technologies (ICT) so that ABRI may embody
the research results in building code and suggest local governments to improve their
administrative process and public safety. Current and past collaborations with NCDR
(National Science and Technology Center for Disaster Reduction) include the participation by
several authors in the localization of CAP for Taiwan and the development of a prototype
information delivery middleware for disaster management.

(D) Organization of the Report

The remainder of the report is organized as follows. Section 2 presents the tasks that were
carried out in order to achieve the immediate objectives and overall goal stated above.
Sections 3 - 6 present the results produced by the tasks. Section 7 summarizes the data
requirements of IES and describes proposed future work. Section 8 lists references to our
work cited in the report. Related work by others and references to background information
are cited in footnotes. Appendices I - VI at the end of the report present, respectively, a brief
summary of existing building code and regulations related to fire, flood and earthquakes
emergencies; an overview on BIM and the current state of practices; an overview of CAP,
factors in scenario models; emergency scenarios and standard operating procedures
supporting emergency evacuation in buildings selected as test sites for case studies pursued in
this effort, and legal and regulatory issues governing access of data required by IES.

2. Major Tasks and Approaches
The work reported here is divided into five tasks (%4 38 ). The tasks are

= Task 1 - Data Requirements of Intelligent Indoor Evacuation Systems,
= Task 2 - Data Requirements of Indoor Positioning/Location Services,
= Task 3 - Data Access Control for Multiple Levels of Emergencies,
= Task 4 - Legal and Policy Issues and Enabling Government Legislation, and
= Task 5 - Integration and Roadmap Development.
Generally speaking, efforts of the tasks were directed towards meeting the objectives stated in

the previous section. This section presents the approaches, scope of work and anticipated
results specific to each of the task.

(A) Case Studies on Selected Public Buildings

In order to ensure that our results will be concrete, with sufficient specificity and depth, and
more readily applicable, this exploratory effort started by pursuing two case studies on two
representative types of public buildings in Taiwan. Common characteristics of the selected
target buildings (also referred to as test sites) include that they are so large and complex and

? Building Information Models/Modeling (BIM), http:/en.wikipedia.org/wiki/Building_information_modeling.
Also, see Appendix II for an overview.




their occupants and visitors so large in number as to make intelligent indoor emergency
evacuation systems desirable or necessary.

In each case study, we first extract from the BIM (Building Information Model) of the
building (or buildings) detailed sub-models of the building components (e.g., stairwells,
elevators, and corridors) and connectivity relationship among the components. These models
are needed to support the computations and decisions of the IES. Section 3 will present
further details on these model elements together with other types of data extracted from BIM
and facility management data of the building. We then developed a possible disaster scenario
within each building and evacuation standard operating procedures (SOPs) for the building.
These building-specific models and procedures enable us to identify data requirements of IES
for the building. The next step is to extrapolate from the building-specific data requirements
to develop a data requirement specification for public buildings in general.

The buildings selected as targets of case studies are the Institute of Information Science
(ITS) Building at Academia Sinica in Nangang and Yonghe, Xizhi and Shulin Sports Centers
under construction in New Taipei City. Figure 2 shows the 3D geometric models of the
buildings. Hereafter, in the description of each of the tasks, by a building or facility, we mean
specifically one or both of these buildings except for where it is stated otherwise.

(©) (d)

(a) Institute of Information Science (IIS) Building, Academia Sinica, Nangang, Taipei
(b)-(d) Yonghe, Xizhi and Shulin Sports Centers, New Taipei Cities (Source: 104 # 374 #
Ao~ 70 s BRI AER Y e BERS 17 A AR IFABIMS R4 2

Figure 2 3D models of buildings selected as targets of case studies



The IIS Building is a multi-story office building. It has two parts: The 9-story part of the
building includes a one-level parking garage underground. Floors above ground contain
offices, a central machine room and computer labs. The 4-story part contains large meeting
rooms and offices. The parts are connected at the ground level, giving this level a large and
complex floor plan, complex enough that visitors can get lost in it. On some days, the
building can have large crowds of visitors. IIS being built in the 90's before wide adoption of
BIM, only blueprints of the building were available at the start of this effort. A sufficiently
complete BIM were created as a part of the effort, however. The next step is the development
of emergency scenarios and emergency response SOPs. Several team members work in the
building. The fact that they are familiar with the building, can work closely with the
building's maintenance and operation staffs, and have access to assistance from experts in the
local fire department is a distinct advantage of this selection.

Yonghe, Xizhi and Shulin Sports Centers are new public facilities in New Taipei City.
While the buildings are still under construction, BIM on their design and construction,
including detailed models of stairwells and other building components are available.
Moreover, models for analysis of air flows, lighting, energy consumption and so on are
available. Compared with the IIS Building, the sport centers have significantly more complex
structure and floor plans. Unlike people in the IIS Building, the sports centers will have
people who come to the center at different frequencies to use their facilities and are unlikely
to know the buildings well. An IES for the buildings are surely desirable.

(B) Task 1: Data Requirements of Intelligent Indoor Evacuation Systems

The anticipated results of Task 1 will be specifications of the building and environment data
(including 2D-4D BIM, facility management, building control and observational data)
required to compute evacuation routes, support emergency response operations and other
essential functions of IES for the IIS Building and for Yonghe, Xizhi and Shulin Sports
Centers. The task will also identify the standards governing data formats, metadata and data
exchanges needed to ensure seamless flow of the data to IES.

The task focuses primarily on IES data requirements and addresses questions on how and
where the data are generated and collected only to the extent to demonstrate the existence of
the data and feasibility of their collection. Similarly, the task addresses the questions on how
the data will be used by IES only to the extent required to justify the need for the data and
data quality regardless how IES functions are implemented. A way to ensure that in-depth
questions and answers specific to selected buildings can be generalized to apply to large
public buildings in general is to work within the framework of an IES reference architecture”.
The reference architecture described in the next section was developed for this purpose.

For the purpose of determining the data required to support essential IES functions,
realistic scenarios of likely emergency types (e.g., fire and earthquake) and severity levels
and SOPs for indoor emergency evacuation within and from the buildings are needed. The
task works with scenarios and indoor evacuation SOPs that have been developed for the
building and therefore are available whenever possible.

Given evacuation SOPs in different scenarios, the next step is to determine and analyze the

3 Reference Architecture, https:/en.wikipedia.org/wiki/Reference_architecture.
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data requirements of essential IES functions needed to support intelligent indoor emergency
evacuation, in particular, data required for dynamic computation of evacuation routes from
individual locations within the building and data required to support decisions and operations
during evacuation. Data requirement specification should include only data that are available
or can be made available cost effectively via current technologies. For this reason, sources of
data (e.g., government agencies, non-profit organizations, building management service
providers, etc.) and current state of practice in terms of whether and to what extent the
required datasets are open should be identified. In case of real-time observational data (e.g.,
data on human densities near exits and on different floors) critical for decision and operation
support, the specification should include an overview of state-of-the-art techniques that can
be used to collect the data and associated cost-versus-data quality tradeoffs.

Timeliness of the input data is of critical importance in fast deteriorating scenarios.
Therefore, data requirements should provide estimated relative deadlines for acquisition of
time-critical data by the IES and the required timeliness of time varying data. The former
specifies the maximum allowed response time incurred by IES. The latter specifies maximum
data update delay. They are also part of the timing requirements of underlying database
systems and the choices of authorization and access control models and policies for the data.

(C) Task 2 - Data Requirements of Indoor Positioning/Location Services

In large public buildings (e.g., transport hubs, major hospitals, and large department stores),
emergency exits and direction signs are often not directly insight. An indoor positioning
service/system (IPS) that can reliably help people locate themselves within a few meters
using common mobile devices is useful during normal times and is essential during
emergencies. This is why this effort includes IPS as an essential AERS/IES capability.

Location accuracies of modern IPS still falls short from location accuracy required during
emergency’, sometimes by as much as an order of magnitude (e.g., 50 meters)’. This fact is
the motivation behind Task 2 that exploits accurate geometric and location data provided by
BIM of a building to enable IPS with the following four attributes: First, the system must be
scalable. Orders of magnitude surges in crowd density and location queries may occur daily
and during holidays, special occasions and emergencies. Degradation in performance when
surges occur should be small.

Second, the system must be easy to configure, deploy and maintain. Spatial, physical and
functional characteristics of large public buildings and building complexes often change due
to repairs, renovation and reconfiguration. It is important that updates of the IPS required to
take into account the changes can be made systematically and easily. Moreover, the health of
the system can be reliably monitored at low cost.

Third, graceful degradation is an essential attribute. The system should be capable of

4 7. Farid, R. Nordin, and M. Ismail, “Recent advances in wireless indoor localization techniques and systems,”
Journal of Computer Networks and Communications, Volume 2013, 12 pages. D. Schneider, “New indoor
navigation technologies work where GPS can’t,” IEEE Spectrum, November 2013. D. Dodge, “Leaders in
indoor location positioning technology,” http://dondodge.typepad.com/the_next big_thing/2013/04/leaders-in-
indoor-location-positioning-technology.html , April 2013.

5 “Wireless E911 location accuracy requirement,” FCC PS Docket No. 07-114, Feb 2015,
https://www.fcc.gov/document/fcc-adopts-new-wireless-indoor-¢911-location-accuracy-requirements-0 .
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providing location information even when large parts of it are severely damaged. In particular,
it should function when Internet, WiFi and cell phone coverage are disrupted.

Fourth, most importantly, the capabilities required of user devices to use the service should
be minimal. Ideally, any cell phone usable for originating an indoor emergency call can be
used to get the caller's location sufficiently accurately.

Task 2 took a practical approach to providing indoor positioning services for large public
buildings and places with the above mentioned attributes. A result of the task is the prototype
indoor positioning system called BeDIPS (Building/environment Data Based Indoor
Positioning System) [3] presented in Section 4. As its name implies, the system uses 3D
coordinates and geometric models of physical objects of interest in the building, which are
typically provided by the BIM and facility management data. A performance goal of the
prototype is that it can dependably provide location data with 3-5 or 5-10 meter horizontal
accuracy and zero vertical error to smart phones and Bluetooth enabled feature phones.

(D) Task 3: Access Control for Multiple Levels of Emergencies

Security and privacy protection policies and mechanisms used to safeguard data are often
obstacles to timely access to data vital to effective evacuation and rescue decisions and
operations during emergency. Take the BIM-based FM system YouBIM for example®. Its
advertisement says that 2D floor plans are available to occupants and visitors for navigation
purposes. Virtual-reality displays can show the maintenance supervisor on duty all the broken
lights, but a repairman is shown only the lights he/she is assigned to fix. A role/attribute-
based access control’ (A/RBAC) system can easily make sure that the display system does
the right things. During emergencies, however, the access control mechanism may stand in
the way of timely access to information by responders and affected people.

Two different approaches have been proposed to remove such obstacles. Break-the-glass
(BTG) extensions® to standard role-based access control model offers a way to circumvent
such obstacle during emergencies. Using these extensions, one can specify a hierarchy of
emergency access control policies based on the security overriding requirements at different
levels of emergency. Usually, BTG polices for more severe emergency levels allow more
flexibility in overriding nominal access control decisions while imposing more extensive
auditing requirements. Like the underlying access control scheme, BTG extensions works
when users can be authenticated. BTG extensions are not likely to work as well for access
control to data needed by IES during emergency however. For example, confidential BIM
data (e.g., a 2D-3D maps of a underground tunnel normally closed to public) made available
to IES for computations of evacuation routes may later be released in part or fully to
thousands of evacuees and responders (e.g., when they need to go through the tunnel to
escape a fire). It would be impossible to authenticate most of the people; yet, accurate data
must be given to them in time in life-or-death situations.

The Trustworthy Information Brokerage Service (TIBS) [4] can offer an alternative

6 YouBIM, http://www.youbim.com/about-youbim.html

’ Role-based access control, https://en.wikipedia.org/wiki/Role-based_access_control
® A. D. Brucker and H. Petritsch, “Extending Access control model with break-glass,” Proceedings of
SACMAT’09, June 2009
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solution. This access control and privacy protection service aims to enable responsive flow of
decision and operation support data to diverse disaster/emergency preparedness and response
applications, and through them to emergency responders, victims and general public. TIBS
works particularly well when critical data required by emergency response applications are
known a prior, and datasets containing the critical data can be filtered and desensitized and
made ready for release when needed without per-access control. Task 3 aims to exploit the
combined use of BTG extension and TIBS for safeguarding access of BIM and FM data by
IES during emergencies. The hybrid access control scheme is described in Section 5.

(E) Task 4: Legal and Policy Issues and Enabling Government Legislation

To fully develop potential application of BIM by IES, it is not only matters of software,
hardware, sensors, and communication, but also issues of legal, policy and governmental
administration. In recent years, national and local governments have realized the essence of
BIM applications and its industrial development. In May, 2014, Public Construction
Commission (7 Fcfe = & 1 #24 F ¢ ) invited Ministry of Interior (Construction and
Planning Agency 4 i %, Architecture and Building Research Institute p 5ctiE f 8= 7 #7),
Ministry of Transportation and Communications, Ministry of Economic Affairs, and many
private professional and academic associations, to organize a BIM platform for sharing
experiences and making suggestions to national BIM policy’. They identified 3 aspects,
namely legal, capability building, and reward, to promote the BIM industry in Taiwan. Legal
issues involve contract terms, intellectual property rights, risk and responsibility, and
investment allowance, etc. Capability building is concerned with information technology,
pilot study, and human resource training. Reward policy includes encouraging research and
development, quality evaluation system, public works bidding and competitions.

Construction and Planning Agency (' & ¥ ) has done several pilot studies (including road
and sewage, in Taipei, Taichung, Taoyuan, and Tainan) to adopt BIM in their design and
construction phases'®. Construction and Planning Agency is in charge of building codes and
related regulations, which will be enforced in local government for all public and private
building construction permits. New Taipei City, as a local government that will execute BIM
policy and regulations, has taken 3 sport centers to study the feasibility and administrative
issues for construction permits.

These activities show that national and local governments have realized the essence of
applications and industrial development of BIM, but have had little or no discussions and
research on the use of BIM for indoor emergency evacuation. We aim to identify potential
legal and regulatory issues, if any, that may raise the barrier to BIM in Taiwan, and more
importantly, barriers to accessibility of BIM data by IES during emergencies. Our findings
are summarized in Section 6. Background information used to support our findings can be
found in Appendix VI.

(F) Task 5: Integration and Roadmap Development

Task 5 would be the main project if this effort were a thematic project with multiple

Ptk BB o R and 2% 45, "BIM F ke E Spcfrenmpt v i) ¢ W1 ARET S § 1 AzpE”
71,2014

W T, TR sy 2 R 21 o 2 RT RN 2 e g )" 2014,
http://bim.caece.net/bim_detail.php?id=71&frompage=1
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subprojects. It is responsible for the coordination the efforts in selecting buildings to be
studies. The task works in close collaboration with Tasks 1-4 and integrates their findings
with the goal of identifying and recommending ways to lower or removal of possible
technical, legal and regulatory barriers to making data on public buildings/facilities critically
need to support indoor emergency evacuations decisions and operations available during
emergencies to IES. For as much as possible, the results of the task include recommendations
on BIM, FM and building automation datasets, data exchange standards, and emergency data
access control models/policies. In this effort, we discussed with the government building
administrations (#c iz 4 ¢ JLINF*) with jurisdiction over the selected buildings to ensure
the feasibility of our recommendations.

3. IES Data Requirements of Representative Public Building

As stated in the previous section, Task 1 focuses on the data requirements of IES for the
buildings selected as targets of case studies in order to capture the requirements in sufficient
detail and depth to produce data requirement specifications of these IES. This work is guided
by an IES reference architecture. Reference architecture'' for an application domain typically
provides a template for design and implementation of systems and applications in the domain,
in our case, the domain of indoor emergency evacuation. We use IES reference architecture to
highlight commonality of specific IES for specific buildings and help us to generalize the
building specific data requirements into a general data requirement specification for all or
most public buildings. This section first described an IES reference architecture. It then
presents the data requirements of IES for the IIS Building and New Taipei City Sports
Centers together with the process that led to the determination of the requirements.

(A) IES Reference Architecture

Figure 3 shows the IES reference architecture used for the purpose stated above. The
architecture as depicted here makes three assumptions. - The assumptions are made for sake
of concreteness; they should not lead to loss of generality - First, IES is structured as a
feedback control loop, depicted as update view, input to controller and manipulate models.
Second, it is model-based, object-oriented: Specific models of any type are specializations of
the abstract model of the type. The third assumption is that evacuation route computations are
done hierarchically. The computation of a new or updated route starts from updating the
states (conditions) of building components (e.g., rooms, corridors, and stairwells) and
computing route segments for evacuation from them. Then horizontal routes for people to
move on each level to either refuge area(s) on the level or to stairwells, elevators, and
escalators that connect levels are computed. This step is called horizontal evacuation in
Figure 3. The overall routes in a multi-story building are computed by assigning people
moving along horizontal route segments to stairwells, elevators, and so on to move them from
level to level. This part is called vertical evacuation. During each step in the computation, the
states of all affected models are changed (manipulated). Some of the changes are feedback to
the controller, and some changes are made available to affected people and systems (e.g.,
EOC) under the control of data access mechanisms, which will be described in Section 5.

" Reference architecture, https:/en.wikipedia.org/wiki/Reference architecture
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Models depicted in the large rectangle at the bottom of Figure 3 can be viewed as check
lists of required data types. (Due to space limitation, the figure shows only examples of them.)
The three columns from the left list examples of building-specific data models. The IES may
retrieve these types of data from the building BIM and facility management databases during
initialization and update them periodically or upon receipt of change notifications from the
databases. Specifically, IES will need the following types of data objects that model building
components and resources and obstacles in the building:

ﬁ ¥ X ﬁﬂ'nf‘l ,,,,,,,,,,,,,,,

CONTROLLER

Vertical evacuation

v

P I
e UI/GUI of evacuation indicators ;
w | (Lights, audio alarms, displays, | Horizontal evacuation
mobile devices, etc.)

Data access control Update component (stairwells,
elevator, rooms, etc.) evacuation
Input
View update (acquire data on building ) : ) ) !
components, resources and obstacles, | § Acquire situation awareness
people distributions, etc.) i | (damage assessment, state estimates)
@Manipula‘re
. /4 4

‘ Abstract models U u u u User commands

Corridors u Refuge areas People ctr. Men u Thermal radiation u Dynamic routing proc.

LM
(D) Rooms & halls || Isolation doors || OPS- S€NSOrs|; women || Toxicant analysis || Monitor & assessment
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i L Elevators Life saving equp.. B Crowds u Contact temperatureu Protocols and SOPs.
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5 ‘ Core tubes u Hazards u Displays Mobile ‘ Threat analysis u CAP message sequences
objects. - -
Parking areas ) Speakers Fluid flow analysis u Test scenario generation
: Surveillance | Explosion analysis V
oee Power lines cameras e
‘ - Mobility )
Plumbing models
‘ Connectivity models u Global and local environments ﬂ
Building component Resources and obstacles | People, mobile Program libraries
models | devices, and
moblhTy

[QBIM and FM databases ’

Figure 3 IES reference architecture

= Building components - Clearly 2D and 3D geometric models of building components
(including rooms, corridors, halls, and stairwells and so on) provided by the BIM of the
building are essential. The model of each building component should also provide
data/information on attributes that are important to IES. Examples include fire and water
resistances of the walls and floors and physical dexterity demand of stairwells. Data that
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describe capacities, performance, and tolerance to adverse conditions (e.g., shock,
temperature extremes and water) of elevators, escalators and moving walkways are also
essential. Structures and fire/temperature resistance of core tubes are important in
emergencies caused by severe earthquakes and extreme explosion/fires.

= Resources - The term resources refers to building components, devices and equipment
that can be used to aid the response to emergencies. They include refuge areas, isolation
doors (e.g., for fire and water); fire hose and other fire fighting equipment; smoke control
system; and defibrillators, first-aid supplies, eyewash stations, and other life-saving
equipment. Their capabilities and locations are clearly needed during emergency response
and evacuation. Figure 3 also lists in the third column devices that provide the IES with
monitoring, assessment and notification capabilities as resources within the building.
These resources include people counters for assessing crowd distributions and mobility,
surveillance cameras and environment sensors, emergency lighting and evacuation
indicatory systems (including digital signage displays and public speaking systems).

= Obstacles - Some obstacles are areas within the building that are physically blocked.
Areas containing hazardous materials (e.g., flammables and harmful gases) and high
voltage electrical equipments are also treated as obstacles; they should be avoided during
emergency response and evacuation. Information on reasons the areas are to be avoided is
critical for the IES to make decisions on how far people should be kept away from them.

= Connectivity models - Connectivity models provide the IES with information on
reachability relationships between building components. Connectivity is often defined by
a graph in which nodes represent building components (e.g., rooms and corridors) and an
edge between two nodes represent a path to reach one component from other component
(e.g., reaching the corridor from the room). To support route computation and other
decisions of IES, data on physical distance, incline along the path, path surface, and
spatial characteristics (e.g., capacities for people and objects) are also needed.

The third column from the right in the big dashed rectangle in Figure 3 lists models of
people and crowds and mobile devices that are in the building but are not part of the building.
The models of individual persons and mobile devices are not building specific. In contrast,
the mixes of people in crowds and their mobility are. For example, as mentioned earlier,
people in IIS Building work there. Most of the time, they stay in their offices or labs.
Majority of them carry smart phones, and some of them laptop computers, with them while
they move within the building. In contrast, visitors to the sports centers are likely to stay only
for a part of the day and while they are there, move among different activity areas. Data and
information that will enable the IES to model sufficiently accurately the movements of people
within the building during normal times and in emergencies can be helpful.

The second column from the right lists examples of programs that IES calls upon to update
the states (situations) of building components, local environments of the components and
areas composed of them and the global environment of the building. It is safe to assume that
every IES has an extensible library of these programs. By studying commonly used ones, we
will be able to determine the types of data required by the programs used by a specific IES of
a specific building (e.g., the IIS Building and Yonghe, Xizhe, and Shulin Sports Centers).

The first column from the right in bottom of Figure 3 lists major components of the IES.
Examples include dynamic routing, monitoring, situation and risk analysis modules, as well
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as standard operating procedures. These components of IES for a building must take into
accounts specific attributes and characteristics of the building. Similarly, CAP message
sequences and test scenario generation needed for testing and quality assurance purposes
must also be customized to a great extent to the building.

Table 1 lists examples of data types that are input to IES and output generated by the IES,
including some of the data types mentioned above. Their descriptions in column 1 (i.e., the
leftmost column) may help to clarify the descriptions above.

Table 1 Examples of data types and data access control

(a) Examples of BIM and Facility Management Data — Input to IES

For general public For auth. users For Info. sys.
Building and environment Data types Release Accountabilit
Yy . .
conditions requirements BTG policy levels | Rights
2-D floor plans, attributes of building components .
and location specific evacuation routes At all times None NA R
Locations and use instructions of fire hoses and .
extinguishers and other life-saving equipment At all times hoje NA R
Locations & general descriptions of dangerous .
equipments, storage areas of dangerous materials At all times None NA R
3-D models and capacities of stairwells, elevators, S &C level N Al level R
escalators, corridors, etc. & connectivity graph AU SLe e
3-D models of private & security controlled areas Level C ID/photo S &C levels Sys. Specific
:Eg?nlf;é?if:{smanon on dangerous equipments Level C ID/photo All levels Sys. Specific
(b) Real-time data on current situation produced by IES
For general public For auth. users For Info. sys.
Real-Time Data types Release Accountability _ Rights
conditions requirements BTG policy levels 9
Current situation: affected areas closed and ) N NA R
expected to be closed to public, detours, etc. At all times one
Locations & wait times of aid stations At all times None NA R
Damage and situation updates to public S & C levels None All levels R
Current situation: conditions affecting decisions
R
and actions of responders and emergency mgrs. BCLEE S All levels
Details on conditions and demands of the routes, Not rel d
locations and remaining capacities of safe areas otrelease NA S&Clevels R
Primary evacuation routes, advises and
instructions related to the routes AT T ANEES B

The other columns in Table 1 list examples of data access control alternatives for different
types of users and information systems and emergencies of different levels. Section 5 will
describe the access control alternatives mentioned in the table.

In Table 1, and throughout the report, the term emergency levels (or severity levels) is used
in a similar sense as emergency severity index'? (ESI) defined for medical emergencies: The
five-level ESI categorizes emergency room patients according to patient acuity and resources
needed to care for the patient. It is a powerful tool commonly used in emergency departments

'2 Emergency Severity Index, Emergency Severity Index (ESI): A Triage Tool for Emergency Department,
http://www.ahrg.gov/professionals/systems/hospital/esi/index.html
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of hospitals worldwide to enhance patient safety and support operational decisions. There are
no similarly well-defined and widely-adopted indexes for categorizing indoor emergency
situations. The discussion in this report roughly divides emergencies into three levels: levels
N, S and C. They are defined in Figure 4 in terms of color code published in 2012 for
categorizing emergencies in Taiwan'’. N stands for normal condition, i.e., no emergency
within the building. The level corresponds to code green. Levels S (Severe) and C
(Calamitous) roughly correspond to code yellow/orange and code red, respectively.
Emergencies developing from level S to level C call of increasing more flexible and
responsive data access control at the expense of vigor in privacy protection.

Pantone & 3| AR @ Normal (color green): no emergencies
e B T R A THT R H

Severity level S (color yellow and orange) :
ve| @ Red032C | o |, L, | %k 38 % ] i Level S emergencies include the ones for
(M100 Y100)[ ‘ 3 # ) ) which preparedness/response SOPs and
emergency data access control policies
and enforcement mechanisms have been

put in place in preparation, and BTG

5 . Orange 021 C . - . R
(M50 Y100) T =

S5 Yellow 012C w | 2zma EE B extensions are sufficiently responsive.
e 100 G g B :
' : @ Severity level C (color red or beyond) :
) Hexachrome i Level C emergencies include the ones that
e T N —fE e~ JeaE o AU 4R B . ;
ke Green C AR~ T8~ B0 AR call for mandatory and immediate
(C100 Y100)

evacuation midst extensive damaged
B R R B AR bundlnglstrucgures, dlsruptlog'o.f network
ek - #TER 101 3 A 27 B4 4 F H 1010126718A connections, dangerous conditions, etc.

Figure 4 Definition of Level S and Level C emergency levels

(B) Disaster Scenarios

Again, the public buildings selected as targets (test sites) of case studies are Yonghe, Xizhe,
and Shulin Sports Centers in New Taipei City and the IIS (Institute of Information Science,
Academia Sinica) building in Nangang, Taipei. Figure 2 shows their 3D models. The
buildings represent two types of public buildings. The sports centers are among the most
modern public buildings in Taiwan, equipped with a wide range of emergency preparedness
and response resources. Most of the data and information needed by intelligent indoor
evacuation systems for them are available. The IIS building, on the other hand, were built
almost 20 years ago. Though well maintained and continued to be updated, it lacks many
modern monitoring and automation capabilities.

= Descriptions of Sports Centers

As stated in Section 2(A), Yonghe, Xizhe and Shulin Sports Centers in New Taipei City are
still under construction. They are at locations described, respectively, by Figures V-1, V-7
and V-11 in Appendix V. Figures V-2, V-8 and V-12 show 2D floor plans of representative
floors in the centers, respectively. The New Taipei City year 104 report on BIM of the
sports centers'* presents detailed information. The list in Table 2 intends to provide an
overview of aspects relevant to the IES data requirements for these buildings and links to

B g2 RN gms ey RR"Esc 101 # 300 27 pred b5 1010126718A ¥,
http://www.life.fcu.edu.tw/wSite/publicfile/Attachment/f1334025401890.pdf

H104 E AT Ko s r 0k BHRFI R Y B 147, A AR IR BIM & R 4p2 2
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where in this report further details can be found. In this table and Table 3 presented shortly,
the terms models and data mean specifically models and data needed to support the
functions and decisions of IES, including BIM, facility management and sensor data for
acquisition of situation awareness, computation of evacuation routes, and so on.

Table 2 Summary of information on New Taipei City sports centers

Data and information types Also see
o Building component and connectivity models - Being designed and Figure 3,
constructed with the help of BIM and related technologies, detailed | 1. 1, and
2D-3D building components and connectivity graphs are available. | .\ 1,
Characteristics and attributes (e.g., fire, water and shock resistances) | 412 in
of building components and emergency preparedness and response Appendix 1.
resources (e.g., refuge areas, life saving equipment, etc.) - BIM and
facility management data of the buildings can provide these data. | Figure II-2
Some of such data can be also derived from the code and
regulations complied by the buildings. - Table I-2 in Appendix I lists
current code and regulations. Table I-1 in Appendix I lists disaster
prevention and safety indices and benchmark scores of resources for
fire, earthquake and floor emergencies. Also Figure II-2 shows E-
checking of disaster prevention aspects of resources.
Characteristics and attributes of hazards (e.g., high voltage
equipment, compressed gas and dangerous chemicals) - Published
floor plans contain information on only a subset of these elements.
Sensor and surveillance data - 2D floor plans of the buildings show | Tp1e 1v-2
the types, numbers and locations of environment sensors
(temperature, humidity, smoke detectors) and surveillance cameras.
Appendix IV Section (A) provides the types of sensing and
surveillance devices in the buildings.
Indoor positions - Indoor positioning system tracks movements and | Table IV-2,
locations of individuals via their smart watches and phones. Figures V-2,
Models of people and crowds - Disaster scenarios assume that the 8 and 14
. | Table I'V-1,
command and control center and IES know the number of people in | "°
the building, their ages, locations and possible disabilities. Figure V-3
Information on devices for delivery of emergency response and Appendix
evacuation instructions - The disaster scenarios assume that people IV, Sec. (A)
are instructed by emergency responders, speakers, and multimedia A dix V
, ppendix
displays and smart phones and watches.
Models, methods and tools for analysis of air flows, lighting, energy
consumption and so on - They are available.
Building specific dynamic/real-time data on speeds with which heat
and smoke may spread, mobility of people, and other factors to be Teble 1(b)
taken into account in computation of emergency response strategies | figure IV-1
and evacuation routes - These types of data are not yet available. | Table IV-3
Models and simulators similar to the ones used for analysis of air
flows, lighting and energy consumption should be developed to get
the required data and determine real-time requirements.
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= Descriptions of 11S building

The case study focused on the new, 9-story part of the IIS building. As stated in Section
2(A), even the new building is nearly 20 years old. The size of research, technical and
administrative staff of Information Science Institute is now near 400. Except for the
director and administration offices, almost all meeting rooms, offices and research labs, and
majority of the 400 people, are in the new building. Figure V-18 and Table V-4 in Section
(D) of Appendix V show 2D floor plans of the first, second and 6th floors and the usage of
individual floors. The list in Table 3 provides an overview of aspects relevant to the data
requirements of IES for the building.

Table 3 Summary of information on IIS New Building

Data and information types Also See

o Building component and connectivity models - BIM and 2D-3D | Figure 3,
models can be generated from available blueprints of the building. | Table 1
Parts of the BIM are now available.

o Characteristics and attributes (e.g., fire, water and shock resistances)
of building components and emergency preparedness and response
resources (e.g., refuge areas, fire extinguishers, life saving
equipment, etc.) - In principle these types of data and information
can be derived from maintenance records of the building and
building code met by the building, possibly at a high cost, however.

o Characteristics and attributes of hazards - Hazards include
flammable materials that may speed up the spread of fire and heavy
equipment that can cause serious injuries during strong earthquakes.
- Data on such elements are not available.

2 | o Sensor and surveillance data - 2D floor plans of the buildings show | Figures V-
the types, numbers and locations of environment sensors. 18, and V-19

o Indoor positioning - There is no indoor positioning system.

3 o Models of people and crowds - The personnel management system
of the institute can provide the identities and likely locations of most
of IIS staff in the building. During events such as workshops and
conferences, the registration records can provide similar data on
attendees of the events.

o Information on means and devices for delivery of emergency | Appendix V
response and evacuation instructions - The disaster scenarios
assume that people are instructed by emergency responders, speaker
system, a few multimedia displays, and emergency lights. No
mobile devices and applications are assumed.

o Models, methods and tools for analysis of air flows, lighting, energy
consumption and so on - They are not available.

o Building specific dynamic/real-time data on speeds with which heat | aple 1,

5 and smoke may spread, mobility of people, and other factors to be | Figure 1v-1
taken into account in computation of emergency response strategies | Table IV-3
and evacuation routes - These types of data are not available.
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= Djsaster scenarios

Appendix V presents four disaster scenarios, one for each of the test-site buildings. The
summary below provides links to where in the appendix details can be found:

o A magnitude 6 earthquake in northern part of Taiwan causing an emergency evacuation in
the Yonghe Sports Center: The scenario is described in Section (A) of Appendix V. The
distribution of people on second floor where the swimming pool is and initial evacuation
routes for them at the time are shown in Figures V-3 and V-4, respectively. The flow chart
in Figure V-6 describes the decisions and actions of the emergency command/control
center based on geometric and functional data on building components (e.g., the three
stairwells) and sensor data from devices distributed as shown in Figure V-5.

o A fire/explosion emergency due to high concentration of combustible gas in Xizhe Sports
Center: The scenario is described in Section (B) of Appendix V. Figure V-9 shows the
initial evacuation route for the 4th floor and distributions of resources (including
stairwells) and sensors. The flow chart in Figure V-10 summaries the decisions and work
done by the emergency command/control center.

o A fire emergency in Shulin Sports Center: The scenario is described in Section (C) of
Appendix V. Figures V-13 and V-14 describes the initial escape routes computed for
people and distribution of sensors providing information needed by the command/control
center. Figures V-15 and V-16 describes the decisions/actions of people in response to the
emergency and the work done by the emergency command and control center.

o A fire started from a research lab in the new IIS building: The scenario is described in
Section (D) of Appendix V. The lab in room 518 is one of the larger research labs.
Roughly, 10-15 research assistants work there. The room is full of PC's, laptops, and large
monitors. The room also contains books, empty or half-filled cardboard boxes, fabric
covered chairs, etc., which can burn fast and generate smoke in a fire emergency. As
shown in Figures V-18 and V-19, each room on the floor has 4 or 5 fire detectors which
trigger an alarm when they sense temperature rises beyond some specified threshold".
Possible delay in the fire alarm and lack of automatic fire fighting resources (e.g., fire
sprinklers and isolation doors) lead to the scenario described in Tables V-5 and V-6:
Despite efforts, the fire could not be contained. In this case, the institute takes advantages
of the fact that the people in the building know the building, its facilities and each other
well to organize an emergency self-defense team of approximately 20 people and have
them help others in the building to evacuate safely.

(C) IES Data Requirements

From the above descriptions of the test-site buildings and possible disaster scenarios in them,
one can make the following observations:

= Critical emergency response functions — One can observe from the fire emergency scenario
within the IIS building the critical need of an active emergency response system (AERS)
with at least three capabilities: automatic activation of risk reduction actions (e.g.,
automatic closing of fire doors to the main stairwell in the middle of the building),

' The primary reason for using fire detector rather than smoke detector is that the false alarm rate of smoke
detectors is too high.
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automatic notification (including alerting building occupants and calling 0-119 and
institutes nearby), and situation assessment and decision support (e.g., alerting the fire
fighting team when the fire is burning out of control and advising evacuation at 13:32 in
Table V-5). As Figure IV-1 in Appendix IV shows, a fast fire can develop fully in 1-2
minutes and a typical one in 5 minutes, giving people insufficient time to carry out
manually many of the tasks stated in Tables V-4 and V-5.

In fact, flow charts in Figures V-6, V-10, and V-16 in Appendix V all include shutdown
electric power and gas and close isolation doors and windows among the first tasks of
emergency command and control centers in response to emergencies within the sports
centers. Similarly, in cases of gas explosion and fire scenarios, the emergencies originate
within the buildings. Sending notifications/alerts to emergency response agencies and the
organizations with properties affected by the emergency is also one of the first tasks.

Situation assessment and decision function can be divided into two parts. The first part
can be called disaster/emergency surveillance and prediction/detection. It involves the
determination from sensor data whether and when an emergency alert should be issued. In
cases such as earthquake and flood, this work is done by responsible government agencies
(e.g., Central Weather Bureau). Flow charts in Figure V-10 and V-16 include locating the
source of fire and estimating immediately affected area within the building. A result of this
work is the declaration of an emergency which triggers the necessary preparedness and
response actions, including possible evacuation from the building. The focus of this effort is
on situation assessment and decision support after an emergency is declared.

Functional Partition Between IES and Other Components of AERS — For sake of
concreteness and clarity, our work assumes the partition of critical functions of AERS [1, 2]
as shown in Figure 1. The surveillance and prediction/detection functions for emergencies
originating within the building are done by one or more local emergency alerts/warning
systems. The alert/notification function is done by an integrated messaging system: It
routes CAP formatted alerts from government authorities and local alert systems to a
system of smart embedded devices and applications; they process the alerts and carried out
appropriate risk reduction actions such as close/open door and windows, turn off power, etc.
[5]. The messaging system can also make emergency calls automatically. Most important of
all for our discussion here, the message system also sends alerts to the intelligent
emergency response system (IES), the core component of the building’s AERS.

Upon receiving an emergency alert, IES works as illustrated by Figure 3 in general: It
acquires situation awareness, updates the states of affected building and environment
components and people/crowd, and computes and communicates decisions to change the
states. In flow charts in Figures V-6, V-10 and V-16 in Appendix V, emergency evacuation
functions include the processes starting from and below the ones in second row. If there
were an IES in the IIS building, it would provide information on the development of the fire
and provide directives and advises during the exercise described in Table V-7.

Data Requirements of IES — From Figure 3 and Tables 1, 2, and 3, one can conclude that an
IES requires the following groups of data to carry out its functions. The first five groups are
numbered as they are in Tables 2 and 3, which provide further details on the data types
within each group. The list below includes data on likely scenarios as the sixth group.

o Group 1, spatial and attribute data on the building — This group of data is an essential
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input to computation of evacuation routes. Detailed building components and
connectivity models can be found from BIM of the building. Sources for data on
characteristics and attributes of building components, resources and hazards include the
buildings BIM and facility management databases and building code and regulations
complied by the building.

o Group 2, sensor and surveillance data — The BIM and facility management databases of
the building usually has sufficiently detailed data on environment sensors, surveillance
cameras, and other sensors.

o Group 3, indoor positioning and models of people and crowd — Ballpark estimate of the
total number of people within a building can be made available easily. In all the test-site
buildings, spatial distributions of people can also be estimated. Data of this type are
acquired by an indoor positioning system in the sports centers'® and from personnel
management system in the IIS building. Attributes (e.g., body types, ages, functional
disabilities) of individuals needed to compute individualized evacuation decisions include
the ones listed in Table I'V-3. Such data require tracking and identifying individuals and
their movements to some extent.

o Group 4, data on output devices, in other words, types, capabilities and locations of
devices and applications which the IES can use to deliver location-specific instructions
and directives to affected people and smart risk reduction devices — Parts of this data are
provided by the BIM and facility management databases. Delivery of individualized
instructions requires data on the types and locations of mobile devices and applications.

o Group 5, building-specific real-time and dynamic data on the building and environment,
development of the emergencies, and mobility of people — Only limited types of such data
are available even for recently-built buildings such as the sports centers.

o Group 6, results of scenarios analysis for common emergency types — Data obtained from
analysis of likely scenarios of common emergency types and assessment of preparedness
and response actions can be used by IES algorithms and tools to make better decisions in
shorter time. Consulting scenario database is indeed done by emergency command and
control center according to the flow charts presented in Appendix V.

4. BeDIPS - Building/environment Data-Based Indoor Positioning System

The goal of Task 2 stated in the proposal is to identify the BIM data required to support
indoor positioning system that can provide 3-5 meter, 5-10 meter, or room-level accuracy in
large complex buildings. Rather than this relatively easy-to-reach goal, we have designed and
partially prototyped a system called Building/environment Data-Based Indoor Positioning
System (BeDIPS) to provide this capability.

(A) Capabilities, Design and Implementation of BeDIPS

As stated in Section 2(C), despite years of efforts of research communities on indoor
position/location technologies and many big players and numerous startups racing to be
leaders in the growing market of IPS, there is still no clear winner and no common standard
today. A reason is that existing IPS typically do not have the four attributed stated in earlier in

'® The indoor positioning systems in New Taipei City sports centers monitor the movements of people by
monitoring smart devices (smart phones, watches and bracelets) carried by them.
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Section 2(C): The IPS must be scalable and easy to deploy and maintain; moreover, it
degrades gracefully and requires minimal user device capabilities'’. BeDIPS is designed to
have these attributes. This section presents an overview of the system. Further details on its
design, implementation and performance can be found in [3].

As its name implies, BeDIPS relies on a building and environment data/information cloud
(BeDIC), which among other types of data about the building and its interior, contains the 3D
coordinates and geometric model of every physical object of interest. In particular, it contains
the coordinates of location beacons, hereafter referred to as LBeacons. Basically, Lbeacons
are low-cost Bluetooth transmitters. Each Lbeacon stores locally its own 3D coordinates
together with a short text message containing a brief description of its location and a one-step
navigation instruction to the nearest exit. LBeacons are installed pervasively throughout the
building to provide the desired coverage and networked together with a server. At
deployment/initialization and maintenance times, the BeDIPS server retrieves the 3D
coordinates and text message of every Lbeacon from BeDIC and loads the coordinates on the
beacon. Once initialized, the server steps out of the way. Each Lbeacon broadcasts
periodically its coordinates and a text message. On smart phones with indoor maps, a simple
application HereUAre can easily generate screenshots illustrated by the leftmost one in Figure
5. The inclusion of the text message from each Lbeacon eliminates the need for the
application and indoor maps as illustrated by the screenshots also shown in Figure 5.
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Figure 5 Screenshots on phones with and without indoor maps and HereUAre

Figure 6 shows the structure and components of BeDIPS. Again, the workhorse of the
system is the network of Lbeacons installed throughout the building. The other major
component is the BeDIPS server. Like smoke detectors in modern buildings, Lbeacons are
AC powered. Beacons serving each area in the building are connected by a powerline sub-
network and all sub-networks are connected via gateways to the building's wide area network
and the BeDIPS server. The functions of the server are limited to installation, initialization
and maintenance. Once installed and initialized, the server steps out of the way, letting each
Lbeacon function independently of each other.

" From Appendix V and the previous section, the indoor positioning system use in New Taipei City sports
centers does not meet this requirement.
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Figure 6 Structure and components of BeDIPS

Figure 7 shows the structure of the Lbeacons. The primary function of Lbeacon is provided
by the Bluetooth Smart Ready (i.e., dual mode) module. Specifically, Bluetooth LE stack is
used for broadcasting to modern smart devices. Today, a large number of mobile phones
remain to be legacy devices, however. Being required to serve them as well, Lbeacon also has
the basic rate/enhanced data rate (BR/EDR) protocol path as shown.
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Figure 7 Structure of Lbeacons

(B) BeDIPS Development Environment

The primary reason that BeDIPS is easy to install, configure and maintain is its use of data
and information in the Building/environment Data/Information Cloud (BeDIC) of the
building for configuration, installation and maintenance purposes. This virtual repository
contains selected parts of the BIM and facility management databases. The fact that it can
provide the data for the indoor positioning purpose in general and support BeDIPS
specifically is a benefit gained at negligible additional cost. Figure 8 illustrates the key role of
BeDIC within a development environment that supports the design, deployment and
maintenance of a BeDIPS for a large public building complex. Specifically, the lower part of
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Figure 8 shows the usage of 2D and 3D geometric models of the building interior provided by
the cloud and digital exchange standards supported by it.

Figure 8 BeDIPS development environment

With rare exception, Lbeacons are installed on the ceilings. Different types of Lbeacons
differ in their ranges and antenna radiation patterns. The lower right corner of the figure
shows four types as examples. Each dashed circle or oval represents the coverage area of a
beacon. A building such as large shopping malls, transport hubs and Sports Centers is likely
to require several types as illustrated by Figure 8. While Lbeacons with range around 3
meters are suitable for typical rooms, beacons with range 20 meters or more may be needed
for multi-level halls. All of them have directional antennas with conical beams. For 3-meter
location accuracy, beacons with 3-meter range have 60-degree coverage, while beacons with
larger ranges need to have antennas with narrower radiation patterns.

The process of design and deployment of a positioning system in a building starts from the
selection of the types of Lbeacon for each area in the building from available types. Graphical
and visualization tools built on the 2D-3D geometric models of the building such as the ones
shown in the lower half of the Figure 8 aims to help the developer to select the right type of
Lbeacon for each location, experiment with the placements and orientations of the selected
beacons, and visualize and assess the coverage provided by them. Upon finding a satisfactory
design for an area (e.g., a room, a corridor, and a large hall), the developer can have the tool
generate, for each beacon in the area, its 2D barcode, type and coordinates. In addition, the
tool also generates the coordinates of a reference point for the area. The reference point is a
location in the area that can be easily pinpointed by the installer. Examples include the south-
west corner of the room or the left inside frame of a specified door. This information will help
the installer locate the position of each Lbeacon in the area accurately with the help of the
installation tool described in [3]. Figure 8 BeDIPS development environment
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(C) Current Status and Future Plan

We have been experimenting with prototype Lbeacons, focusing primarily on their
functionality. The BR/EDR module of the prototype uses only one dongle. The coordinates
and textual location description are sent in vMessage format according to the Bluetooth
Object Push Profile (OPP) and Object Exchange (OBEX) protocol'®. OPP being widely
supported, all of the feature phones we experimented with can display location descriptions
such as the one illustrated by Figure 5. As expected, the implementations of the LE (Low
Energy) module and HereUAre on smart phones are straightforward. In addition to prototype
LBeacons, we built a BeDIPS development environment as an extension (i.e., a plugin) of
Autodesk Revit'”. We demonstrated Lbeacons within the Institute of Information Science
Building during Academia Sinica Open House day on October 30, 2015.

The contribution of this work is a practical approach to providing indoor positioning
services for large public buildings and places. An enabler of BeDIPS is BIM. BeDIPS is
made possible by using the data innovatively. To illustrate, it is known that Frankfurt Airport
has approximately 50,000 smoke detectors. It will need two or three times more Lbeacons to
provide 3-5 meter or room-level location accuracy. The tasks of selecting the location of each
beacon, determining it coordinates and place the beacon at the chosen location would be
prohibitive without the BeDIPS development tools described in [3]. With the tools, however,
the tasks are only slightly more demanding than the task of deploying smoke detectors
throughout the facility.

In the near future, we will evaluate the effectiveness and performance Lbeacons
experimentally in terms of responsiveness and scalability. The next step is to build and
evaluate parts of prototype BeDIPS in IIS building and Yonghe Sports Center.

In current prototype, each Lbeacon provides only a one-step navigation instruction to the
nearest building exit. Another extension is to use Lbeacons to deliver fine-grain location-
specific emergency response and evacuation instructions to people via their mobile devices.
Such instructions can be loaded on each Lbeacon in the disaster preparedness phase.
Lbeacons are networked with the BeDIPS server, and the server can be an information system
served by the IES. During emergency, the IES can instruct the server to notified Lbeacons in
emergency affected areas in the building and have them broadcast specified emergency alerts
and response/evacuation instructions specific to their locations. An advantage of this scheme
is that there is no need to identify the individuals and track their movements.

5. Emergency Data Access Control

As stated in Section 2(D), Task 3 proposes to exploit the combined use of BTG (Break-the-
Glass) extension and TIBS (Trustworthy Information Brokerage Service) for safeguarding
access to data required by IES during emergencies of different levels. Both alternatives were
described briefly in Section 2(D). This section describes the hybrid scheme and presents
examples to illustrate its application.

'8 Object Exchange Protocol (OBEX) and Object Push Profile (OPP),
https://developer.bluetooth.org/TechnologyOverview/Pages/OBEX.aspx
19 Autodesk Revit, https://en.wikipedia.org/wiki/Autodesk Revit
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(A) Complementary Capabilities of BTG Extensions and TIBS

Again, BTG (Break-the-Glass) extensions of standard role based access control models
specify a hierarchy of emergency access control policies based on security overriding
requirements at different levels of emergency and thus enable the circumvention of data
access control obstacles during emergencies. For example, the BTG extension adopted by a
hospital’s electronic patient record system may work as follows: Under normal conditions,
the medical record of a patient is accessible only by his/her physician(s). During a (ESI,
Emergency Severity Index) level-2 medical emergency (i.e., when the patient exhibits a time-
critical problem), the patient record system overrides the normal access control policy and
allows all physicians in the emergency room to access the patient’s record. However, at a
level-1 medical emergency (i.e., the patient is triaged as requiring immediate, life-saving
intervention), the system may provide access of his/her record to any physician who by
previous arrangement has an emergency account and can be authenticated by the system. In
each case, the override of normal access control decisions is accomplished by specified
obligations (i.e., mandatory auditing actions). In this example, the action may be sending
notifications of the emergency accesses to the patient, or/and his/her physicians and the
patient privacy monitoring system. As stated in Section 2(D), BTG extensions are typically
defined to provide more flexibility in overriding data access decisions at more severe levels
of emergency while imposing more extensive obligated auditing actions. Figure 9(a) shows a
general architecture of BTG extension.
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Figure 9 (a) Left, BTG architecture and (b) Right, TIBS assumption and usage

Developed to facility accesses to healthcare information during medical emergencies,
BTG extensions are quite capable of handling the emergency access control to electronic
patient health record systems. In this case, the user groups (of healthcare professionals) are
relative small and can be authenticated by a functioning hospital information system. In
Figure 9(a), single sign-on allows a user to access multiple data/information sources. To a
great extension, this is also true for access of BIM-FM data and real-time data produced by
the IES system by emergency responders, policemen, medical personals and so on. It is
possible to set up BTG accounts for these groups of users a priori. During emergencies, these
users and their mobile devices can be identified and authenticated, allowing the override of
normal access control decisions when necessary in adherence to BTG policies.

The same thing about users of BTG extensions cannot be said about general public within a
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public building: TIBS (Trustworthy Information Brokerage Service) [4] is an alternative
access control approach for them. This access control and privacy protection service aims to
enable responsive flow of decision and operation support data to diverse disaster/emergency
preparedness and response applications, and through them to emergency responders, victims
and general public. TIBS achieves responsiveness by eliminating per-access control: The
service divides information access control into two phases, which are managed by
prospective sub-service (PTIBS) and retrospective sub-service (RTIBS). Specifically, PTIBS
manages the release of the data critical to disaster preparedness and emergency response and
makes them available to specified subscriber applications, and through them to users, when
needed according to specified policies. The policies are defined in terms of release and
accountability clauses, which specify the conditions under which the information may be
released and the traceability/accountability requirements for releasing the data, respectively.
The policies are enforced by RTIBS. As stated in Section 2(D) and shown in Figure 9(b)
TIBS works well when data required by emergency response applications for likely
emergency scenarios and SOPs in response to likely conditions can be determined. For these
applications, datasets containing the required data are filtered and desensitized and their
releases conditions and accountability requirement determined. IES is such an application.

Figure 10 illustrates how a hybrid access control scheme may be used to facilitate access of
data in a BeDIC (Building and environment Data and Information Cloud) during emergencies.
Without loss of generality, the scheme assumes that access to and release of data within
BeDIC and data produced by other components of AERS are done via the IES.
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Figure 10 Use of hybrid BTG-TIBS access control to building and environment data

Specifically, Figure 10 assumes that during normal times, a per-access access control
scheme (e.g., a role-based access control scheme) is used to control access to data within
BeDIC by people and systems. Furthermore, emergency access accounts and BTG extension
emergency access control policies have been set up for specified groups of users. (Examples
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include firemen, police, medics and other first responders, as well as selected people who
manage and maintain the building.) A user management and authentication system (UMAS)
is a part of the access control system. During emergencies, each of these users and the mobile
device used by the user is authenticated by the UMAS and the BTG extension overrides
normal access control decisions on behalf of the user. In contrast, the hybrid scheme makes
selected data available to the general public via multi-media displays, public speakers, etc.
and/or have the data delivered to the people via their mobile devices under the control of the
TIBS part of the system. Again, the PTIBS part is responsible for releasing the data, while the
RTIBS part enforces accountability requirements at the point where the data are released.

The scheme shown in Figure 10 also assumes that during emergencies when the IES of the
building is in operation, all data and information on the building required by other
information systems used to support response decisions and operations are made available via
the data access interfaces of the IES. (For example, the Emergency Command and Control
(ECC) Center gets all data and information from IES.) This is a reasonable design choice. As
Figure 1 shows, the IES must have access to all sensor data needed to support its own
situation awareness and decisions and has control of all active devices in the building.

(B) Examples of BTG Extensions and Release/Accountability Conditions

We use the examples listed in Table 1 to help explain the proposed hybrid BTG-TIBS scheme
further. The first column from the left in parts (a) and (b) of the table lists descriptions of data
that are used by IES as input and data produced by the IES, respectively. Some types of data
are also provided to emergency responders, building management, general public, and so on.
Entries in the second and third column from the left in Table 1 state the access control options
for different data types for general public and authenticated users, respectively.

The first three rows in part (a) of Table 1 lists information on building floor plans, location
specific evacuation routes, locations and information of resources (e.g., fire extinguishers,
first aid kits, eyewash stations) and hazards (e.g., high voltage equipment, stored compressed
gas and stored swimming pool chemicals). Figure 11 shows examples of these types of data
commonly posted in buildings: As first three rows in Table 1 part (a) indicate, these data
types are public information at all times and no data access control is required. All
information systems connected to IES via its system interfaces are provided R(ead) access as
indicated by the entry “R” in the rightmost column.

While part (a) of Table lists examples of relatively static BIM and facility management
data from BeDIC, part (b) of the table lists real-time data generated or updated by the IES.
The first two rows of part (b) list closed areas, detours, locations and waiting times of aid
stations, and so on. Similar to examples of published data exemplified by the ones in Figure
11, they are made available to all people and readable by systems during emergencies.

In contrast, 3D models of building components (e.g., stairwells and corridors) in row 4 of
part (a) and desensitized damage and situation updates and current primary evacuation routes
in rows 3 and 6 of part (b), respectively, are released to public only when an emergency in the
building is declared. These types of data are accessible by users with normal and emergency
accounts at all times, however. Some types of data are released to public only during
extreme calamitous conditions (level C and beyond). Examples include when only safe
evacuation routes are through private and security controlled areas and when volunteers must
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be recruited from people in the building to deal with dangerous equipment and materials. The
types of data released to public are described in the last two rows of Table 1 part (a). Such
data may still need to be desensitized (e.g., with most parts of private areas, identities of the
owners, etc. covered) before releasing during a Level-C emergency. In most cases, some
accountability conditions, specified by minimum identity and traceability requirement for
releasing the information, may be imposed. (For example, the system may require people
accessing the information to provide their cell numbers, allow photos of them taken while
they pass through the private areas, etc.) Later, in the recovery phase, these people can be
tracked down based on their cell phone numbers and photos and held accountable for actions
enabled by the information provided to them during the emergency. Table 1 part (a) states that
such types of data are likely to be available to users with normal and emergency accounts
during emergencies.

Similarly, rows 4 and 5 give examples of types of data that are likely never released to
general public for one reason or the other. Again, they can be made accessible to users with
emergency accounts via BTG extensions.
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Figure 11 Examples of building and facility data released to public at all times

6. Legal and Regulatory Issues

Issues that must be addressed to make IES for large public buildings in Taiwan feasible and
effective include not only technical ones related to their functionalities and design, critical
technologies and support information and communication infrastructures. Many legal, policy
and government administration issues may need to be addressed and resolved in order to pave
the way to their wide deployment and use in buildings of some specified sizes and complexity.
This fact motivated us to study Taiwan laws and regulations related to the use of disaster risk

31



reduction technologies and tools, intellectual property rights, collection and usage of personal
data, and safeguards of privacy and security which may restrict IES functionalities and
constrain their design and implementation. Laws and regulations studied by this effort
include the legal basis for governments at all levels to promote the use of disaster risk
reduction technologies such as IES and emergency response decisions and operations
supported by such systems; laws related to intellectual property and copyright that may affect
the use of BIM, and personal privacy protection law. Details on our findings can be found in
Appendix VI. This section first presents a summary of the appendix. It then presents
proposed ways to refine and strengthen the legal and regulatory basis of IES.

(A) Summary of Laws and Regulations Related to IES

Specifically, Appendix VI first presents laws and regulations relating to the use of IES and
related technologies in Taiwan. It then summarizes our findings on intellectual property rights,
collection and use of personal data and privacy protection.

= Section VI(A) presents an overview of existing laws and regulations related to disaster
prevention, preparedness and response, including Disaster Prevention and Relief Law (% &
7 ¥, DPRL). The law is the basis of Taiwan's laws and regulations related to disaster
prevention and response. The implementation and use of indoor emergency evacuation
systems fit in Regional Disaster Prevention and Relief Program (& s/ 3 17 0 € 2 %
% B $c3+ %), which was approved by governments of all levels. Article 10 of DPRL states
the local responsibilities in disaster prevention and response, including decision on the
adoption of IES and the capabilities of such systems. Another example is Article 24 of »
% B2 : The article provides the underlying principles on the range of actions which
affected persons can take during emergencies of different severities. Response and
evacuation actions recommended by the IES should guided by the principles.

= Section VI(B) presents copyright laws applicable to data in building information models

(BIM) and facility management data by IES and the dissemination of the data during
emergencies. (An example is the 2D emergency evacuation maps such as the ones shown in
Figure 11.) The section presents alternative solutions for removing or loosening the
restrictions on the use of copyrighted data and law basis of the solutions.

= Section VI(C) presents laws for personal data protection and collection of personal data.
From Section 3 and Table IV-3 on IES data requirements, one can see that data on many
attributes of individuals (e.g., body type, physical disabilities, and heart/lung conditions) are
needed by the system to compute personalized evacuation plans for all affected people or
people at high risks. Existing laws typically restrict the collection and use (disclosure) of
such personal information. On the other hand, IES that do not attempt to offer personalized
evacuation plans require only locations of people and density distributions of crowds. Such
systems can easily work with the restrictions imposed by the laws described here.

(B) Recommended Refinements and Enhancements

Modern urban development strategies call for more and more large multi-function public
buildings as a means to improve land and space usage. One expects to see more and more
large, complex public buildings in Taiwan in the future. Taiwan being a country with high
risk of natural disasters, disaster resiliency and risk deduction are important factors to
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consider in their development. (For example, as Section (C) argued, facility management and
building safety systems of all large public buildings of specified sizes and usages should have
three essential IES functionalities: automatic risk reduction actions, automatic notifications
and situation awareness and response decisions and operations support during emergencies.)
This fact motivated us to make the recommendations listed below:

= Generally speaking, we recommend that regulations governing data and information
access, usage and dissemination by IES of large public buildings during emergencies to
be fully developed based on the rationales behind the regulations defined by " # %4 a7
iei® |, that is, regulations and laws for prevention and control of infectious diseases.
Doing so can help to make data and information required to provide essential IES
capabilities available, readily accessible and usable in preparedness and response for
common types of indoor emergencies of different severity levels.

* Many issues related to the use of IES specifically, and technologies for disaster risk
reduction in general, should be addressed though Disaster Prevention and Protection Law.
While Regional Disaster Prevention and Relief Program can provide some support for the
adoption of IES and related disaster information systems and applications, organizations
who want to promote the use of IES and related disaster risk reduction technologies might
have to persuade each government agency.

We recommend that related laws and regulations to describe clearly the government’s
obligation in disaster prevention and responses, specifically regarding the adoption of
new technologies for these purpose. It will be speed up the construction and use of IES
when further regulations, such as regulations related to BIM and collection and
information usage, are taken into account.

Many issues that are likely to arise through the use of IES and other disaster risk
reduction technologies are not addressed by existing regulations. For examples, existing
laws/regulations for copyrights and personal information protection makes no mention of
exceptional rules. Unlike Article 24 of » # % R]“|;* mentioned earlier, existing personal
information protection law does not state conditions under which specified exceptions are
allowed. Consequently, the use of IES that make use of personal data to provide
individuals with special needs with personalized emergency response directives would
run into complicated processes due to legality. For this reason, we recommend that
regulations and laws relevant to disaster/emergency risk deduction include exception
rules as law for prevention and control of infectious diseases does. The inclusion of
exception rules is also essential to guide emergency data security and personal privacy
protection schemes such as the hybrid BTG-TIBS scheme described in Section 5 in
tradeoff between availability of data and rigor in data access control.

7. Summary and Proposed Work

This exploratory study is on a family of smart systems for indoor emergency evacuation from
large public buildings. The systems are referred to throughout this report by the abbreviation
IES (Indoor Evacuation System). An IES can respond to alerts and alarms generated by local
emergency alert systems warning of fires, gas leaks, explosions, etc. within the facility, as
well as alerts from responsible government agencies warning of imminent or observed natural
disasters such as earthquakes, flood and landslides threatening the areas containing or near
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the facility. In response to each alert, the IES works to prevent loss of lives, reduce chance of
injuries and minimize property damages.

An observation drawn from case studies carried out by this exploratory work is that all
IES in large public buildings should have at least three capabilities. They are automatic
activation of risk reduction actions, automatic notification of affected people, and provide
emergency manager and responders with sufficient situation assessment and decision support
during emergencies. (Section 3(C) provides illustrative examples and justifications for this
requirement.) An advanced IES can dynamically and automatically or semi-automatically re-
routes people depending on their locations, extents of damages and density and distribution of
people, and can provide people with real-time, location-, environment-, and situation specific
instructions during emergencies.

The main focus of this work is on data requirements of IES for representative large public
buildings/facilities in Taiwan. In addition to determining the data types required by IES for
the four buildings selected as targets of case studies and large public buildings in general, this
work also investigated technical, legal and regulatory issues that may raise barriers to
accessibility of the required data by IES and identified possible steps to lower or remove the
barriers. This work is not concerned with the structures and implementation of IES, however.
The design and implementation of IES are addressed only to the extent needed to ensure that
all data types identified as required are indeed needed for such systems to work regardless the
specific methods and algorithms used to implement the essential IES functions.

The remainder of this section first presents an overview of IES data requirements based on
the discussions in Section 3. It then briefly describes the proposed technical solutions to
indoor positioning and emergency data access issues. Legal and regulatory issues were
presented at the end of the previous sections, and hence, are skipped here. The section then
concludes the report by presenting a list of proposed work to address the issues with the goal
of speeding up the development and deployment of next generation IES and building safety
systems for large public buildings in Taiwan.

(A) Summary of IES Data Requirements

Figure 12 presents a simplified architectural model of IES. We use the model to help us
present the data requirements of IES of large public buildings in general. The numbers
labeling the edges are in accordance with the numbers that identify the types of data in Tables
2 and 3 and the list in Section 3(C). To make this section more self-contained, the list and
explanation are duplicated in part below:

o Group 1, building-specific spatial and attribute data — This group of data include
geometric models and attributes of building components and resources and hazards in the
building. These types of data are an essential input to computation of evacuation routes.
Detailed building components and connectivity models can be found from BIM of the
building. Sources of data on characteristics and attributes of building components,
resources and hazards include the BIM and facility management databases of the building
and building code and regulations complied by the building. Sufficiently detailed data and
attributes of data on resources (e.g., fire distinguishers, eyewash stations, etc. and use
instructions) are available for most buildings, include the sports centers and IIS building.
In contrast, data on hazards are often too sketchy for decision support purposes. It is
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understandable that details on hazards are kept hidden during normal conditions. Data on
them should be available to IES during emergencies, as they surely are available to
emergency control centers now.

( Dl | B
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Emergency
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Response/evacuation instructions/ commands

Figure 12 A simplified IES model showing different groups (types) on data

o Group 2, real-time environment data from sensors and surveillance devices — The BIM
and facility management databases of the building usually has sufficiently detailed data
on number and types of environment sensors (e.g., temperature, humidity and air quality
sensors), surveillance cameras, and other sensors at fixed locations.

o Group 3, locations and models of people and crowd — Data of this type include ballpark
estimates of the total number of people and spatial distributions of people within the
building. How data of this type are acquired differs greatly from building to building, as
exemplified by the four test-site buildings. People counters” based a variety of
technologies can be used to collect such data without tracking movements and exploiting
attributes of individuals. Attributes (e.g., body types, ages, functional disabilities) and
locations of individuals needed to compute individualized evacuation decisions include
the ones listed in Table IV-3. Acquiring such data require identifying individuals and
tracking their movements within the building to some extent. There are laws preventing
the collection of such data. (Examples can be found in Section VI(C) in Appendix VI.)

o Group 4, data on output devices, i.c., data on types, capabilities and locations of devices
and applications which the IES can use to deliver location-specific instructions and
directives to affected people and smart risk reduction devices. Data on devices at fixed
locations are provided in part by the BIM and facility management databases. Delivery of
individualized response instructions requires data on the types and locations of mobile
devices and applications. This kind of information requires the system to monitor and
track mobile devices and applications on them.

o Group 5, building-specific real-time and dynamic data on the building and environment
(e.g., the length of time the building core can stay intact in a fire as a function of
temperature), development of the emergencies (e.g. the spread of smoke and heat), and
mobility of people (e.g., the speed people can move in a crowd). — Only limited types of
such data are available even for recently-built buildings such as the sports centers. Figure
12 assumes that the IES has simulation and analysis tools to generate such data.

o Group 6, results of scenarios analysis for common emergency types — Data obtained from

20 people counters: https://en.wikipedia.org/wiki/People_counter
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analysis of likely scenarios of common emergency types in similar buildings and
assessment of preparedness and response actions can be used by IES algorithms and tools
to make better decisions in shorter time. Consulting scenario database is indeed done by
emergency command and control center of test-site buildings according to the flow charts
presented in Appendix V.

(B) Solutions to Indoor Positioning and Emergency Data Access

Sections 4 and 5 presented two technical solutions to provision, collection and use of data by
IES. The indoor positioning system BeDIPS is scalable, disaster resilient and easy to maintain.
Unlike existing approaches to providing people with indoor positioning information,
including the system used in New Taipei City sports centers, BeDIPS requires only that the
receiving mobile devices are Bluetooth enabled. Moreover, the location beacons provided by
the system can deliver location-specific instructions to people during emergencies. An
advantage of the system is that each beacon can provide an estimate of number of people
under its coverage without tracking the movements or identities of people.

The hybrid BTG-TIBS data access control scheme described in Section 5 can be used by
IES to protect data security and privacy during emergencies in ways defined by emergency
data access policies. The scheme divides all people in the building into general public and
separate them from groups of users (such as firemen, medics, etc.) who by prior arrangement
are giving accounts for emergency access to data. Users (or devices used by them) with
accounts can be identified and authenticated during emergencies. A hierarchy of Break-the-
Glass emergency data access policies governs per-access overrides of normal access control
decisions for read/write requests from them. It is impossible for the system to authenticate
general public, however. The system uses an accountability-based scheme to release
desensitized data to them. The use of such as hybrid scheme can help the system to control
release of data according to the privacy protection laws.

(C) Proposed Future Work

In addition to recommendations/proposals related to laws and regulations presented in
Section 6(C), this work has led to the recommendations summarized below. They all are
motivated by the observations and insights gained from the work done as a part of this
exploratory study and aim to enhance the availability of data for IES direct or indirectly and
speed up the process of the adoption of IES in public buildings.

= Extensions and adoptions of standards

We suggest the adoption of two standards related to emergency preparedness and response:
They are emergency severity index and CAP (Common Alert Protocol).

o Standard severity index for indoor emergencies - As stated in Section 3(A), there is no
well defined, standardized indexes for categorizing indoor emergencies according to their
severities similar to medical emergency severity index (ESI). From the definition of ESI,
it is possible to define medication data requirements and put in place data access policies
for emergencies of different severities. In contrast, the definition of the color codes for
emergency severity levels (See Figure 4) does not go far enough regarding the thresholds
between different levels. The definition also does not address how data access and usage
policies and allowed response actions/operations depend on the severity levels.
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o Extension of CAP for indoor emergencies - The OASIS Common Alert Protocol
(http://docs.oasis-open.org/emergency/cap/v1.2/CAP-v1.2-0s.html) is an international
XML-based standard for encoding alert messages. It is widely adopted worldwide,
including Taiwan and Australia, for messages alerting of typhoons and severe weather,
earthquakes, floods and debris flows, in US, even amber alerts about lost children. CAP
compliant messages are machine readable and hence can be processed automatically by
systems like IES, as well as smart disaster risk deduction devices (e.g., automatic fire
doors and gas valves) and CAP-aware disaster risk reduction applications. CAP is also
intended as a standard for messages exchanged between emergency information systems,
aggregation and correlation of warnings from multiple sources, and automatic reports by
sensor systems to analysis centers. This work assumes that CAP format is used for all
alerts messages, including not only alerts issues by government agencies (e.g., Central
Weather Bureau) but also alerts from building safety systems (e.g., fire alarm system). We
proposed the make the use of CAP format a standard for all indoor emergency alerts
within public building. The increase in the application scope of CAP will require
extension of the protocol. Taiwan has recently developed CAP-TWP (CAP Taiwan
Profile), which is a localized version of CAP for use in Taiwan. This is good time to
extend the protocol for use of alerts/warnings of indoor emergencies.

= Development of emergency scenarios and SOPs for representative large pubic buildings

Realistic emergency scenarios for common types and likely severity levels of emergencies
are effective tools for the development of standard operation procedures for emergency
preparedness and response. As Section 3 and Appendix V show, likely scenarios are also the
basis for the identification of data and information required to support emergency
preparedness and response decisions and operations within the building. Accountability-
based schemes such as the proposed BTG-TIBS schemes works well when data required in
likely scenarios can be desensitized before they are released. We propose that likely
emergency scenarios in several representative public buildings to be either developed from
the start or built on existing ones. The scenarios can be used by projects such as this one as
benchmarks for experimentation and evaluation purposes in the future as well.

= Development of emergency data access control policies and identify changes in laws and
regulations to allow the policies.

Many issues are likely to arise through the use of IES and other disaster risk reduction
technologies, and they are not addressed by existing laws and regulations. For example, an
advanced indoor emergency evacuation system that has data on physical conditions, ages,
body shapes of individuals in affected areas can make individualize decisions to keep them
safer, but collections of such data by the system may not be allowed by laws. Section 6(C)
suggested the inclusion of exception rules in related regulations and laws and thus in part
enable the implementation of this and other advanced disaster risk reduction capabilities
that require data and actions not allowed by laws and regulations during normal times. We
also recommend that development of emergency data access control and accountability
policies for selected large public buildings in Taiwan based on like emergency scenarios.
This work will identify the types and extents of exceptions which unless allowed by laws
during emergencies will make some emergency response decision and operation support
capabilities infeasible.
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Appendix I 2= # 33 #3] (Background on BIM)
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Appendix 1 % Z_(Common Alerting Protocol, CAP)

FAHA G X L T OB EAARE S > T w E (alerting) HAFA £ AR o AR - AL

ﬂi’ﬁ§ﬂiﬁ?ﬁ%W%L‘$fﬁ‘ N e E T
TR ER L BigreE 0 B ’fﬁ LR R _% 3 % (Advancing open standards for

the 1nformat10n soc1ety, OASIS) = % 7 £ * 7 &1 L (Common Alerting Protocol,

CAP) » (¥ 57 & AR o UL RRE K T R AL AT B 4 R
iﬁﬁ?)ﬁ*ﬁ?b##&ﬁz » TG R i-’r PR g A A o

a\\

(A) CAP & # 4.%2

CAP 5.0 XML 5 Ad# et » 241 &
J

- FR8 4 o <alert> ~ <info> ~ <resource> ~ fr
<area> > H B H4c B II-1 17 » & 7) 2
-7
v

Ripeiph 38 P o & B CAP 4 7 v8 -
£

<alert>>» ¥ & % % B <1nf0> » & B<info>¥ 7 § % B <resource> <area> > 1% { 33
WEHm o ATM-13P F M CAP 2 B2 8 SR 2 <% o

info resource

Language (language) Description

Event Category (category) * (resourceDesc)

Event Type (event) % | MIME Type (mimeType)
alert o Response Type (responseType) * File Size (size)
Message ID (identifier) Urgency (urgency) URI (uri)
Sender ID (‘-’:endeﬂ Severity (severity) Dereferenced URI (derefUri)
Sent Date/Time (sent) Certainty (certainty) Digest (digest)
Message Status (status) e
Message Type (msgType) * ( ) .
Source (source) Event Code (eventCode)
Scope (scope) Effective Date/Time (effective) darea
Restriction (restriction) Onset Date/Time (onset) Area Description
Addresses (addresses) Expiration Date/Time (expires) (areaDesc) I
Handling Code (code) * Sender Name (senderName) * | Area Polygon (polygon) * '
Note (note) Headline (headline) Area Circle (circle) * |
Reference IDs (references) Event Description (description) Area Geocode (geocode) * |
Incident IDs (incidents) Instructions (instruction) Altitude (altitude)

Information URL (web) Ceiling (ceiling)

Contact Info (contact)
Parameter (parameter) *

B I1I-1 CAP % T#
(B % %R : OASIS CAP v2.1, http://docs.oasis-open.org/emergency/cap/v1.2/CAP-v1.2-0s.html)

4 IM-1CAP =~ % zp ¥

<alert>
~ % T L
identifier R Al g Eapeg- 3G
sender B e R B G FARRE >
sent FEPHEER FEpHEPFR
status Ak S “Actual” — § %3 % 47} «}5{-‘1(
“Exercise” — & 4 % XBw Y fn%"*»_ki’ FF Y S8k 7] <note>p

** CAP-TWP, draft CAP-Taiwan Profile, + il 7= ¥ 15341 % (¥ %) < # %% : NGISTD-DRF-001-2014.05,
https://alerts.ncdr.nat.gov.tw/Document/CAP%20Taiwan%20Profile(%E8%8D%89%E6%A1%88).pdf
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“System” — & SLp 2831 4,
“Test” — BAFRIE 2 27 § 4 1 % iE P f2 ey
“Draft” — ¥ % 7 it % ¥

“Alel’t” _ %?%—jﬂ;

msgType a‘g, £ 5 W . .
“Update” — { AT B~ 8 L % e & 3R > Jf 2t <reference>p e L%
2 4R
“Cancel” — B~ L av ch#3p » 72 <reference>p jiis L m 2 &
¥
“Ack” — T F| B T B4R > Jf *t<reference> 3ris L wm 2 B4R
“Error” — 3654 $ < 4% > Jf *t<reference>p 1z iE% R ¥
" B &R KR blhcs i A B & £
source % R R Pfﬁ By b de R H e h
. 3o “Public” — # X *Teh— £ % W
scope Blcf 7 u . = -
“Restricted” — % *L e b @] 48 28 >t <reference>p i1p
“Private” — # 7_A L Jf 3t <reference>p 1p"
restriction PR % <scope> 5 "Restricted"/f 3 %
addresses FElg % <scope>H_Private” f £ B
% <msgTypw>%_"Update”p¥ > <code>7¥ 3
code Pk L R g g gLypw ‘q‘ p e f
pause : #7i%
resume : 5§
progress - & {7
finish @ % =
confirm @ Fx¥3d
report ¢ & %
3§ <status>&_”System” ¥ <msgType>Z_ “Alert” & » <code>¥ 3
Ping
note fo it P * 3t <status>H{_“Exercise” fr<msgType> & “Error” ¥ 2_ i1 iz H#.p
references AP B e S <msgType>&_"Update” ~ "Cancel” ~ “Ack” ¥ ”Error”p# & & i1 3e
incidents A
<info>
~ % & B
language Ear o g% % "zh-TW"
; " “Geo” - HE P (drd B
category WL A F R (hed 20

“Met” — § % (4-Heh )

“Safety” — - ﬁi;t%ffﬁ: foo B >

“Security” - #1472 » EF > W2 foid /L% 2>
“Rescue” — 74 & x4k

“Fire” - ijf b i ¢ fefici

“Health” - %5 Bl n itk

“Env” - B3 %

“Transport” - = & frf £ % iiﬁ%}

“Infra” - =% %% » £ 5 > H 2L i@ﬁ%g}@ x5
“CBRNE” —i- & » 4 $ » 2xbdid » P18 B0F o 2 29 5
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“Other” — #

event

T Al i

response type

B

“Shelter” — 34z <instruction>3 % ¥ =7
“Evacuate” — 2 # <instruction>#x %%

LA
“Execute” —34 {7 <instruction>p ¢35 L2413+ %
“Avoid” —1 g <instruction>#¥ &

“Monitor” —2 45 <instruction>;1 &

“Prepare” — 1 J <instruction>3f

“Assess” —13 g <instruction>3* % F

“AllClear” — @ & = a4 p %
“None™ - g% %

urgency

RELB

“Immediate” - i = T $5 B~ %

“Expected” - B3%3t— ] PP & BB R
“Future” — 4 B~ Jib %

“Past”— ¢ % F P %

“Unknown” — & v

severity

BeE 1%

“Bxtreme” — 2L % i & v ¢
“Severe” — & thw P
“Moderate” — § = %
“Minor” — {%-] e $

“Unknown” — & v

certainty

FE TR A

“Likely” — Az i — X i
“Possible” — ¥ v § % 2
“Unlikely” — ¥ i 7 § 3% 4
“Unknown” — & #v

“Observed” — Fz& T_% 3 4 &8 4
FeH2

audience

event code

AT R ZE RS RN AT
<eventCode>
<valueName>valueName</valueName>
<value>value</value>
</eventCode>
“valueName” #_p 7 T_&
“value” 5 49 ¥ B e S dic e

effective

P AEER

onset

expires

FlEppHEER

Sender name

FEE LR

headline =i
description fa i
instruction B EREPRE
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A
Rl

web Hw g S eqt
FTREIB A L EAARS T BE W F2
contact BEF R e il T
= -
parameter KRR S 31 5 fr3t e
<parameter>
<valueName>valueName</valueName>
<value>value</value>
</parameter>
“valueName”#_p 7 Z_5& “value” 2 #p ¥ %8k iE
<resource>
~ % & WP
resourceDesc | F iR #E A FRH T R g A)
mimeType MIME [RFC 2046] . . .
(http://www.iana.org/assignments/media -types/)
size ERGECE S T RAL % 9k o bytes B0 F <uri>PEFE T FHRAEET RS
<
uri T m#h%E URL 7 %19 URL ¢ 4p ¥f er<derefUri>URI
derefUri T Rih % baseod S
75
digest 7 RAh % hash 75 i# * Secure Hash Algorithm (SHA-1)3* & [FIPS 180-2].
<area >
~ % T P
areaDesc W i dy it BEFRBEP
polygon S gk | AR * WGSS84
circle LN 5T AP i ¢ouBL i * WGS84
2 N b T :
geocode FLEEHZ BN [GEa
" <geocode>
' <valueName>Taiwan Geocode 100</valueName>
<value>value</value>
</geocode>
F*FRRALFAAE(DGBAS) 2 4 2. TP FARGFRER S H
27
altitude B
ceiling FRTEZBAED
AR 101 & At s /- ﬂ’()"-}-*ﬂiﬂi‘é‘z MR JEP rﬁ’f.fTF" s ?, G E o AP
2. s B R 1*]!7:1(,}141& " (NCDR);}gLﬁv rs :t"—réf SEEFHET L HuE ¥ g
%ﬁ“g@"‘?#ﬁf’a‘%’\ww’ HoARAIF K Fw%:“”’—\%«'?% SRR~
BB FRRATEIAE > AEEETLFH CAP AL > & T2 53T 2en
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%ﬁﬁéﬁﬂl ~CAP &~ 2 8 wH = 3% 252 2B %am f533% LV BT F G
@ e CAP #4 -

% II-2NCDR % 7 82 @ 54T 5 #4p 471

Event Src senderName

BR CWB-EQ LRk

v CWB-TSU v F Rk

" fifows_extremely-rain Pl %k

e b fifows_typhoon-warning LR A W

BN debrisFlow QN

R A THB-Bobe USRS

ok WRA _floodwarm kA E

KRB E WRA_ ReservoirWarm KA F

I WRA_ WaterLevelWarm KA E

BTz dgpa.gov.tw_workSchlClos Frcfet ¥ 7R
T (B 4B thsrc.com.tw_raillncident LR R TR LA
BT (5 48) tra.gov.tw_railAccident + SRR A

B I-1 029 o F % B org 5 @ B 60 CAP 4 6] 3f CAP fs8 ¢t AR {3 7 &
e ® 2 5% o 3n L E 2015 & 9 ' 7P i - i CAPLL - <aler>h K B0 7

<sender> ~ % i FF¥ ¥ (<sent>) ~ 3 4 & i <status> ~ 3 4 éﬁi’] <msgType> » ¥ ¥ f<info>
Vo P on B g i 2? v ¢ 5 E 2 <event> ’:é 0z F’ ¢ f-<senderName> ~ $£-3%

<headline> - #izip\ 5<descr1pt1on>éﬁ Tk 2R T af FERY G ERETRY
AHE s FP R % Sdic<parameter> K fg i 0 Gldr A GIF FOE Y L F A 2 T 1A
B, & TF 4 N <info>T } % M <area> > WP A % A FRSBEE F
AR X BHRAMRD B AT E - <info>T A F nF A LfeF (- £ I)F L4
Flep g o

K?%g““?%ié%‘ﬁbwwﬁawﬁg%ﬁﬁéﬂ’ﬁﬁﬁrﬁﬁJﬁ
o B A H P CAP T3 M4cEp* » ¥4y B CAP Bg1 2 - 3
71575\ ﬁ*@]%’ﬁi}“ CAP £\ B ip M Hpr 2 2 éﬁ—? F' Menk X M o Hlde Google
22 NCDR & it 2 TGoogle £ 8¢ 2 B#FTRTL 5 > 1% Google B 5 + Big * ih
MR 0 K& Google Map 4 fi 7w #32 4 > A 7 2 425§ Google P LT T3 > &4
¥ b APP o F % & Google Map A ¥ 2 g1 & > BU T AL L F @Bty
AN’% o

(ﬂd\

(B) CAP & # =~ &Z A

1 CAP R A EFRRT ALBTASFLI S AP EANEY SR
Sw % CAP 77 B a2 22 Jp 0 ehgr Lk B ﬁp_xf AERS % ¥t(Active Emergency
Response System) [3] » # - EE A e w2 — o AERS i s B mﬁvﬁﬁ{”r’ RN N
WEPTRERE LT AL RALSFRAY POV RS A FlFiE AERS Féﬁ‘

/\

T
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FORerE R E CAPRUL » bldes ]

i
=it
NS
ks
s
\iﬁi‘}
=
\4
=
-3‘_};
&k
=
h
i<

<?xml version="1.0" encoding="UTF-8"?>

<alert xmlns="urn:oasis:names:tc:emergency:cap:1.2">

<identifier>CWB-Weather extremely-rain 201509070355001</identifier>
<sender>weather@cwb.gov.tw</sender>
<sent>2015-09-07T04:07:28+08:00</sent>
<status>Actual</status>
<msgType>Update</msgType>
<info>

<language>zh-TW</language>

<category>Met</category>

<event>'"# = </event>

<senderName>* + § % % </senderName>

<headline>+ & 3% 3R </headline>

<description>
o B 5 (
BEAA G

% LR
</description>
<web>http://www.cwb.gov.tw/V7/prevent/warning.htm</web>
<parameter>

<valueName>alert_title</valueName>
<value>+ & 4¥3f </value>

</parameter>

<parameter>
<valueName>severity level</valueName>
<value>+ = </value>

</parameter>

<parameter>
<valueName>alert color</valueName>
<value>% 4 </value>

</parameter>

<area>
<areaDesc> i 4 # % % F </areaDesc>
<geocode>

<valueName>Taiwan Geocode 103</valueName>
<value>1001706</value>
</geocode>
</area>
<area>
<areaDesc># 4 # 13 & % </areaDesc>
<geocode>
<valueName>Taiwan Geocode 103</valueName>
<value>1001707</value>
</geocode>
</area>

</info>

</alert>
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Transformed
Num | Factor pame Bzl vakues
Possible heat stroke 60 ruk vales
. 0-85 4575, 75|
Able to tolerate temperature 82 1 Temperature C 150, gver 150 1234
for 49 munutes 0. 0.0001-
Vﬂ'}' mpid skin bums in humid 100 ﬁ.ﬂuss 0.0058-
air 1 FreGromh Rate | 4 00s 0024 | 12345
20 nunutes tolerance 115 (EW/m") 0.004. aver
Difficulty breathing through 126 0084
nose . Visibility (meter) 0-10, 10-30, 321
Difficulty breathing through 148 : biit over 30 =
mouth Carbon momoxide | 0, 0-100. 100-
Temperature limit for escape 148 4 cencentration 6400, §400- 12345
- - - particle 12800, over e
Rapid. unbearable pain to dry 160 {mngm pet 12600
skin millio . a
Ability to tolerate temperature | 198 b Pop'nhnma VA5 0515, 1234
(brEnanm®) 18-4. over 4
drops to less than 4 —.' =
mimutes 6 for Disabled Bl %o/ Yes 0.1
Respiratory system threshold 198 z o
. omidor- Stair- .
7 Lizk Typs Elsvator 123
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] . ] 32l
1 Physical Disability 1597 {mever) over 30
. . 1820, 40-80,
2 y 7 a3
Rasp:-.r-a'lory Disease 98 g Ap over 60 123
3 Vishility 610 10 |G Male /Female [12
4 Fire Growth Rate 377 Athlstic, 5
5 Temperature 233 . ey T = i 12
= - 12| Heanh Disease | Noze Has 12
6 Gas Mask 144 13 Respiratory Dissase | None / Has 1.2
Carbon monoxide Joint-Muscle =
! concentration 89 1+ Disease Noze / Has 12
8 Population 55 15 Nons / Has 13
: - Familiarity with
9 Fire Protection Wear 34 : ' y
: 16 Buildins Geometry Noze / Has .l
10 Link Length 21 |7 | FeeProtection [ al
Familiarity with Building ) Wear -
11 13 =
Geometry 13 Gas Magk Noze / Has 2.1
12 Jomt-Muscle Disease § Sources - John Jay College of Criminal Justice, (2001).
13 Body Type 5 Introduction to Fire Science, Human Behavior and Fire,
14 Age 3 Flannery Associates; U. U. Atila, et al., “Design of an
- Intelligent Individual Evacuation Model for High-Rise
Heart Disease 2
15 - Building Fire,” Annals of the Photogrammetry, Remote
16 Sex 1 Sensing and Spatial Information Sciences, Volume 11-2/W1,
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