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In this paper, we show that a recently proposed variation of Cramer-Shoup’s public
key scheme is insecure against the adaptive chosen ciphertext attack. Moreover, we
showed that the proposed scheme doesn’t satisfy the non-malleability property, even
under the weakest attack model  the chosen plaintext attack.
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1. INTRODUCTION
At Crypto’98, Cramer and Shoup [1] proposed a public key cryptosystem that is
provably secure against the adaptive chosen ciphertext attacks. Recently, Zhu, Chan,
and Deng [2] proposed a variation of Cramer and Shoup’s scheme (the Zhu-Chan-Deng
scheme in short) which attempts to reduce Cramer and Shoup’s public key cryptosystem
in terms of both the size of the ciphertext and the computation required for decryption.
However, in this paper, we show that the Zhu-Chan-Deng scheme is insecure against the
adaptive chosen ciphertext attacks. Moreover, we also show that the Zhu-Chan-Deng
scheme doesn’t exhibit the non-malleability property, even under the weakest attack
model  the chosen plaintext attack.

2. NOTATIONS OF ENCRYPTION SCHEME SECURITY
In the following, we first introduce security in public-key encryption. The notions
involved were recently organized by Bellare, Desai, Pointcheval, and Rogaway [3].
Various notions of security for public key encryption were proposed in the past so
as to evaluate the strength of a public key cryptosystem. Bellare, Desai, Pointcheval,
and Rogaway [3] organized definitions of secure encryption by considering separately
various possible goals and various possible attack models, and by then obtaining each
definition as a pair consisting of a particular goal and a particular attack model. They
considered two different goals: indistinguishability of encryptions, due to Goldwasser
and Micali [4], and non-malleability (NM), due to Dolev, Dwork and Naor [5]. In-
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distinguishability (IND) formalizes an adversary’s inability to learn any information
about the plaintext m underlying a challenge ciphertext. This captures a strong notion
of privacy. Non-malleability (NM) formalizes an adversary's inability, given a challenge ciphertext c, to get a different ciphertext c' such that the corresponding plaintexts m
and m' are meaningfully related, e.g. m' = 2m. This captures a sense in which ciphertexts can be tamper-proof. They considered three different attack models: chosen
plaintext attack (CPA), non-adaptive chosen ciphertext attack (CCA1) due to Naor and
Yung [6], and adaptive chosen ciphertext attack (CCA2) due to Rackoff and Simon [7].
Under CPA, the adversary is given the public-key and is able to obtain ciphertexts of
plaintexts of his choice. Under CCA1, the adversary is given the public-key and is able
to get access to an oracle for the decryption function before the challenge ciphertext c is
given. Under CCA2, the adversary is given the public-key and is able to get access to
an oracle for the decryption function at any time. By mixing and matching the goals
{IND, NM} and the attack models {CPA, CCA1, CCA2} in any combination, six notions
of security can be obtained. These are IND-CPA, IND-CCA1, IND-CCA2, NM-CPA,
NM-CCA1, and NM-CCA2. In Fig. 1, we show the relations among these notions of
security according to [3]. Note that for A, B ∈ {IND-CPA, IND-CCA1, IND-CCA2,
NM-CPA, NM-CCA1, NM-CCA2} “A→B” denotes that an encryption scheme that is
secure in the sense of A is also secure in the sense of B. This also implies that an encryption scheme that is insecure in the sense of B is also insecure in the sense of A.
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NM-CCA2
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Fig. 1. The relations among the notions of security.

Note that from Fig. 1, we understand that the strongest security notions in public-key encryption are NM-CCA2 and IND-CCA2, which have been shown to be equivalent in [3].

3. REVIEW OF THE ZHU-CHAN-DENG SCHEME
Let p be a large prime such that its discrete logarithm is intractable, and let g be a
primitive element in Z p . Let h( ) be a hash function chosen from the family of universal one-way hash functions. Each user has a secret key pair (x, y), where x, y∈ R Z p −1 ,
and a public key pair ( w1 , w2 ), where w1 = g x (mod p) and w2 = g y (mod p). Let
m∈ Z p be the message to be encrypted. The sender randomly chooses r∈ R Z p −1 and
r
α
r
computes u = g r (mod p), v = m w1 (mod p), α = h(u, v), and β = w1 w2 (mod p).
The ciphertext is (u, v, β).
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Given a ciphertext (u, v, β), the decryption algorithm is executed by a legal user
who owns (x, y) as follows:
First he computes α = h(u, v) and then verifies whether β ≟ w1 α u y (mod p). If it
holds, then the decryption algorithm outputs ‘reject’; otherwise, it outputs m= vu − x (mod
α
p). Note that a ciphertext is valid if β = w1 u y (mod p) because
α y
α ry
α
α
r
y r
w1 u = w1 g = w1 ( g ) = w1 w2 =β (mod p). It is clear that m= vu − x (mod p) ber
−r
r
r
cause vu − x = mw1 ( g r ) − x = mw1 ( g x ) − r = mw1 w1 = m (mod p).

4. SECURITY ANALYSIS OF THE ZHU-CHAN-DENG SCHEME
Theorem 1: The Zhu-Chan-Deng scheme is insecure in the sense of NM-CPA.
Proof: We assume that an adversary knows only the public key of the legal receiver.
Given a challenge ciphertext (u, v, β), an adversary can easily to make a different ciphertext (u’, v’, β’) such that the corresponding plaintext m and m’ have a meaningful relation:
m’= cm, where c is an arbitrary constant in Z p . Such a ciphertext (u’, v’, β’) is made
−α
α'
by u’ = u, v’ = cv (mod p) and β’ = β⋅ w1 w1 (mod p), where α = h(u, v) and α’ = h(u’,
v’). The ciphertext will be valid because the verification of β’≟ w1 α ' u ' y (mod p) is correct. Its correctness can be examined as follows:
α'

α'

α

−α

α'

−α

α'

w1 u ' y = w1 u y = w1 u y w1 w1 =β⋅ w1 w1 = β’ (mod p). On the other hand,
the corresponding plaintext m’ is exactly equal to cm because v' u ' − x = c vu − x =
r
r
r
−r
c mw1 ( g r ) − x = c mw1 ( g x ) − r = c mw1 w1 = cm (mod p ) = m’ . Therefore, the
Zhu-Chan-Deng scheme is insecure in the sense of NM-CPA.

Theorem 2: The Zhu-Chan-Deng scheme is insecure in the sense of NM-CCA1,
NM-CCA2, and IND-CCA2.
Proof: From Fig. 1, we know that NM-CCA1 → NM-CPA. From Theorem 1, we know
that the Zhu-Chan-Deng scheme is insecure in the sense of NM-CPA. Therefore, the
Zhu-Chan-Deng scheme is also insecure in the sense of NM-CCA1. Similarly, from
Fig. 1, we know that NM-CCA2 → NM-CCA1 and IND-CCA2 → NM-CCA2. Therefore, the Zhu-Chan-Deng scheme is also insecure in the sense of NM-CCA2 and
IND-CCA2.


5. CONCLUSIONS
In Cramer and Shoup’s paper, they showed that their scheme is secure in the sense
of NM-CCA2. (It is natural that their scheme is also secure in the sense of IND-CCA2
because both NM-CCA2 and IND-CCA2 are equivalent.) For the Zhu-Chan-Deng
scheme, we have shown that it is insecure in the sense of NM-CCA2 and IND-CCA2.
That is, the Zhu-Chan-Deng scheme is insecure against the adaptive chosen ciphertext
attack. Moreover, we have shown that the Zhu-Chan-Deng scheme is insecure in the
sense of NM-CPA, NM-CCA1, and NM-CCA2. Therefore, the Zhu-Chan-Deng
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scheme does not exhibit the non-malleability property, even under the weakest attack
model  the chosen plaintext attack.
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