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Fault diagnosis that predicts the most likely fault sites in a faulty chip is an important step for manufacturing yield improvement or design debugging. In this paper, we
address the problem of double fault diagnosis for full-scan designs. Our algorithm aims
to identify both faults accurately. The features of our algorithm include the following. (1)
The proposed algorithm is not limited to any particular fault type. (2) An effective selection heuristic is incorporated to significantly reduce the diagnosis time, while retaining a
high success rate of catching faults. (3) The inject-and-evaluate paradigm proposed in [6]
is incorporated to accurately screen out unlikely fault candidates. Experimental results on
ISCAS85 benchmark circuits injected with a generic bridging fault, two stuck-at faults,
or two gate-type faults show that both faults can be caught simultaneously within several
minutes with a high success rate.
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1. INTRODUCTION
Fault diagnosis involves the identification of the fault locations in an IC that fails
testing. Based on the identified fault information, the manufacturing process can then be
adjusted accordingly to improve the manufacturing yield [9, 11, 12]. Most papers about
diagnosis assume that there is only one fault affecting every faulty output, known as the
single fault assumption. With the increasing density of ICs, the single fault assumption
may not always be valid. Therefore, double fault diagnosis is becoming more and more
necessary. The theoretical foundation for double fault diagnosis has been established in
[6]. However, the process is too time-consuming. In this paper, we focus on reducing the
time for finding double faults that affect certain faulty primary outputs simultaneously in
a full-scan design.
There are two major types of fault diagnosis methods: cause-effect analysis [12],
and effect-cause analysis [2, 5, 6, 10]. A detailed comparison of these algorithms can be
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found in [1]. The algorithm to be proposed belongs to effect-cause analysis, i.e., we do
not build any memory-intensive fault dictionary like the cause-effect approaches. The
fault effects at the primary outputs (the syndromes) are directly analyzed, and then a
procedure is used to identify the potential fault sites (the causes of the chip failure).
One important issue for diagnosis is how to model the faults. Traditionally, stuck-at
or bridging faults are used to assume the behavior of the faults, leading to inaccurate diagnosis for certain cases [3]. To overcome this limitation, we do not use such an assumption in our approach. The experimental results show that our approach can indeed handle
many types of faults.
Another issue to be dealt with is the so-called candidate space explosion problem.
Since a double fault is associated with a signal pair (w1, w2), a circuit with n signals will
yield O(n2) possible double fault candidates. An algorithm explicitly checking every
candidate signal pair would be too time-consuming. To address this issue, we propose a
filtering heuristic that eliminates less likely signal pairs from the O(n2) candidate space.
The heuristic aims to reduce the candidate space from O(n2) to O(n) while minimizing the
number of real faults that could be mistakenly eliminated. The quality of such a filtering
heuristic can be measured by the success rate defined below.
Definition 1: (Success rate). A filtering heuristic takes the set of all possible double fault
candidates (signal pairs) as the input and produces a reduced set of double fault candidates. The success rate of such a filtering heuristic is defined as the rate of successfully
containing the real fault pair in the reduced set. In other words, it is the rate of not overlooking the real fault pair during the candidate filtering process.
It has been observed that the bridging fault (that unintentionally connects two signals) is one of the most common faults in a CMOS logic circuit. A diagnostic algorithm
based on the single fault assumption is not able to diagnose a bridging fault effectively
because a bridging fault involves two signals. For such a fault, we need a generic double
fault diagnostic algorithm.
Traditionally, AND-bridging or OR-bridging effects are assumed when two signals
are shorted together. Here, we follow the convention that a fault affects two signals, but
not more. Since neither AND-bridging nor OR-bridging accurately reflects the true behavior of a bridging fault in a CMOS logic circuit, a simple model could lead to misleading results. To overcome this limitation, we propose a generic bridging fault model in
which both signals involved in a bridging fault can take on a logical value of either ‘0’ or
‘1’ independently. The details of such a generic bridging fault is discussed in section 4.
The main contribution of this paper is an efficient double fault diagnosis flow. It has
several merits. Firstly, it is independent of the fault types, and thus, more applicable to
real-world cases. Secondly, it is efficient in terms of CPU time because of the
incorporation of a filtering heuristic that efficiently cuts down on the candidate space.
Thirdly, it pin-points the fault sites accurately by fault simulation [6]. The experimental
results of ISCAS85 benchmark circuits demonstrate that it can be successfully applied to
many types of faults, including the proposed generic bridging fault. On the average, the
success rate of catching the faults is 96.3%, while the CPU time is on the order of
minutes.
The rest of the paper is organized as follows. Section 2 provides the preliminaries.
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Section 3 describes the overall diagnosis flow and the filtering heuristic. Section 4
discusses the generic bridging fault model. Section 5 presents the experimental results.
Section 6 concludes.

2. PRELIMINARIES
In this paper, the faulty Chip Under Diagnosis is referred to as CUD. It is assumed
that the design is implemented with the full-scan methodology, and its functionality is
represented as a combinational gate-level netlist, which is denoted as the MODEL in this
paper. The primary input (PI) signals are denoted as {x1, x2, ..., xn}. The primary output
(PO) signals of the CUD and the MODEL are denoted as {z1C, z2 C, ..., zm C} and {z1M, z2 M, ...,
zm M}, respectively, where m is the total number of primary outputs. We assume that the
set of input test vectors, denoted as T = {v1, v2, ..., vk}, has been generated in advance.
Definition 2: (Output pair) (ziC, ziM) is called an output pair for every i, 1≦i≦m.
Definition 3: (Mismatched output) An output pair (ziC, ziM) is called mismatched if there
exists an input test vector vi such that vi, when applied to both the CUD and the MODEL,
produces different binary values at ziC and ziM. In particular, we call the primary output
ziM in the MODEL a mismatched output.
Example 1: In Fig. 1, the input vector v when applied to both the CUD and the MODEL,
produces mismatches at the first and fifth output pairs.
CUD
0
0
0
0
0
input
vector
v

1 mismatched PO
0
0
0
MODEL

1 mismatched PO

Fig. 1. Illustration of the mismatched output.

Definition 4: (Resolving a mismatched output) In the sequel, resolving a mismatched
output ziM in the MODEL means that the response of ziM can be changed to be equivalent
to that of its partner ziC after injecting binary values to certain signals in the MODEL.
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Definiton 5: (Failing input vector) An input vector is called a failing input vector if it
creates a mismatch at any output pair.

3. THE ALGORITHM
The outline of the overall algorithm is shown in Fig. 2. The inputs include the
MODEL, the faulty response (also called syndromes) of the CUD, and the set of failing
input vectors. The entire algorithm has four phases.

MODEL

Failing
vectors

Syndromes

Phase1: Signal ranking
Single-fault candidate exists?

early
termination

YES

NO
Phase 2: First-level filtering

A list of
ranked signals

Phase 3: Second-level filtering
Phase 4: Survivor pair ranking
a small list of suspicious signal pairs

Fig. 2. The overall diagnosis flow.

(1) Phase 1: Rank the suspicious degree of each signal.
(2) Phase 2: Construct the initial set of double fault candidates. Each candidate corresponds to a signal pair. Use a simple filtering condition to rule out unlikely candidates quickly to speed up the subsequent process.
(3) Phase 3: Perform stringent examination on the candidates produced after Phase 2. A
mall set of survivor candidates (signal pairs) is produced.
(4) Phase 4: Rank the survivor candidates, aiming to catch both faulty signals simultaneously.
Phase 1: Signal Ranking
In the first phase, signals are sorted by an improved ranking heuristic, which will
produce a rank for each signal. This rank indicates a signal’s possibility of being faulty.
The quality of such a heuristic is often measured by its first-hit index, which is the index
of the first signal in the ranked list that turns out to be a true faulty signal.
Example 2: (First-hit index example) Suppose a CUD has ten signals, {a, b, c, d, e, f, g,
h, w1, w2}, and there is a bridging fault at (w1, w2). Let the sorted signal list after the
ranking heuristic be: (a, w2, b, c, d, e, f, g, w1, h). Then, the real faulty signal with the
highest rank is w2, and thus, the first-hit index is 2. The improved signal ranking heuristic
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is the combination of two ideas: curability vector [7] and reward and penalty [10]. The
pseudo-code is shown in Fig. 3.

ranking-heuristic(MODEL, FV, syndromes)
/* FV denotes the set of failing input vectors */
{
initialize each signal’s rank1 and rank2 to 0;
for each failing input vector v {
perform logic simulation;
for each signal f {
flip the value at f ;
run a modified fault simulation;
if ( every output is now a match ) // A curable vector
cv(f) = cv(f) + 1;
}
score (f) = score (f) + curable_outputs(f, v)
- 0.5*new_mismatched_outputs(f, v);
}
}
sort the signals using cv as the first key and
score as the second key.
}
Fig. 3. The signal ranking heuristic in Phase 1.

Definition 6: (Curable measures) For a given failing input vector v and a signal f in the
MODEL, flipping the value at f may cause certain outputs of the MODEL to change values, too. If an originally mismatched output in the MODEL becomes a match (with its
partner in the faulty chip), then it is called a curable output. In other words, the mismatch
at this output can be cured by an injection at f. So, f is suspected of being faulty because
changing its value could affect the mismatched output. If an originally matched output
becomes a mismatch after such an injection, then it is called a new mismatched output.
If every output becomes a match, then the failing input v is called a curable vector of
signal f.
The ranking algorithm uses two variables – cv and score – for each signal to keep
track of its suspicious degree. The first variable, cv, records a signal’s total number of
curable vectors while the second variable, score, implements the concept of “reward and
penalty”. The reward corresponds to the number of curable outputs, while the penalty
corresponds to the number of new mismatched outputs times weighting factor 0.5. This
weighting factor 0.5 was determined through experiments on ISCAS85 benchmark circuits. The thinking behind such a scoring rule is that a signal with a larger number of
curable outputs is considered to be more suspect. But if flipping its value also creates
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new mismatched outputs, then its degree of suspection is reduced. At the end of the
two-level loops, the signals are sorted based on their cumulative cv and score values. The
signals with a larger cv value will be assigned a higher rank. For signals with the same
cv (i.e., the same number of curable vectors), the values of score are then used as the tiebreaker.
Example 3: (Computation of a signal’s ranks) Consider the MODEL in Fig. 4. The input
vector (x1, x2, x3, x4) is (0, 1, 1, 0). Assume that the response of the CUD to this vector
is (0, 1), while the response of the MODEL is (1, 1) as illustrated. As a result, there is a
mismatch at the first output pair. Now let us compute the ranks of the signal f in the
MODEL. The value at this signal is changed from 1 to 0. This effect ripples through the
circuit and changes both output values from 1 to 0. Therefore, the mismatch at the first
output is cured. However, the original matched output now becomes a new mismatched
output. As a result, we know that this input vector is not curable by signal f, and rank1 is
not changed. Also, the rank2 due to this vector is (reward – 0.5．penalty) = (1 – 0.5．1) =
0.5.
CUD

x1=0
x2=1
x3=1
x4=0

0
1

x1

0

f

x2

1 0
1

x3

MODEL
1

x4

0

cured

1 0

new
mismatch

0 1

1

1

1 0

1

Fig. 4. Example of the computation of a signal’s ranks.

It is worth mentioning that this algorithm is actually an improvement over the one
reported in [7] (as will be shown in the experimental results). It emphasizes that the curable-vector-based approach can co-exist with the reward-and-penalty-based approach,
while achieving an even better result.
The implementation of the modified fault simulation affects the efficiency of this
algorithm significantly. An event-driven type of fault simulation often leads to a significant speed up over the compiled-code fault simulation, especially when the circuit is
large. In the following, we describe the procedure of processing one failing input vector v
using the event-driven fault simulation. First of all, a fault-free simulation is performed
on the MODEL and the value of each signal is recorded. Next, a loop iterates through
each candidate signal f. For a candidate signal, the following steps are performed (assuming that the fault-free value is denoted as f(v)):
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 Step 1: Set the initial event queue to have only one element, (f, f(v)’).Note that an
event corresponds to a signal-value pair. The key of an event is given by the topological
level from the primary inputs of the signal in the signal-value pair. An event queue is the
most important data structure in this event-driven fault simulation process, which can be
implemented as an array with the min-heap structure. In other words, the first element of
the array is always the event with the smallest key. Whenever an element (i.e., an event)
is inserted into this queue, the array needs to be adjusted to maintain its min-heap property. This property makes the subsequent event retrieval easier.
 Step 2: Perform an event-processing loop until there are no events left in the event
queue. The body in this loop consists of a number of subtasks. First, the event of the
minimum key (i.e., the first element in the array implementing the event queue) is retrieved. Let the signal in this retrieved event be fevent. Then, the logic gates driven by signal fevent are re-evaluated. If any of these logic gates results in a value different from its
fault-free value after the re-evaluation, then a new event is created. Every new event is
inserted into the queue and the queue is adjusted to satisfy the min-heap property. Such
an adjustment has a time complexity of O(log |queue-size|). The reason that we always
retrieve the event of minimum key for processing is to guarantee that the simulation is
done following the topological order in which logic gates closer to the primary inputs are
always processed before any gate in their fanout region.
 Step 3: Update the total numbers of curable vectors and curable outputs of the candidate signal f. When the event queue is exhausted, the computation of the final values at
the outputs of the MODEL due to the flipping of a signal’s value is completed. We then
check each output pair. If each output pair is now equivalent, then the failing input vector
v is claimed as a curable vector of signal f. For an output pair (ziC, ziM), if the value of ziM
before the injection and the response of ziC are different, but become equivalent afterward,
then ziM is a curable output by the definition. On the other hand, if the value of ziM before
the injection and the response of ziC are the same, but become different afterward, then
ziM is a new mismatched output. These numbers are calculated for computing rank1 and
rank2 of signal f.
 Step 4: Restore the image (i.e., the value of each signal) of the MODEL back to its
fault-free one. During the execution of the loop in step 2, every new event including the
initial event should be recorded in a data structure called event history to support an efficient roll back. For example, we only need to roll back the fault-free values of those signals that are touched during the event-driven fault simulation. Without such a support,
one may need to roll back every signal’s fault-free value. In that case, the time complexity of computing a signal’s curable measures will become O(n), where n is the total
number of signals in the MODEL, and the advantage of using event-driven simulation
may disappear because the computation is now dominated by the roll-back process. After
the roll back, the next fault-simulation run for another candidate signal can then be
started.
At the end of this ranking heuristic, a condition is checked to decide if the program
should have an early termination. This occurs when there exists a so-called single fault
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candidate. A single fault candidate is a signal that can explain every output mismatch for
every failing input vector. That is, every failing input vector is curable by this signal.
When such a signal, say f, exists, then it can be shown that signal pair (f, w2), where w2 is
any signal, will be a perfect double fault candidate 6. Then, the number of the perfect
double fault candidates would be more than the total number of signals in the circuit under diagnosis. For such a case, finding one fault is still possible. The ranked list produced
in Phase 1 serves as a guide. However, finding the second fault would be extremely difficulty due to the low resolution of the given test patterns. Therefore, our program will
terminate early when this happens. To avoid such a situation, higher-quality test patterns
(such as those diagnostic test patterns) might be used instead of random patterns.
Phase 2: First-Level Filtering
In the second phase, we apply a simple filtering heuristic based on an observation
that the average first-hit index is usually very small, (e.g., an average of 3.0 for the entire
set of ISCAS85 benchmark circuits). Therefore, it is very likely that the first few signals
in the sorted signal list will contain at least one faulty signal. With this observation, we
have the following selection criterion.
Selection criterion: Signal pair (w1, w2) is regarded as a double fault candidate if the
index of w1 in the sorted list after Phase 1 is smaller than or equal to a selection threshold.
Signal w2 could be any signal other than w1.
By this criterion, the number of total fault candidates will be O(selection-threshold ×
n), where n is the total number of signals in the MODEL. With such a significant reduction in fault candidate space, we can afford to use more expensive techniques to check
every candidate pair. The quality of this filtering heuristic depends on the selection
threshold value. The larger this value, the higher success rate of having the real fault pair
in the final candidate space. Since the average first-hit index still varies from one circuit
to another. We use a learning process outlined in Fig. 5 to automatically set a good selection threshold.
S ta rt

In se rt tw o ran d o m fa u lts
R a n k sig n a ls
U p d a te a ve ra g e first-h it in d e x

S to p p in g crite rio n is m e t?

No

YES
T a ke (2 * a ve ra g e first-h it in d e x) a s th e se le ctio n th re sh o ld

Fig. 5. A learning process to choose a good selection threshold.
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Note that diagnosis is often performed after the first silicon is manufactured. While
the learning process can be performed much earlier when the logic circuit is available.
Hence, it does not necessarily add to the fault diagnosis time. The goal of this process is
to characterize the good selection threshold of each block in the CUD. Once the fault is
localized within a block through simple structural pruning, such as cone intersection [1],
the selection threshold of the suspicious block can be utilized to retain a good balance
between the diagnosis time and success rate. In computational detail, we generate a
number of faulty circuits, each being created by injecting two random gate-type faults to
the fault-free model. Whenever a new faulty circuit is created, the ranking heuristic in
Phase 1 is applied to find its first-hit index. The average of the first-hit indexes of the
faulty circuits that have been tried during this process is recorded. The termination condition of this learning process depends on when this average will converge. In our experiments, the stopping criterion is when the average first-hit index converges within a certain user-defined range.
Phase 3: Second-Level Filtering
In the third phase, we incorporate a more stringent and more computationally expensive filter. The objective is to further reduce the set of double fault candidates. We use the
enumeration-based diagnostic technique in ErrorTracer [6] for this purpose. We use an
example to explain this filtering technique. The readers are referred to the literature [6]
for additional details.
Example 4: (Double fault candidate filtering) To decide if a signal pair (w1, w2) is a valid
double fault candidate requires the search for a cure injection for every failing input vector. A cure injection is an injection at (w1, w2) such that every mismatched output is cured,
while at the same time not creating any new mismatch. In the worst case, we have to try
out four possible injections – {(w1, w2) | (0, 0), (0, 1), (1, 0), (1, 1)}. For a candidate to be
valid, there should be a cure injection at that signal pair for each failing input vector.
Otherwise, it will be claimed as a false candidate and removed from the candidate list. In
Fig. 6, injecting (0, 0) to a candidate signal pair (w1, w2) in the MODEL cures all mismatches. Therefore, the candidate (w1, w2) remains valid for the given input vector.
CUD

x1=0
x2=1
x3=1
x4=0

0
1

x1

0

MODEL
1

w1

x2

1 0
1

x3

1 0

cured

1

still
matched

0 1

1

1

x4

0

1 0

w2

(w1, w2) is a valid double fault candidate

Fig. 6. Example of the double fault candidate filtering.
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Unlike the filter in Phase 2, the enumeration-based diagnosis is a lossless filter in
that it produces a small potential set of candidates (P-set) that will always contain the
real faulty signal pair if it has passed the filtering in Phase 2. In other words, unlike the
filtering in phase 2 which may cause the loss of accuracy, the filter at this phase will not
overlook the real faulty signal pair. The output at this phase, i.e., the P-set, can be used
directly to guide the physical failure analysis (e.g., silicon inspection), or, it can be further refined.
Phase 4: Survivor Pair Ranking
In the fourth phase, we use the ranking heuristic of phase 1 again. The signals being
ranked are those signals contained in any signal pair of P-set. The number of such signals
is usually small. After the ranking, we produce a final sorted signal pair list (P-list).
This phase is motivated by the fact that the signal pairs in P-set have equal probability of
being faulty – every one of them is able to cure every failing input vector. In order to
guide the silicon inspection, a ranked list is more desirable. Hence, we define the rank of
a signal pair (w1, w2) as the higher rank of signals w1 and w2. Based on this definition,
we sort the survivor signal pairs to derive the final P-list.
Example 5: (Pair-ranking example) Suppose there are five survivor double fault candidates in the P-set, {(w1, a), (w1, b), (w2, a), (w2, c), (w1, w2)}. Then, the suspicious faulty
signals include {a, b, c, w1, w2}. Assume that the ranks of these signals produced in
Phase 1 are {w1 = 1, w2 = 2, c = 3, a = 5, b = 6}. Then, the P-list generated by our program will be (w1, w2, c, a, b). The failure analysis can be conducted based on either the
P-set or the P-list.

4. GENERIC BRIDGING FAULT MODEL
In this section, we proposed a generic bridging fault model that characterizes the
physical faulty behavior more accurately than simple AND-bridging or OR-bridging fault
models. One advantage of our diagnostic algorithm, described in section 3, is the ability
to deal with such a generic bridging fault.
4.1 A Generic Bridging Fault Model
Fig. 7 shows the transistor schematic of a sub-circuit in which signal α and signal β
are accidentally connected. Suppose the bridging is not perfect and the resistance of the
wire connecting the two signals is Rbridge. After bridging, the voltage levels of the two
resulting signals are denoted as Vα-bridged, and Vβ-bridged. These two voltage levels depend
on several factors. For example, they depend on the logical values of the input signals
driving the gates at signal α and signal β. They are also dependent on the transistor sizes
in the two logic gates and Rbridge. Precise computation may require simulation using
SPICE. The effects of these two ambiguous signals could be interpreted as either logic
‘0’ or logic ‘1’ by their respective fanout gates. As a result, for a resistive bridging fault,
the affected two signals could take on any one of the four possible combinations: (α = 0,
β = 0), (α = 0, β = 1), (α = 1, β = 0), and (α = 1, β = 1). Taking all possibilities into account, a conservative model can be stated as follows.
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VDD
VDD
A
C

α
B

A

bridging

β
C

D

GND
GND

Fig. 7. A schematic with a bridging fault.

Model: (Generic Bridging Fault Model) Assume that a bridging fault occurs at signal α
and β. If an input vector causes α and β to have different logic values in the fault-free
circuit, then the new logic values of α and β due to the bridging could take on ‘0’ or ‘1’
independently in the faulty circuit. If an input vector causes α and β to be the same value,
then both signals remain fault free.
In this model, there is a possibility that both signals affected have fault effects. Consider the example shown below.
Example 6: Let v be an input vector that causes α and β to be ‘0’ and ‘1’ in the fault-free
circuit, respectively. Assume that signals α and β are bridged together and their resulting
voltages, Vα-bridged and Vβ-bridged, are both 2.5 volts. If the input threshold voltages of the
immediate fanout gate of α and β are 2.0 and 3.0 volts, respectively, then, Vα-bridged could
be interpreted as logical ‘1’ (because Vα-bridged > 2.0) while Vβ-bridged as logical ‘0’ (because Vβ-bridged < 3.0). In this case, both signals are victims of the bridging fault for the
input vector v.
4.2 Generic Bridging Fault Injection Program
Based on the generic fault model, we design a generic bridging fault injection program to conduct our experiments. Note that this model is better than the simple
AND-bridging or OR-bridging models. Furthermore, it can be enhanced to take the Byzantine fault phenomenon into account if the symbolic techniques we proposed in [8] are
incorporated. The injection program first randomly selects two signals at which the
bridging occurs. Note that we do not intend to deal with the feedback-type bridging fault
1 in this paper. Hence, if the two selected signals form any combinational cycles, we will
make the selection again until the two selected signals do not form cycles. Then, we inject the bridging fault by constructing the new Boolean functions at the selected two signals. Just like the outline in Model 1, for input vectors that cause mismatches at α and β,
we randomly assign ‘0’ or ‘1’ as the new values of the two signals’ functions in the faulty
circuit.
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Example 7: (Illustration of a generic bridging fault) Suppose w1 and w2 are the two signals where a bridging occurs. In the fault-free circuit, signal w1 is the output of a
two-input NAND gate of signals A and B, while signal w2 is the output of a two-input
NOR gate of signals C and D. In the faulty circuit where w1 and w2 are shorted, the new
functions of w1 and w2, denoted as w1new and w2new, are functions of A, B, C, and D as
shown in Fig. 8. For input combinations of signals A, B, C, and D that activate the bridging fault, w1new and w2new are independently assigned a random binary value. Otherwise,
their values remain fault free. In other words, the function w1new and w2new of Fig. 8 is
generated by the following C-code segment:

if(w1(A,B)==w2(C,D)) {
w1new(A,B,C,D) = w1(A,B);
w2new(A,B,C,D) = w2(C,D);
}
else {
w1new(A,B,C,D) = random()%2;
w2new(A,B,C,D) = random()%2;
}

w1

A
B
C
D

bridging
w2

use the generic bridging fault model
A
B
C
D

‧
w1new
‧
‧ G1
‧
G2 w new
2

Fig. 8. Illustration of a generic bridging fault model.
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5. EXPERIMENTAL RESULTS
The proposed algorithm has been implemented using the C language in the SIS environment 4. The experiments are performed on Ultra-SPARC workstation running at
450 MHz. For every ISCAS85 benchmark circuit, we generate 100 faulty circuits of each
of the following three fault types through random fault injection programs.
 Two stuck-at faults: two signals are selected and set to either the ‘0’ or ‘1’ stuck-at
values.
 Two random gate-type faults: Two gates are randomly selected whose Boolean functions are scrambled randomly by a program.
 A generic bridging fault using the program mentioned in section 4.2.
Table 1 shows the first-hit indexes for the diagnosis of different types of faulty circuits. On average, the indexes are 3.3 for circuits with two stuck-at faults, 3.0 for circuits
with two gate-type faults, and 3.1 for circuits with one generic bridging fault. This indicates that our algorithm is indeed not restricted to any fault model.
Table 1. First-hit of different types of faults.
circuit
C432
C499
C880
C1355
C1908
C2670
C3540
C5315
C6288
C7552
average

# nodes
175
370
302
474
465
694
1020
1462
2353
2114
942.9

2 stuck-at
2.4
52.
3
4.3
3.9
3.5
2.6
2.3
1.9
3.8
3.3

2 gate-type
1.7
3.7
2.9
4.6
3.4
3.9
2.7
2.5
1.7
3.2
3.0

1 bridging
2
3.3
2.6
4.7
4.4
3.6
2.9
2.23
1.3
3.4
3.1

Table 2 compares the accuracy of the ranking heuristic used in Phase 1 to the results
presented in 7. On average, the first-hit index has been improved from 5.3 to 3, or a 43%
improvement. Note that if only one fault is to be searched, then this index means that on
average one can find one faulty signal after examining the silicon for 3 signals during the
failure analysis. Note that we only compare the results to our previous work is because
there are no other published results to our knowledge in this newly emerging area that
address the same problem using the same measure.
Table 3 shows the diagnostic results of faulty circuits with two gate-type faults.
The second-hit index, the success rate, and the CPU times are shown, where the second-hit index means the index of the second real faulty signal in the final sorted list of
signals. Compared to 6, the CPU time has been improved by at least one order of magnitude, at the cost of missing only 3.7% of the cases diagnosed (i.e., the success rate is
96.3%). With such a heuristic, the simultaneous diagnosis of double faults is then feasible
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within reasonable CPU time. Furthermore, in this framework, one can explore the
trade-off between the CPU time and the success rate of finding the second fault.”
Table 2. Results of ranking heuristic in Phase 1.
circuit
C432
C499
C880
C1355
C1908
C2670
C3540
C5315
C6288
C7552
average

# nodes
175
370
302
474
465
694
1020
1462
2353
2114
942.9

1 st-hit
2.8
8.9
3.4
14.1
4.8
5.4
2.4
3.2
1.9
6.3
5.3

2 gate-type
1.7
3.7
2.9
4.6
3.4
3.9
2.7
2.5
1.7
3.2
3.0

time (sec)
1
3
2
4
5
16
9
32
51
46
16.9

Table 3. Results of diagnosing circuits with two gate-type faults.
circuit
C432
C499
C880
C1355
C1908
C2670
C3540
C5315
C6288
C7552
average

2nd-hit
6.1
9.4
8.5
14.9
13.2
12.5
8.6
11.8
5.4
18
10.8

success rate
98%
91%
98%
92%
97%
97%
97%
97%
97%
99%
96.3%

time [6]
5
13
8
7
16
21
137
141
3244
1168
476.0

our time
2
5
4
11
11
18
26
49
120
142
38.8

6. CONCLUSIONS
In this paper, we investigated a new approach for double fault diagnosis of combinational circuits. The goal is to catch both faults simultaneously. To address the problem of
an explosion in the number of candidates (i.e., the candidate number is proportional to the
square of the size of the circuit under diagnosis), we proposed an improved ranking based
heuristic to quickly discard unlikely candidate signal pairs. In this way, we trade accuracy
for efficiency. The diagnosis time for every ISCAS85 benchmark circuit can be done in a
few minutes. Experimental results also show that the real fault pair is rarely overlooked
by such a heuristic. On average, the success rate is as high as 96.3%, where the success
rate is the chance of including the real fault pair in the final list of suspect signal pairs
produced by our algorithm at the end of diagnosis. We tested the algorithm on circuits
with two independent gate-type faults, on circuits with two stuck-at faults, and on circuits
with a bridging fault. The results are all quite similar. Therefore, we conclude that the
proposed approach is not only efficient and accurate, but also applicable to a wide variety
of faults.
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