IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 5, NO. 2, JUNE 2003 161
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Abstract—The existing digital data verification methods of the existing media authentication systems, though they can
are able to detect regions that have been tampered with, but detect malicious tampering successfully, are vulnerable to in-
are too fragile t?j. rfiS:St. i”Citde”ta' hma”ip“'ﬁtiﬁns' kThis pap?r cidental modifications. The main reason for the above men-
proposes a new digital signature scheme which makes use of an,; . - :
image’s contents (in the wavelet transform domain) to construct tioned problem is that the existing methods do D_Ot consider care-
a structural digital signature (SDS) for image authentication. The ~fully the tradeoff between robustness and fragility. In the whole
characteristic of the SDS is that it can tolerate content-preserving course of this study, we shall focus our discussion on the image
modifications while detecting content-changing maodifications. authentication system.

Many incidental manipulations, which were detected as malicious  The underlying techniques used to implement the digital
modifications in the previous digital signature verification or signature-based or watermark-based approaches can be roughly

fragile watermarking schemes, can be bypassed in the proposed . . .
scheme. Performance analysis is conducted and experimentaICI"jISSIerd into  quantization-based [7], [14], [22], feature

results show that the new scheme is indeed superb for image Point-based [2], [4], and relation-based [8], [9]. As to a quanti-

authentication. zation-based approach, Kundur and Hatzinakos [7] designed a
Index Terms—Authentication, digital signature, _fragility quantization technique to encode a watermark so that the hidden
robustness, wavelet transform. ’ " watermark is more/less sensitive to modifications at high/low

frequency in the wavelet domain. Usually, over-sensitivity may
occur at the small-to-medium scale while under-sensitivity
|. INTRODUCTION may only happen at the medium-to-large scale. With this un-
ECAUSE of the easy-to-copy nature of digitized media, ferstanding, one could make application-dependent decisions
is very easy for one to tamper with digital data withou®n whether an image is credible or not when encountering
leaving any clues. Under these circumstances, integrity vesPme modifications. The major problem associated with [7] is
fication has become an important issue in the digital worléat the tampering detection results are very unstable. It is well
Conventionally, the methods used for media verification cafown that the perturbation applied to a wavelet coefficient
be classified into two kinds: digital signature-based [2], [4]nay make the extracted mark different from or still the same
[6], [8], [9] and watermark-based [5], [7], [10], [14], [17]-[21], @s the embedded one. In other words, the extracted result may
[23]. A digital signature is a set of features extracted from e completely unpredictable. Another drawback of [7] is that
media, and these features are stored as a file, which will the method cannot resist incidental modifications. Recently,
used later for authentication. A very important characteristic 8f¢ have proposed a multipurpose watermarking scheme [14]
a digital signature is that it sufficiently represents the contefftfr image/audio authentication and protection. Our method
of the original media. Watermarking, on the other hand, is@mbines a media data-dependent quantization technique and
media authentication/protection technique that embeds invisilecomplementary watermark hiding strategy [12] to conceal
(or inaudible) information into a media. For content authenticatermarks. We have also proposed several detection methods
tion, the embedded watermark can be extracted and used for ¥@optimize the tradeoff between robustness and fragility.
ification purposes. The major difference between a watermarkAs to feature point-based authentication systems, Bhat-
and a digital signature is that the embedding process of t#@harjee and Kutter [2] proposed to generate a digital signature
former requires the content of a media to change. Howevby, encrypting the feature points’ positions in an image. Authen-
both the watermark-based approach and the digital signatuigation is then accomplished by comparing the positions of the
based approach are expected to be sensitive to any malicitR@fure points extracted from a questionable image with those
modification applied to the media. For an incidental modificedecrypted from the previously encrypted digital signature. It is
tion such as JPEG compression or blurring, a good authentift certain that this approach can resist JPEG compression with
tion system should be able to tolerate it. Unfortunately, mo&tiddle-to-high compression ratios because the feature points
are liable to be shifted. Recently, Dittmaahal. [4] presented
a content-based digital signature approach for image/video
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They proposed to extract a digital signature by using theoperties. Basically, the multiscale representation of an image
invariant relation existing between any two DCT coefficientss by nature highly suitable for designing a structural digital
which are at the same position of two different88 blocks. signature. In Section II-A, we will introduce how to define a
They found that the invariance properties could always Bgructural digital signature based on the interscale relation of
preserved before and after JPEG compression. Although theavelet coefficients. The rules for instructing how to label an
used the invariance property to achieve their goal, the extrac®DS will be described in Section 1I-B. The metric and the
relation is random by nature. In other words, the merit gfrocedure used to authenticate an incoming unknown image
the image structure, which is a very important feature, wa§ill be detailed in Section II-C. Analysis issues about the
not utilized. This is exactly the major difference between thsize and the complexity of an SDS will be elaborated on in
proposed method and [8]. Sections II-D and II-E, respectively.

In this paper, we will develop a new digital signature-based
image authentication scheme which is different from the e&. Defining SDS Based on Interscale Relation of Wavelet
isting methods. In the proposed method, commonly adopted f&wefficients

tures such as the position of feature points or the relationship gt ,, (z,y) represent a wavelet coefficient [at scajeri-
s,0 9

of any two random coefficients are not used at all. On the COBhtationo, and position £, )] in the orthogonally downsam-

trary, we propose to use thetfucture of an image as a digital led wavelet transform domain of an imag&uppose d-scale
signature. In the proposed scheme, the structure of an imag%’ elet transform is performed, then< s < J. It is well
contents IS Composed. of a number of pargnt—chﬂd pairs loca wn that a large/small scale represents a coarser/finer reso-
at the multiple scales in the wavelet domain. Therefore, we c ion of an image, i.e., the low/high frequency part. The ori-

the built signature, a structural digital signature (SDS). The S SRtationo may be in a horizontal, vertical, or diagonal direc-

design is expected to be robust against content-preserving i6h. The interscale relationships of wavelet coefficients can

nipulations and fragile against content-changing man|pulat|ort1ﬁ.en be converted into the relationships between the parent node

One example in contrast to “content-changing” manipulation ] . : o A
is to add objects into or to delete objects from an image su%:‘ﬁ+17°(l’y) andiits four child nodes, ,(2x + 1, 2y + ) with

that some important structures are changed. It is also known [Wst1,0(2,9)| > |wso(27 + 14,2y + 7)] (1)
that some important features such as edges or textures teng,to

generate wavelet coefficients with higher energies across con- ) )

tiguous scales. Therefore, if a malicious tampering is occurred, [Wst1,0(2,Y)] < |ws,0(22 +14, 2y + ) @)
the proposed structural digital signature is able to approximatgieren < s < J,0 < 4,5 < 1,andl < z < N and
reflect the changes of the aforementioned important featurgs< , < 37 (v x M is the image size). Combining (1) and

Our empirical observations have been confirmed in [3] that "’K'Z), the above two relations can be rewritten as

though a parent node and its child node are uncorrelated, they

are statistically dependent. This dependency mainly arises from lwst1,0(,y)] = |ws,0(22 + 14,2y + 7)|| > 0. (3
the important features of images such as edges and textures] |nOn

the other hand, content-preserving modifications do not obvi order to design a reliable scheme for image autherjn.cauqn,
ously change the content or the meaning of an image. This \\we propose a new signature method called structural digital sig-

plies that the frequency components are always slightly aﬁect@&‘ture SDS. The new signature can be obtained by observing

Performance analysis on the proposed new image authentica l?)%!nterscale reI?nr(]) ns of wavEIet coeff||_C|ents oLanfnRagg. qu
system has been conducted and the experimental results C concept o t.e new: scheme reties on the following 1)
the interscale relationship should be difficult to be destroyed

proven the powerfulness of the system. . ulations: his i |
The remainder of this paper is organized as follows. In Se@it€r content-preserving manipulations; and 2) this interscale

tion II, we will present the proposed structural digital Signar_elatiopship should _be difficult to be pre_served after C‘?“te”tf
ture-based image authentication scheme. This will include tRgaN9ing manipulations. Because these interscale relationships
construction and verification of a structural digital signature. Afgsult from the structure of an image (sBywe define them as
analysis on the performance of our proposed scheme will i} structural digital signature @fand call it5 DS(I).
conducted in Section 1. We will discuss the false positive and The structural digital signature of an image consists of a set
false negative problems when incidental distortions and/or nf¥-Parent—child pairs (sometimes abbreviated as pairs), which
licious tampering are encountered. In addition, we will analyZ&&1isfy
the effect that occurs when the size Qf a structural'digital sig-|£w5+17o(x7gj)| — o (20 + 14,2y + §) =|| > (o > 0). (4)
nature changes. Based on the analysis, a systematic way can be
derived to determine the best size for use. In Section IV, a serié®e above constraint is stricter than the original interscale re-
of experiments will be conducted and their results together wildtionship of wavelet coefficients shown in (3). The sizesof
relevant discussions will be reported. Concluding remarks andll determine the number of parent—child pairs recorded in an
future work will be given in Section V. SDS(I). The smaller the is, the larger the amount of pairs in
an SDS. We do not intend to keep all the parent—child pairs as
constituent elements of an SDS because some of the pairs may
not be significant enough. The significance of a parent—child
Our digital signature scheme is based on the wavelet trapsir is completely dependent on their magnitude difference. The
form due to its excellent multiscale and precise localizatidarger the difference, the more significant the parent—child pair

Il. STRUCTURAL DIGITAL SIGNATURE (SDS)
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is. A parent—child pair whose magnitude difference is small @tion, i.e.,p = ¢ = 0, should be included to tolerate some in-
equivalent to having a “small” quantization interval in the quareidental manipulations such as compressions, which may make
tization-based approaches [7], [14], [22]. Therefore, it will bboth parent and child nodes zero under high compression ratios.
very sensitive to madifications including some minor incident&linally, we calculate the completeness of $18.5(CoSD.S)
ones. In order to design a robust image authentication scheinel, which is defined as the similarity degre®im, between
we only consider those parent—child pairs whose magnitude diD.S(I) and SDS(I):
ferences are large as the constituent elements of a structural dig- : : Nt _ N-
ital signature. In order to appropriately detect malicious tam-CoSDS(I) = Sim (SDS(I)7 SDS(I)) =
pering while tolerating an incidental modification, we use the [SDS(I)]
size of a structural digital signature to control the tradeoff bethereN+ represents the number of pairs satisfying (5) Afhd
tween fragility and robustness. In general, the construction of@presents the number of pairs violating (8D S(I)| is used
structural digital signature is very easy because there is no feadenote the number of parent—child pairsSip.S(I). From
ture point selection involved [2], [4]. (6), we know thaCoSDS(i) will fall into the interval[—1 1].
Once the parent—child pairs are selected by the constraint tteether words, the completeness of SDS represents the ratio of
fined in (4), each pair is assigned a symbol that represents whatv many parent—child pairs are preserved to satisfy their inter-
kind of relationship this pair carries. These symbols will be foscale relationships. A largéfoSDS means the suspect image
mally defined in Section 1I-B. The above mentioned symbolis reliable; otherwise, it mearishas been maliciously tam-
and their locations in the wavelet domain will be encrypted kyyered with. In addition, the location of a tampering region can
a public key algorithm such as the famous RSA method [19]e easily detected from those parent—child pairs whose signa-
Finally, the encrypted information will be stored and used faure symbols have been updated.

(6)

image authentication later. Owing to the great amount of possible modifications, the
) above-mentioned verification rules are not sufficient. For
B. Labeling an SDS dealing with this problem, we have analyzed many scenarios

According to the interscale relationship existing amongnd come up with a more complete solution. We have sum-
wavelet coefficients, there are four possible relationship typs®rized some possible scenarios in Fig. 1. In Fig. 1, the first
of an SDS. Assume the magnitude of a parent nodelarger step one has to deal with is to identify whether an incoming
than that of its child node (i.e., |p| > |c|), then the four image is credible or not. When a customer receives an image,
possible relationships of the paip, ¢), are 1)p > 0, ¢ > 0; the authenticity of it could be rapidly determined by the preat-
2)p>0,c<0;3)p <0,c>0;and 4)p < 0,c < 0. tentive perceptibility. That is, if the quality of a received image
In order to make the above-mentioned relationships compaisttoo poor to be acceptable (including a highly compressed
the relations 1) and 2) can be merged to form a signatumeage), then it is considered not acceptable; otherwise, it is
symbol I under the condition thgt > 0 andc do not care. sent to an image authentication system for further verification
On the other hand, the relations 3) and 4) can be merged(tiee second step). After the verification process, errors might
form another signature symbdl/, under the condition that be either detected or not found. If there is no error detected,
p < 0 andc do not care. That is, we intend to keep the sign dhen the received image is definitely credible; otherwise, it
the larger node unchanged while disregarding the smaller anight have been maliciously tampered with or incidentally
under the constraint that their original interscale relationshipodified depending on the degree of detected errors. Now, we
is still preserved. Similarly, signature symbéI7 and IV  enter into the third step which requires human intervention.
can be defined under the constrajpt < |c|. For those pairs If the value of CoSDS is smaller than a threshold, then the
that are not recorded in an SDS are all labeled by the fifteceived image is not credible. Otherwise, the received image
signature symbol . Hence, we represent the signature symbig either incidentally manipulated or maliciously modified.
of a parent—child pair asym((p, c)), which can be one of the However, sometimes the above mentioned situations are very
above defined symbol types. In the following section, we shalbnfusing. Therefore, we suggest that human intervention

describe how the verification process is executed. should be introduced to distinguish between these two cases.
o Our assumption is that a meaningful tampering should have the
C. Verification affected pixels aggregate together instead of spreading over the

In the verification process, if one would like to verify anwhole image.

unknown imagei, it is first wavelet transformed and then its ) )

structural digital signaturé DS(I) that should be constructed.D: How the Size of an SDS Influences the Compromise

The encrypted structural digital signature of the original imadé€tween Robustness and Fragility

I is retrieved and then decrypted to obtain its correspondingln this subsection, we shall discuss how the constituent

SDS(I). One can say the interscale relationship of a paic) parent—child pairs of an SDS influence a compromise between

in I is still unchanged if if their signature symbols are therobustness and fragility. Let the magnitudes of differences of

same. That is, the relation parent—child pairs in a structural digital signature be arranged in

sym ({p, &) = sym ({5, &) ®) a decreasing order. It is known that the parent—child pairs with
ymp, ymp, larger magnitudes are not vulnerable to attacks while those with

holds, where the paip, ¢) inIisthe corresponding pair ¢p,c) smaller magnitudes tend to be easily attacked. Therefore, one

in I. In addition to the condition specified in (5), an extra conean use the pairs with larger magnitudes to indicate robustness



164 IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 5, NO. 2, JUNE 2003

Received
image
I
norror detected
Quality]
check
Only for judgment of a
small detected error to be

either
maliciguskytiflipered with

Human intervention

Fig. 1. Some possible scenarios during the authentication process.
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Fig. 2. Relationship between the attack’s distribuibh (with standard deviatiop; or p,,) and the SDS’s distributiog* (with standard deviatiops).

and use the pairs with smaller magnitudes to reflect fragilitghild locations are examined instead of the parent locations is
Under the circumstances, when the size of a structural digithht they are easily tracked. For example, if a child node’s loca-
signature becomes large, the pairs with smaller magnitudem is (z, y), then its parent’s location i$4/2], |y/2]). On the
tend to be changed so that the robustness property is moreantrary, if a parent node’s location is, (y), there are four pos-
less affected. On the other hand, the modification of the pasible locations for a child. They ar@4£+1, 2y + j) where0 < 7,
with smaller magnitudes will reflect accurately the degreg < 1. Hence, for each parent—child pair it nee{d@gw bits
of fragility. So, if |SDS| is small enough such that pairs areo store the location of a child node, whefé denotes the size
all with larger magnitudes, then the fragility property mawfanimagel. For an SDS having parent—child pairs, there is
disappear. In Section Ill, we will give a systematic way ton totaln x ([log)'1/8) bytes required to store the locations of
determines (which also determines tH& D S|) by a statistical child nodes. In addition, each parent—child pair in an SDS has
analysis of the distributions on an SDS and the behavior of gsur possible interscale relationships. Since each interscale re-
attack. lationship needs two bits to express it, a totalhgfl bytes is
required to store all the interscale relationships.
In fact, the storage can be further reduced if the locations of
In this section, the complexity of a structural digital signachild nodes are stored based on their predefined ordering. Under
ture will be analyzed. Let the number of parent—child pairs ithe circumstances, the number of occurrences of every signature
an SDS ben. The first part of an SDS we should store is theymbol is counted. For the first four types of symbols, we store
child locations of the, parent—child pairs. The reason why thehe number of parent—child pairs and then the locations of these

E. Complexity Analysis on an SDS
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pairs. In this way, the memory used for storing the signatut o
symbols will be reduced from /4 bytes to 4 bytes. That is, Image v l
a total of (n x ([log|21|1)/8) + 4) bytes is required to store a T
structural digital signature before encryption. I Wavelet 7] »| Parent-child pairs

In this paper, the length of afiD.S(]SDS|) depends on the fransform extraction by Eq. (4)
parameters [specified in (4)], which implies thatSDS| is
not fixed and independent of an image’s size. However, it i v
closely related to image’s features because more parent—ct Encryotion | Creation of an SDS
pairs could be found to satisfy (4) from those regions that ai P (Sec. 2.2 and Sec. 2.5)
full of edges and textures. SDS(I)

[ll. PERFORMANCEANALYSIS N (a)
Usually, a watermark-based or digital signature-base Ii{;;z:ed v

Creation of an SDS
(Sec. 2.2 and Sec. 2.5)

SDS(T)

authentication method must be justified by the false positiv[™ — ] wavelet
(false alarm) and false negative (miss detection) probabilit| [T fransform >
analyzes like those that have been done in [7], [8], [12]. For &
image authentication system, a false positive probability mea
an image is detected to be maliciously tampered but in fact it
not. On the other hand, a false negative probability means
image is actually modified by a malicious tampering but som Location of
tampered areas are not detected. A practical signature syst errors
should ensure that both the false positive and false negati

probabilities are reasonably small. The analysis on the fal:

positive and the false negative probabilities will be elaborate

in Sections IlI-A and 1lI-B, respectively. The relationship f~~—————]Decryption

between the predetermined thresheldand the strength of SDSU)
attacks will be discussed in Section 1lI-C. The security issue

will be discussed in Section 111-D (b)

A 4

maliciously
tampered with

Verification credible

(Secs. 2.3 & 3.4.1)

L. . . . Fig. 3. Block diagram of the proposed image authentication system:
A. False Positive Due to Incidental Man'pU|at|0ns (a) creation of a structural digital signature; (b) verification process.

An incidental modification like the JPEG compression is a
kind of “attack” that we would like to bypass. If an inddentabrocess [16] and > k, the reconstructed parent—
attack is detected, it will cause a false positive type errorl bet e
animageA be any incidental manipulation, agdoe a wavelet
function. A distorted imagd,*, can be derived b¥ A, where compression ratio is medium, suppdde! > 2t > 2k
x iS @ convolution operator. Since the authentication Process \vill have | > || = 0. Again, the pa?ent—cﬁild pai,r's

is conducted in the wavelet domain, the whole transmrmat"?@lationship is preserved; (3) for a compression with a small
process can be denoted as ratio, suppos@t—U+1 > 2t we will have|p”| > |¢"| # 0.
Px(IxA)= (p+I) x AT =T x A @) Once again, the par_ent_—chil_d _pair’s relationship is preserved.
From the above derivation, it is guaranteed that the proposed
whereI? is the wavelet transformed image in the space—fr&DS will survive a SPIHT compression at any ratio. A similar
quency domain andi/ is a version ofA in the frequency conclusion can be applied to the JPEG compression.
domain. (7) indicates that the wavelet transform of the dis- On the other hand, ifA is another incidental manipulation
torted imagd“ is equivalent to the modification (/) of the (excluding compressions), its behavior may not be easily ana-
wavelet transformed imade . If A7 is a quantization operation lyzed because the change of a specific coefficient may be de-
of some compression methods, any coefficieditinvill only be termined by its neighbors. However, it is known that an inci-
affected by itself throughl/. Because the behavior of compresdental manipulation tends not to destroy the semantics of an
sion like SPIHT [16] is easily predicted and its correspondingnage. Based on this understanding, an SDS will not be signif-
tree structure is required in constructing an SDS, we will anaantly destroyed when an incidental manipulation is encoun-
lyze its effects. SPIHT is a progressive image coding schersed. Therefore, one can expect that a structural digital sig-
in which the most significant bits are transmitted first. Suppos®ture is indeed a good mechanism for tolerating incidental
p (a parent node) and(a child node) form a parent—child pairmodifications.
in an SDS and their wavelet coefficients satisfy the relation Another advantageous point of using SDS is its stable nature
2k > |p| > 2kt > ... > 2F7 > |¢| > 2F-U+D with j > 1. against rounding errors. The reason why this is true is due to the
When a SPIHT compression is executed, we may encounignge chosen value aof [by (4)]. When the constituent elements
three different possibilities: 1) when the compression ratio & an SDS are all with a large, rounding errors that emerge
high, suppose? is the threshold finally used in the dominantvon’t influence the relationship of a parent—child pair.

child pair,
" andc”, are both zeros. This means the original relationship
lp| > |c| is preserved whep” = ¢" = 0; and 2) when the
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B is

(f) (&) (h)

Fig. 4. Contenttampering: (a) hostimage; (b) original image with a large object placed; (c)—(e) detected Esult dscales when = 256; (f)—(h) detected
results a? ~ 24 scales whew = 128.

B. False Negative Due to Content Replacement becaus# < M, < ;. If the effect caused by, forms a
When a malicious modification like content replacement iGaussian distribution with variang&, then the false negative
applied to an image, its corresponding SDS will have a signifirobability with respect to a parent—child pair can be defined as

cant change that is very easy to detect. Therefore, we can exmgfci:’g Cet/P? dt)/( ff"oo Ce=t*/r" dt) (C is a constant).

the false negative probability in this case to be very low. Suppose\Nﬁen a malicious distortion is applied to an image /@t <

a parent nodg(p > 0) and a child node is a pair in an SDS. § < 1) represent the proportion of the parent—child pairs that
They have the relatiofp| > |¢| with ||p| — |¢|| = ¢:(0; > o). has been maliciously tampered with. In other wor#ls,|SDS|

For simplicity, letp be attacked by a malicious manipulatiordenotes the number of pairs that are affected by a malicious
with the modification quantityM,,. If [p — M,| > |c| holds tampering. If there is no parent—child pair could be detected
under the condition thap| > ||, then a false negative occursin the tampered area (i.e., all the interscale relations are still
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{e) (d) (e)

- i -
® @ &)

Fig. 5. Content tampering: (a) host image; (b) original image with a small object placed at the bottom-right; (c)—(e) detected 2ésuit@ ‘ascales when
o = 256; (f)—(h) detected results @t ~ 2* scales whew = 128.

maintained), then the false negative probability with respect@ Relation Betwees and the Strength of Attacks
an image will be o ) ) ) )
Here we will discuss an issue regarding the relationship be-

+2
i—3x|SDS| ffg Ce »2dt tweeno and the strength of an attack. Recall th&D.S| de-
Ppr =114 — = (8) notes the number of parent—child pairs whose interscale rela-
Joo Ce vt tionships are recorded in a structural digital signature. Attacks
From (8), itis not difficult to imagine thaP;,, will be very low. can be roughly classified into two categories: incidental manip-
In other words, the false negative probability will be very lowlation and malicious distortion. To simplify the analysis, we as-
when a content replacement operation is applied to an imagesume the strength of an attaekjs a Gaussian distributiog,*,
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Fig. 6. Positions of the parent—child pairs (illustrated in black color in the wavelet domain) of an SDS constructed from Fig. 4(aywitl2(#), (b) o = 128,

and (c)o = 64. Compared with Fig. 4(a), it is observed that most of the parent—child pairs have been selected from lower frequency components.disly when
small enough, pairs can be gradually extracted from higher frequency subbands. Besides, parent—child pairs nearly do not come from smoocitepg fareas e
a very smallo.

TABLE | TABLE Il
CoSDS OF FIG. 4(a) INDER SPTHT WTH CoSDS oF FIG. 4(a) UNDER A SET OF INCIDENTAL DISTORTIONS
VARIOUS COMPRESSIONRATIOS (CR) (AMONG THEM, SHARPENING AND GAUSSIAN NOISE ADDING
WITH AMOUNT 16 WERE RUN USING PHOTOSHOR
Completeness of SDS
CR Inci . . Standard deviation p; Completeness of SDS
=256 | oc=128 | 0 = 64 ncidental distortions

0=256|0=128 | 0 =64
8:1 1.000 1.000 1.000 rescaling 26.8 0.993 | 0.918 | 0.808
16:1 1.000 1.000 1.000 equalization 27.3 0.983 0.961 | 0.946
391 1.000 1.000 0.997 blurring(7 x 7) 22.9 0.988 0.915 | 0.807
dain filtering(5 x 5 23.0 0.943 0.830 | 0.682

64:1 | 1.000 | 0994 | 0.816 medain Atvering(5 x 8)
sharpening 23.4 1.000 0.990 | 0.954
Gaussian noise(16) 15.9 1.000 1.000 1.000

TABLE I
CoSDS oFFIG. 4(a) INDER JPEG WTH VARIOUS QUALITY FACTORS(QF) L . .
on our scheme, a structural digital signature is constructed by

Completeness of SDS selecting those parent—child pairs whose differences in magni-
QF(CR) P ‘ 123 ‘ Yy tudes are larger tham. The difference in magnitude], may
ol B i have two forms: positive differend@l > 0) and negative dif-
60(7.1:1) || 1.000 1.000 | 1.000 ference(d < 0). The positive difference portion and the neg-
50(8.2:1) | 1.000 1.000 | 1.000 ative difference portion both form a Gaussian distributign,
20(97:1) | 1.000 1000 | 0.999 WIthOUF amean of zero. Their standard deviations are denoted as
ps, Which is usually very large (scale of hundreds) because the
30(11.7:1) || 1.000 | 1.000 | 0.992 variance ofl is large in the wavelet domain and is larger than
20(15.0: 1) || 1.000 1.000 | 0.988 The possible relationships betwe@f andG® are depicted in
0@2L7:1) || 1000 | 0996 | 0.969 Fig. 2. In Fig. 2, the Gaussian distributions shown in the middle

part areG#, whereas the right/left one ° corresponding to

a positive/negativel. 7 is defined as the intersection point of
G4 andG®. The shaded areas, which represent the parent—child
with a mean of zero. According to the Gaussian modeling of giairs with a smaller differencg/| (in the tails ofG°), are as-
tacks [7], [14], [22], we have the following analysis. Usually, asumed to be updated based on the value in the taifs'oNext,
incidental manipulation tends to have a small standard deviatie will analyze the effect ob; andpy; on o, respectively.

pr while a malicious tampering tends to have a large standardFirst, let an incoming attack be an incidental one such as
deviationpy,, i.e., pr < par. Some reference values regardingPEG/SPIHT compression or rescaling. The probability that the
pr and py; were provided in [8] for a specific image. Basedelationship of parent—child pairs may be destroyed (s,
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The curves with respect to three minimum differences (256, 128, and 64)
T T T

sign is changed) is denoted g5 (the shaded areas in Fig. 2) s . .
and can be calculated by

T T

pl=2x (P{0<d<T—0}+P{r <a< o} .
=2x(P{0<d<t-0}+(1-P{0<a<T}))

e () ()]

whereer f(-) represents the error function [1] which is defined
as

04

0.35

031

0.25F

Probability of parent-child pairs destroyed in an SDS

0.05H -6~ minimum diff. = 256

€
2 .
erf(e) = N /e_uzdu.
0
—+ minimum diff. = 128

In (9), the constant 2 represents the two symmaegrics that - mpmum o =68 1 o , o . ° ‘
belong, respectively, to the positive and negativBecause the " Si incdantal marpuiations(isted in Table 3 and labeled 88 1. 2,3, 4 5, and &)
attack under consideration is incidentak- o is usually small.

; iati ; _ Fig. 7. Probability (vertical axis) that the relationship of the parent—child
Since the standard deviatign of Gs is on the scale of hun pairs in an SDS might be destroyed with respect to six incidental manipulations

dreds,(r — o)/(2ps) is, thus, very small. Under the circUm-(norizontal axis) listed in Table Ill. The minimum distances) used for
stances, the firstterm in (9 f((T — o) /(2ps)), approximates thresholding are 256, 128, and 64, respectively.

zero. On the other hand,satisfiesr > o ando is chosen to be

large [(4)], sor is also large enough. For an incidental attack, we) /(2ps)), has a value close to zero because it corresponds to
know the value op; is usually small. Therefore,/2p; is large. an incidental modification. It is also known that; is usually

As a consequence, the second tgtim,er f(7/2pr)], should be large and that it may lead to a smalf2p,,. Therefore, the
very small. In summary, the above discussion explains why teecond term of (12);1 — erf(7/2par)], has a value which is
probability P! can be sufficiently small if the incoming attackfar from zero. In general, the detection rate of regions that are

is incidental with a smalp;. That is maliciously tampered with is determined mainly based on the
- second term. If we assun®" is large enough, angd,; and
pl =~ 2 x [1 —erf (2—” ~ 0. (10) the tables of error function [1] are available, we will be able to
pr

determine the upper bound of From the above-, the upper
The near-optimab can be derived based on the condition thdtound of a near-optimal will be approximately obtained as in
the incoming attack is incidental and the valueybfis smaller the case of incidental modifications.

than a predetermined threshalde.g.,e = 0.1). Under the ~ To sum up, the interval where a near-optimathould fall

circumstances, the near-optineatan be derived by can be mathematically derived from the above analysis. In Sec-
tion 1V, we will provide a numerical example to show how dif-
pl ~ 2 x [1 —erf <2L>} < ferent values ot affectp;.
pr

In this section, we will discuss the issues regarding 1) the
1= & <erf <L> ) (11) elementsin astructural digital signature which are known or are

2 2pr correctly guessed; 2) the image intensity is constantly changed;
Using a predeterminedtogether withy; and checking the ta- and 3) the se!ected parent—chilq pairs are known and changed.
bles of error function [1], we should be able to obtain the lower 1) T@mpering at the Locations Where SDS Does Not
bound ofr. From thisr, the lower bound of a near-optimatan Record: If the elements in an SDS are correctly guessed, the

be approximately determined because based on the Gaus&{i#cker may try to tamper with those positions which are not
models shown in Fig. 2 is close tor. recorded in the correspondingDS(I) and thus disable our

Now, let the incoming attack such as object placement/rg‘-ethc’d' Fortunately, the attackers cannot succeed in this case

placement or cloning be malicious. The probability that the r@€cause if the parent—child pairs are notrecorded #1af (1),
lationships of parent—child pairs in a structural digital signatuf@€n their interscale relationships do not satisfy the condition in

may be destroyed is defined as (4). In other words, we can verify .iteas.ily by checking the signa—.
ture symbols of those parent—child pairs that are not recorded in
pM =2x (P{0<d<T—0}+P{r<a<oo}) SDS(I)andSDS(I). Let (ws o(w,y), wet1,0(27 +14,2y + 7))
—2x (P{0<d<t—0l+(1-P{0<a<rt)}) be a parent—child pair which is not 1D S(I) and assume its

T—0 T -
=2 x (erf < 5 ) + [1 —erf <2—> in SDS(I), where0 < ¢, j < 1. We can determine whether
ps P the (w, o(,y), wey1.0(22 + 1,2y + §)) pair is tampered with

In (12), 7 — o is known to be small and, thug; — 0)/(2ps) is  or not by checkingsym (ws o(z, y), Ws+1,0(22 + %, 2y + 7)).
very small. As a consequence, the first term in ((2);((1 — If sym(ds,o(z,y), Wst1,0(22 + 4,2y + 7)) is notequal toV/,

) corresponding paifw; ,(z,y), Wst1,0(22 + 4,2y + 7)) is not
. (12)
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(a) (b) () (d)

e) (f) &) ()

Fig. 8. Combined attacks with incidental and malicious manipulations: (a) beach image after JPEG+“umbrella” placement; (b)—(d) detectédakeatilts o
22 ~ 2% scales whew = 128; (e) beach image after rescaling(scaling+“umbrella” placement); (f)—(h) detected results af{ey &' scales whem = 128.

{b) {¢) (d)

Fig. 9. Malicious manipulations of non-SDS areas: (a) maliciously tampered with image with a “helicopter” in the sky; (b)—(d) detected resaits*of(a)
scales whemr = 128.

then it has been tampered with. It is known that the conditian wavelet will be zero due to the nature of wavelets. Once
for sym(ws o(z,y), Wst1,0(22 + 4,2y + j)) to belong toV is  an image is tampered with by a constant update, its lowest
|0s.0(x, Y)| — |Wst1,0(22 + 7,2y + j)|| < 0. frequency band will reflect this change. Lin and Chang [8] used
2) The Condition That Image Intensity is Constantlg similar method to solve the above mentioned problem in the
Changed: Attackers may think that they can modify theDCT domain.
image’s intensity without triggering our authentication scheme. 3) The Selected Parent—Child Pairs Are Known and
One possible method is to constantly increase or decre@anged: The proposed method uses significant parent—child
the intensity of an imagé so that the interscale relationshipgairs as the structural digital signature. A knowledgeable
of all parent—child pairs are not changed. One solution #itacker is easy to know where parent—child pairs are selected
conquer this problem is to record the wavelet coefficients of tlseich that he/she can easily modify the coefficients to keep
lowest frequency band because they represent the approxinthge relationship intact without triggering the authentication
information of a whole image. In addition, the high frequencgystem. Hence, the content can be actually modified but is
bands will not be altered because a constant convolved witill considered credible. As described in Section II-C, if the
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changes of some known parent—child pairs have not causexhge processing and, thus, cannot be considered as malicious
significant impacts on the image’s structures, then the desigrodifications. From Tables I-IIl, we can find that the com-
of our quality check mechanism will quickly bypass insignifpleteness of a structural digital signature was consistently very
icant modifications. The above mentioned design is able high for incidental manipulations when > 64. This indicates
prevent our authentication system from being fooled witthat our method can tolerate common incidental modifications
trivial modifications. On the other hand, if random changes @kry well. However, the above conclusion is true only when the
parent—child pairs are sufficient to cause significant damagelue ofo is large enough (e.gg > 64 in our experiments).
on an image’s quality, then these changes will be correcfiyheoretically, a reasonabte can be determined based on the
identified as malicious. analysis described in Section Il
Next, we shall show how the value efinfluences the prob-
ability that the relationship of the parent—child pairs in an SDS
is destroyed. Table Il illustrated six incidental modifications
IV. EXPERIMENTAL RESULTS which were used in this experiment. The minimum distaiece
used for thresholding were 256, 128, and 64, respectively. The
In order to clarify the proposed image authentication systegurves shown in Fig. 7 indicated that whenwas set to 128
the structural digital signature creation and verification prer 256, the probability that the relationship of the parent—child
cesses are, respectively, depicted in Fig. 3(a) and Fig. 3(b). pairsinan SDS being destroyed was zero. From Fig. 7, we found
Our structural digital signature-based image authenticatigiat the values obtained by theoretical analysis were not neces-
scheme was first tested against a Beach image with2366 sarily consistent with the experimental results. This phenom-
size, as shown in Fig. 4(a). A large “umbrella” was placed isnon can be explained by the following potential reasons. 1)
Fig. 4(a) and formed a tampered image as shown in Fig. 4(The behavior of an incidental manipulation and the magnitudes
We used a 4-scale wavelet transform to transform the imagess$garent—child pairs in a structural digital signature are both
that the resolution of the lowest-frequency channel had the sissumed to be Gaussian distributed for the sake of simplicity.
of 16 x 16. At first, the parent—child pairs whose differente However, it may not be the case. 2) We propose the shaded
satisfying|d| > o = 256 were chosen to construct an SDS. Thareas in Fig. 2 that reflect the relationship of those parent—child
detected tampering areas were shown in Fig. 4(c)—(e). Anotipiirs with small|d| will be destroyed, but in a practical situa-
set of detected results usiag= 128 was shown in Fig. 4(f)—(h). tion this may not be true. In fact, any parent—child pair in a SDS
As we expected, the SDS with a smaller size will lose sonuld possibly be destroyed. We can only say that the pair with
tampered pixels. However, the integration of multiscale resulissmaller difference has a higher probability of being destroyed.
was sufficient to reflect the area tampered with. Another sEtven when the of (11) is set in advance and the near-optimal
of experiments was conducted by placing a “small” object atis determined, one cannot decide whether an incoming attack
the bottom-right corner of the “peppers” image. Fig. 5(a) arid incidental or not. This is because when the regions that have
Fig. 5(b) show, respectively, the host image and the image tabeen maliciously tampered with are very small, the number of
pered with. Fig. 5(c)—(e) and Fig. 5(f)—(h) show, respectivelgestroyed parent—child pairs is small too and, thus, its value has
the detected multiscale results when= 256 ando = 128. the probability of being smaller than Therefore, we suggest
The above experiments provided a good example of the cothat the final decision on whether an attack is incidental or mali-
promise between robustness and fragility using two structugdbus still needs human intervention so that a perfect perceptual
digital signatures with different sizes. judgment can be made. Under the above circumstances, if the
In the second part of our experiments, we applied severaljions detected as having been tampered with are very small
incidental distortions to Fig. 4(a) to test the robustness of oand spread over a whole image but are still recognizable and
scheme. Three structural digital signatures with a differenmteaningful, the imposed attack should be regarded as malicious.
number of parent—child pairs were constructed, and th&xcept for the example of a tiny content-changing modification
corresponding positions in the wavelet domain were showhown in Fig. 5, our scheme is able to determine whether the
in Fig. 6. It can be seen that the SDS with a smaller/larggnposed attack is malicious or incidental by merely comparing
|SDS| (corresponding to a larger/smalle) would result in the value ofe and1 — CoSDS(i).
fewer/more elements. Table | shows the completeness of SD3n the following, we shall use our scheme to authenticate the
obtained under different SPIHT compression ratios using thrimeages that were modified by an incidental manipulation and
differento. It is obvious that when the compression ratio waa malicious distortion simultaneously. Fig. 8(a) shows a beach
smaller than 32, most of the derivedoSDS were perfect. image which was first JPEG compressed with a quality factor of
However, when the compression ratio reached 64, some fradilg? and then an “umbrella” object was placed. The verification
results emerged for = 64. For the JPEG compression results obtained & ~ 2* scales usings = 128 were shown
perfect preservations of SDS (except for the results obtainied=ig. 8(b)—(d), respectively. As we can see from these results,
from o = 64) were obtained for quality factors ranging fromthe area where the umbrella was placed could be approximately
60% (7:1) to 10% (21.7:1), as shown in Table Il. Table lldetected and the JPEG compression did not affect the verifica-
summarized the verification results obtained under other intien results. The experiment indicated that the structural digital
dental distortions including rescaling, histogram equalizatiosignature efficiently tolerated the JPEG compression while sen-
blurring, median filtering, sharpening, and Gaussian noisdtively detecting object placement. Another set of experiments
adding. These manipulations are sometimes unavoidablewias shown in Fig. 8(e)—(h). The beach image was first scaled
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down to 128x 128 from 256x 256, and then the umbrella ob-a new structural digital signature (SDS) scheme has been pro-
jectwas placed on it. Finally, the image was rescaled to the orfgesed for image authentication. We make use of the multiscale
inal size 256x 256, as shown in Fig. 8(e). Whernwas setto be structure of an image to construct a digital signature. This con-
128, Fig. 8(f)—(h) showed the placed umbrella was detectedsatuction is based on the facts that content-changing distortions
22 ~ 2% scales. It can be seen that some small fragments whilways destroy the proposed SDS while content-preserving ma-
were not the targets were mistakenly detected. This is becangaulations mostly tend to preserve a great many of the SDS.
the changes of wavelet coefficients that resulted from rescaliRgrformance analysis of the structural digital signature has been
are more liable to destroy the structural digital signature thamnovided and experimental results show that our scheme is re-
the JPEG. However, we can also see that the regions belongatlyg robust to content-preserving manipulations and fragile to
to the “umbrella” tend to be clustered together. By comparirgpntent-changing distortions.
the values shown in Table Il and Table 11, it is easy to see thatOur future work will consider geometric distortions such as
theCoS DS values obtained by applying JPEG with any qualityotation and translation, which cannot be tolerated in this paper
factors are higher than those obtained by applying rescalingbecause the structural digital signature built in the wavelet do-

Finally, we conducted an experiment to demonstrate if malaain is variant to rotation and translation. Another future work
cious tampering occurred on areas which were not recordedniill focus on developing structural watermarking, which can be
an SDS, then they could also be detected as we have analyased for public-key detection from the viewpoint that a water-
in Section 1lI-D. In Fig. 9(a), a helicopter was placed on theark structure can only be removed if its structure is destroyed.
sky portion of the beach image [Fig. 4(a)]. As we can see froRinally, one potential extension of the proposed method is to
Fig. 6, the wavelet coefficients in the sky area did not belong tmnceal the structural digital signature as a semi-fragile water-
the structural digital signature. Using the proposed scheme, thark for error detection and recovery of images transmitted in
area tampered with could be detected and shown, respectivabjise-prone environments.
in Fig. 9(b)—(d) whenr = 128. The blocky effect shown in
F|g._9(b)—(d) was the natural result inherited from the multires- ACKNOWLEDGMENT
olution representation of the wavelet transform.
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