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A new data hiding method is proposed for embedding a bit-string message into the
structure of object groupings in a drawing. The objects in a drawing are grouped skill-
fully according to the message data to be embedded as well as the inter-object distance
relationships between the objects. The groupings of objects in the resulting stego-draw-
ing are visually imperceptible and robust against translation, scaling, rotation, and mir-
roring attacks. Possibilities of embedding variable-length message data into drawings are
demonstrated for different data hiding applications, including data authentication, copy-
right protection, and covert communication. The method can be applied to a variety of
graphic drawings, including flowcharts, network diagrams, circuit schematics, floor
plans, etc. Good results obtained from experiments conducted on Microsoft Visio draw-
ings are shown to confirm the feasibility of the proposed method.

Keywords: data hiding, vector graphics, object grouping, data authentication, copyright
protection, covert communication, Microsoft Visio

1. INTRODUCTION

Data hiding is a technique that embeds information imperceptibly into given media
for various purposes, including covert communication, copyright protection, data authen-
tication, efc. Imperceptibility of hidden data is commonly achieved by exploiting the
weaknesses of the human auditory and visual systems, using the techniques of, for ex-
ample, changing the least significant bits of the pixels of a cover image to embed infor-
mation [1], or shifting lines, words, or characters by a small amount in an image con-
taining texts [2]. Most prior researches concentrated on images, audios, and videos as
cover media [3-7].

Data hiding in vector drawings is comparatively less studied, due to the relatively
low information content in such a kind of media that can be manipulated. Vector draw-
ings usually contain lines, polygons, or objects of different shapes with uniform or gra-
dient fills. Techniques developed for hiding data in bitmap images usually manipulate the
luminance variations of images to embed information, and thus are unsuitable for vector
drawings.

Data hiding in a vector drawing is most commonly achieved by altering the geome-
try of the shapes in the drawing to embed data. The manipulation of the shape geometry
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can be done in the spatial domain or in one of the transform domains such as DFT, DWT,
and DCT [8-14]. Kwon et al. [9] embedded invisible watermark signals into lines, arcs,
and circles in a CAD drawing by modifying their lengths, angles, and radii, respectively.
Detection of the watermark, however, requires the use of the original drawing. Solachidis
and Pitas [10] achieved blind watermark detection by modifying the coordinates of the
vertices in a polygonal line using Fourier descriptors. The embedded watermark is resil-
ient to scaling, rotation, and translation attacks, but vulnerable to distortion attacks. The
method was later enhanced by Doncel et al. [11]. Im et al. [12] proposed the use of
wavelet descriptors for embedding watermarks that are robust against global and local
geometrical distortions.

The above methods, however, are unsuitable for drawings such as flowcharts, net-
work diagrams, circuit schematics, floor plans, efc. These diagrams are composed of ob-
jects that come from a stencil, and the contours of the individual objects in such diagrams
cannot be altered. Fig. 1 shows an example of a floor plan drawing, where the shapes
representing desks, chairs, servers, walls, doors, efc. all come from standard stencils, and
cannot be individually altered.
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Fig. 1. A floor plan diagram of an office composed of different objects from stencils.

A drawing of this kind can contain numerous objects, and for ease of manipulation,
drawing editing applications allow objects to be grouped together such that each group
can be manipulated as a unit. Each group can then be translated, scaled, rotated, mirrored,
or colored as a whole. It is also possible for the groupings to be nested, that is, a group
can contain several groups of objects.

In this paper a different approach to embedding data into drawings is proposed by
manipulating the structure of object groupings. Such a structure can be represented by a
tree, as illustrated in Fig. 2, where the internal nodes are the groups, and the leaves are
the objects. In the figure, for example, Group 4 contains two simple objects while Group
1 includes two simple objects as well as two smaller groups. It is the use of such different
combinations of the object groupings that fulfills information embedding in the proposed
approach.
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Fig. 2. Illustration of object groupings for data embedding in a drawing.

Compared to the previously mentioned data hiding techniques, the proposed method
has several merits.

1. The method can be used to embed multiple data bits with a blind extraction capabil-
ity, allowing for several different types of data hiding applications, whereas some
techniques require the use of the original media (called non-blind methods) or can
only embed watermarks with no message data (called zero-bit watermarking meth-
ods) [8, 11].

2. Manipulations of object groupings do not change the visual appearance of a drawing
at all, whereas most other techniques degrade the quality of a drawing [8-13].

3. Any collection of shapes, lines, or text blocks that can be grouped together may be
used by the proposed method for data embedding, whereas many other techniques
can only be applied to specific drawing objects such as polylines, polygons, B-spline
curves, efc. [8-10, 13, 14].

4. The method can be used to embed information in any graphical file format that sup-
ports nested grouping of objects, for example, AutoCAD drawings, Visio drawings,
and PowerPoint presentation files.

In the remainder of this paper, the detail of the proposed data hiding method using
structures of object groupings is described in section 2. Possible data hiding applications
using the proposed method are then described in section 3. Experimental results that
demonstrate the feasibility of the proposed method are presented in section 4, and con-
clusions with some suggestions for future works are included in section 5.

2. DATA HIDING USING STRUCTURES OF OBJECT GROUPINGS

In the proposed method, objects in a drawing are grouped in a certain way to embed
data, and the grouping structure is examined for data extraction. As the grouping of ob-
jects can be nested, for simplicity we will refer to a simple object or a group of objects
both as an object. That is, a drawing is composed of a collection of objects, where some
objects are composed of smaller constituent objects. The details of the proposed data
embedding and extraction processes are described in the sequel.
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2.1 Data Embedding

The basic idea of the proposed data embedding process is to determine the inter-
object distances for all objects in the drawing, sort the distances between pairs of objects,
and then group the pairs of objects in turn or left them ungrouped, depending on the bits
to be embedded. The detail is described as an algorithm below.

Algorithm 1: Data embedding by structure of object groupings.
Input: A drawing with objects D = {01, 0,, ..., 0;} and a bit string S = b1b,...by to be
embedded.
Output: A stego-drawing D' with an appropriate structure of object groupings repre-
senting S.
Steps:
1. Set D' to be equal to D initially.
2. Create an auxiliary Aelper set P and set it to be empty initially.
3. Take in order a bit b; from the input bit string S, where 1 <i < N, and perform the fol-
lowing steps.
(a) Calculate the distances between every pair of objects in D' that are not in P.
(b) Find the two objects o; and o, in D’ such that their distance is the smallest among
those of all object pairs in D’ that are not in P.
(c) If b; = 1, then group o; and o in D' together; otherwise, add the pair (o;, 0;) to P as
an ungrouped one.
4. Take the final D' with the resulting structure of object groupings as the output stego-
drawing.

The purpose of creating the set P in the above algorithm is to record pairs of objects
that are not grouped together for embedding 0’s, so that these object pairs are not con-
sidered further. As an example, supposed that we want to embed the bits 1010010011
into the drawing shown in Fig. 3 with the inter-object distances listed in Table 1. We find
that the objects “File server” and “Application server” are the closest two objects (with
distance 0.2791), and is so the first pair considered. Since the first bit to be embedded is
1, the two objects are grouped together to form a new object, called Group 1, according
to Step 3c of the algorithm. The closest object pair in the resulting drawing is then Group
1 and the object “Switch 1” (with distance 0.4134). These two objects are not grouped in
order to embed a “0,” and the pair is recorded in the set P so that they are not considered
further for grouping. The objects “Switch 2” and “Workstations” (with distance 0.4977)
are then considered, and grouped to form Group 2 to embed a “1,” and so on. The result-
ing structure of object groupings after embedding 1010010011 is shown in Fig. 4.

Table 1. Distances between all pairs of objects in Fig. 3.
Workstations Router Switch 2 Switch 1 File Server
Application Server 0.9139 1.7557 0.9903 0.4134 0.2791
File Server 1.9525 2.1690 1.7464 0.8552
Switch 1 1.5705 1.0851 0.5998
Switch 2 0.4977 0.7566
Router 1.9052
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File Server Application Server Workstations
Fig. 3. A simple drawing used as an example for embedding by object grouping.
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Fig. 4. Resulting structure of object groupings of Fig. 3 after embedding 1010010011.

2.2 Embedding Capacity

In Algorithm 1, when two objects are grouped into one for every bit of 1 embedded
(step 3c), the number of objects in the stego-drawing D’ decreases by one. The maximum
number of 1’s that can be embedded using the proposed method is thus L — 1 where L is
the number of objects in the input drawing D.

On the other hand, the method can embed 0’s more efficiently. Specifically, it can
be seen from the following analysis of performing the steps of Algorithm 1 that for a
drawing with L objects, the maximum number of bits that can be embedded is (L — 1)*
when the input data string is of the form:

00...0100...0100...01...1001 0 11. (D
s e

— =~
LLD | (L-2)-1 (L-3)-1 341 2-1
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Performance analysis of Algorithm 1 for embedding the maximum number of bits.

1. All object pairs except “the pair G| with the farthest in-pair distance” are ungrouped
and added to the set P to embed the first [L(L — 1)/2 — 1] 0’s, where the term “in-pair
distance” means the distance between the two objects in an object pair.

2. G is taken as Group 1 to embed the first “1” in the data string, which results in L — 2
new distance relationships between Group 1 and the remaining L — 2 objects.

3. All object pairs, each with Group 1 and an object of the remaining L — 2 ones, except
the pair G, with the farthest in-pair distance are ungrouped and added to the set P to
embed the next [(L —2)— 1] 0’s.

4. G, is taken as Group 2 to embed the second “1” in the data string, resulting in L — 3
new distance relationships.

5. Steps 3 and 4 above are repeated in a similar way for the remaining objects and groups
until no more objects can be considered for grouping.

Accordingly, the maximum number of bits that can be embedded is

{[ILIL-DR2-1N+1}+{[L-2)- 1]+ 1} +{{L-3)-1]+1}+... +{[2-1]+
1} +1

=LL-DR2+L-2)+L-3)+...+1

=L({L-1)2+(L-1)(L-2)2

=L

as mentioned previously.

On the other hand, the expected number of random bits (equal occurrence probabili-
ties of 0’s and 1’s) that can be embedded by the proposed method using a drawing with L
objects is smaller than 2(L — 1), as discussed now.

First, as mentioned previously, at most (L — 1) 1’s can be embedded for a drawing
with L objects. Also, from the above performance analysis of the proposed algorithm for
embedding the maximum number of bits, we see that at least one “0” can be embedded
for each “1” embedded except the last one. If the input string includes 0’s and 1’s alter-
natively as in the extremely random case, then exactly 2(L — 1) — 1 bits can be embedded.
In real cases, 1’s may appear consecutively, such that objects in a drawing will be ex-
hausted faster than appropriate numbers of 0’s are embedded, resulting in less 0’s being
embedded when compared with the extremely random case. In short, for the average case,
the number of random bits that can be embedded with a drawing containing L objects is
roughly 2(L — 1) — 1 =~ 2L if L is large enough.

2.3 Data Extraction

The process for extracting the data embedded in a stego-drawing using Algorithm 1
is described below. Basically, the algorithm first removes the structure of object group-
ings to recover the original cover drawing. It then uses the same procedure as that of data
embedding to gradually reconstruct the same structure of object groupings, and checks in
the meantime the object grouping structure in the stego-drawing to determine the previ-
ously embedded bits one by one.
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Algorithm 2: Data extraction from structure of object groupings.

Input: A stego-drawing D’ with a certain structure of object groupings generated by Al-
gorithm 1.

Output: A bit string S = b1b,...by extracted from the structure of object groupings in D’.

Steps:

1. Ungroup all existing object groups in D' to recover the original drawing D = {0y, 0, ...,

OL}.

2. Create an auxiliary /elper set P and set it to be empty initially.

3. Initialize an empty bit string S.

4. Extract a bit b; and append it to the end of S, where 1 < i < N, by performing the fol-
lowing steps.

(a) Calculate the distances between every pair of objects in D that are not in P.

(b) Find the two objects o; and o in D such that their distance is the smallest among
those of all object pairs in D that are not in P.

(c) Check if the object pair (o), o) is a group in the grouping structure of the original
stego-drawing D" if so, then set b; to be 1 and take (0;, o) as a group in D; other-
wise, set b; to be 0 and add the pair (o), o) to P as an ungrouped one.

5. Take the final S as the desired output bit string.

In the above algorithm, it is assumed that the number of bits N in the embedded bit
string is either previously known or determinable during data extraction in a certain way,
like prefixing the data bit string S with a fixed-length bit segment that contains the value
N.

3. DATA HIDING APPLICATIONS

The proposed method uses relative inter-object distances as the basis for forming
the structure of object groupings. It can be figured out that the technique is robust to at-
tacks such as translation, scaling, rotation, and mirroring of the drawing as a whole since
these transformations do not alter the inter-object distances. Based on this property, we
describe below some possible data hiding applications using the proposed method.

3.1 Data Authentication

The proposed method can be used for authenticating a drawing by embedding a
random-key controlled bit string with (L — 1) 1’s as an authentication signal such that all
objects in the drawing are grouped together, forming a structure of mutually-validating
object groups. If an attacker attempts to modify the stego-drawing by changing some of
the object groupings, moving some of the objects around, or adding or removing one or
more objects, then some of the inter-object distances in the drawing will be changed. The
data extracted from such a drawing will thus be different from the expected embedded
authentication signal and tampering with the drawing be detected.

It is noted that the above method by itself cannot detect attacks where an object is
replaced by another with the same dimension, or where an object’s internal properties
(such as color and caption) are modified. For such cases, the proposed method can be
combined with other authentication mechanisms which cover the objects’ properties. For
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example, one simple technique is to create an encrypted hash value [15] from all the ob-
jects’ properties and then embed this hash value as an authentication signal using the
proposed algorithms, resulting in the combined method of object-grouping and object-
property encryption techniques. Tampering with an object’s property in a stego-drawing
then can be detected since the authentication signal extracted from such a tampered
drawing using the proposed algorithms will be different from that re-calculated directly
from the changed objects’ properties.

3.2 Copyright Protection

The proposed method can be used to embed an invisible watermark into a drawing
for the copyright protection purpose, where the watermark is taken to be in the form of a
bit string. Such a watermarking scheme, as mentioned previously, is robust to translation,
scaling, rotation, and mirroring operations of the drawing, which are possible attacks
during a copyright infringement activity. In addition, as mentioned in section 3.1, a wa-
termark so created can survive alterations to object property modifications such as
changing the colors or captions of objects, which are also possible attacks in copyright
infringement.

Although the watermark can be removed by changing the structure of object group-
ings in the drawing, for ease of manipulations, copyright offenders typically do not per-
form grouping/ungrouping operations unless necessary. On the contrary, to avoid unin-
tentional operations of ungrouping all objects to destroy the watermark completely, it is
recommended to create a watermark signal with a short length (with less than (L — 1) 1°s)
such that the watermark signal covers object groupings within short distances only. In
this way, the watermark signal will still be intact if a copyright offender removes periph-
eral objects such as drawing captions and comments.

3.3 Covert Communication

Since communications via drawings such as flowcharts are common and the pro-
posed data hiding procedure does not affect the visual appearance of the drawing, the
method is suitable for the covert communication purpose as well. Specifically, a secret
message in the form of a bit string can be embedded into a cover drawing imperceptibly
using the proposed algorithms. Also, grouping of objects for object manipulations in a
drawing is a subjective choice by the author and usually does not follow a predictable
rule, making automatic steganalysis difficult.

To face the common assumption made in covert communication that the data hiding
algorithms used are known to the public, it is suggested to randomize the secret message
in advance by some symmetric encryption algorithm such as AES [16] before it is taken
as input to the proposed data embedding process.

4. EXPERIMENTAL RESULTS

A series of experiments were conducted on some drawings created with Microsoft
Visio 2003, a popular package for drawing flowcharts, network diagrams, floor plans, etc.
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Two examples of them are shown in Figs. 1 and 5. The proposed method can be conven-
iently implemented in Visio, which supports nested grouping of objects as well as func-
tionality that allows distances between any two objects to be computed [17]. Three dif-
ferent types of drawings as listed in Table 2 were tested to demonstrate the generic ap-
plicability of the proposed method. The table lists the number of objects available for
grouping in each drawing, and the average number of random bits embeddable over ten
independent trials. The average number of bits embeddable is approximately twice the
number of objects in the drawing, which matches the theoretical prediction mentioned in
section 2.2.
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Table 2. Experimental results of embedding capacity for different drawings.

Type of drawing Number of objects Bits embeddable
A Network topology 113 235.0
B Office layout 78 156.4
C Flowchart 44 82.0

The stego-drawings were then attacked by translation, scaling, and rotation opera-
tions in the experiments. Specifically, we translated, scaled, and/or rotated all the objects
in the drawing simultaneously in the attacks and applied the algorithms subsequently.
The results show that the bits embedded in the object grouping structures survive these
attacks.

To test the relation between the number of grouped objects and detectability of ob-
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ject removal attacks discussed in sections 3.1 and 3.2, we conducted some additional
experiments where bit strings of varying lengths were embedded into the test drawings
and ratios of detected attacks were computed. Specifically, after embedding a bit string
into a drawing by Algorithm 1, one of the objects was removed from the drawing, and
the bit string extracted by Algorithm 2 was checked against the original one to see
whether the object removal was detected. The results are summarized in Table 3, where
(1) the consumed data-hiding capacity is defined as the length of the embedded bit string
over the approximate average data-hiding capacity of the drawing (the value 2L men-
tioned at the end of section 2.2); and (2) the object-removal detection rate is defined as
the number of successful detections of object removals over the total number of objects
in the drawing.

Table 3. Experimental results of tampering detection.

Consumed data-hiding capacity Object-removal detection rate
A 32% 71/113
B 47% 51/78
C 84% 44/44

It can be seen that the detection rate is higher when the capacity is highly utilized, as
expected in the discussion in section 3. With high capacity consumptions, removal of any
object will alter the data bits embedded in the drawing. On the other hand, with low ca-
pacity consumptions, some peripheral objects such as drawing captions can be removed
without affecting the embedded data. This property is useful for embedding signals of
different strengths for different data hiding applications, matching the concepts revealed
by the discussions made in section 3.

5. CONCLUSIONS AND FUTURE WORKS

In this paper, a new data hiding method has been proposed, which embeds message
data imperceptibly into the structure of object groupings in a drawing, in contrast with
prior works that alter objects themselves for data hiding applications. The proposed me-
thod is generic and can be applied to a variety of drawings, including flowcharts, net-
work diagrams, circuit schematics, floor plans, efc. The method creates a structure of
object groupings based on the data to be embedded as well as inter-object distances in the
drawing, yielding a stego-drawing that is robust against attacks such as translation, scal-
ing, rotation, and mirroring operations. By varying the amount of data embedded into a
drawing, the proposed method has been shown to be applicable to several different data
hiding applications, including data authentication, copyright protection, and covert com-
munication.

It has been shown that the amount of data embeddable by the proposed method is on
average twice the number of objects in the drawing. One future work may be directed to
investigating alternative encodings that use more bits of 0’s so that larger amounts of
data can be embedded in cover drawings. Another is to investigate other variations of
structures of object groupings which can provide larger data embedding capacities. Other
applications of the proposed method can also be studied.
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